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200
OPERATE A MODULE SERVER TO SERVICE A PLURALITY OF DIFFERENT

STORAGE AREA NETWORK MANAGEMENT MODULES THAT EACH PROVIDE
A RESPECTIVE TYPE OF MANAGEMENT FUNCTIONALITY FOR ELEMENTS
OPERATING WITHIN A STORAGE AREA NETWORK ASSOCIATED WITH THE
COMPUTERIZED DEVICE, THE MODULE SERVER LACKING ADMINISTRATION
CAPABILITY OF THE PLURALITY OF DIFFERENT STORAGE AREA NETWORK
MANAGEMENT MODULES

201
OPERATE AN ADMINISTRATION MODULE IN CONJUNCTION WITH THE

MODULE SERVER, THE ADMINISTRATION MODULE PRQOVIDING A PLURALITY
OF MODULE ADMINISTRATION INTERFACES THAT CAN BE REMOTELY
INVOKED TO ADMINISTER THE PLURALITY OF DIFFERENT STORAGE AREA
NETWORK MANAGEMENT MODULES

202
RECEIVE A REMOTE INVOCATION OF AT LEAST ONE OF THE PLURALITY OF

MODULE ADMINISTRATION INTERFACES TO REMOTELY ADMINISTER AT
L EAST ONE OF THE STORAGE AREA NETWORK MANAGEMENT MODULES
SERVICED BY THE MODULE SERVER

203

APPLY MODULE ADMINISTRATION FUNCTIONALITY ASSOCIATED WITH THE
AT LEAST ONE REMOTELY INVOKED MODULE ADMINISTRATION INTERFACE
TO REMOTELY ADMINISTER AT LEAST ONE OF THE STORAGE AREA
NETWORK MANAGEMENT MODULES SERVICED BY THE MODULE SERVER

REPEAT FOR
SUCCESSIVE
CALLS TO MODULE
ADMINISTRATION
INTERFACES

FIG. 2
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202
RECEIVE A REMOTE INVOCATION OF AT LEAST ONE OF THE PLURALITY OF MODULE

ADMINISTRATION INTERFACES TO REMOTELY ADMINISTER AT LEAST ONE OF THE
STORAGE AREA NETWORK MANAGEMENT MODULES SERVICED BY THE MODULE SERVER

210
RECEIVE A DEPLOY MODULE INTERFACE CALL

211
CALL IDENTIFIES MODULE METADATA INDICATING OPERATIONAL

ATTRIBUTES ASSOCIATED WITH AMODULE TO BE INSTALLED AND

DEPLOYED FOR OPERATION WITH THE MODULE SERVER

212
CALL IDENTIFIES A MODULE FILE LIST IDENTIFYING MODULE FILES TO

BE INSTALLED FOR OPERATION OF THE MODULE TO PERFORM
STORAGE AREA NETWORK ELEMENT MANAGEMENT TASKS
ASSOCIATED WITH THAT MODULE

203
APPLY MODULE ADMINISTRATION FUNCTIONALITY ASSOCIATED WITH THE AT LEAST ONE

REMOTELY INVOKED MODULE ADMINISTRATION INTERFACE TO REMOTELY ADMINISTER
AT LEAST ONE OF THE STORAGE AREA NETWORK MANAGEMENT MODULES SERVICED

BY THE MODULE SERVER

213
EXECUTING THE MODULE ADMINISTRATION DEPLOYMENT FUNCTIONALITY

ASSOCIATED WITH THE DEPLOY MODULE INTERFACE CALL TO INSTALL THE

MODULE FILES IDENTIFIED IN THE MODULE FILE LIST FOR RUNTIME ACCESS BY
THE STORAGE AREA NETWORK MANAGEMENT APPLICATION FOR OPERATION
WITH THE MODULE SERVER

214
CONFIGURING OPERATIONAL ATTRIBUTES INDICATED IN THE MODULE METADATA

TO ALLOW THE MODULE SERVER TO PROPERLY OPERATE IN CONJUNCTION WITH
THE INSTALLED STORAGE AREA NETWORK MANAGEMENT MODULE FILES TO
ALLOW OPERATION OF THE MODULE TO MANAGE ELEMENTS IN THE STORAGE
AREA NETWORK

DEPLOY MODULE INTERFACE
FIG. 4
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202
RECEIVE A REMOTE INVOCATION OF AT LEAST ONE OF THE PLURALITY OF MODULE

ADMINISTRATION INTERFACES TO REMOTELY ADMINISTER AT LEAST ONE OF THE
STORAGE AREA NETWORK MANAGEMENT MODULES SERVICED BY THE MODULE SERVER

220
RECEIVE A REMOVE MODULE INTERFACE CALL TO THE AT LEAST ONE MODULE

INSTALLATION INTERFACE, THE REMOVE MODULE INTERFACE CALL

IDENTIFYING AT LEAST ONE MODULE TO BE REMOVED FROM INSTALLATION
AND OPERATION WITH THE MODULE SERVER WITHIN THE STORAGE AREA
NETWORK MANAGEMENT APPLICATION

203

APPLY MODULE ADMINISTRATION FUNCTIONALITY ASSOCIATED WITH THE AT LEAST ONE
REMOTELY INVOKED MODULE ADMINISTRATION INTERFACE TO REMOTELY ADMINISTER
AT LEAST ONE OF THE STORAGE AREA NETWORK MANAGEMENT MODULES SERVICED
BY THE MODULE SERVER

DETERMINE IF THE MODULE TO BE REMOVED
IS CURRENTLY INSTALLED FOR OPERATION

WITH THE MODULE SERVER

NQO,
NOT
INSTALLED

YES, INSTALLED

222
REMOVE THE MODULE FROM INSTALLATION WITH THE MODULE

SERVER

223
DELETE FILES LISTED IN AMODULE FILE LIST, RECEIVED WHEN THE

MODULE WAS INSTALLED, THE MODULE FILE LIST IDENTIFYING
MODULE FILES TO THAT WERE INSTALLED FOR OPERATION OF THE
MODULE TO PERFORM STORAGE AREA NETWORK ELEMENT

MANAGEMENT TASKS ASSOCIATED WITH THAT MODULE

224
RETURN "MODULE NOT INSTALLED" RESPONSE MESSAGE

REMOVE / UNDEPLOY / UNINSTALL MODULE INTERFACE
FIG. 5
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202
RECEIVE A REMOTE INVOCATION OF AT LEAST ONE OF THE PLURALITY OF MODULE

ADMINISTRATION INTERFACES TO REMOTELY ADMINISTER AT LEAST ONE OF THE
STORAGE AREA NETWORK MANAGEMENT MODULES SERVICED BY THE MODULE SERVER

230

RECEIVE A DEACTIVATE MODULE INTERFACE CALL TO THE AT LEAST ONE
ACTIVATION CONTROL INTERFACE, THE DEACTIVATE MODULE INTERFACE CALL
IDENTIFYING AT LEAST ONE MODULE TO BE DEACTIVATED FROM OPERATION WITH
THE MODULE SERVER WITHIN THE STORAGE AREA NETWORK MANAGEMENT
APPLICATION

203
APPLY MODULE ADMINISTRATION FUNCTIONALITY ASSOCIATED WITH THE AT LEAST ONE

REMOTELY INVOKED MODULE ADMINISTRATION INTERFACE TO REMOTELY ADMINISTER
AT LEAST ONE OF THE STORAGE AREA NETWORK MANAGEMENT MODULES SERVICED
BY THE MODULE SERVER

231
DETERME IF THE MODULE TO BE DEACTIVATED IS CURRENTLY ACTIVE FOR

OPERATION WITH THE MODULE SERVER, AND IF SO DEACTIVATING THE MODULE
FROM OPERATION WITH THE MODULE SERVER (IF NOT ACTIVE, RETURN NOT
ACTIVE MESSAGE)

DEACTIVATE MODULE INTERFACE

FIG. 6
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202

RECEIVE A REMOTE INVOCATION OF AT LEAST ONE OF THE PLURALITY OF MODULE
ADMINISTRATION INTERFACES TO REMOTELY ADMINISTER AT LEAST ONE OF THE
STORAGE AREA NETWORK MANAGEMENT MODULES SERVICED BY THE MODULE SERVER

240

RECEIVE A DISABLE ON DEMAND ACTIVATION MODULE INTERFACE CALL TO THE AT

LEAST ONE ACTIVATION CONTROL INTERFACE, THE DISABLE ON DEMAND
ACTIVATION MODULE INTERFACE CALL IDENTIFYING WHETHER A MODULE

IDENTIFIED BY THE DISABLE ON DEMAND ACTIVATION MODULE INTERFACE CALL IS

TO BE DEACTIVATED FROM AUTOMATIC OPERATION WITH THE MODULE SERV

=R

WHEN THAT MODULE IS REQUESTED FOR SERVICE WITHIN THE STORAGE AREA

NETWORK MANAGEMENT APPLICATION

203

APPLY MODULE ADMINISTRATION FUNCTIONALITY ASSOCIATED WITH THE AT LEAST ONE
REMOTELY INVOKED MODULE ADMINISTRATION INTERFACE TO REMOTELY ADMINISTER
AT LEAST ONE OF THE STORAGE AREA NETWORK MANAGEMENT MODULES SERVICED

BY THE MODULE SERVER

241

DISABLE THE ABILITY OF THE MODULE SERVER TO AUTOMATICALLY LOAD AND

DYNAMICALLY LINK THE MODULE IDENTIFIED BY THE DISABLE ON DEMAND
ACTIVATION MODULE INTERFACE CALL

DISABLE MODULE INTERFACE
FIG. 7
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202
RECEIVE A REMOTE INVOCATION OF AT LEAST ONE OF THE PLURALITY OF MODULE

ADMINISTRATION INTERFACES TO REMOTELY ADMINISTER AT LEAST ONE OF THE STORAGE
AREA NETWORK MANAGEMENT MODULES SERVICED BY THE MODULE SERVER

250
RECEIVE AT LEAST ONE DESCRIPTION INTERFACE CALL TO THE AT LEAST ONE

DESCRIPTION INTERFACE, THE AT LEAST ONE DESCRIPTION INTERFACE CALL
REQUESTING REMOTE ACCESS TO DESCRIPTIVE INFORMATION RELATED TO AT LEAST
ONE OF THE INSTALLED STORAGE AREA NETWORK MANAGEMENT MODULES OPERATING

IN CONJUNCTION WITH THE MODULE SERVER IN THE STORAGE AREA NETWORK
MANAGEMENT APPLICATION IN THE COMPUTERIZED DEVICE

201

DESCRIPTION INTERFACE CALL IS A MODULE METADATA LIST CALL REQUESTING
ACCESS TO MODULE METADATA FOR AT LEAST ONE INSTALLED MODULE THAT
OPERATES IN CONJUNCTION WITH THE MODULE SERVER

202
DESCRIPTION INTERFACE CALL IS A DESCRIBE MODULE CALL REQUESTING A
MODULE DESCRIPTOR ASSOCIATED WITH A MODULE THAT IS INSTALLED TO
OPERATE WITH THE MODULE SERVER AND THAT IS IDENTIFIED BY A MODULE
IDENTIFICATION SPECIFIED IN THE DESCRIBE MODULE CALL

253
DESCRIPTION INTERFACE CALL IS A INTEROPERABLE OBJECT REFERENCE CALL
REQUESTING ACCESS TO AT LEAST ONE INTEROPERABLE OBJECT REFERENCE
ASSQCIATED WITH AT LEAST ONE MODULE THAT IS INSTALLED TO OPERATE WITH
THE MODULE SERVER AND THAT IS IDENTIFIED BY A MODULE IDENTIFICATION
SPECIFIED IN THE INTEROPERABLE OBJECT REFERENCE CALL

TO STEP 203 IN FIG. 8B

DESCRIPTION INTERFACES (MODULE METADATA LIST,
DESCRIBE MODULE AND INTEROPERABLE OBJECT
REFERNECE INTERFACE)

FIG. 8A
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FROM STEP 202 IN FIG. 8A

203
APPLY MODULE ADMINISTRATION FUNCTIONALITY ASSOCIATED WITH THE AT LEAST ONE

REMOTELY INVOKED MODULE ADMINISTRATION INTERFACE TO REMOTELY ADMINISTER AT
LEAST ONE OF THE STORAGE AREA NETWORK MANAGEMENT MODULES SERVICED BY THE
MODULE SERVER

254
RETURN DESCRIPTIVE INFORMATION RELATED TO AT LEAST ONE OF THE INSTALLED

STORAGE AREA NETWORK MANAGEMENT MODULES OPERATING IN CONJUNCTION
WITH THE MODULE SERVER IN THE STORAGE AREA NETWORK MANAGEMENT
APPLICATION IN THE COMPUTERIZED DEVICE

259

TRANSMIT MODULE METADATA TO A DEVICE THAT PROVIDED THE AT

LEAST ONE DESCRIPTION INTERFACE CALL, THE MODULE METADATA

INDICATING OPERATIONAL ATTRIBUTES ASSOCIATED WITH A MODULE
DEPLOYED FOR OPERATION WITH THE MODULE SERVER

256

TRANSMIT THE MCDULE DESCRIPTOR ASSOCIATED WITH THE MODULE
IDENTIFICATION, THE MODULE DESCRIPTOR PROVIDING A

DESCRIPTION OF THE MODULE, A STATUS OF WHETHER THE MODULE
IS ENABLE FOR ACTIVATION UPON STARTUP OF THE MODULE SERVER,

AND A PUBLISHED NAME BY WHICH THE MODULE MAY BE ACCESSED
FOR STORAGE AREA NETWORK ELEMENT MANAGEMENT
FUNCTIONALITY BY AN APPLICATION PROVIDING THE DESCRIBE
MODULE CALL

257

TRANSMIT THE AT LEAST ONE INTEROPERABLE OBJECT REFERENCE
TO AN APPLICATION THAT PROVIDED THE AT LEAST ONE
INTEROPERABLE OBJECT REFERENCE CALL, THE AT LEAST ONE
INTEROPERABLE OBJECT REFERENCE OPERATING AS AN
IDENTIFICATION OF THE MODULE FOR USE BY STORAGE AREA
NETWORK MANAGEMENT APPLICATIONS

DESCRIPTION INTERFACES (MODULE METADATA LIST,
DESCRIBE MODULE AND INTEROPERABLE OBJECT
REFERNECE INTERFACE)

FIG. 8B
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202
RECEIVE A REMOTE INVOCATION OF AT LEAST ONE OF THE PLURALITY OF MODULE

ADMINISTRATION INTERFACES TO REMOTELY ADMINISTER AT LEAST ONE OF THE
STORAGE AREA NETWORK MANAGEMENT MODULES SERVICED BY THE MODULE SERVER

260
RECEIVE A MODULE CONTAINER STATE INTERFACE CALL TO THE AT LEAST ONE
ACTIVATION CONTROL INTERFACE, THE MODULE CONTAINER STATE INTERFACE
CALL IDENTIFYING A MODULE CONTAINER STATE THAT CONFIGURES A CONTAINER
STATE ASSOCIATED WITH THE MODULE TO BECOME AT LEAST ONE OF:

1) A DISCARDING STATE IN WHICH THE MODULE DISCARDS INCOMING STORAGE
AREANETWORK ELEMENT MANAGEMENT REQUESTS;

OR
I} ANON-DISCARDING STATE IN WHICH THE MODULE PROCESSES INCOMING

STORAGE AREA NETWORK ELEMENT MANAGEMENT REQUESTS FOR MANAGEMENT
OF ELEMENTS IN A STORAGE AREANETWORK

203
APPLY MODULE ADMINISTRATION FUNCTIONALITY ASSOCIATED WITH THE AT LEAST ONE

REMOTELY INVOKED MODULE ADMINISTRATION INTERFACE TO REMOTELY ADMINISTER
AT LEAST ONE OF THE STORAGE AREANETWORK MANAGEMENT MODULES SERVICED
BY THE MODULE SERVER

201
CONFIGURE THE CONTAINER STATE ASSOCIATED WITH THE MODULE BASED ON

MODULE CONTAINER STATE IDENTIFIED IN THE MODULE CONTAINER STATE
INTERFACE CALL

MODULE CONTAINER STATE INTERFACE

FIG. ©
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202
RECEIVE A REMOTE INVOCATION OF AT LEAST ONE OF THE PLURALITY OF MODULE

ADMINISTRATION INTERFACES TO REMOTELY ADMINISTER AT LEAST ONE OF THE
STORAGE AREA NETWORK MANAGEMENT MODULES SERVICED BY THE MODULE SERVER

270
RECEIVE A MODULE SERVICE HOME IDENTIFICATION CALL TO THE AT LEAST ONE

ACTIVATION CONTROL INTERFACE, THE MODULE SERVICE HOME IDENTIFICATION
CALL IDENTIFYING A MODULE INSTALLED FOR OPERATION WITH THE MODULE
SERVER AND IDENTIFYING AT LEAST ONE STORAGE AREA NETWORK
MANAGEMENT CONSOLE OPERATING IN A STORAGE AREA NETWORK
MANAGEMENT COMPUTER SYSTEM WITH WHICH THE MODULE IS TO OPERATE
UNDER FOR RECEIPT OF STORAGE AREA NETWORK ELEMENT MANAGEMENT
COMMANDS

203
APPLY MODULE ADMINISTRATION FUNCTIONALITY ASSOCIATED WITH THE AT LEAST ONE

REMOTELY INVOKED MODULE ADMINISTRATION INTERFACE TO REMOTELY ADMINISTER
AT LEAST ONE OF THE STORAGE AREA NETWORK MANAGEMENT MODULES SERVICED
BY THE MODULE SERVER

271
CONFIGURE THE MODULE SERVICE HOME IDENTIFICATION ASSOCIATED WITH

THE MODULE BASED ON MODULE SERVICE HOME IDENTIFICATION IDENTIFIED IN

THE MODULE SERVICE HOME IDENTIFICATION INTERFACE CALL SUCH THAT THE

MODULE COMMUNICATES WITH THE IDENTIFIED AT LEAST ONE STORAGE AREA
NETWORK MANAGEMENT CONSOLE

MODULE SERVICE HOME IDENTIFICATION INTERFACE

FIG. 10
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METHODS AND APPARATUS FOR
ADMINISTERING SOFTWARE MODULES IN
A STORAGE AREA NETWORK
MANAGEMENT APPLICATION

BACKGROUND

Moderm conventional distributed computer software
applications frequently operate in networked computing
environments that include several different types of com-
puterized devices that are each responsible for executing
different portions of the distributed software application.
The different portions of the distributed software application
communicate with each other over a network to exchange
information related to the functionality of the software
application. By way of example, consider a storage area
network environment 1n which several storage area network
clements (1.e., devices) such as disk storage systems, tape
backup systems, network attached storage devices, server or
host computer systems, storage area network switches and
other such elements interoperate to provide overall storage
area network functionality. A developer or admimstrator of
such a storage area network environment may install one or
more distributed storage area network management software
applications within the storage area network to manage or
administer the various elements (1.e., devices, computer
systems, storage systems, etc.) that operate within the stor-
age area network.

A typical conventional storage area network management
soltware application may have several different portions.
There typically exists a console portion that executes or
otherwise operates 1n a dedicated storage area network
management workstation to allow the admimstrator to
remotely control and manage all of the various elements
within the storage area network from this central location.
The console 1s typically a graphical user interface-based
application that allows the administrator to graphically visu-
alize the storage area network for selection of individual
clements to monitor and/or manage. Host computer systems
such as data servers within the storage area network may
operate agent or responder portions ol the storage area
network management application that receive remote man-
agement commands from the console and apply functional-
ity associated with these commands to the elements within
the storage areca network (e.g., to data storage systems
coupled to the host). There may be several of these remote
agent or responder portions of the storage area network
management application distributed throughout the storage
area network, and some may operate in server computer
systems, while others may operate directly within other
storage area network elements such as switches, data storage
systems, and the like.

To assist 1in the development of such complex distributed
or networked software applications, software application
developers working within several commercial companies
and software development consortiums have created a num-
ber of different soitware development architectures, plat-
forms or paradigms to allow for the eflicient creation of
distributed or highly complex soiftware applications. As an
example, soltware development platforms such as the “Java
2 Enterprise Edition” (J2EE) developed and distributed by
Sun Microsystems, Inc. of Palo Alto Calif. and the “Com-
mon Object Request Broker Architecture” (CORBA) soft-
ware development model created by a consortium of soft-
ware developers at different companies each provide object
ortented and/or component-based software development
plattorms and software application runtime environment
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2

architectures that allow for eflicient creation, integration and
reuse ol soitware objects or components.

Using CORBA as an example, a software application
developer can create conventional CORBA-based software
components that encapsulate functionality related to a spe-
cific task or operation. The software components can operate
on a remote computer system in conjunction with the
component server. The developers of the CORBA system
have created a conventional CORBA-based C++ component
framework that implements a lightweight component model
that 1s based on a CORBA portable object adapter specifi-
cation. In the CORBA component framework, a CORBA
component server includes tightly integrated component
management functionality to allow a remotely executing
management soiftware application to cause the CORBA
component server to load, link and activate various devel-
oper-created software components that require access to the
CORBA component server. The CORBA component frame-
work thus supports service components to provide remote
services as per software developer’s requirements and fur-
ther allows the soitware developer to control or remotely
manage the component server to control installation and
activation of those component services. As an example, 1f
conventional a CORBA-based system were used to create a
distributed software application, the developer would install
the component server on the remote computer system and
could interact directly with the component server to use
management functionality integrated into the component
server to remote 1nstall various software components to
perform functionality created by the developer. The com-
ponent server mcludes component management or admin-
istration functionality to allow the developer, for example, to
remotely start and stop execution of developer-created com-
ponents, and to remote load and unload such components.

SUMMARY

Conventional techniques for development and remote
management of object-oriented and/or component based
soltware applications suiler from a variety of deficiencies. In
particular, management of software components or objects
operating within the J2EE or CORBA software development
and execution environments 1s substantially cumbersome
and 1volves an interruptive process to perform many
remote component or object administration functions.

As an example, when a software developer creates a
number of solftware components using the conventional
CORBA component framework, the conventional compo-
nent server mncludes a tightly integrated component admin-
istration portion that provides a means for component
deployment, upgrade and other administration functions
such as starting and stopping certain components. Develop-
ers sometimes refer to the administration portion of the
component server as an ‘“‘administration component”, but
unlike developer-created soitware components, the conven-
tional administration component 1s supplied with the com-
ponent server and 1s actually tightly coupled to the compo-
nent server Iunctionality. That 1s, the conventional
administration component shipped with the CORBA com-
ponent framework 1s not truly a component itself since, for
example, replacement of the administration component
requires replacement of the component server as well. Thus,
the conventional CORBA component server 1s generally
considered by developers to have management functionality
built-in 1n a tightly integrated manner.

In addition, since the conventional component adminis-

tration portion of the CORBA component server 1s tightly
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integrated into the component server itself, 1f an adminis-
trator or developer desires to create, mstall and deploy (1.e.,
operate) a new software component into an existing coms-
ponent environment 1n which a component server 1s already
currently operating, the developer must temporarily shut
down the conventional component server in order to recon-
figure the component server to have knowledge of, and to be
able to operate the new soltware component which 1s added
into the configuration to produce a new configuration for the
component server.

Further still, since the conventional component server has
management functionality built-in to 1tself 1in the form of the
highly integrated component administration portion, should
management requirements of a software component associ-
ated with the conventional component server change, a
developer or owner of the distributed software application
must replace or upgrade the entire component server with a
newer or modified version that contains upgraded manage-
ment capabilities. As an example, if a current implementa-
tion of a conventional component server only supports
certain management functionality with respect to component
administration (1.e., deployment, installation and operational
control of the various software components that operate 1n
conjunction with the component server) and a developer
creates a new soltware component that require additional
management functionality not present in the current con-
ventional component server, the conventional CORBA
development and execution environment requires that the
developer replace the current conventional component
server with a new version of the conventional component
server that 1s capable of taking advantage of the additional
management functionality that the developer has imple-
mented within the new software component that her or she
created. Accordingly, when using conventional component-
based software development and execution environments,
management or administration of the various software com-
ponents that interoperate 1n conjunction with a conventional
component server 1s highly lmmited by the management
functionality built-in to the component server 1tself.

Embodiments of the mvention significantly overcome
such deficiencies and provide mechanisms and techniques
that allow administration of software modules that operate
as part ol a storage area network management software
application that provides remote management capability of
clements (e.g., devices such as servers, switches and data
storage systems) in a storage area network. In particular,
embodiments of the invention include an administration
module that provides an application programming interface
that includes several unique module administration (.e.,
management) interfaces that allow a remotely executing
storage area network management console soltware appli-
cation to provide remote management of software modules,
including the administration module 1tself, that operate 1n
conjunction with a module server. The module administra-
tion interfaces and associated interface processing function-
ality of embodiments of this invention provide a unique set
of management functions or services that allow remote
deployment and 1installation as well as runtime control and
operation of many different types of software modules to
cach interoperate with a module server. The software mod-
ules that operate 1n conjunction with the module server can,
for example, provide storage area network element manage-
ment functionality and serve a variety of different functions
such as storage area network switch management, data
storage system management, host or server management,
storage area network zoning, element discovery and other
such functions associated with management and control of
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4

clements (e.g., devices or program running on such devices)
operating 1n a storage area network environment.

The administration module configured 1n accordance with
embodiments of the invention 1s capable of receiving calls to
the various module administration interfaces that the admin-
istration module provides 1n order to, for example, deploy
and 1nstall a new software module 1n order to provide
additional control of storage area network elements. As
another example, the module adminmistration interfaces con-
figured 1n accordance with embodiments of the mvention
support operations such as activation and deactivation of
installed software modules. In addition, the module admin-
istration interfaces provided as part of the administration
module 1n accordance with embodiments of the mnvention
provide a number of description intertaces that allow remote
access to descriptive information related to the installed
storage area network management modules. Such descrip-
tive information can include, for example, an interoperable
object reference (IOR) that serves as a globally unique
identifier for the software module.

Since embodiments of the invention provide a distributed
software development platform that decouples software
module management tasks from a module server that ser-
vices operation of the individual software modules, admin-
istration functions such as the addition or installation and
deployment of a new software module do not disrupt opera-
tion of the module server with respect to other software
modules currently installed and operating in conjunction
with the module server. As an example, embodiments of the
invention allow a software developer to create a new soft-
ware module for deployment within a storage area network
management application 1n order to manage a new type of
storage area network element within the storage area net-
work. The developer can then operate a storage area network
management console to invoke module administration inter-
faces associated with the administration module of this
invention in order to deploy and activate the new software
module to operate with the module server, without disrupt-
ing or interfering with concurrent operation of already
installed software modules that are currently interacting with
the module server. This allows modules to be started and
stopped and 1nstalled and de-1nstalled without having to halt
operation of the module server.

Generally then, embodiments of the invention provide an
administration module within a storage area network man-
agement application that decouples administration or mod-
ule management tasks from a module server and that imple-
ments or realizes the iterface through which an
administrator can deploy, upgrade, remove, configure and
obtain descriptive iformation for other software modules
that operate in conjunction with the module server. By
providing an administration module that handles remote
management and administration tasks of other modules,
embodiments of the invention also allow a developer to
more easily implement additional management functionality
without having to replace the entire module server that 1s
currently servicing pre-existing software modules used for
management of storage area network elements. Instead, the
developer can add the new management functionality into a
new version of the administration module and can then
operate module administration interfaces associated with the
currently operating administration module i order to
replace the currently 1nstalled administration module with a
new version of the administration module containing the
additional or new or modified management functionality. In
this manner, embodiments of the invention allow the cre-
ation and addition of advanced management functionality
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without having to replace and reinstall the entire module
server which would be a significant disruption to each of the
other software modules currently 1nstalled for use to manage
clements 1n a storage area network. Conventional systems
that operate, for example, using a component server and that
require new or modified component management function-
ality require that the entire component server be replaced.
Thus, 1n comparing this aspect of the present invention with
the conventional component server based architecture, the
module server of this invention does not need to be replaced
and currently operating modules can continue operation
while new modules are added, removed, started and stopped,
including the administration module 1tself.

More specifically, embodiments of the invention include
systems, apparatus and methods for administering software
modules that operate as part of a storage area network
management soltware application. One such method
embodiment comprises operating a module server to service
a plurality of different storage areca network management
modules. Each storage area network management module
provides a respective type of management functionality for
clements such as hosts, switches and storage devices oper-
ating within a storage area network associated with the
computerized device. According to embodiments of the
invention, the module server lacks general administration
capability of the plurality of diflerent storage area network
management modules. In other words, the module server
configured according to embodiments of the invention does
not include management or administration functionality
such as the ability to install and deploy new software
modules.

To provide the management functionality that does not
need to exist in the module server, embodiments of the
invention operate an administration module 1n conjunction
with the module sever. The administration module provides
a plurality of module administration interfaces that can be
remotely mvoked to administer the different storage area
network management modules.

In particular, the module administration interfaces include
at least one 1nstallation interface having associated module
administration installation functionality allowing remote
installation and removal of storage areca network manage-
ment modules operating 1n the storage area network man-
agement application 1n the computerized device. Other mod-
ule administration interfaces include at least one activation
control interface having associated module administration
activation control functionality allowing remote control and
operation ol installed storage area network management
modules operating 1n the storage area network management
application in the computerized device. Such control can
include activation of modules and controlling on-demand
activation of a module to mnstruct the module as to whether
or not 1t should automatically be started in the event of a
request for service from the module and other such opera-
tional control functions. The set of module administration
interfaces also include at least one description interface
allowing remote access to descriptive information related to
the installed storage area network management modules
operating 1 conjunction with the module server in the
storage arca network management application in the com-
puterized device.

Embodiments of the invention operate to receive a remote
invocation of at least one of (e.g., a call to) the module
administration interfaces to remotely administer at least one
of the storage area network management modules serviced
by the module server. A storage area network management
console application operating within a storage area network
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management computer system coupled to the computerized
device over a storage area network data communications
medium can supply the remote mvocations or calls to the
module administration interfaces. Upon receipt of such a
module administration interface call, embodiments of the
invention apply module administration functionality associ-
ated with the remotely mnvoked module administration inter-
face to remotely administer at least one of the storage area
network management modules serviced by the module
Server.

By providing such module administration interfaces
within an administration module 1tself, as opposed to within
a component server as 1s done 1n conventional systems, the
administration module configured in accordance with
embodiments of the invention allows remote administration
of software modules used within a storage area network
management application while decoupling the administra-
tion and management functionality of the module server to
allow for a lesser processing burden on the module server
and thus less complex module server code. Embodiments of
the invention also to allow for ease of addition of new
management capability related to administration of software
modules.

Other embodiments of the invention include a computer-
1zed device, such as a host computerized device, workstation
or other computerized device configured with a storage area
network management application that can process all of the
aforementioned method operations disclosed herein as
embodiments of the invention. In such embodiments, the
computerized device includes a memory, a processor and an
interconnection mechanism connecting the processor and
the memory. The memory, that may be any type of computer
readable medium, 1s encoded with a storage area network
management application code that when performed on the
processor, produces a storage area network management
process that provides remote administration capability of
modules that interoperate with a module server as explained
herein. The computerized device configured in this manner
performs all of the method embodiments and operations
explained herein as embodiment of the imnvention.

Other arrangements of embodiments of the invention that
are disclosed herein include software programs to perform
the method embodiment steps and operations summarized
above and disclosed in detail below. More particularly, a
computer program product is disclosed that has a computer-
readable medium including computer program logic
encoded thereon that when performed in a computerized
device provides storage area network management applica-
tion that includes an administration module that performs,
when executed, the operations as explained heremn. The
computer program logic, when executed on at least one
processor with a computerized device, causes the processor
to perform the operations (e.g., the methods) indicated
herein as embodiments of the invention. Such arrangements
of the mvention are typically provided as software, code
and/or other data structures arranged or encoded on a
computer readable medium such as an optical medium (e.g.,
CD-ROM), floppy or hard disk or other a medium such as
firmware or microcode in one or more ROM or RAM or
PROM chips or as an Application Specific Integrated Circuit
(ASIC) or as downloadable software 1mages 1n one or more
modules, shared libraries, etc. The software or firmware or
other such configurations can be installed onto a computer-
1zed device to cause one or more processors 1n the comput-
erized device to perform the techniques explained herein as
embodiments of the invention. Software processes that
operate 1n a collection of computerized devices, such as 1n
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a group ol elements 1n a storage area network or one of more
storage area network management servers can also be
enabled to provide the system of the mvention.

It 1s to be understood that the system of the invention can
be embodied strictly as a software program, as software and
hardware, or as hardware alone. Example embodiments of
the mvention may be implemented within EMC’s Control
Center soitware application that provides storage area net-
work management functionality for storage area network
clements and in computerized devices that operate the

Control Center soitware. Control Center 1s manufactured by
EMC Corporation of Hopkinton, Mass., USA.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing and other objects, features and advantages
of the mvention will be apparent from the following more
particular description of embodiments of the mvention, as
illustrated 1n the accompanying drawings and figures in
which like reference characters refer to the same parts
throughout the different views. The drawings are not nec-
essarily to scale, with emphasis instead being placed upon
illustrating the embodiments, principles and concepts of the
invention.

FIG. 1 illustrates a storage area network environment
including a computerized device operating a storage area

network management application according to one example
embodiment of the invention.

FIG. 2 1s a flow chart of processing steps to perform
remote admimstration of software modules that operate in
conjunction with the module server that lacks administration
or management functionality in accordance with one
example embodiment of the invention.

FIG. 3 illustrates a more detailed architecture of a com-
puterized device including a storage area network manage-
ment application that operates an administration module 1n
accordance with one example embodiment of the invention.

FI1G. 4 1llustrates processing steps performed by a storage
area network management application to process a deploy
module interface call 1n accordance with example embodi-
ment of the invention.

FI1G. 5 1llustrates processing steps performed by a storage
area network management application to process a remove
module interface call 1n accordance with example embodi-
ment of the invention.

FI1G. 6 1llustrates processing steps performed by a storage
area network management application to process a deacti-
vate module interface call 1n accordance with example
embodiment of the invention.

FIG. 7 1llustrates processing steps performed by a storage
arca network management application to process a disable
on demand activation interface call in accordance with
example embodiment of the invention.

FIG. 8 1llustrates processing steps performed by a storage
area network management application to process a descrip-
tion interface call in accordance with example embodiment
of the mvention.

FI1G. 9 1llustrates processing steps performed by a storage
area network management application to process a module
container state interface call 1n accordance with example
embodiment of the invention.

FI1G. 10 1llustrates processing steps performed by a stor-
age arca network management application to process a
module service home identification interface call in accor-
dance with example embodiment of the invention.
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DETAILED DESCRIPTION

FIG. 1 1llustrates an example storage area network envi-
ronment 100 suitable for use 1n explaining example embodi-
ments of the mmvention. As illustrated, the storage area
network environment 100 includes a plurality communica-
tions links 105 that form a network that couples a number of
computerized devices 110-1 through 110-P, a storage area
network management computer system 140, and a plurality
of storage area network elements 150-1 through 150-X. The
storage area network management computer system 140
operates (e.g., executes) a storage area network management
console software application 142 that accesses module data
149 (to be explained). The computerized devices 110 rep-
resent storage area network host computer systems or serv-
ers, for example, and the storage area network elements 150
represent various devices that operate within a typical stor-
age area network such as data communications switches,
disk or tape data storage systems, network attached storage
and other types of devices.

In this example, the computerized device 110-1 operates
a storage area network management application 120 config-
ured 1n accordance with embodiments of the invention. The
storage area network management application 120 1s a
software application that operates in conjunction with the
storage area network management console 142 (in the
storage area network management computer system 140,
over the network 105) in order to allow a storage area
network administrator 180 to interact with the console 142
to manage the various storage area network elements 1350
distributed throughout the storage area network environment
100. In one example embodiment, the storage area network
management application 120 operates as an agent or other
remotely controllable software program that 1s under the
control of the storage area network management console
142.

The storage area network management application 120
includes a variety of software portions including a set of
enablers 121, a module server 122, a plurality of storage area
network management software modules 123-1 through 123-
M, and an administration module 124. Generally, the
ecnablers 121 represent storage area network element appli-
cation programming interfaces (APIs) that the module server
122 uses to communicate with, and manage element func-
tionality within, the manageable storage arca network ele-
ments 150. The software modules 123 represent software
portions or components ol the storage area network man-
agement application 120 that can perform different manage-
ment tasks associated with the overall management of the
storage area network elements 150.

In particular, the illustrated example includes a switch
management module 123-1 that represents a software mod-
ule that provides storage area network switch management
capability to manage the storage area network switch ele-
ments 150-1. This storage management module 123-2 rep-
resents a solftware module that contains (i.e., that can
execute to provide) management functionality for data stor-
age clements 150-2 within the storage area network envi-
ronment 100. There may be other management modules
123-M that serve diflerent storage area network manage-
ment purposes as well. Examples of other modules 123-M
include discovery modules to 1dentily various devices oper-
ating within the storage area network 100, zoning modules
to control access and privileges between the various devices
within the environment 100 and third party or vendor-
specific modules designed to provide management function-
ality associated with a third party of vendor specific storage
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arca network element 150-X. Each module 123 provides a
service interface 135-1 through 135-M that provides access
to the respective storage area network element management
functionality associated with that module 123-1 through
123-M. As an example, the service interface 135-1 for the
switch management module 123-1 provides access to switch
management functionality within the switch management
module 123-1.

The administration module 124 1s configured in accor-
dance with embodiments of the invention to include a
plurality of module administration functions 130-1 through
130-Y. Each module administration function 130 within the
administration module 124 provides one or more module
administration interfaces 125 that can be remotely activated,
remotely 1nvoked or otherwise called 144 by the remotely
operating storage area network management console appli-
cation 142 or other console applications (not specifically
show) 1n order to apply 131 administration or management
functionality to the software modules 123 that operate 1n
conjunction with the module server 122. That 1s, embodi-
ments of the invention provide the administration module
124 that exposes a number of module administration inter-
taces 125 that correspond to respective module administra-
tion functions 130 that the console 142 (under control of a
user 180 or under control of another software process) can
invoke 144 to remotely administer 131 the software modules
123 that operate 1n conjunction with the module server 122.
Such remote administration functions 130 can provide mod-
ule administration functionality 131 such as installation or
deployment of new modules 123, removal of installed
modules 123, activation and deactivation of the software
modules 123, remote operational configuration and control
of the modules 123, and collection of module description
information associated with the modules 123 and the module
server 122 for return to the management console 142. The
administration module 124 can also remotely manage the
module server 122 1n some embodiments.

Prior to this discussion of specific processing details
regarding the various module administration functions 130
assoclated with the administration module 124, as well as
specific module administration iterfaces 125 and associated
parameters, reference 1s now made to FIG. 2 for a discussion
of the overall operation of a storage areca network manage-
ment application 120 configured with an administration
module 124 1n accordance with embodiments of the imven-
tion.

FIG. 2 1s a flow chart of processing steps or operations
that a storage area network management application 120
configured with an administration module 124 performs 1n
accordance with embodiments of this mvention 1n order to
administer 131 the various soiftware modules 123 that are
responsible for management of storage area network ele-
ments 150.

In step 200, the storage area network management appli-
cation 120 operates a module server 122 to service a
plurality of different storage area network management
modules 123 that each provide a respective type of man-
agement functionality for elements 150 operating within a
storage area network 100 associated with the computerized
device 110. According to embodiments of the invention, the
module server 122 either does not require or lacks admin-
istration capability of the different storage area network
management modules 123. That 1s, the module server 122
according to this mvention does not require the ability to
install, deploy, deinstall or un-deploy and/or return infor-
mation regarding the various modules 123 used for man-
agement of elements 150 within the storage area network
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100. In addition, the module server 122 does not include
other administration functionality such as controlling gen-
eral module operational functionality such as configuring
how modules are to start and stop. The module server 122 1s
also not responsible for collecting data or module descriptor
information (to be explained) associated with the modules
123 for return to the management console 142. It 1s noted
that the module server 122 may include some or all of such
management functionality, but embodiments of the inven-
tion do not rely on, require or use such module administra-
tion or management features of the module server 122.
Rather, embodiments of the invention administer the mod-
ules 123 via management and administration functionality
provided by the administration module 124 and its associ-
ated module administration functions 130 and module
administration interfaces 125. Accordingly, the module
server 122 used in embodiments of this mvention can be
devoid of module or component admimstration logic, thus
making the module server 122 a more lightweight software
process as opposed to conventional component servers that
include tightly integrated or built-in component manage-
ment functionality.

In step 201, the storage area network management appli-
cation 120 operates the admimstration module 124 1n con-

junction with the module server 122. The administration
module 124 1s a module 1tself like the other modules 123 and
interacts with the module server 122, but instead of provid-
ing element management functionality like the module 123,
the administration module 124 provides a plurality of mod-
ule administration interfaces 125 that can be remotely
invoked (e.g., via the console 142) to administer the difierent
storage area network management modules 123. That 1s, the
administration module 124 provides module management
functionality for the modules 123, and since 1t 1s a module
itself, the module server 122 views the administration mod-
ule 124 in a manner similar to that of any other module 123
with respect to 1ts operation. One diflerence then between
the software modules 123 that operate 1n conjunction with
the module server 122 and the administration module 124
that also operates 1n conjunction with the module server 122
1s that the modules 123 provide management functionality
for storage area network elements 150 (e.g., devices 1n the
storage area network environment 100) whereas the admin-
istration module 124 provides administration and manage-
ment functionality for the other software modules 123, for
the module server 122, and in some cases, for itself.

In step 202, the storage area network management appli-
cation 120 receives a remote mvocation 144 of at least one
of the module administration intertaces 125 to remotely
administer 131 or manage at least one of the storage area
network management modules 123 serviced by the module
server 122. As illustrated 1n the example i FIG. 1, the
invocation 144 of a module administration interface 125
comes from the management console 142 under control of
the storage area network administrator 180 (1.e., a person
responsible for administering the storage area network 100).
According to embodiments of the invention, there are many
different types of interface calls, commands or invocations
144 to the different module administration interfaces 125
that the management console 142 can provide in order to
cause the administration module 124 to remotely administer
131 the software modules 123 1n different ways.

Generally, according to embodiments of the invention, the
module administration interfaces 125 include different cat-

egories of classes of iterfaces including:



Us 7,275,098 Bl

11

1) nstallation interfaces

11) activation control interfaces; and

111) description interfaces.

The 1nstallation interfaces are a set of interface 125 that
access assoclated module administration installation func-
tionality 130 allowing remote installation and removal of
storage area network management modules 123 operating 1n
the storage area network management application 120 in the
computerized device 110-1. As an example, the installation
interfaces can include one or more deployment interfaces
125 for installation of new or modified modules 123, as well
as one or more removal interfaces 125 that can de-install or
remove a module 123 from the storage area network man-
agement application 120.

The activation control interfaces are a set of interfaces
125 that access associated module administration activation
control functionality 130 allowing remote control and opera-
tion of installed storage area network management modules
123 when such modules 123 are operating 1n the storage area
network management application 120 1n the computerized
device 110. The activation control interfaces generally con-
trol how a particular module 123 operates once 1t 1s 1nstalled
and deployed for operation with a module server 122 in the
storage area network management application 120. As an
example, one activation control interface 125 called the
“module on-demand activation™ interface 125 provided by
an administration module 124 1n one example embodiment
of the invention allows the administrator 180 to define 11 the
module 123 1s to start operation automatically with the
module server 122 in the event the console 142 provides a
management command to that module 123.

In addition, the module administration interfaces 125 can
include one or more description interfaces 1235 allowing
remote access to descriptive information related to the
installed storage area network management modules 123. As
an example, one description interface 125 in one embodi-
ment of the invention allows the management console 142 to
recerve information about installed modules 123, such as
which modules 123 are currently installed for operation
within the storage area network management application
120, as well as descriptors and identification of those par-
ticular modules 123.

In step 203, upon receiving a remote invocation 144 of a
module administration interface 125, the storage area net-
work management application 120 operates the administra-
tion module 124 to apply module administration function-
ality 130-1 through 130-Y associated with (i.e.,
corresponding to) the respective remotely invoked module
administration interface 125-1 through 125-Y to remotely
administer at least one of the storage area network manage-
ment modules 123 serviced by the module server 122. In this
manner, the administration module 124 can operate the
appropriate module administration function(s) 130 {for
remote administration 131 of specific software modules 123.
As will be explained, the calls 144 to the module adminis-
tration interfaces 125-1 through 125-Y can identity which
particular module 123 1s to be admimistered remotely and
can specily mput and output parameters or information to be
passed to and from the module 123 and may include
parameters related to the operation of the module server 122
as well. Any return values 146 can be sent back from the
administration module 124 to the calling entity, which 1s the
console 142 in the example shown 1n FIG. 1.

FIG. 3 illustrates a more detailed architecture of one
example computerized device 110 configured 1n accordance
with embodiments of the invention. In this example, the
computerized device 110 includes an interconnection
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mechanism 191 such as circuitry that couples a memory 192,
a processor 193 and a data communications port 197 (e.g.,
a network interface). The processor 193 operates a storage
areca network management process 120-2 that in this
example represents a runtime instantiation of the storage
area network management application code 120-1. The
storage area network management application 120 1n FIG. 1
1s collectively represented in FIG. 3 by the storage area
network management process 120-2 and storage area net-
work management application code 120-1.

The memory 192 1s any type ol computer readable
medium such as semiconductor memory (volatile or non-
volatile ransom access memory) or may be another type of
storage media such as magnetic storage media (e.g., mag-
netic disk media that may be removable) or optical storage
media. The memory 192 1s encoded with data, logic 1nstruc-
tions or other information that form the storage area network
management application code 120-1. In other words, the
storage area network management application code 120-1 1n
this example embodiment of the invention represents soft-
ware code, data or logic instructions (e.g., object and/or
source code) configured 1n memory that 1s capable of
causing a computerized device 110 to carry out the opera-
tions and functionality of embodiments of the invention as
explained herein and includes the functionality of the soft-
ware modules 123, the administration module 124, the
module server 122 and the enablers 121, as explained above
with respect to FIG. 1.

The processor 193 represents any type of controller,
microprocessor, central processing unit, circuitry, one or
more microchips, boards, cards or other hardware that 1s
capable of accessing the memory 192 over the interconnec-
tion mechanism 191. Doing so allows the processor 193 to
execute, run, iterpret, load or otherwise perform the storage
area network management application code 120-1 1n order to
produce, istantiate or otherwise cause the creation of the
storage area network management process 120-2. In other
words, the storage area network management process 120-2
represents a run-time instantiation of the storage area net-
work management application code 120-1. It 1s to be under-
stood that 1n this example embodiment, the storage area
network management application code 120-1 and the storage
area network management process 120-2 represent embodi-
ments of the processing within the storage area network
management application 120 i the computerized device
110-1 as 1illustrated in FIG. 1.

FIGS. 4 through 10 provide flow charts of processing
operations ol various module administration interfaces
125-1 through 123-Y that each have associated module
administration functions 130-1 through 130-Y. As discussed
above, the administration module 124 within the storage
area network management application 120 configured
according to embodiments of the invention exposes the
interfaces 123 for use by remote software programs, such as
the console 142, 1n order to allow remote management and
administration 131 of the software modules 123, 124 as well
as the module server 122. Generally, the storage area net-
work management application process 120-2 (abbreviated
for the description as “the management process 120-27)
including the administration module 124 performs steps 1n
the flow charts in FIGS. 4 through 10. The processing
operations shown 1n the flow charts 1n FIGS. 4 through 10
provide details of processing associated with steps 202 and
203 from the flow chart in FIG. 2.

As discussed above, 1n step 202 the storage area network
management application 120 recerves a remote mvocation of
one of the module administration interfaces 125. Then, 1n
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step 203, the same management application 120 applies
corresponding module administration functionality 130
associated with the interface call to step 202 in order to carry
out remote administration 131 of the modules 123 operating
in conjunction with the module server 122. Accordingly, the
flow charts in FIGS. 4 through 10 discuss the processing
details associated with receiving the remote 1invocation 144
ol each particular admimstration interface 1235 and applying
131 corresponding module adminmistration functionality 130
for those respective interfaces 125.

FIG. 4 1s a flow chart of processing operations that the
management process 122 performs according to one
embodiment of the invention to operate a deployment inter-
face 125 1n order to deploy a module 123 and associated
module metadata for operation with the module server 122
and the storage area network management application 120.

In step 202, the management process 122 receives the
remote invocation 144 of at least one of the module admin-
istration 1nterfaces 123. In this example embodiment 1n FIG.
4, a shown and step 210, the management process 120-2
receives a deploy module interface call 144 to a module
deployment interface 125.

As shown 1n step 211 1 FIG. 4, receipt of the deploy
module interface call 144 identifies module metadata 149
indicating operational attributes (e.g., values for parameters)
associated with a module 123 to be installed and deployed
for operation with the module server 122. The module
metadata 149 i1dentifies information associated with the
module 123 to be deployed such as a module 1dentification
and a reference such as a pointer to a descriptor module data
structure. The descriptor data structure passed 1n the deploy
module interface call 144 can include data and information
such as a textual description string of the functionality of the
module 123 being deployed, as well as settings of various
operational parameters such as whether or not the module
123 being deployed should be publicly accessible by remote
software components and whether or not the module 123
should be explicitly activated upon startup of the module
server 122. In addition, the module metadata 149 can
include a binding name that the module server 122 publishes
for access by remote software applications such as the
console 142. Generally then, module metadata 149 i1dentifies
attributes and characteristics of the module 123 to be
deployed such as 1ts name, certain operational attributes and
whether or not the module should be automatically started
upon operation of the module server 122.

In addition, as indicated 1n step 212, the call 144 to the
deploy module interface 1235 includes a module file list
identifying module files (from the module metadata store
149) to be installed for operation of the module 123 1n order
to perform storage arca network element management tasks
associated with that module 123. That 1s, the deploy module
interface call 144 includes a reference to a list of module
files stored in the metadata store 149 that contain the
processing functionality associated with the module 123 to
be 1nstalled for operation with the module server 122 within
the same management application 120.

An pseudocode example of the deploy module interface
call 144 to the deploy module interface 125 appears as
follows:

Deploy_Module(Module Metadata, Module_File_List)

Where Module_Metadata 1s a parameter pointing to a mod-
ule metadata data structure containing the operational
attributes discussed above and where Module File Listis a
pointer to the list of files to be installed for operation with
the module server 122 that provide the functionality of the
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particular module 123 being installed. Note that the call to
the deploy module interface 125 can cause the administra-
tion module 124 to raise an exception if the module being
requested to be installed 1s already installed for operation
with the module server 122.

In step 203, the management process 120-2 applies mod-
ule administration functionality 130 associated with
remotely mvoked module administration interface 125, that
in this case 1s the deployed module interface.

Specifically, i step 213, applying the module adminis-
tration functionality (i.e., step 203) includes executing the
module administration deployment functionality 130 asso-
ciated with the deploy module mtertace call 125 to install
131 the module files 149 identified 1n the module file list
parameter for runtime access by the storage area network
management application 120 for operation with the module
server 122. In other words, 1n step 213, the module admin-
istration functionality 130 corresponding to the deployed
module mterface call 144 to the deploy module interface 1235
invokes the functionality to deploy or 1nstalled the particular
module 123 reference to within the deploy module interface
call 144. This processing includes obtaining each {file from
the metadata storage area 149 by references to each file
specified 1n the Module File_List parameter and installing
those files for operation as a new module 123 with the
module server 122.

In step 214, deployment of the module 123 also includes
configuring operational attributes indicated in the module
metadata to allow the module server 122 to properly operate
in conjunction with the other installed storage area network
management module files 123 and to allow proper operation
of the module 123 to manage elements 150 1n the storage
area network 100. That 1s, 1n step 214, the deploy module
functionality 130 obtains the various attributes from the
Module Metadata parameter and configures the module
server 122 and the newly installed module 123 with the
correct settings for each operational attribute. As indicated
above, the operational attributes indicated by the module
metadata 1n one embodiment of the mvention can include an
“activate on demand attribute” that 1s set to indicate whether
that storage area network management module 123 (the one
being installed) 1s to be activated for operation with the
module server 122 on demand when a request for that
module 123 1s received by the storage area network man-
agement application 120. Such attributes can also i1dentily,
for example, whether or not this newly installed module 123
1s to be automatically activated immediately upon installa-
tion or upon startup of the module server 122 (11 the module
server 122 1s ever shut down for some reason) such that the
module 123 1s always active and does not need to wait for
a call to a service interface 135. In addition, the module
server attributes specified within the module metadata 149
can indicate whether or not certain interfaces or an interop-
erable object reference (IOR) associated with that module
123 are public within the module 123 such that remote
applications can access such interfaces or the module itself.
The administration module 124 can use a protocol such as
the file transter protocol to obtain the module files from the
metadata store 149. The module metadata 149 1s shown as
being couple to the storage area network management
console computer system 140 in the example 1n FIG. 1. It 1s
to be understood that this database containing module files
and parameter settings (1.e., module metadata) for each
module 123 may be located anywhere within the storage
area network 100.

FIG. 5 1s a tlow chart of processing steps that show details
of processing performed by the management process 120-2
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to process an interface call 144 to a remove module interface
125 1n order to de-install or un-deploy a particular module
123 so that the module 123 i1s no longer functionally
operational with the module server 122.

In step 202, the management process 120-2 receives a
remote mvocation 144 of one of the module admainistration
interfaces 125 that for this example 1s a remove module
interface 125.

Specifically, 1 step 220, the administration and module
124 operating within the management process 120-2
receives a remove module interface call 144 to one of the
module installation interfaces 125 which handles removal of
modules. The remove module interface call 144 identifies at
least one module 123 to be removed from installation and
operation with the module server 122 within the storage area
network management application 120. An example of a call
to a remove module 1interface 125 1n pseudocode appears as
follows:

Remove Module(Module_Identification);

where Module_Identification 1s a parameter that specifies
the identification of a module 123 currently installed/de-
ployed within the module server 122.

Next, 1 step 203, the management process 120-2 applies
module administration functionality associated with the
remotely mnvoked module administration interface (1.e., the
remove module interface).

To do so, 1 step 221, the management process 120-2
determines if the module 123 to be removed is currently
installed for operation with the module server 122, and 11 so,
in step 222 the administration module 124 removes 131 the
identified module 123 from installation with the module
server and 1n step 223 deletes files listed 1n the module file
list that was received when the module 123 now being
deleted was formerly installed. As discussed above, the
module file list 1dentifies module files to that were 1nstalled
for operation of the module 123 with the module server 122
to perform storage area network element management tasks
assoclated with that module 123. In one embodiment, those
files are deleted on removal of the module 123. Alterna-
tively, the module files themselves may remain in storage
accessible to the computerized device 110, but the admin-
istration module 124 removes reference to those files as a
working module within the module server 122.

In step 221, 11 the management process 120-1 determines
that the module 123 to be removed is not presently nstalled
for operation with the module server 122, then the call 144
to the removed module interface 123 returns 146 a “module
not installed” indication or error message to the calling
application such as the console 142.

In this manner, the processing in FIG. 35 provides an
interface to allow applications such as the console 142 to
remove or uminstall individual modules 123 by calling the
remove module interface 125 provided by the administration
and module 124.

FIG. 6 1s a flow chart of processing steps that show
processing operations of the admimistration module 124 that
provide a deactivation module interface 123 that 1s capable
of deactivating a particular module 123 when provided 1its
module 1dentification.

In step 202, the management process 120-2 receives a
remote mvocation of at least one of the plurality of module
administration interfaces. As shown 1n step 230, this pro-
cessing in this embodiment includes receiving a “deactivate
module” interface call 144 to the at least one activation
control interface 125. The deactivate module interface call
144 1dentifies at least one module 123 to be deactivated from
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operation with the module server 122 within the storage area
network management application 120. A pseudocode
example of the deactivate module interface call appears as
follows:

Deactivate_Module (Module_Identification);

where the parameter Module Identification provides an
identification of the particular module 123 that 1s to be
deactivated from operation with the module server 122. An
administrator 180 operating the console 142 can utilize or
provide the deactivate module interface call 144 1n order to
stop operation of a particular module 123 prior to 1its
de-installation or removal from operation with the module
server 122. The purpose of deactivating a module 123 might
be, for example, to cause the module 123 to cease operation
with remote clients that might be using the module to
perform element management within the storage area net-
work. In this manner, the deactivate module interface call
can turn ofl module operation gracefully prior to removal of
the module without abruptly terminating any client applica-
tions that might be interacting or otherwise relying upon the
module 123 at that time.

Next, 1 step 203 the management process 120-2 applies
module administration functionality 130 associated with the
invoked module administration interface, which in this
example 1s the deactivate module interface 125.

To do so, m step 231 the management process 120-2
determines 1f the module 123 to be deactivated 1s currently
active for operation with the module server 123, and 11 so
deactivates the module 123 from operation with the module
server 122. Note that 11 the module 123 for which deacti-
vation 1s requested 1s not currently activated, the deactivate
module call 144 to the deactivate module interface 125 can
return an idication 146 that the requested module 123 to be
deactivated 1s not currently active, or i1s not installed for
operation with the module server 122.

FIG. 7 1s a flow chart of processing steps that the
management process 120-2 performs according to one
embodiment of the invention to operate a disable on-demand
activation module interface 1n order to alter or adjust the
“disabled on-demand™ attribute associated with a particular
module 123 installed within the storage area network man-
agement application 120. On-demand activation means that
the module server 122 can dynamically load and link a
particular module 123 during system execution upon an
incoming request or demand for access to the service
interface 135 to that particular module 123. If on-demand
activation 1s set to true in the call 144, then any operation or
call to service interface 135 provided by that module 123
will cause the module server 122 to automatically load, link
and activate the module 123 to handle the incoming call to
the module service intertace 135. The purpose of on-demand
activation according to embodiments of the invention 1s to
conserve resources such that modules 123 can remain 1nac-
tive until they are needed by client software applications that
require the management functionality provided by the mod-
ules 123 to perform that modules respective storage area
network element management functionality.

In step 202 the management process 120-2 receives a
remote mvocation 144 of at least one of the plurality of
module administration interfaces 125 that in this case 1s a
disable on demand activation module interface 125.

Specifically, 1n step 240 the management process 120-2
receives a disable on demand activation module interface
call 144 to the at least one activation control interface 125.
The disable on demand activation module interface call 144
identifies whether a module 123 1dentified by the disable on
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demand activation module interface call 144 1s to be acti-
vated or deactivated from automatic operation with the
module server 122 when that module 123 1s requested for
service (via that module’s service mterface 135) within the
storage area network management application 120. Using
the disable on demand activation module interface call 144,
the administration module 124 can alter an “on-demand
activation” attribute associated with the particular module
123 identified within the call 144 1n order to adjust 1ts on
demand activation property as to whether or not that module
should automatically be operated or started-up for service of
client requests upon receipt of client requests 135.

In step 203, the management process 120-2 applies mod-
ule administration functionality 130 associated with the
remotely mvoked module administration interface.

Specifically, 1n step 241 1n this embodiment of the inven-
tion, the management process 120-2 disables the ability of
the module server 122 to automatically load and dynami-
cally link the module 123 identified by the disable on
demand activation module interface call 144. Note that if the
disable on demand activation interface receirves a module
identification of a module 123 1s not currently installed for
operation with the module server 122, the on demand
activation call returns a “module not found” message 146. In
this manner, the administration module 124 provides the
disable on demand activation interface 1235 and correspond-
ing module administration functionality 130 i order to
allow a remote administrator 180 to configure proper opera-
tion of the particular module 123 to cause that module 123
to be automatically started (or not) based upon a client call
to that module’s service interface 135.

FIGS. 8A and 8B are a single flow chart of processing
steps that the administration module 124 operating within
the management process 120-2 performs to provide process-
ing associated with a description interface call 144 placed to
a description interface 125 that allows a calling entity such
as the console 142 to collect information associated with an
installed module 123, as well as information associated with
the module server 122 and/or the administration module
124.

In particular, beginning in FIG. 8A 1n step 202, the
management process 120-2 receives a remote invocation of
one ol the module administration interfaces 125, which in
this example 1s a description interface 125.

Specifically, 1n step 250, the management process 120-2
receives at least one description interface call 144 to the at
least one description interface 125. The description interface
call 144 requests remote access to descriptive mnformation
related to at least one of the installed storage area network
management modules 123 operating 1n conjunction with the
module server 122 in the storage area network management
application 120 in the computerized device 110. The
description interfaces 125 that the administration module
124 provides allow calling entities (i.e., the console 142) to
collect information regarding the state of currently installed
modules 123-1 through 123-M.

In one embodiment as shown 1n step 251, the description
interface call 144 1s a “module metadata list” call 144
requesting access to module metadata for at least one or
more installed modules 123 that operate in conjunction with
the module server 122.

Alternatively, 1n another embodiment as shown in step
252, the description mterface call 1s a “describe module” call
144 requesting return of a module descriptor associated with
a module 123 that 1s installed to operate with the module
server 122 and that 1s 1dentified by a module 1dentification
specified 1n the describe module call 144.
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In another alternative, 1n another embodiment as shown 1n
step 253, the description interface call 1s an “interoperable
object reference” call 144 requesting access to at least one
interoperable object reference (IOR) associated with at least
one module 123 that 1s installed for operation with the
module server 122 and that i1s identified by a module
identification specified in the interoperable object reference
call 144.

Accordingly, these three example embodiments of the
invention (shown 1n steps 251, 252 and 253) provide three
descriptive interface calls 1235 that each can invoke respec-
tive module administration functionality 130 within the
administration module 124 as explained below to return the
requested descriptive information concerning modules 123
installed for operation with the module server 122. After step
202 1s complete, processing proceeds to step 203 at the top
of FIG. 8B.

In FIG. 8B in step 203, the management process 120-2
applies module administration functionality 130 associated
with the remotely mmvoked module administration interface
125.

For the flow chart of processing steps shown 1n FIG. 8A,
the module administration functionality 130 associated with
processing a description interface call 144 corresponds to
one of the description interfaces 1235 explained above with
respect to step 251, 252 or 253 from FIG. 8A. Specifically,
if the description interface call 1s a module metadata list call
as explained i step 251 above, then the management
process operates according to step 255 explained below. IT
the description interface call 1s a describe module call 144 as
explained 1n step 252, then the management process oper-
ates according to step 256 explained below. Alternatively, 1f
the description interface call 1s an interoperable object
reference call as explained 1n step 253, then the management
process operates according to step 257 explained below.

Generally, 1n step 254, the management process 120-2
returns descriptive information related to at least one of the
installed storage area network management modules 123
operating in conjunction with the module server 122 1n the
storage area network management application 120 1in the
computerized device 110.

Specifically, i step 235, 1 response to a module metadata
list call 144 received 1n step 251, the management process
120-2 operates the administration module 124 to transmit
146 module metadata to a device 140 (1.e., to the console
142) that provided the description interface call 144. The
module metadata indicates current settings of operational
attributes associated with one or more modules 123-1
through 123-M deployed for operation with the module
server 122. In this manner, the administration module 124 1s
able to return operational attributes of the various modules
123 1nstalled for operation the module server 1n response to
a module metadata list call. The module metadata list call
can accept the identity of specific modules 123, or if no
identity 1s supplied, all module metadata for all modules 123
1s returned 146.

Alternatively, 1n step 256, 1in response to a describe
module call 144 received in step 252, the management
process 120-2 transmits a module descriptor associated with
the module identification received in the call 144. The
module descriptor provides one or more portions of descrip-
tor mformation, including for example a description of the
module, a status of whether the module i1s enabled for
activation upon startup of the module server, and a published
name by which the module may be accessed for storage area
network element management functionality by an applica-
tion (e.g., console 142) providing the describe module call.
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The describe module call can accept the identity of specific
modules 123, or if specific module identity 1s supplied, all
module descriptor information for all modules 123 1s
returned 146.

Alternatively, in step 257, in response to an “interoperable
object reference” call 144 that the administration module
124 receives from an application (e.g., console 142), the
administration module 124 operates module functionality
130 to return an interoperable object reference 146 to the
entity that provided the interoperable object reference call.
The interoperable object reference operates as an 1dentifi-
cation of the module 123 for use by the storage area network
management application console 142. The interoperable
object reference call can specily the i1dentity of specific
modules 123, or 1f no specific module 1dentity 1s supplied, all
interoperable object reference information for all modules
123 1s returned 146.

From the foregoing processing steps described above 1n a
flow chart 1n FIGS. 8A and 8B, one embodiment of the
invention provides one or more description interface calls to
description interfaces 125 that the administration module
124 exposes for administration of the various modules 123.

FIG. 9 1s a flow chart of processing steps that the
management process 120-2 performs to implement a “mod-
ule container state™ interface call 144 to an activation control
interface 125 provided by the administration module 124. As
noted above, the activation control interfaces 125 allow
operational control of installed modules 123 that interoper-
ate with the module server 122. The “module container
state” interface call 144 1s another embodiment of an acti-
vation control interface 125.

In step 202, the management process 120-2 receives a
remote invocation 144 of at least one of the module admin-
istration interfaces 125, which in this example 1s a module
container state interface 125.

Specifically, 1 step 260 the management process 120-2
receives a “module container state” interface call 125 to an
activation control mterface 125. The module container state
interface call 125 1dentifies a module container state that the
administration module 124 uses to configure a container
state associated with the module 123 identified 1n the call.
The container state of a module 123 contains operational
information or data identifying how the particular module
123 should operate (or how the module server 122 should
operate) upon receiving incoming storage area network
clement management requests from client applications that
desire to use the functionality of the particular module 123.
In particular, in one embodiment of the invention, the
module container state interface call 1235 can convey con-
tainer state information that indicates that the administration
module 124 1s to set the container state of the identified
module 123 to a “discarding’” state in which the module 123
(or the module server 122) 1s to discard mncoming storage
arca network element management requests. This container
state can be usetul, for example, 1n situations in which a
particular installed module 123 1s installed with on-demand
activation enabled such that any incoming requests for
access to functionality of that module cause the module
server 122 to immediately activate the module 123 1n order
to process the incoming client requests. If on-demand acti-
vation 1s active and an administrator 180 wants to manage a
particular module 123, the administrator may need to be
certain that the module 123 will remain un-activatable in the
event that a client application (other than the application
performing the administration task) requests the service
provided by the module 123. Accordingly, since embodi-
ments of the mvention provide the module container state
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interface 125, the administration module 124 can turn off the
ability of the module server 122 to automatically invoke the
module 123 1n the event the client application asks for its
service (via service intertace 133 to that module 123) during
the same time that the administrator 180 desires to perform

administration 131 (via calls 125) to the module 123.

As an example, suppose the module administration to be
performed 1s to replace a module 123 with an upgrade or
enhanced version. If frequent requests 1335 are made for the
service of a particular module 123 from clients requiring the
module’s functions, an administrator 180 may be uncertain
i he or she will have enough time to replace the module 123
with an upgraded version during time between service
interface calls 135 to that module 123. Since embodiments
of the invention do not require the administrator to stop the
functionality of the module server 122 to perform such a
module replacement, the module server 122 remains active
and operational during the module replacement process.
However, since the module server 122 1s active, it may
happen to receive a client request for the service provided by
the module 123 being replaced (i.e., the module 123 to be
replaced may be constantly activated via requests to the
service mterface 135). This can create a race condition 1n
which the administrator 180 might otherwise (1f not for this
embodiment of the invention) be forced to quickly perform
the module replacement between incoming requests 135 for
the services of the module being replaced. However, since
embodiments of the invention provide the module container
state 1nterface call 144 to the module container state inter-
face 125, the administrator 180 can instruct the administra-
tion module 124 to first set the container state of the module
123 to discard incoming requests for service. Accordingly,
during this “discard” container state setting, the module
server 122 (that 1s active during the entire module replace-
ment process), will reject requests for the module service. In
a sense, this allows the administrator 180 to take on-demand
activated modules “offline” for a time period until the
administration task (module replacement in this example)
can be completed.

In an alternative, the module container state interface call
can set the container state of a module 123 to a non-
discarding state in which the module 123 again processes
incoming storage area network eclement management
requests 135 for management of elements 150 1n a storage
area network. The administrator 180 can provide this call
alter the administration task on the module 123 i1s complete
and the administrator desires that the module 1s able to again
process mcoming service requests on service interface 135.

In step 203 in FIG. 9, the management process applies
module administration functionality 130 associated with the
remotely invoked module administration interface, which in
this example 1s the module container state interface 125.

Specifically, 1n step 261 the management process 120-2
configures the container state associated with the module
123 based on module container state information i1dentified
in the module container state interface call 144 as explained
above.

FIG. 10 1s a flow chart of processing steps that the
management process 120-2 performs to provide processing
associated with establishing or setting a particular console
142 as the home or controlling console for that module 123.
That 1s, 1f there are multiple consoles 142 on various
management workstations 140, the processing 1n FIG. 10 1s
provided by embodiments of the ivention to allow an
administrator to set a particular console 142 as the control-
ling console for that module 123.
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In step 202, the management process 120-2 receives a
remote mvocation of at least one of the plurality of module
administration interfaces, which in this embodiment 1s the
module service home identification interface.

Specifically, 1 step 270 the management process 120-2
receives a module service home identification call 144 to the
at least one activation control interface 125. The module
service home 1dentification call 144 to a module service
home 1dentification interface 125 identifies a module 123
installed for operation with the module server 122 and
identifies at least one storage area network management
console 142 operating 1n a storage area network manage-
ment computer system 140 with which the module 123 1s to
operate under for receipt of storage area network element
management commands.

In step 203, the management process 120-2 applies mod-
ule administration functionality 130 associated with the
remotely imnvoked module administration interface 125.

In step 271, the management process 120-2 configures the
module service home 1dentification associated with the
module 123 based on a module service home 1dentification
identified 1n the module service home identification interface
call 144 such that the module 123 communicates with the

properly identified storage area network management con-
sole 142.

In this manner, embodiments of the invention provide an
administration module 124 that provides numerous module
administration 1nterfaces for use 1n administering and man-
aging modules 123 that operate with a module server 122.
Those skilled in the art will understand that there can be
many other vaniations made to the operations of the embodi-
ments explained above while still achieving the same objec-
tives of the mmvention. As an example, variations in the order
ol processing steps in the aforementioned flow charts will
now be appreciated to those skilled in the art as having the
same eflect 1f processed in a different order. As another
example, particular configurations of the network manage-
ment application may include only certain embodiments of
the invention and need not include all functionality
explained herein. Such vanations are intended to be covered
by the scope of this invention. As such, the foregoing
description of embodiments of the mnvention 1s not intended
to be limiting.

What 1s claimed 1is:

1. In a computerized device, a method for administering
soltware storage area network management modules that
operate as part ol a storage areca network management
soltware application, the method comprising the steps of:

operating a module server to service a plurality of differ-
ent storage area network management modules that
cach provide a respective type of management func-
tionality for elements operating within a storage area
network associated with the computerized device, the
module server lacking administration capability of the
plurality of different storage area network management
modules;

operating an administration module 1 conjunction with
the module server, the admimistration module providing
a plurality of module administration interfaces that can
be remotely invoked to administer the plurality of
different storage area network management modules,
the plurality of module administration interfaces
including at least one description interface allowing
remote access to descriptive information related to one
or more storage areca network management modules
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operating in conjunction with the module server in the

storage areca network management application in the

computerized device;

recerving a remote mvocation of at least one of the
plurality of module administration interfaces to
remotely administer at least one of the storage area
network management modules serviced by the module
server; and

applying module administration functionality associated
with the at least one remotely mnvoked module admin-
istration interface to remotely administer at least one of
the storage area network management modules ser-
viced by the module server.

2. The method of claim 1 wherein the plurality of module

administration interfaces further include:

1) at least one installation interface having associated
module administration installation functionality allow-
ing remote installation and removal of storage area
network management modules operating 1n the storage
area network management application in the comput-
erized device; and

1) at least one activation control interface having associ-
ated module administration activation control function-
ality allowing remote control of operation of installed
storage area network management modules operating
in the storage area network management application 1n
the computerized device.

3. The method of claim 2 wherein receiving a remote
invocation of at least one of the plurality of module admin-
istration interfaces comprises:

recerving a deploy module interface call identitying:

1) module metadata indicating operational attributes
associated with a module to be stalled and
deployed for operation with the module server;

11) a module file list 1dentitying module files to be
installed for operation of the module to perform
storage area network clement management tasks
assoclated with that module; and

wherein applying module administration functionality
associated with the at least one remotely invoked
module administration interface comprises:

executing the module administration deployment func-
tionality associated with the deploy module interface
call to install the module files identified 1n the
module file list for runtime access by the storage area
network management application for operation with
the module server; and

configuring operational attributes indicated 1n the mod-
ule metadata to allow the module server to properly
operate 1n conjunction with the installed storage area
network management module files to allow opera-
tion of the module to manage elements in the storage
area network.

4. The method of claam 3 wherein the operational
attributes indicated by the metadata include an activate on
demand attribute that 1s set to indicate whether that storage
area network management module 1s to be activated for
operation with the module server on demand when a request
for that module 1s recerved by the storage area network
management application.

5. The method of claim 2 wherein receiving a remote
invocation of at least one of the plurality of module admin-
istration interfaces comprises:

recerving a remove module 1nterface call to the at least
one module installation interface, the remove module
interface call identifying at least one module to be
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removed from installation and operation with the mod-
ule server within the storage area network management
application; and

wherein applying module administration functionality

24

modules operating in conjunction with the module
server 1n the storage area network management
application 1n the computerized device.

9. The method of claim 8 wherein the at least one

associated with the at least one remotely invoked 5 description interface call 1s a module metadata list call

module administration interface comprises:
determining 1f the module to be removed 1s currently

installed for operation with the module server, and 11

SO:

1) removing the module from installation with the
module server; and

1) deleting files listed 1n a module file list, received
when the module was 1nstalled, the module file list
identitying module files to that were installed for
operation of the module to perform storage area
network element management tasks associated with
that module.

6. The method of claim 2 wherein receiving a remote
invocation of at least one of the plurality of module admin-
istration interfaces comprises:

receiving a deactivate module interface call to the at least

one activation control interface, the deactivate module
interface call identifying at least one module to be
deactivated from operation with the module server with
in the storage area network management application;
and

wherein applying module administration functionality

associated with the at least one remotely invoked

module administration interface comprises:

determining 11 the module to be deactivated 1s currently
active for operation with the module server, and 11 so
deactivating the module from operation with the
module server.

7. The method of claim 2 wherein receiving a remote
invocation of at least one of the plurality of module admin-
istration interfaces comprises:

receiving a disable on demand activation module interface

call to the at least one activation control interface, the
disable on demand activation module interface call
identifying whether a module identified by the disable
on demand activation module interface call 1s to be
deactivated from automatic operation with the module
server when that module 1s requested for service within
the storage area network management application; and
wherein applying module administration functionality
associated with the at least one remotely invoked
module administration interface comprises:
disabling the ability of the module server to automati-
cally load and dynamically link the module 1denti-
fied by the disable on demand activation module
interface call.

8. The method of claim 2 wherein receiving a remote
invocation of at least one of the plurality of module admin-
istration interfaces comprises:

receiving at least one description interface call to the at

least one description 1nterface, the at least one descrip-
tion interface call requesting remote access to descrip-
tive information related to at least one of the installed
storage arca network management modules operating
in conjunction with the module server 1in the storage
area network management application in the comput-
erized device; and

wherein applying module administration functionality

associated with the at least one remotely invoked

module administration interface comprises:

returning descriptive information related to at least one
of the installed storage area network management
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requesting access to module metadata for at least one
installed module that operates 1n conjunction with the mod-
ule server; and

wherein returning descriptive information comprises:

transmitting module metadata to a device that provided

the at least one description interface call, the module
metadata indicating operational attributes associated
with a module deployed for operation with the module

SCrver.

10. The method of claim 8 wherein the at least one
description intertace call 1s a describe module call request-
ing a module descriptor associated with a module that 1s
installed to operate with the module server and that is
identified by a module 1dentification specified in the describe
module call; and

wherein returning descriptive information comprises:

transmitting the module descriptor associated with the

module 1dentification, the module descriptor providing
a description of the module, a status of whether the
module 1s enable for activation upon startup of the
module server, and a published name by which the
module may be accessed for storage area network
clement management functionality by an application
providing the describe module call.

11. The method of claim 8 wherein the at least one
description interface call 1s a interoperable object reference
call requesting access to at least one interoperable object
reference associated with at least one module that 1s installed
to operate with the module server and that 1s 1dentified by a
module 1dentification specified in the interoperable object
reference call; and

wherein returning descriptive information comprises:

transmitting the at least one interoperable object reference

to an application that provided the at least one 1nterop-
erable object reference call, the at least one 1nteroper-
able object reference operating as an identification of
the module for use by storage area network manage-
ment applications.

12. The method of claim 2 wherein receiving a remote
invocation of at least one of the plurality of module admin-
istration interfaces comprises:

recerving a module container state interface call to the at

least one activation control interface, the module con-

tainer state interface call identifying a module container
state that configures a container state associated with
the module to become at least one of:

1) a discarding state in which the module discards
incoming storage area network element management
requests:

11) a non-discarding state in which the module pro-
cesses 1ncoming storage area network element man-
agement requests for management of elements 1n a
storage area network; and

wherein applying module administration functionality

associated with the at least one remotely invoked

module administration interface comprises:

configuring the container state associated with the
module based on module container state identified 1n
the module container state interface call.

13. The method of claim 2 wherein recerving a remote
invocation of at least one of the plurality of module admin-
istration interfaces comprises:




plurality of module administration interfaces
include:
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receiving a module service home 1dentification call to the
at least one activation control interface, the module
service home 1dentification call 1dentifying a module
installed for operation with the module server and
identifying at least one storage area network manage-
ment console operating 1n a storage area network
management computer system with which the module
1s to operate under for receipt of storage area network
clement management commands; and
wherein applying module administration functionality
associated with the at least one remotely invoked
module administration interface comprises:
configuring the module service home identification
associated with the module based on module service
home 1dentification 1dentified in the module service
home 1dentification interface call such that the mod-
ule communicates with the identified at least one
storage area network management console.
14. A computerized device comprising:
a communications interface;
a memory;
a Processor;

an 1nterconnection mechanism coupling the communica-
tions 1terface, a memory and a processor;

wherein the memory 1s encoded with a storage area
network management application code including an
administration module that when executed by the pro-
cessor, produces a storage area network management
process that administers storage area network manage-
ment modules by performing the operations of:

operating a module server to service a plurality of differ-
ent storage area network management modules that
cach provide a respective type of management func-
tionality for elements operating within a storage area
network associated with the computerized device, the
module server lacking administration capability of the
plurality of different storage area network management
modules;

operating the administration module in conjunction with
the module server, the admimistration module providing
a plurality of module administration interfaces that are
software 1ntertaces that can be remotely invoked to
administer the plurality of different storage area net-
work management modules, the plurality of module
administration interfaces including at least one descrip-
tion interface allowing remote access to descriptive
information related to one or more storage area network
management modules operating in conjunction with the
module server 1n the storage area network management
application 1n the computerized device;

receiving a remote invocation, over the communications
interface, of at least one of the plurality of module
administration interfaces to remotely administer at least
one of the storage area network management modules
serviced by the module server; and

applying module administration functionality associated
with the at least one remotely mvoked module admin-
istration 1nterface to remotely administer at least one of
the storage area network management modules ser-
viced by the module server.

15. The computerized device of claim 14 wherein the

further

1) at least one installation interface having associated
module administration 1nstallation functionality allow-
ing remote installation and removal of storage area
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network management modules operating 1n the storage
area network management application in the comput-
erized device; and

1) at least one activation control interface having associ-
ated module administration activation control function-
ality allowing remote control of operation of installed
storage area network management modules operating
in the storage area network management application 1n
the computerized device.

16. The computerized device of claim 15 wherein when

of the plurality of module administration interfaces, t

the storage area network management application performs
the operation of receiving a remote ivocation of at least one

1C

storage arca network management application performs t

1C

operations of:

recetving a deploy module interface call identifying:
1) module metadata indicating operational attributes

associated with a module to be mstalled and
deployed for operation with the module server;

11) a module file list 1dentitying module files to be
installed for operation of the module to perform
storage area network clement management tasks
assoclated with that module; and

wherein when the storage area network management
application performs the operation of applying module
administration functionality associated with the at least
one remotely invoked module administration interface,
the storage area network management application per-
forms the operations of:

executing the module administration deployment func-
tionality associated with the deploy module interface
call to stall the module files identified 1n the
module file list for runtime access by the storage area
network management application for operation with
the module server; and

conflguring operational attributes indicated 1n the mod-
ule metadata to allow the module server to properly
operate 1n conjunction with the installed storage area
network management module files to allow opera-
tion of the module to manage elements 1n the storage
area network.

17. The computerized device of claim 15 wherein the

operational attributes indicated by the metadata include an
activate on demand attribute that 1s set to indicate whether
that storage area network management module i1s to be
activated for operation with the module server on demand
when a request for that module 1s received by the storage
area network management application.

18. The computerized device of claim 15 wherein when

of the plurality of module admainistration interfaces, t.

the storage area network management application performs
the operation of receiving a remote invocation of at least one

1C

storage arca network management application performs t

1C

operation of:

recerving a remove module 1nterface call to the at least
one module installation interface, the remove module
interface call identifying at least one module to be
removed from installation and operation with the mod-
ule server within the storage area network management
application; and

wherein when the storage area network management
application performs the operation of applying module
administration functionality associated with the at least
one remotely invoked module administration interface,
the storage area network management application per-
forms the operations of:
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determining if the module to be removed is currently
installed for operation with the module server, and 1
SO:

1) removing the module from installation with the
module server; and

11) deleting files listed 1n a module file list, received
when the component was installed, the module file
l1st 1identitying module files to that were installed for
operation of the module to perform storage area
network element management tasks associated with
that module.

19. The computerized device of claim 15 wherein when
the storage area network management application performs
the operation of receiving a remote mvocation of at least one
of the plurality of module administration interfaces, the
storage area network management application performs the
operation of:

receiving a deactivate module interface call to the at least

one activation control interface, the deactivate module
interface call identifying at least one module to be
deactivated from operation with the module server
within the storage area network management applica-
tion; and

wherein when the storage area network management

application performs the operation of applying module

administration functionality associated with the at least

one remotely invoked module administration interface,

wherein when the storage area network management

application performs the operation of:

determining 11 the module to be deactivated 1s currently
active for operation with the module server, and 11 so
deactivating the module from operation with the
module server.

20. The computerized device of claim 15 wherein when
the storage area network management application performs
the operation of receiving a remote invocation of at least one
of the plurality of module administration interfaces, the
storage area network management application performs the
operation of:

receiving a disable on demand activation module interface

call to the at least one activation control interface, the
disable on demand activation module interface call
identifying whether a module identified by the disable
on demand activation module interface call 1s to be
deactivated from automatic operation with the module
server when that module 1s requested for service within
the storage area network management application; and
wherein when the storage areca network management
application performs the operation of applying module
administration functionality associated with the at least
one remotely invoked module administration interface,
the storage area network management application per-
forms the operation of:
disabling the ability of the module server to automati-
cally load and dynamically link the module identi-
fied by the disable on demand activation module
interface call.

21. The computerized device of claim 15 wherein when
the storage area network management application performs
the operation of receiving a remote invocation of at least one
of the plurality of module administration interfaces, the
storage arca network management application performs the
operation of:

receiving at least one description interface call to the at

least one description Interface, the at least one descrip-
tion mterface call requesting remote access to descrip-
tive information related to at least one of the installed
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storage area network management modules operating
in conjunction with the module server in the storage
area network management application 1n the comput-
erized device; and

wherein when the storage area network management

application performs the operation of applying module

administration functionality associated with the at least

one remotely invoked module administration interface,

the storage area network management application per-

forms the operation of:

returning descriptive information related to at least one
of the installed storage area network management
modules operating in conjunction with the module
server 1n the storage area network management
application in the computerized device.

22. The computerized device of claim 21 wherein the at
least one description interface call 1s a module metadata list
call requesting access to module metadata for at least one
installed module that operates 1n conjunction with the mod-
ule server; and

wherein when the storage area network management

application performs the operation of returning descrip-
tive information, the storage area network management
application performs the operation of:

transmitting module metadata, over the communications

interface, to a device that provided the at least one
description 1ntertace call, the module metadata indicat-
ing operational attributes associated with a module
deploved for operation with the module server.

23. The computerized device of claim 21 wherein the at
least one description interface call 1s a describe module call
requesting a module descriptor associated with a module
that 1s 1nstalled to operate with the module server and that 1s
identified by a module 1dentification specified in the describe
module call; and

wherein when the storage area network management

application performs the operation of returning descrip-
tive information, the storage area network management
application performs the operation of:

transmitting the module descriptor associated with the

module 1dentification, the module descriptor providing
a description of the module, a status of whether the
module 1s enable for activation upon startup of the
module server, and a published name by which the
module may be accessed for storage area network
clement management functionality by an application
providing the describe module call.

24. The computerized device of claim 21 wherein the at
least one description interface call 1s a interoperable object
reference call requesting access to at least one interoperable
object reference associated with at least one module that 1s
installed to operate with the module server and that 1is
identified by a module 1dentification specified 1n the interop-
erable object reference call; and

wherein when the storage area network management

application performs the operation of returning descrip-
tive information, the storage area network management
application pertorms the operation of:

transmitting the at least one interoperable object reference

to an application that provided the at least one interop-
crable object reference call, the at least one interoper-
able object reference operating as an 1dentification of
the module for use by storage area network manage-
ment applications.

25. The computerized device of claim 15 wherein when
the storage area network management application performs
the operation of receiving a remote invocation of at least one
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of the plurality of module administration interfaces, the
storage area network management application performs the
operation of:
receiving a module container state interface call to the at
least one activation control interface, the module con-
tainer state intertace call identifying a module container
state that configures a container state associated with
the module to become at least one of:

1) a discarding state in which the module discards
incoming storage area network element management
requests;

11) a non-discarding state i which the module pro-
cesses icoming storage area network element man-
agement requests for management of elements 1n a
storage area network; and

wherein when the storage area network management
application performs the operation of applying module
administration functionality associated with the at least
one remotely invoked module administration interface,
the storage area network management application per-
forms the operation of:
configuring the container state associated with the
module based on module container state 1dentified in
the module container state interface call.

26. The computerized device of claim 15 wherein when
the storage area network management application performs
the operation of receiving a remote invocation of at least one
of the plurality of module administration interfaces, the
storage area network management application performs the

operation of:
receiving a module service home 1dentification call to the
at least one activation control interface, the module
service home identification call identifying a module
installed for operation with the module server and
identifying at least one storage area network manage-
ment console operating in a storage area network
management computer system with which the module
1s to operate under for receipt of storage area network
clement management commands; and
wherein when the storage area network management
application performs the operation of applying module
administration functionality associated with the at least
one remotely invoked module administration interface,
the storage area network management application per-
forms the operation of:
configuring the module service home identification
associated with the module based on module service
home 1dentification 1dentified in the module service
home 1dentification interface call such that the mod-
ule communicates with the identified at least one
storage area network management console.
27. A computerized device comprising:
a communications interface:
a memory;
a Processor;
an 1nterconnection mechanism coupling the communica-
tions 1nterface, a memory and a processor;
wherein the memory 1s encoded with a storage area
network management application code including an
administration module that when executed by the pro-
cessor, produces a storage area network management
process that includes a means for administering storage
arca network management modules, such means
including;
means for operating a module server to service a plurality
of different storage area network management modules
that each provide a respective type ol management
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functionality for elements operating within a storage
area network associated with the computerized device,
the module server lacking administration capability of
the plurality of different storage area network manage-
ment modules;

means for operating the administration module 1 con-

junction with the module server, the admimstration
module providing a plurality of module administration
interfaces that are software interfaces that can be
remotely invoked to administer the plurality of different
storage area network management modules, the plural-
ity of module administration interfaces including at
least one description interface allowing remote access
to descriptive information related to one or more stor-
age area network management modules operating 1n
conjunction with the module server in the storage area
network management application in the computerized
device;

means for receiving a remote 1nvocation, over the com-

munications interface, of at least one of the plurality of
module administration iterfaces to remotely adminis-
ter at least one of the storage area network management
modules serviced by the module server; and

means for applying module administration functionality

associated with the at least one remotely 1nvoked
module adminmistration interface to remotely administer
at least one of the storage area network management
modules serviced by the module server.

28. A computer program product having a computer-
readable medium 1including storage area network manage-
ment application computer program logic code encoded
thereon that, when performed 1n a computerized device,
provides a storage area network management process that
operates as a storage area network management application
to admimister storage area network management modules via

the operations of:

operating a module server to service a plurality of differ-

ent storage area network management modules that
cach provide a respective type of management func-
tionality for elements operating within a storage area
network associated with the computerized device, the
module server lacking administration capability of the
plurality of different storage area network management
modules;

operating the admimistration module 1n conjunction with

the module server, the administration module providing
a plurality of module administration interfaces that are
software intertaces that can be remotely mvoked to
administer the plurality of diflerent storage area net-
work management modules, the plurality of module
administration 1nterfaces including at least one descrip-
tion 1nterface allowing remote access to descriptive
information related to one or more storage area network
management modules operating in conjunction with the
module server in the storage area network management
application 1n the computerized device;

recerving a remote mvocation of at least one of the

plurality of module administration interfaces to
remotely administer at least one of the storage area
network management modules serviced by the module
server; and

applying module admimistration functionality associated

with the at least one remotely mvoked module admin-
istration interface to remotely administer at least one of
the storage area network management modules ser-
viced by the module server.
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