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(57) ABSTRACT

A programmable processor 1s adapted to detect exception
conditions associated with one or more 1nstructions before
the instructions are executed. The detected exception con-
ditions may be stored with the one or more instructions 1n a
prefetch unit. Then, the exception conditions may be 1ssued
in parallel with the 1ssuance of the instructions.
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1
EARLY EXCEPTION DETECTION

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation application of U.S.
patent Ser. No. 09/823,093, filed Mar. 29, 2001 now U.S.
Pat. No. 6,920,513. The disclosure of the prior application 1s
considered part of (and 1s mncorporated by reference 1n) the
disclosure of this application.

BACKGROUND

This invention relates to exception handing in a program-
mable processor.

One challenge 1n designing a programmable micropro-
cessor, such as a digital signal processor, 1s the handling of
exceptions. An exception may be a software-initiated event
that arises when an error 1s encountered, such as invalid
instruction or bus error. In designing a processor, it 1s
desirable to handle events as quickly as possible. However,
this typically involves additional hardware that may increase
the power consumption of the processor.

Exceptions are generally detected when an instruction 1s
being executed. These detected exceptions are then gener-
ally reported for processing after the processor has executed
the nstruction. If an exception condition can be detected
betfore the 1nstruction 1s executed, however, the processing,
of an exception may be handled more quickly.

DESCRIPTION OF DRAWINGS

FIG. 1 1s a block diagram illustrating an example of a
programmable processor according to an embodiment of the
invention.

FIG. 2 1s a block diagram illustrating a prefetch unit and
an alignment unmit according to an embodiment of the
invention.

FIG. 3 1s a tlow diagram 1llustrating a mode of operation
according to an embodiment of the invention.

FIG. 4 1s a block diagram of exemplary prefetch buflers
loaded with respective data blocks and exception status

intformation in accordance with an embodiment of the inven-
tion.

DESCRIPTION

FIG. 1 1s a block diagram illustrating an example of a
programmable processor according to an embodiment of the
invention. A processor 2 may include an execution unit 4 and
a control unit 3. The control unit 5 may send control signals
6 to control the flow of 1nstructions and/or data through the
execution unit 4. For example, during the processing of an
instruction, the control unit 5 may direct the various com-
ponents of the execution unit 4 to decode the 1nstruction and
correctly perform the corresponding operation including, for
example, writing the results back to memory. The execution
unit 4 may include one or more pipelines that may facilitate
execution of multiple instructions 1n rapid sequence.

The control unit 5 may include a prefetch unit 7 coupled
to a memory device. Alternatively, the prefetch unit 7 may
be mtegrated into the memory device. As described 1n detail
below, the prefetch umit 7 may store one or more nstructions
and exception status information associated with the data
block and instructions. The control unit 5 may fetch a data
block from memory that contains one or more instructions.
Moreover, the control unit 5 may detect whether an excep-
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tion condition associated with the data block or an nstruc-
tion 1n the data block exists. The control unit S may generate
exception status information, and the exception status infor-
mation may be stored in the prefetch unit 7 with the data
block. Subsequently, an 1instruction may be 1ssued 1n parallel
with at least part of the exception status information asso-
ciated with that instruction.

The control unit 5 may also 1nclude an 1nstruction align-
ment unit 8 for aligning an istruction betore 1t 1s 1ssued. The
instruction alignment unit 8 may be adapted to handle
variable width instructions. The instruction alignment unit 8
may ensure that instructions are properly aligned when they
are sent to the execution unit 4 for processing. Moreover, the
instruction alignment unit 8 may also ensure that at least part
of the exception status information associated with an
instruction 1s sent to (1.e., 1ssued to) the exception manage-
ment logic 9 1n parallel with the 1ssuance of the mstruction.

When an nstruction 1s 1ssued by the control unit 3, 1t may
be executed 1n the execution unit 4. For instance, the
execution unit 4 may decode the instruction and perform
specified operations such as, for example, adding or multi-
plying two numbers. The execution unit 4 may contain
specialized hardware for performing the operations includ-
ing, for example, one or more arithmetic logic units
(ALU’s), floating-point units (FPU) and barrel shifters,
although the scope of the present invention 1s not limited 1n
this respect.

When an 1instruction 1s 1ssued to the execution unit 4, at
least part of the exception status information associated with
the 1nstruction may be sent to the exception handling logic
9. The exception handling logic 9, for instance may process
and/or propagate the exception status information 1n parallel
with the execution of the mstruction in the execution unit 4.

The memory may be either internal or external to the
processor 2. For instance, 1f memory 1s internal to the
processor 2, the prefetch unit 7 may be integrated into the
memory. The control unit 5 may be adapted to detect one or
more exception conditions. If an exception condition 1s
detected, exception status information may be stored in the
prefetch unit 7 to retlect this fact. Moreover, exception status
information may include information identifying the excep-
tion condition that was detected. If an exception condition 1s
not detected, the exception status information may retlect
this fact. After being stored 1n prefetch unit 7, an instruction
and at least part of 1ts associated exception condition may
then be 1ssued 1n parallel to the execution unit 4 and the
exception handling logic 9.

There are several exception conditions that the control
unit 5 may detect when an instruction 1s prefetched from
memory. For instance, when a data block is prefetched, the
control unit 5 may detect exceptions such as a memory error
or a bus error. The control unit § may detect 1f an instruction
1s improperly aligned in memory, or 1f all or part of the data
block resides 1n a memory location (e.g. a memory page or
a cache line) that 1s not currently accessible.

The control unit 5 may include comparative logic to
compare the data block or the data block’s address, for
example, to bad instructions or bad memory addresses. In
addition, the control unit 5 may include logic to conduct a
parity check on the data block to determine whether the data
block may have become corrupted after i1t was sent from
memory. However, the scope of the invention 1s not limited
by the type of exception, and specific exceptions listed
herein are included as examples.

FIG. 2 15 a block diagram 1n accordance with an embodi-
ment of the invention. FIG. 2 illustrates a prefetch unit 7
coupled to an mstruction alignment unit 8. The prefetch unit
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7 may include a number of prefetch butlers 16, 17 for storing
prefetched data and exception status mformatlon associated
with one or more mstructions in the prefetched data.
Although FIG. 2 shows two prefetch buflers 16, 17, any
number of prefetch buflers could be implemented 1n accor-
dance with embodiments of the invention.

The prefetch buflers 16, 17 may be 1nstruction registers
having any particular width. By way of example, embodi-
ments of the invention are described below where the
prefetch buflers are instruction registers with a width sufli-
cient to hold 64 instruction bits and the exception status
information. Moreover, 1n the embodiments described
below, a largest instruction in an 1nstruction set supported by
the processor 2 1s a 64 bit instruction. The mvention, of
course, may be implemented with prefetch buflers of any
particular size, and instruction sets supporting any number
ol different width 1nstructions.

By way example, and instructions set supported by the
processor 2 may include mstructions of varying widths. For
instance, instructions may be 16 bit instructions, 32 bit
instructions, or 64 bit 1structions. The control unit 3 may
cause data blocks to be loaded into the 64 bit prefetch
buflers. An instruction may therefore reside 1n one of the
prefetch buflers 16, 17, or alternatively an instruction may
be spread across the prefetch buflers 16, 17. The control unit
5 may also generate exception status information, for
instance, describing the exception status instructions con-
tained 1n a given data block. Thus, 1f an instruction 1s spread
across the prefetch buffers 16, 17 it may have exception
status information associated with both data blocks that
contain part of the instruction.

Because more than one 1nstruction may be contained 1n a
given prefetch budl

er 16, 17, or a given nstruction may be
spread across the prefetch buflers 16, 17, the instruction
alignment unit 8 may ensure that an instruction is properly
aligned when the control unit 5 1ssues the instruction to
execution unit 4. The instruction alignment unit 8 may
include one or more alignment multiplexers 20 to ensure
proper mstruction alignment. When an instruction 1s 1ssued
to execution unit 4, at least part of the exception status
information associated with the instruction may be sent to
the exception management logic 9.

The exception status information may be stored in
prefetch budli

ers 16, 17 as an exception word. For instance,
cach bit 1n the exception word may correspond to a particu-
lar exception that may be detected by control unit before the
instruction 1s 1ssued. In one embodiment, 1ssuing at least part
of the exception status information comprises sending an
n-bit exception word through an n-input OR gate 22 to the
exception management logic 9. Thus, the event management
logic 9 may receive a signal that only indicates whether an
exception was detected prior to 1ssuance of the instruction.

The exception status information may describe whether
an exception condition 1s associated with a given data block.
Thus any instruction contained in the same data block may
have the same associated exception status information. If an
instruction 1s spread across more than one data block, its
exception status information may include information
describing the exception status of one or both of the data
blocks. For instance, 1n an instruction 1s spread across two
data blocks, the respective bits of the data blocks may be
passed through a logic gate to create exception status
information describing the whole instruction.

As mentioned above, the exception status information
may be saved as an exception word in the prefetch unit 7.
For example, the exception word may contain any number
of bits. Moreover, the width of the exception word may
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4

depend on the number of diflerent exceptions that the control
unit 5 1s adapted to detect betfore the istruction 1s sent to the
execution unit 4. Generally, the width of the exception word
should be at least the number of bits required to encode all
the exceptions, although it could be even larger.

FIG. 3 15 a logic flow diagram according to an embodi-
ment of the invention. As shown, a block of data 1s fetched
(32). For example, the control unit 5 may fetch the data from
a memory source either iternal or external to processor 2.
Exception status information i1s then generated (34). The
exception status information may indicate whether or not
particular exceptions were detected.

For example, the control umit 5 may generate the excep-
tion status information by implementing comparative logic
that compares the address of the data block to invalid
addresses, improper address, misaligned addresses or the
like. Some addresses, for instance, may be accessible only
when the processor 2 1s i a particular mode. Thus, the
comparative logic may simply compare the address of the
data block to the addresses that are accessible given the
current mode of the processor 2. Also, as mentioned above,
the control unit 5 may conduct a parity check to determine
whether data 1s corrupted. The exception status information
may reflect the results of these or other queries made by the
control unit 5.

After fetching the data block (32) and generating excep-
tion status information (34), the exception status information
may be stored with the data block (36). The prefetch unit 7
may be used to store the exception status information with
the data block. Then, an instruction may be detected from
the data block (38) and the 1nstruction and at least part of the
exception status information may be 1ssued 1n parallel (40,
42).

The nstruction alignment unit 8 may be used to detect an
instruction from the data block (38). By detecting the width
of the instruction. As described above, a single data block
may contain one or more instructions, or only part of two
different instructions. The struction alignment unit 8 may
be adapted to detect instructions from the data block so that
the 1nstructions may be 1ssued to the execution unit 4.

If only part of the instruction is 1n the data block, the rest
of the 1nstruction may be contained 1n the next data block to
be fetched. Thus, fetching another data block containing the
rest of the instruction may occur before the instruction 1s
issued. The prefetch unit 7 may contain a number of buflers

16, 17 so that multiple data blocks may be fetched before an
instruction 1n one or more of those data blocks 1s 1ssued.

After the mstruction has been detected (38), the instruc-
tion may be 1ssued in parallel with the 1ssuance of at least
part of the exception status information (40, 42). Issuing the
instruction (40) may comprise sending the instruction to a
decoder 1n the execution unit 4. Moreover, 1ssuing at least
part of the exception status information (42) may comprise
sending the bits of an exception word through an OR gate to
the exception handling logic 9.

il

FIG. 4 15 a block diagram of exemplary prefetch builers
16, 17, loaded with respective data blocks and exception
status 1nformation. The data blocks loaded into pretetch
buflers 16, 17 may include 1nstructions or parts of nstruc-
tions. The exception status information may comprise one or
more exception words. The exception words, for instance
may be loaded into pretfetch builers 16, 17 before or after the
respective data blocks. The exception words may indicate
whether the control unit 5 detected one or more exception
conditions associated with the data block or a particular
instruction 1n the data block.
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For example, 1n one embodiment the exception word may
include exception identification bits identifying different
exceptions. The number of exception identification bits may
depend on the number of exceptions that the control unit 5
1s adapted to detect. For example, 11 control unit 5 1s adapted
to detect only two exceptions, exception word may have at
least two exception identification bits. If the control unit 5 1s
adapted to detect three exceptions, the exception word may
have at least three exception identification bits. I the control
unit 5 1s adapted to detect five diflerent exceptions, the
exception word may have at least five exception 1dentifica-
tion bits.

By way of example, one particular implementation sup-
ports a five-bit exception word. The respective five bits
correspond to one of five exception conditions that the
control unit 5 1s adapted to detect prior to the 1ssuance of the
istruction. One of the five bits may correspond to an
exception condition relating to multiple cache protection
bufler hits. Another of the five bits may correspond to an
exception condition relating to an address that 1s misaligned.
Still another of the five bits may correspond to an exception
condition relating to protection violation. Yet another of the
five bits may correspond to an exception condition relating
to a cache protection bufler miss. Still yet another of the five
bits may correspond to exception condition relating to
memory access violations. These or other exception condi-
tions may be accounted for 1n the exception word.

Various embodiments of the invention have been
described. For example, methods and apparatus for early
detection of exceptions have been described. These methods
and/or apparatus may be implemented 1n a processor to
improve the processor’s performance. The processor may be
implemented 1n a variety of systems including general
purpose computing systems, digital processing systems,
laptop computers, personal digital assistants (PDA’s) and
cellular phones. In such systems, the processor may be
coupled to a memory device, such as a FLASH memory
device or a static random access memory (SRAM) that
stores an operating system and other software applications.
These and other embodiments are within the scope of the
following claims.

What 1s claimed 1s:

1. An apparatus comprising:

a processor coupled to a static random access memory
device, wherein the processor includes an execution
umt and a control unit, the control umt including a
prefetch unit having at least two prefetch buflers and
exception handling logic, the control unit adapted to:

fetch at least two data blocks associated with a single
instruction;

generate exception status information for each of the data
blocks, the exception status information being a mul-
tiple bit exception status information word, the state of
said multiple bit exception word representing multiple
different kinds of exceptions;

store the exception status information and the data blocks
in the prefetch unit i at least two of the prefetch
buflers;

detect at least part of an 1nstruction within the data block;

align said at least part of said instruction, based on said
exception status mformation; and

in parallel, 1ssue the mstruction to the execution unit and
1ssue at least part of the exception status information to
the exception handling logic.

2. The system of claim 1, wherein the control unit 1s

turther adapted to:

fetch another data block;
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6

generate additional exception status information about the
another data block; and

store the additional exception status information and the
another data block in the prefetch unait.

3. The system of claim 1, wherein 1ssuing the nstruction
and at least part of exception status information 1n parallel
COmprises:

sending the instruction to the decoder; and

sending the exception status information through an OR
gate to the exception handling logic.

4. The system of claim 1, wherein the exception status
information for a particular instruction may include infor-
mation describing the exception status of at least two data
blocks.

5. An apparatus comprising;:

means for processing coupled to a static random access
memory device, wherein the means for processing
includes an execution unit and a control unit, the
control unit including a prefetch unit having at least
two prefetch buflers and exception handling logic, the
control unit adapted to:

fetch at least two data blocks associated with a single
instruction;

generate exception status iformation for each of the data
blocks, the exception status information being a mul-
tiple bit exception status information word, the state of
said multiple bit exception word representing multiple
different kinds of exceptions;

store the exception status information and the data blocks
in the prefetch unit in at least two of the prefetch
buflers:

detect at least part of an instruction within the data block;

align said at least part of said instruction, based on said
exception status information; and

in parallel, 1ssue the instruction to the execution unit and
1ssue at least part of the exception status information to
the exception handling logic.

6. The system of claim 5, wherein the control unit 1s

further adapted to:

fetch another data block;

generate additional exception status information about the
another data block; and

store the additional exception status information and the
another data block in the prefetch unait.

7. The system of claim 35, wherein 1ssuing the nstruction
and at least part of exception status information 1n parallel
COmprises:

sending the instruction to the decoder; and

sending the exception status information through an OR
gate to the exception handling logic.

8. The system of claim 5, wherein the exception status
information for a particular nstruction may include infor-
mation describing the exception status of at least two data
blocks.

9. An apparatus comprising;:

a processor coupled to a static random access memory
device, wherein the processor includes an execution
unit and a control unit, the control unit including a
prefetch unit having at least two prefetch buflers and
exception handling logic, the control unit comprising:

means for fetching at least two data blocks associated
with a single struction;

means for generating exception status information for
cach of the data blocks, the exception status informa-
tion being a multiple bit exception status information
word, the state of said multiple bit exception word
representing multiple different kinds of exceptions;
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e exception status imnformation and t

1C

data blocks 1n t

ne prefetch unit 1n at least two of t

prefetch bullers;
means for detecting at least part of an instruction within

the data block:

1C

means for aligning said at least part of said instruction,
based on said exception status information; and

means for 1ssuing the mnstruction to the execution unit and
for 1ssuing at least part of the exception status infor-
mation to the exception handling logic in parallel.
10. The system of claim 9, wherein the control unit further

COmMprises:

means for fetching another data block;
means for generating additional exception status informa-
tion about the another data block:; and

10

8

means for storing the additional exception status infor-
mation and the another data block 1n the prefetch unait.

11. The system of claim 9, wherein the means for 1ssuing
COmMprises:

means for sending the instruction to the decoder; and

means for sending the exception status information
through an OR gate to the exception handling logic.

12. The system of claim 9, wherein the exception status
information for a particular mnstruction may include infor-

mation describing the exception status of at least two data
blocks.
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