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(57) ABSTRACT

A managing computer within a computer network serves to
log messages received from individual computers within
that computer network indicating detection of malware. The
managing computer detects patterns of malware detection
across the network as a whole a triggers associated prede-
termined anti-malware actions. These may include forcing
specific computers to update their malware definition data,
forcing particular computers to change their security settings
and 1solating individual portions of the computer network.
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MANAGING MALWARE PROTECTION
UPON A COMPUTER NETWORK

BACKGROUND OF THE INVENTION

1. Field of the Invention

This 1nvention relates to the field of data processing
systems. More particularly, this invention relates to the field
of malware protection, such as, for example, protection
against computer viruses, worms, Irojans, banned files,
banned words, banned images etc, upon a network of
connected computers.

2. Description of the Prior Art

It 1s known to provide malware protection mechanisms
for individual computers. Such malware protection mecha-
nisms 1nclude on-access and on-demand malware scanners
operating on client computers, mail gateway scanners, web
traflic scanners and the like. These malware protection
mechanisms are generally effective at detecting items of
malware at their point location.

As computer networks have become more widespread and
complex, and the threats posed by newly developed types of
malware more sophisticated and potentially damaging, 1t 1s
important that malware protection 1s systematically and
thoroughly implemented on a computer network. In many
ways, the malware protection of a network 1s only as good
as the weakest link 1n that protection. In order to assist with
this, 1t 1s known to provide products, such as ePolicy
Orchestrator produced by Network Associates, Inc, that
serve among other things to manage across a computer
network the security and malware protection settings used
by the various computers constituting that computer net-
work.

Given the threat posed by malware, such as the well
known damaging eflects ol mass-mailing computer viruses,
measures that can improve the eflectiveness with which such
threats can be dealt with are strongly advantageous.

SUMMARY OF THE INVENTION

Viewed from one aspect of the present invention provides
a computer program a computer program product for con-
trolling a managing computer to manage malware protection
within a computer network containing a plurality of network
connected computers, said computer program product com-
prising;:

receiving code operable to receive at said managing
computer a plurality of log data messages 1dentifying detec-
tion of malware by respective ones of said plurality of
network connected computers;

detecting code operable to detect from said plurality of
log data messages recerved by said managing computer a
pattern of malware detection across said plurality of network
connected computers matching one or more predetermined
trigger patterns; and

action performing code operable 1n response to detection
of one or more predetermined trigger patterns to perform
one or more predetermined anti-malware actions.

The ivention recogmises that by collecting together
within a managing computer notifications of malware detec-
tions occurring within different computers on a computer
network, predetermined patterns of malware detection can
be 1dentified and appropriate anti-malware measures trig-
gered. As an example, a prior art simplistic approach that
might have been taken by a Network Administrator when
they received a large number of user reports of computer
viruses being detected, would be to download the latest virus
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definition data from the malware scanner provider’s FTP site
and then force a network-wide update of all the wvirus
scanners on all the computers of the network to the latest
virus definition data. In practice, the amount ol network
traflic that this would generate during normal operating
hours could be suflicient to cripple the operation of the
computer network to a degree that 1s almost as bad as the
action of the computer virus itself. Contrasted with this, the
managing computer of the present invention may detect
malware detection occurring within computers on the net-
work already having the up-to-date virus definition data.
These computers may be properly dealing with the malware
themselves by disinfecting, repairing or deleting the infected
files or e-mails as appropriate. Typically, the majority of the
computers on a computer network will be running the
up-to-date virus definition data and these computers will not
really be at risk from the computer virus concerned. What
the managing computer may identify as a pattern 1s that
whilst the computers having the up-to-date virus definition
date are detecting the virus, no detection reports are being
received from those computers that are not running the
up-to-date virus definition data. An appropriate action 1n this
circumstance would be to force a virus defimition update
only for those computers not having the up-to-date virus
definition data being used by the other computers as 1t may
well be that the reason these out-of-date computers are not
reporting the virus detection 1s that their virus definition data
does not include the appropriate fingerprint. This action
would provide a good measure of protection and yet would
typically generate much less computer network traflic to
adversely 1nfluence network performance. The above sce-
nario 1s only one example of how i1dentifying a pattern of
malware detections across a computer network may be used
to trigger predetermined anti-malware actions tailored and
targeted to particular threats and circumstances.

In preferred embodiments of the invention the network
connected computers will typically run their own malware
scanners and these malware scanners will preferably use
malware definition data to 1dentity the items of malware to
be detected.

In this circumstance, a particularly preferred anti-malware
action that may be triggered 1s to force an update of malware
definition data being used. This can be targeted at those
computers needing the update concerned.

Further preferred anti-malware actions may include
adjusting the scanner settings of one or more of the malware
scanners to perform more thorough scanning (e.g. turning on
scanning of all file types, heuristic scanning, internet traflic
scanning etc., where the normal settings are to conduct less
thorough scanming 1 an eflort to preserve processing
resources on the client computers), and possibly 1solating
one or more portions of the computer network from the rest
of the computer network 1 order to 1solate a malware
outbreak which has been detected as being localised within
that network portion.

In preferred embodiments of the mvention the managing,
computer stores the logged data messages within a database.
Such an arrangement allows convenient querying of the
database, such as automatic running of predetermined que-
ries, 1n order to detect particular patterns within the logged
data messages and then trigger appropriate responses.

The database may also advantageously store other infor-
mation concerning the computers within the computer net-
work relating to their malware protection, such as the
malware scanner products being used, the versions of the
scanner engines and malware definition data being used, the
security settings in force on the computer and the like. This
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data may be highly useful 1 1dentifying patterns within the
malware detection reports generated across the computer
network to 1dentity weaknesses and vulnerabilities that can
be addressed by predetermined anti-malware actions.

Viewed from other aspects the present mmvention also
provides a method for managing malware protection on a
computer network and an apparatus for managing malware
protection on a computer network.

The above, and other objects, features and advantages of
this 1nvention will be apparent from the following detailed
description of 1illustrative embodiments which 1s to be read
in connection with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 schematically illustrates a computer network;

FIG. 2 1s a flow diagram schematically illustrating the
logging of malware events by a managing computer;

FIG. 3 1s a flow diagram schematically illustrating the
identification of trigger events across a computer network
resulting in predefined anti-malware actions;

FIGS. 4, 5 and 6 schematically illustrate different
examples of patterns of malware detections and associated
predetermined anti-malware actions that may be triggered;
and

FIG. 7 schematically illustrates the architecture of a
general purpose computer that may be used to implement the
above described techniques.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

FIG. 1 illustrates a computer network 2 comprising three
departmental servers 4, 6, 8 cach with an associated number
of client computers 10,12, 14,16, 18, 20, 22, 24 and 26. The
two departmental servers 4 and 6 receive their internet trathic
via a lfirewall server 28. The departmental server 8 has its
own firewall server 30 via which it receives its internet
traflic.

A malware policy organising server 32 (which may be
running a program such as the previously mentioned ePolicy
Orchestrator) 1s also connected in the computer network 2
and serves to monitor and enforce security settings on all of
the computers within the computer network 2. The policy
organising server 32 also serves to receive logged data
messages from the various different servers and client com-
puters within the computer network 2 indicating detection of
malware 1tems by the malware scanners operating at those
individual computers. The policy organising server 32 also
receives status information from the various computers
indicating the malware scanning products being used, the
scanner engine versions and virus definition data versions
being used and the secunty settings being applied within
those diflerent computers on the network. The policy orga-
nising server 32 can enforce changes and trigger updates.

FI1G. 2 1llustrates the action of the policy organising server
32 in receiving logged data messages. At step 34 the policy
organising server 32 waits to receive a malware detection
event message from one ol the various computers 1t 1s
managing. When such an event 1s received, processing
proceeds to step 36 at which 1t 1s logged within an SQL
database maintained by the policy organising server 32.
Processing then returns to step 36.

FIG. 3 1s a flow diagram illustrating another processing
thread performed by the policy organising server 32. At step
38 the system waits for predetermined regular times to occur
at which 1t 1s configured to run various queries/reports (these
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terms are used generically to indicate mechanisms for
retrieving specified data from a database and presenting 1t to
a user rather than implying the use of any particular software
or display/data format) upon the database 1t 1s maintaining to
identily patterns of malware detection. When the time to run
one or more such reports 1s 1dentified at step 38, processing
proceeds to step 40 at which the policy organising server 32
1ssues appropriate queries from a store of queries 42 to the
database 1n order to generate the predetermined reports. The
policy organising server 32 may be provided with a suite of
default reports that may be used and these default reports
may be configured and enhanced by individual users to tailor
them to their particular networks, (e.g. scaling them to match
the size of the network concerned: five malware detections
on a network of 10,000 computers may be insignificant
whereas the same number of malware detections on a
network of 50 computers may be highly significant).

At step 44 the generated reports are compared with
predetermined patterns and network-wide thresholds held in
a store 46. These predefined network-wide thresholds and
patterns may be provided in default form as templates and
may optionally be customised to the particular circum-
stances of the network being protected.

At step 48 a determination 1s made as to whether or not
any ol the thresholds has been exceeded or any of the
patterns matched. If no thresholds have been exceeded or
patterns matched, then processing returns to step 38. IT
thresholds have been exceeded or patterns matched, then
processing proceeds to step 50 at which one or more
predefined anti-malware actions are triggered on the net-
work. The anti-malware actions triggered will be selected in
dependence upon the particular threshold or pattern that has
been exceeded or matched and will be directed to the
appropriate problem area within the network concerned.
After the anti-malware actions, such as forcing virus defi-
nition data updates, changing malware scanner settings,
1solating portions of the network etc. have been completed,
processing returns to step 38.

FIG. 4 schematically illustrates a pattern of malware
detections and an associated anti-malware action. First of all
a malware infection 1s received into the network from the
internet. This starts to spread within the computer network.
Those computers running the most up-to-date version of the
virus definition data (indicated by V=N) detect this malware
infection and take appropriate anti-malware action them-
selves as well as 1ssuing a log data message back to the
policy organising server 32. The computers within the
network running out-oi-date malware definition data (indi-
cated by V=N-1 or V=N-2) do not detect the malware
infection and do not give rise to any logged data messages
sent back to the policy organising server. When the policy
organising server 32 has detected four logged data messages
corresponding to the particular item of malware and also
detects the pattern that none of these originate from a
computer running out-of-date malware definition data, the
policy organising server 32 recognises the exceeding of a
predetermined threshold in combination with a predeter-
mined pattern of infection and serves to force the anti-
malware action of updating the malware definition data on
those computers that are out-of-date.

FIG. 5 schematically illustrates another scenario. In this
example a malware infection again originates from the
internet. The firewall server 28 serves to scan the traflic
passing to two departmental servers 4 and 6 and their
associated client computers. This firewall server 28 detects
a series of occurrences of internet traflic infected with a
particular item of malware and separately reports each of
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these to the policy organising server. A second firewall
server 30 protecting a diflerent associated departmental
server 8 and its associated client computers 1s running a
different type of malware scanner possibly provided by a
different software manufacturer. No malware detection
events are recorded by the policy organising server 32 from
this firewall server 30. The pattern of events of 1n excess of
a predetermined number of malware detections by the
firewall server 28 with no events detected by the firewall
server 30 running a different malware scanner indicates that
this different malware scanner for some reason 1s not iden-
tifying the malware threat concerned. An appropriate anti-
malware action in this circumstance 1s to switch on the
internet traflic scanning operations on the location individual
malware scanners of the client computers 22, 24 and 26.
These malware scanners run at the client computer level are
from the same software manufacturer as that providing the
scanner on the firewall computer 28 and so have a good
chance of picking up the malware infection that 1s being
missed by theiwr own firewall server 30. This 1s another
example of a pattern ol detections within a computer net-
work being i1dentified and triggering an appropriate action in
a way that 1s simply not possible with the malware scanner
products that operate and protect computers as individual
entities.

FIG. 6 1s a diagram 1llustrating a further scenario. In this
example the malware scanners on a plurality of client
computers “*” detect a particular Trojan infection and make
reports of this to the policy organising server 32. All of these
detections occur within computers connected to a particular
departmental server 4. After a threshold number of these
detections have been received and the pattern that they are
all originating within a given department 1dentified, then the
automatic anti-malware action triggered 1s to 1solate the
departmental server 4 and accordingly 1ts connected client
computers from the rest of the computer network 2. This will
protect the rest of the computer network from infection by
the Trojan spreading to them from the department that 1s
already infected.

FIG. 7 schematically illustrates a general purpose com-
puter 200 of the type that may be used to implement the
above described techniques. The general purpose computer
200 includes a central processing unit 202, a random access
memory 204, a read only memory 206, a network interface
card 208, a hard disk drive 210, a display drniver 212 and
monitor 214 and a user input/output circuit 216 with a
keyboard 218 and mouse 220 all connected via a common
bus 222. In operation the central processing unit 202 will
execute computer program instructions that may be stored 1n
one or more of the random access memory 204, the read only
memory 206 and the hard disk drive 210 or dynamically
downloaded via the network interface card 208. The results
of the processing performed may be displayed to a user via
the display driver 212 and the monitor 214. User iputs for
controlling the operation of the general purpose computer
200 may be recerved via the user iput output circuit 216
from the keyboard 218 or the mouse 220. It will be appre-
ciated that the computer program could be written 1 a
variety of diflerent computer languages. The computer pro-
gram may be stored and distributed on a recording medium
or dynamically downloaded to the general purpose computer
200. When operating under control of an appropriate com-
puter program, the general purpose computer 200 can per-
form the above described techniques and can be considered
to form an apparatus for performing the above described
technique. The architecture of the general purpose computer
200 could vary considerably and FIG. 7 1s only one example.
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Although 1llustrative embodiments of the invention have
been described 1n detail herein with reference to the accom-
panying drawings, 1t 1s to be understood that the invention
1s not limited to those precise embodiments, and that various
changes and modifications can be eflected therein by one
skilled 1n the art without departing from the scope and spirit
of the mvention as defined by the appended claims.

I claim:

1. A program stored on a computer-readable medium for
controlling a managing computer to manage malware pro-
tection within a computer network containing a plurality of
network connected computers, said computer program prod-
uct comprising;

receiving code for receiving at said managing computer a

plurality of log data messages 1dentifying detection of
malware by respective ones of said plurality of network
connected computers;
detecting code for detecting from said plurality of log data
messages received by said managing computer a pat-
tern and a network-wide threshold of malware detec-
tion across said plurality of network connected com-
puters matching at least one predetermined trigger, the
network-wide threshold being applied to a sum of
detections, the detections each being associated with a
different one of the network connected computers;

wherein said plurality of network connected computers
cach have a malware scanner for scanning computer
files to detect malware within said computer files;

action performing code, responsive to detection of one of
said at least one predetermined trigger to perform at
least one predetermined anti-malware action;

wherein predefined network-wide thresholds and patterns

are provided as templates; and

wherein the predefined network-wide thresholds and pat-

terns are customized based on a network being pro-
tected.

2. A program stored on a computer-readable medium as
claimed 1n claim 1, wherein said malware scanner includes
malware definition data for identifying malware to be
detected.

3. A program stored on a computer-readable medium as
claimed 1n claim 2, wherein said at least one predetermined
anti-malware action includes forcing an update of malware
definition data being used by one or more of said plurality
ol network connected computers.

4. A program stored on a computer-readable medium as
claimed in claim 1, wherein said at least one predetermined
anti-malware action includes altering at least one scanner
setting of at least one of said malware scanners such that said
at least one of said malware scanners performs more thor-
ough malware scanning.

5. A program stored on a computer-readable medium as
claimed 1n claim 1, wheren said at least one predetermined
anti-malware action includes 1solating at least one of said
network connected computers from other parts of said
computer network.

6. A program stored on a computer-readable medium as
claimed 1n claim 1, wherein said managing computer stores
said plurality of log data messages within a database.

7. A program stored on a computer-readable medium as
claimed in claim 6, wherein said detecting code 1s operable
to query said database.

8. A program stored on a computer-readable medium as
claimed 1in claim 6, wherein said database includes data
identifying at least one of:

malware protection mechanisms used by respective net-

work connected computers;
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versions of malware protection computer programs used

by respective network connected computers;

versions of malware definition data used by respective

network connected computers; and

security settings of malware protection mechanisms used

by respective network connected computers.

9. A program stored on a computer-readable medium as
claimed in claim 1, wherein said at least one predetermined
anti-malware action 1s targeted to a particular threat so as to
reduce network trafhic.

10. A program stored on a computer-readable medium as
claimed in claim 1, wherein a plurality of said network
connected computers associated with said detections utilize
outdated malware definition data.

11. A program stored on a computer-readable medium as

claimed 1n claim 10, wherein said at least one predetermined
anti-malware action includes updating only said network
connected computers that utilize said outdated malware
definition data.

12. A program stored on a computer-readable medium as
claimed in claim 1, wherein plurality of said network
connected computers associated with said detections are
connected to a particular server.

13. A program stored on a computer-readable medium as
claimed 1n claim 12, wherein said at least one predetermined
anti-malware action includes isolating only said particular
server and said network connected computers connected
thereto.

14. A method of managing malware protection within a
computer network containing a plurality of network con-
nected computers, said method comprising the steps of:

receiving at a managing computer a plurality of log data

messages 1dentitying detection of malware by respec-
tive ones of said plurality of network connected com-
puters;

detecting from said plurality of log data messages

received by said managing computer a pattern and a
network-wide threshold of malware detection across
said plurality of network connected computers match-
ing at least one predetermined trigger, the network-
wide threshold being applied to a sum of detections, the

detections each being associated with a different one of

the network connected computers;

wherein said plurality of network connected computers
cach have a malware scanner that serves to scan com-
puter files to detect malware within said computer files;

in response to detection of said at least one predetermined
trigger, performing at least one predetermined anti-
malware action;

wherein predefined network-wide thresholds and patterns
are provided as templates; and

wherein the predefined network-wide thresholds and pat-

terns are customized based on a network being pro-
tected.

15. A method as claimed in claim 14, wherein said
malware scanner uses malware defimtion data to identify
malware to be detected.

16. A method as claimed 1n claim 15, wherein said at least
one predetermined anti-malware action includes forcing an
update of malware definition data being used by at least one
of said plurality of network connected computers.

17. A method as claimed 1n claim 14, wherein said at least
one predetermined anti-malware action includes altering at
least one scanner setting of at least one malware scanner
such that said malware scanner performs more thorough
malware scanning.
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18. A method as claimed 1n claim 14, wherein said at least
one predetermined anti-malware action includes 1solating at
least one of said network connected computers from other
parts of said computer network.

19. A method as claimed 1n claim 14, wherein said
managing computer stores said plurality of log data mes-
sages within a database.

20. A method as claimed 1n claim 19, wherein said
detecting step includes querying said database.

21. A method as claimed in claim 19, wherein said
database includes data 1dentifying at least one of:

malware protection mechanisms used by respective net-
work connected computers;

versions of malware protection computer programs used
by respective network connected computers;

versions of malware definition data used by respective
network connected computers; and

security settings of malware protection mechanisms used
by respective network connected computers.

22. Apparatus for managing malware protection within a
computer network said computer network said computer
network containing a plurality of network connected com-
puters, said apparatus comprising:

recerving logic for receiving at a managing computer a
plurality of log data messages 1dentilying detection of
malware by respective ones of said plurality of network
connected computers;

detecting logic for detecting from said plurality of log
data messages received by said managing computer a
pattern and a network-wide threshold of malware
detection across said plurality of network connected
computers matching at least one predetermined trigger,
the network-wide threshold being applied to a sum of
detections, the detections each being associated with a
different one of the network connected computers;

wherein each of said plurality of network connected
computers have a malware scanner that serves to scan
computer files to detect malware within said computer

files:

action performing logic, 1 response to detection of at
least one predetermined trigger, for performing at least
one predetermined anti-malware action;

wherein predefined network-wide thresholds and patters
are provided as templates; and

wherein the predefined network-wide thresholds and pat-
terns are customized based on a network being pro-
tected.

23. Apparatus as claimed in claam 22, wherein said
malware includes malware definition data to identify mal-
ware to be detected.

24. Apparatus as claimed 1n claim 23, wherein said at least
one predetermined anti-malware action includes an update
ol malware definition data 1n at least one of said plurality of
network connected computers.

25. Apparatus as claimed 1n claim 22, wherein at least one
predetermined anti-malware action includes altering at least
one scanner setting of at least one malware scanner such that
said malware scanner performs more thorough malware
scanning.

26. Apparatus as claimed 1n claim 22, wherein said at least
one predetermined anti-malware action includes 1solating at
least one of said network connected computers from other
parts of said computer network.
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27. Apparatus as claimed in claim 22, wherein said
managing computer stores said plurality of log data mes-
sages within a database.

28. Apparatus as claimed in claim 27, wherein said
detecting logic 1s operable to query said database.

29. Apparatus as claimed i claim 27, wherein said
database includes data 1dentifying at least one of:

malware protection mechanisms used by respective net-

work connected computers;

10

versions ol malware protection computer programs used
by respective network connected computers;

versions ol malware definition data used by respective
network connected computers; and

security settings ol malware protection mechanisms used
by respective network connected computers.
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