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SYSTEM AND METHOD FOR MANAGING
PROTOCOL NETWORK FAILURES IN A
CLUSTER SYSTEM

FIELD OF THE INVENTION 5

The present invention relates to computing systems, and
in particular, to a system and method for managing a

protocol network failure 1 a network clustering system.
10

BACKGROUND

The Internet has evolved into a ubiquitous network that
has mnspired many companies to rely upon it as a major
resource for doing business. For example, many businesses
may utilize the Internet, and similar networking infrastruc-
tures, to manage critical applications, access content servers,
automate assembly and production lines, and implement
complex control systems. Such reliance by businesses has
driven the demand for higher protection and availability
guarantees to resources over the network.

15

20

In response to the need for a networking infrastructure
that provides both high availability of system resources and
protection from failures, cluster architecture was developed. 4
A cluster can be defined as multiple loosely coupled network
devices that cooperate to provide client devices access to a
set of services, resources, and the like, over the network.
Members 1 the cluster may be employed to increase the
reliability and availability of the access. 10

Many cluster architectures rely on an exchange of a
cluster protocol message over the network. The cluster may
utilize these messages to manage cluster membership, assign
work, and detect member failure. The cluster may designate
one of the networks to which it 1s connected to exchange the 35
protocol messages.

However, the designated network, and 1ts related connec-
tions and interconnections, are potential points of failure to
the cluster. If a cluster member loses connectivity to the
network, 1t 1s unable to participate in the protocol and often 40
must leave the cluster. This may result 1n lost work, as well
as degraded overall performance, access, and reliability of
the cluster. Additionally, 1f the network fails, say due to a
failure of a switch, hub, or the like, then the entire cluster
fails and all connectivity through the cluster 1s lost. There- 45
fore, there 1s a need 1n the industry for a highly reliable
clustering infrastructure. Thus, it 1s with respect to these
considerations, and others, that the present invention has

been made.
50

BRIEF DESCRIPTION OF THE DRAWINGS

Non-limiting and non-exhaustive embodiments of the
present invention are described with reference to the fol-
lowing drawings. In the drawings, like reference numerals
refer to like parts throughout the various figures unless
otherwise specified.

55

For a better understanding of the present invention, ref-
erence will be made to the following Detailed Description of
the Invention, which 1s to be read 1n association with the
accompanying drawings, wherein:

60

FIG. 1 illustrates one embodiment of an environment 1n
which the mvention operates;

FIG. 2 illustrates a functional block diagram of one 65
embodiment of a network device configured as a cluster
member;

2

FIG. 3 illustrates a flow diagram generally showing one
embodiment of a process for a network device to join and
leave the cluster:;

FIGS. 4A-4D 1llustrate flow diagrams generally showing,
one embodiment of a process for a cluster master managing
a cluster member (client) protocol network communication;
and

FIGS. 5A-D illustrate tlow diagrams generally showing
one embodiment of a process of a cluster member (client)
managing a protocol network communication with the clus-
ter master, according to one embodiment of the invention.

(1]

DETAILED DESCRIPTION OF TH.
PREFERRED EMBODIMENT

The present invention now will be described more fully
heremnafter with reference to the accompanying drawings,
which form a part hereof, and which show, by way of
illustration, specific exemplary embodiments by which the
invention may be practiced. This invention may, however, be
embodied 1n many different forms and should not be con-
strued as limited to the embodiments set forth herein; rather,
these embodiments are provided so that this disclosure will
be thorough and complete, and will fully convey the scope
of the mvention to those skilled in the art. Among other
things, the present invention may be embodied as methods
or devices. Accordingly, the present invention may take the
form of an entirely hardware embodiment, an entirely soft-
ware embodiment or an embodiment combining software
and hardware aspects. The following detailed description 1s,
therefore, not to be taken 1n a limiting sense.

The terms “comprising,” “including,” “containing,” “hav-
ing,” and “characterized by,” refers to an open-ended or
inclusive transitional construct and does not exclude addi-
tional, unrecited elements, or method steps. For example, a
combination that comprises A and B elements, also reads on
a combination of A, B, and C elements.

The meaming of *“a,” *“an,” and “the” include plural
references. The meaning of “in” includes “in” and “on.”
Additionally, a reference to the singular includes a reference
to the plural unless otherwise stated or 1s inconsistent with
the disclosure herein.

The term ““or” 1s an inclusive “or” operator, and includes
the term “and/or,” unless the context clearly dictates other-
wise.

The phrase “in one embodiment,” as used herein does not
necessarily refer to the same embodiment, although it may.

The term “based on” 1s not exclusive and provides for
being based on additional factors not described, unless the
context clearly dictates otherwise.

The term “packet” includes an IP (Internet Protocol)
packet.

Briefly stated, the present invention 1s directed to a system
and method for managing a protocol network failure 1n a
network clustering system. The invention includes a cluster
master and a client member of the cluster that are configured
to determine at least one primary protocol network and a
secondary protocol network for exchanging cluster protocol
messages. Fach client member 1n the cluster determines
whether to employ the primary protocol network or the
secondary protocol network as its ‘active’ protocol network
when 1t joins the cluster. Each client member tests its
connectivity to the cluster master through the primary pro-
tocol network. If a client member detects a failure on the
primary protocol network, 1t may dynamically fail over to
the secondary protocol network without leaving the cluster.
If connectivity to the primary protocol network is restored,




US 7,257,731 B2

3

the client member may dynamically resume the protocol
message exchange on the primary protocol network, without
leaving the cluster.

[llustrative Operating Environment

FIG. 1 1llustrates one embodiment of an environment in
which an invention operates. Not all the components may be
required to practice the invention, and vanations in the
arrangement and type of the components may be made
without departing from the spirit or scope of the invention.

As shown 1n the figure, cluster system 100 includes Local
Area Network/Wide Area Networks (LAN/WANs) 106 and
107 and cluster 101. Cluster 101 includes cluster members
102-105. Cluster 101 1s 1n communication with LAN/WANs
106 and 107.

Cluster members 102-105 may be 1n communication with
LAN/WANs 106 and 107 through a plurality of networks.
For example, although not illustrated, a plurality of network
connections may exist between cluster members 102-1035
and LAN/WAN 107. A plurality of network connections
may further exist between cluster members 102-105 and
LAN/WAN 106. However, for clarnty, only networks 108
and 110 are 1illustrated in FIG. 1. In one embodiment,
network 108 1s a primary protocol network, and network 110
1s a secondary protocol network. A protocol network
includes virtually any network, including its interconnec-
tions, and the like, that 1s employed for an exchange of a
cluster protocol message. The protocol networks may be
selected based on a variety of mechanisms, including but not
limited to, pre-configuring a network to be the primary
protocol network and another network to be the secondary
protocol network. Protocol networks may also be selected
dynamically, based on any of a variety ol characteristics,
including quality of service, throughput, stability, speed, and
the like. Moreover, as described below, each member 102-
105 may select a different primary and/or secondary proto-
col network from another member 102-105.

Cluster 101 typically 1s configured to include loosely
coupled network devices that may cooperate to provide
another device with access to a service, resource, and the
like. In one embodiment, cluster 101 1s configured to opti-
mize message throughput by adaptively load balancing
cluster members 102-105.

Cluster members 102-105 may be any network device
capable of sending and receiving a packet over the network
in a cluster architecture. In one embodiment, cluster mem-
bers 102-105 are configured to operate as a protocol stack
processor for a received message packet. The set of such
devices may include devices that typically connect using a
wired communications medium such as personal computers,
multiprocessor systems, microprocessor-based or program-
mable consumer electronics, network PCs, and the like, that
are configured to operate as a cluster device. The set of such
devices may also include devices that typically connect
using a wireless communications medium such as cell
phones, smart phones, pagers, walkie talkies, radio 1fre-
quency (RF) devices, infrared (IR) devices, CBs, integrated
devices combining one or more of the preceding devices,
and the like, that are configured as a cluster device. Alter-
natively, cluster members 102-105 may be any device that 1s
capable of connecting using a wired or wireless communi-
cation medium such as a PDA, POCKET PC, wearable
computer, and any other device that 1s equipped to commu-
nicate over a wired and/or wireless communication medium,
operating as a cluster device.

A member of cluster members 102-105 may be configured
to operate as a cluster master, where remaining cluster
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4

members 103-105 may be configured to operate as client
cluster members. However, cluster 101 1s not so limited, and
another member 1n cluster members 103-105, may be con-
figured to operate as a backup cluster master, without
departing from the scope of the present invention. Cluster
members 102-105 may also elect a member as cluster master
dynamically, when the cluster 1s formed and subsequently
after a cluster master failure. One embodiment of cluster
members 102-105 1s described in more detail below, 1n
conjunction with FIG. 2.

LAN/WANSs 106 and 107 are enabled to employ any form
of computer readable media for communicating information
from one electronic device to another. In addition, L AN/
WANs 106 and 107 can include the Internet 1n addition to
local area networks (LANs), wide area networks (WANSs),
direct connections, such as through a universal serial bus
(USB) port, other forms of computer-readable media, and
any combination thereof. On an interconnected set of LANS,
including those based on diflering architectures and proto-
cols, a router acts as a link between LANs, enabling mes-
sages to be sent from one to another. Also, communication
links within LANs typically include twisted wire pair or
coaxial cable, while communication links between networks
may utilize analog telephone lines, full or fractional dedi-
cated digital lines including T1, T2, T3, and T4, Integrated
Services Digital Networks (ISDNs), Digital Subscriber
Lines (DSLs), wireless links including satellite links, or
other communications links known to those skilled in the art.
Furthermore, remote computers and other related electronic
devices could be remotely connected to either LANs or
WANs via a modem and temporary telephone link. In
essence, LAN/WANs 106 and 107 may include any com-
munication method by which information may travel
between network devices.

Typically, LAN/WAN 106 may include a content server,
application server, and the like, to which cluster 101 enables
access to for another network device residing within LAN/
WAN 107.

FIG. 2 1illustrates a functional block diagram of one
embodiment of a network device 200 to which may operate
as a cluster member. Network device 200 may include many
more components than those shown. The components
shown, however, are suflicient to disclose an illustrative
embodiment for practicing the mvention.

Network device 200 includes processing unit 512, video
display adapter 514, and a mass memory, all in communi-
cation with each other via bus 3522. The mass memory
generally includes RAM 516, ROM 332, and one or more
permanent mass storage devices, such as hard disk drive
528, tape drive, optical drive, and/or floppy disk drive. The
mass memory stores operating system 520 for controlling
the operation of network device 200. Any general-purpose
operating system may be employed. Basic input/output
system (“BIOS™) 518 1s also provided for controlling the
low-level operation of network device 200.

As 1llustrated 1n FIG. 2, network device 200 also can
communicate with the Internet, or some other communica-
tions network, such as LAN/WANS 106 AND 107 1n FIG.
1, via network interface unit 510, which 1s constructed for
use with various communication protocols including the
TCP/IP protocol. Network interface unit 5310 1s sometimes
known as a transceiver or transceiving device.

The mass memory as described above illustrates a type of
computer-readable media, namely computer storage media.
Computer storage media may include volatile, nonvolatile,
removable, and non-removable media implemented 1n any
method or technology for storage of information, such as
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computer readable instructions, data structures, program
modules, or other data. Examples of computer storage media
include RAM, ROM, EEPROM, flash memory or other
memory technology, CD-ROM, digital versatile disks
(DVD) or other optical storage, magnetic cassettes, mag-
netic tape, magnetic disk storage or other magnetic storage
devices, or any other medium which can be used to store the
desired information and which can be accessed by a com-
puting device.

In one embodiment, the mass memory stores program
code and data for implementing operating system 520. The
mass memory may also store additional program code and
data for performing the functions of network device 200.
One or more applications 550, and the like, may be loaded
into mass memory and run on operating system 520. As
shown 1n the figure, cluster fail-over manager 542 1s an
example of an application that may run on operating system
520.

Network device 200 may also include an SMTP handler
application for transmitting e-mail, an HT'TP handler appli-
cation for receiving and handing HTTP requests, and an
HTTPS handler application for handling secure connections.
The HTTPS handler application may initiate communication
with an external application 1n a secure fashion. Network
device 200 1s not limited however, to these handler appli-
cations, and many other protocol handler applications may
be employed by network device 200 without departing from
the scope of the mvention.

Network device 200 may also include mput/output inter-
tace 524 for communicating with external devices, such as
a mouse, keyboard, scanner, or other mput devices not
shown 1n FIG. 2. Likewise, network device 200 may further
include additional mass storage facilities such as CD-ROM/
DVD-ROM drive 526 and hard disk drive 528. Hard disk
drive 528 i1s utilized by network device 200 to store, among
other things, application programs, databases, and the like.

I[llustrative Operation for Managing a Protocol Network
Failure 1n the Cluster System

One embodiment of a general operation of the present
invention 1s now described by reference to a cluster estab-
lishment, processes for a cluster master to manage client
members 1n the cluster, and processes for a client member in
the cluster.

During establishment of a cluster, such as cluster 101 of
FIG. 1, a joimning network device may send a protocol
message on both a primary and secondary protocol network,
to determine which network may be used to communicate
with the cluster master. The selected protocol network 1s
typically called the “active protocol network”. In one
embodiment, if the joining network device can use both the
primary and secondary protocol networks, the primary pro-
tocol network 1s preferred as the active protocol network.
The joining network device may however, employ the
secondary protocol network 11 1t does not see a protocol
message from the cluster master on 1ts primary protocol
network.

FIG. 3 illustrates a flow diagram generally showing one
embodiment of a process for a network device to join and
leave the cluster. Process 300 begins, after a start block, at
block 202 when a network device tries to join the cluster. In
one embodiment, this 1s accomplished by sending (broad-
casting) a “join request” message on the primary protocol
network. It the cluster master receives this “join request™, it
attempts to validate associated authentication information. If
the cluster master determines the authentication information
1s mvalid 1t sends a “join failed” message over the primary
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protocol network to the joining network device. 11 the cluster
master determines that the authentication information valid,
it sends an “OK to join” message over the primary protocol
network to the joining network device.

If an “OK to join” message 1s received by the joining
network device, process 300 tlows to block 203, where the
joming network device 1s designated a cluster member
(sometimes known as a client or non-master). Additionally,
the joiming network device marks 1ts interface to the primary
protocol network as 1ts “active protocol network.”

If at block 202, the joining network device does not
receive an “OK to join” message or a “join failled” message
on the primary protocol network from the cluster master,
processing flows to block 204.

At block 204, the jomning network device sends out
(broadcasts) a “qoin request” message on the secondary
protocol network. If the cluster master receives this “join
request”, 1t attempts to validate the authentication informa-
tion, and responds by sending the appropriate message to the
system on the secondary protocol network. If an “OK to
j01n”” message 1s recerved, processing proceeds to block 203,
where the joining network device 1s designated a cluster
member (client or non-master). Additionally, the joiming
network device marks its interface to the secondary protocol
network as its “active protocol network.”

However, 11 at block 204, the joining network device does
not get a “OK to join” message or a “join failed” message
on the secondary protocol network from a cluster master, the
joming network device concludes that 1t 1s the first cluster
member of the cluster (1.e. no master unit exists), and
processing proceeds to block 205. Additionally, 11 a master
clection mechanism 1s dynamic then processing also pro-
ceeds to block 203.

At block 2035, the jomning network device sends out an
“offer master request” packet on the primary and secondary
protocol networks, oflering to become the cluster master. In
one embodiment, the “ofler master request” packet 1s broad-
cast over the primary and secondary protocol networks. If
the joiming network device recerves an “other master exists”™
message, on either the primary or secondary protocol net-
work, processing loops back to block 202, where the joining
network device tries to join again. However, 11 the joining
network device does not receive a response after a prede-
termined period of time processing tlows to block 206. In
one embodiment, the predetermined period of time 1s about
100 milliseconds. However, the 1invention 1s not so limited,
and virtually any period of time may be employed.

At block 206, the cluster master sends a broadcast
Address Resolution Protocol (ARP) response, or the like, on
cach of 1ts cluster networks, to inform adjacent network
devices what Ethernet address, and the like, to use for a
corresponding cluster network address. Processing contin-
ues to block 207, where the joining network device now
operates 1n the capacity of the cluster master. Processing
may continue, until the cluster master receives an “exit
request,” 1n which 1nstance, processing loops back to block
202.

The cluster master may store an active protocol network
for each cluster member. When the cluster master accepts a
new cluster member 1nto the cluster, 1t records the network
it used to send the “OK to join” message as the cluster
member’s active protocol network.

Due to latencies 1n the network, 1n packet processing, and
the like, the cluster master may fail to respond to a cluster
member’s “join request” message on the primary protocol
network before the cluster member send a “qoin request”
message on the secondary protocol network. In this instance,
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the cluster master may be configured to recognize that the
j01n request 1t recerved from the secondary protocol network
1s a duplicate of those it received on the primary protocol
network, and 1gnore 1t. To enable the cluster master to detect
duplicates, the cluster member may identify itself 1n the
“101n request” and “offer master” message using 1ts network
address on the primary protocol network.

Additionally, due to latencies 1n the network, 1n packet
processing, and the like, the cluster master may receive a
“101n request” message on the secondary protocol network
before i1t receives one on the primary protocol network, even
though the joiming network device sent the primary protocol
network message first. If the cluster master sent an “OK to
j01n” message to a cluster member on the secondary protocol
network, and then receives a duplicate “join request” mes-
sage on the primary protocol network, the cluster master
may then send an “OK to join” message to the cluster
member on the primary protocol network, and mark the
primary protocol network as that cluster member’s active
protocol network. If a cluster member receives an “OK to
j01n” message on both the primary and secondary protocol
networks, 1t may mark the primary protocol network as its
active protocol network.

A cluster member can take advantage of virtually any
knowledge 1t has of device link state, and the like, to
optimize this exchange. For example, although not 1llus-
trated 1n FIG. 3, 1f a cluster member detects that the device
connecting 1t to the primary protocol network 1s mnoperative,
it can send a “qo1in request” packet to the secondary protocol
network. Such optimizations however, are not critical to the
invention.

[llustrative Operation of a Cluster Master

After a cluster has formed, the cluster master may send a
“master keepalive” message, or the like, on the primary and
secondary protocol networks. The cluster members monitor
these messages to detect failure of the master unit, and to
determine their active protocol network. The interval
between “master keepalive” messages 1s determined and
adjusted using any of a variety of mechanisms, including,
but not limited to those described by Adelman et al., 1n U.S.
Pat. Nos. 6,078,957 and 6,006,259, both filed on Nov. 20,
1998, and which are both incorporated by reference herein.
The cluster master may determine the keepalive interval
independently for each protocol network, based on a net-
work’s observed packet loss, and the like.

When the cluster master exchanges a cluster protocol
message with a cluster member, to assign work, for example,
it may send the message on the cluster member’s active
protocol network. The cluster master may send a protocol
message to different cluster members on different protocol
networks. This may be done for example, because some of
the cluster members may be able to use the primary protocol
network, while other cluster members may not.

The cluster master may monitor “keepalive” messages
sent from cluster members employing any of a variety of
mechanisms. In one embodiment, the cluster master
employs a watchdog timer. A cluster member may be
considered “alive” so long as the cluster master receives its
keepalives on one of the protocol networks. If the cluster
master receives keepalives on more than one protocol net-
work, the cluster master may prefer the primary protocol
network as the cluster member’s active protocol network.

FIGS. 4A-4D illustrate tlow diagrams generally showing
one embodiment of a process of a cluster master managing
a cluster member (client) protocol network communication,
according to one embodiment of the mvention. Processes
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400-700, shown 1n the figures, may operate 1 a cluster
master of cluster 101 of FIG. 1.

FIG. 4A 1llustrates a flow diagram generally showing one
embodiment of a process of a cluster master managing a
cluster member protocol network communication when the
cluster master receives a “keepalive” on the primary proto-
col network for a cluster member. Process 400 proceeds to
decision block 320, where a determination 1s made whether
the received “keepalive” 1s from a cluster member. If it 1s
determined that the message 1s not from a cluster member,
processing branches to block 322, where the cluster master
sends an “exit cluster” message to the network device
sending the “keepalive.” Process 400 then exits to a calling
process to perform other operations.

It at decision block 320, however, the received “kee-
palive” 1s from a member of its cluster, processing proceeds
to block 324, where packet loss information, and the like, 1s
determined and stored. In one embodiment, a packet loss
average 1s determined employing a variety of characteristics,
including, but not limited to sequence number of a kee-
palive, an adaptive keepalive iterval, and the like.

Process 400 continues next to decision block 325, where
a determination 1s made whether the cluster member (client)
1s alive on the primary protocol network. That 1s, 11 1t 1s
determined that the cluster master receives a keepalive on
the primary protocol intertface for a cluster member whose
active protocol network 1s the secondary protocol network,
processing proceeds to block 328, where the master sets the
member’s active protocol network to the primary protocol
network. Process 400 continues to block 329, where the
watchdog timer for this client member is started for the
primary protocol network. Process 400 then exits to a calling
process to perform other operations.

However, 1f at decision block 325, 1t 1s determined that the
client member 1s alive on the primary protocol network,
processing continues to block 326, where the watchdog
timer for this cluster member 1s reset. Process 400 then exits
to a calling process to perform other operations.

FIG. 4B 1illustrates a flow diagram generally showing one
embodiment of a process of a cluster master managing a
cluster member protocol network communication when the
cluster master receives a “keepalive” on the secondary
protocol network for a cluster member. As shown i the
figure, process 500 begins, at decision block 340, when the
cluster master receives a keepalive on the secondary proto-
col network. At decision block 340, a determination 1s made
whether the keepalive 1s received from a network device that
1s a member of the cluster master’s cluster. It 1t 1s determined
that the network device 1s a member of the cluster master’s
cluster, processing process to block 344; otherwise, process-
ing branches to block 342, where the cluster master sends
the network device an “exit cluster” message. Processing
then exits to a calling process to perform other operations.

At block 344, the cluster master determines and stores
packet loss information, and the like. In one embodiment, a
packet loss average i1s determined employing a variety of
characteristics, including, but not limited to sequence num-
ber of a keepalive, adaptive keepalive interval, and the like.
Processing continues to decision block 345, where 1t 1s
determined whether the cluster member 1s alive on the
secondary protocol network. That 1s, 11 1t 1s determined that
the cluster master receives a keepalive on the secondary
protocol network for a cluster member whose active proto-
col network i1s the primary protocol network, processing
branches to block 348, where the cluster master leaves the
cluster member’s active protocol network unchanged. A
watchdog timer for this cluster master 1s started however, for
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the secondary protocol network. Processing then exits to a
calling process to perform other operations.

If, at decision block 345, the cluster member (client) 1s
alive on the secondary protocol network, processing pro-
ceeds to block 346 where the watchdog timer 1s reset for this
cluster member for 1ts secondary protocol network. Process-
ing then exits to a calling process to perform other opera-
tions.

FIG. 4C 1llustrates tlow diagram generally showing one
embodiment of a process of a cluster master managing a
cluster member protocol network communication when a
fallure 1s detected on the primary protocol network. As
shown 1n the figure, process 600 begins, after a start block,
at decision block 310, when the cluster master fails to
receive a cluster member’s (client’s) keepalive on the pri-
mary protocol network within a predefined interval (the
cluster member “times out™).

At decision block 310, a determination 1s made whether
the cluster master 1s still receiving the cluster member’s
keepalives on the secondary protocol network. If 1t 1s, then
processing branches to block 312, where the cluster master
retains the network device as a cluster member. The cluster
master may further set the cluster member’s active protocol
network to the secondary protocol network. In one embodi-
ment, the cluster master may also generate events such as
SNMP traps, and the like, to indicate that the active protocol
network on a cluster member has changed. Processing then
exits to a calling process to perform other operations.

If 1t 1s determined, at decision block 310, that the cluster
member has timed out on both primary and secondary
protocol networks, processing branches to block 314, where
the cluster master may declare the cluster member dead and
remove 1t from the cluster. Processing then exits to a calling
process to perform other operations.

FI1G. 4D 1llustrates a flow diagram generally showing one
embodiment of a process of a cluster master managing a
cluster member protocol network communication when a
tailure 1s detected on the secondary protocol network. If the
cluster master fails to receive a cluster member’s keepalive
on the secondary protocol network within a predefined
interval (the cluster member “times out™), processing tlows
to decision block 330. At decision block 330, a determina-
tion 1s made whether the cluster master 1s still receiving the
cluster member’s keepalives on the primary protocol net-
work. If 1t 1s, then the cluster master retains the system as a
cluster member and leaves the member’s active protocol
network unchanged. Processing exits process 700 to a call-
ing process, to perform other actions.

However, 1 1t 1s determined that the cluster member has
timed out on both primary and secondary protocol networks,
processing tlows to block 333, where the master declares the
cluster member dead and removes it from the cluster.
Processing then exits process 700, to perform other opera-
tions.

A situation may arise where the cluster master exchanges
messages with network devices that are not members of the
cluster. For example, the cluster master may send “other
master” messages when resolving master contention, or may
send “exit request” messages to network devices that erro-
neously think they are 1n the cluster. The cluster master may
send these messages 1n response to messages 1t receives
from these network devices. In the absence of an active
protocol network for these network devices (as they are not
cluster members), the cluster master may send its response
message on the same network as 1t received message from
these network devices.
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Furthermore, the cluster master can take advantage of
virtually any knowledge 1t has of device link state, and the
like, to optimize 1ts behavior. For example, 1n one embodi-
ment, 1f the cluster master detects that the device connecting
it to the primary protocol network 1s inoperative, 1t can set
all the cluster members’ active protocol networks to the
secondary protocol network, and stop sending master kee-
palives on the primary protocol network.

[lustrative Operation of a Cluster Member

A non-master cluster member (clients) may send a kee-
palive message and monitors a watchdog timer associated
with the cluster master. Each cluster member may send a
“keepalive” message on both protocol networks at an inter-
val predetermined 1n a “master keepalive” message, or the
like. If a cluster member does not receive a “master kee-
palive” message, or the like, on a protocol network, 1t may
not send any “keepalive” message on that protocol network.

Moreover, each cluster member may monitor “master
keepalive” messages sent from the cluster master using a
watchdog timer, and the like. A cluster member may con-
sider the cluster master “alive” so long as the cluster master
1s still sending keepalives on one of the protocol networks.

FIGS. 5A-D illustrate flow diagrams generally showing
one embodiment of a process of a cluster member (client)
managing a protocol network communication with the clus-
ter master. In one embodiment, processes 800-1100 of FIGS.
5A-3D may be deployed in cluster members 102-105 of
FIG. 1.

FIG. 5A 1llustrates a flow diagram generally showing one
embodiment of a process where the cluster member receives
a cluster master “keepalive” on the primary protocol net-
work. Process 800 of FIG. 5A, begins after a start block, at
block 421, where a keepalive interval 1s updated. In one
embodiment, the keepalive interval 1s an adaptive interval.
In another embodiment, the keepalive interval 1s determined
by the cluster master.

Processing next proceeds to decision block 423, where it
1s determined from information in the cluster master “kee-
palive” whether the cluster has lost any cluster members.
Members of the cluster may be lost for any of a variety of
reasons, including non-connect with the cluster master,
network failures, hardware failures, and the like. If 1t 1s
determined that a cluster member 1s not lost, processing
branches to decision block 426. If a cluster member 1s lost,
processing proceeds to block 424, where applications, and
the like, may be notified regarding the loss of the cluster
member. Additionally, although not shown, the cluster mem-
ber may update membership and active protocol network
information of other cluster members from the information
in the cluster master “keepalive,” that 1t maintains regarding

the cluster members. Processing continues to decision block
426.

At decision block 426, a determination 1s made from
information in the cluster master “keepalive” whether the
cluster has added a new cluster member. If a new cluster
member has not been added, processing continues to deci-
sion block 432; otherwise, processing continues to block
427, where applications, and the like, are notified of the
addition. Processing continues to decision block 432.

At decision block 432, a determination 1s made whether
the cluster member’s active protocol network 1s the primary
protocol network. It 1s determined that the cluster member’s
active protocol network 1s not the primary protocol network,
processing proceeds to block 429, where the cluster member
sets 1ts active protocol network to the primary protocol
network. Processing continues to block 430, where the
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cluster member starts the watchdog timer for the cluster
master on the primary protocol network, and continues to
block 431, where 1t further starts sending “keepalive” mes-
sages on the primary protocol network. Processing then exits
to a calling process to perform other operations.

If, at decision block 432, it 1s determined that the cluster
member’s active protocol network 1s the primary protocol
network, processing proceeds to block 433 where the watch-
dog timer 1s reset for the cluster master on the primary
protocol network. Processing then exits to a calling process
to perform other operations.

FIG. 5B illustrates a tflow diagram generally showing one
embodiment of a process where the cluster member receives
a cluster master “keepalive” on the secondary protocol
network. Process 900 of FIG. 5B, begins after a start block,
at block 451, where a keepalive interval 1s updated. In one
embodiment, the keepalive interval 1s an adaptive interval.
In another embodiment, the keepalive interval 1s determined
by the cluster master. Process 900 then proceeds through
blocks 453 through 457, which operate substantially similar
to blocks 423 through 427 of FIG. 5A.

Process 900 continues at decision block 461, where a
determination 1s made whether the cluster master’s active
protocol network 1s the secondary protocol network. It the
cluster master’s active protocol network 1s the primary
protocol network, processing continues to block 459, where
the member leaves 1ts active protocol network unchanged,
and starts a watchdog timer for the cluster master on the
secondary protocol network. Processing next proceeds to
block 460, where the cluster member further starts sending
“keepalive” messages on the secondary protocol network.
Processing then exits to a calling process to perform other
operations.

If, however, the cluster master’s active protocol network
1s the secondary protocol network, processing proceeds to
block 426 where the client member resets the watchdog
timer for the cluster master on the secondary protocol
network. Processing then exits to a calling process to per-
form other operations.

FIG. 5C illustrates a flow diagram generally showing one
embodiment of a process where a watchdog timer, or the
like, for a cluster master expires on a primary protocol
network (the cluster master “times out”). Process 1000
begins, after a start block, at decision block 411, where a
determination 1s made whether the cluster member 1s still
receiving the cluster master’s keepalives on the secondary
protocol network. If 1t 1s, then processing branches to block
414 where the cluster member sets 1ts active protocol
network to the secondary protocol network. Processing
proceeds to block 415, where the cluster member (client)
stops sending “keepalive” messages on the primary protocol
network. Process 1000 then exits to a calling process to
perform other operations.

However, 11 at decision block 411, it 1s determined that the
cluster master has timed out on both primary and secondary
protocol networks, processing continues to block 412, where
the cluster member declares the cluster master dead. In one
embodiment, the cluster member also leaves the cluster. In
another embodiment, the cluster member tries to rejoin the
cluster. Process 1000 then exits to a calling process to
perform other operations.

FI1G. 5D 1llustrates a flow diagram generally showing one
embodiment of a process where a watchdog timer, or the
like, for a cluster master expires on a secondary protocol
network (the cluster master “times out”). Process 1100
begins, after a start block, at decision block 441, where a
determination 1s made whether the cluster member 1s still
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receiving the cluster master’s keepalives on the primary
protocol network. If 1t 1s, then processing flows to block 444,
where the cluster member leaves 1ts active protocol network
unchanged, but stops sending “keepalive” messages on the
secondary protocol network. Processing then exits to a
calling process to perform other operations.

If, however, at decision block 441, 1t 1s determined that
the cluster master has timed out on both primary and
secondary protocol networks, processing proceeds to block
442, where the cluster member declares the master dead, and
leaves the cluster. The cluster member may further try to
rejoin the cluster. Process 1100 then exits to a calling process
to perform other operations.

A cluster member may take advantage of virtually any
knowledge it may obtain pertaining to a device link state,
and the like, to optimize its behavior. For example, 1f a
cluster member detects that the device connecting 1t to the
primary protocol network 1s 1tnoperative 1t can set 1ts active
protocol networks to the secondary protocol network.

Although the above processes are described employing
watchdog timers, the present invention 1s not so limited, and
virtually any mechanism may be employed to determine
when to make a determination to change the active protocol
network, exit the cluster, join the cluster, and the like.

The 1invention 1s directed towards eliminating the primary
protocol network as a single point of failure that may arise
for any of a number of reasons. With the use of multiple
protocol networks, the impact of these failures on cluster
membership, service interruptions, and the like, 1s mini-
mized. Moreover, multiple protocol networks are directed
toward increasing the reliability and robustness of the cluster
in the event of a partial or even a complete failure of a single
network device, element, and the like. Thus, although, the
invention has been described employing a primary and
secondary protocol network, the present invention 1s not so
limited, and virtually any number of protocol networks may
be employed without departing from the scope of the present
invention.

Moreover, 1t will be understood that each block of the
Howchart 1llustrations discussed above, and combinations of
blocks 1in the flowchart illustrations above, can be 1mple-
mented by computer program instructions. These program
instructions may be provided to a processor to produce a
machine, such that the instructions, which execute on the
processor, create means for implementing the actions speci-
fied 1n the flowchart block or blocks. The computer program
instructions may be executed by a processor to cause a series
of operational steps to be performed by the processor to
produce a computer-implemented process such that the
instructions, which execute on the processor, provide steps
for implementing the actions specified 1n the flowchart block
or blocks.

Accordingly, blocks of the flowchart illustrations support
combinations of means for performing the specified actions,
combinations of steps for performing the specified actions
and program instruction means for performing the specified
actions. It will also be understood that each block of the
flowchart 1llustrations, and combinations of blocks in the
flowchart illustrations, can be implemented by special pur-
pose hardware-based systems, which perform the specified
actions or steps, or combinations of special purpose hard-
ware and computer 1nstructions.

The above specification, examples, and data provide a
complete description of the manufacture and use of the
composition of the mvention. Since many embodiments of
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the invention can be made without departing from the spirit
and scope of the invention, the invention resides in the
claims heremafter appended.

We claim:

1. A cluster member 1mn a cluster system comprising a
plurality of cluster members, one of the members being
dynamically configured to operate as a cluster master, the
member comprising:

a transcerver arranged to send and to recerve a packet over

a network:

a processor, coupled to the transceiver, that 1s configured

to perform actions, including;

determining an active protocol network selected from at

least one of a primary protocol network and a second-
ary protocol network; and

switching the active protocol network to another protocol

network without leaving the cluster system upon
detecting a failure in the active protocol network by
monitoring for and failing to receive a single message
over the active protocol network from the cluster
master.

2. The cluster member of claim 1, wherein determining,
the active protocol network further comprises sending a
message on at least the primary protocol network and the
secondary protocol network to the cluster master.

3. The cluster member of claim 1, wherein determining,
the active protocol network further comprises:

sending a first join request message on the primary

protocol network;

sending a second join request message on the secondary

protocol network based on a response to the first join
request message being unavailable on the primary
protocol network; and
designating the cluster member as a cluster member and
identifying the secondary protocol network as the
active protocol network based on recerving a response
to the second join request message indicating that 1t 1s
okay to join the cluster system.
4. The cluster member of claim 1, wherein detecting the
faillure 1n the active protocol network further comprises
failing to receive a message on the active protocol network
from the cluster master after a predetermined period of time.
5. A method for managing a failure 1n a cluster system
comprising a plurality of cluster members, one of the
members being dynamically configured to operate as a
cluster master, the method comprising:
determining an active protocol network, wherein the
active protocol network 1s selected from at least one of
a plurality of protocol networks; and

switching the active protocol network to another protocol
network without leaving the cluster system upon
detecting a failure in the active protocol network by
failing to receive a message from the cluster master,
wherein the other protocol network 1s selected from an
available protocol network in the plurality of protocol
networks.

6. The method of claim 5, further comprising designating
a primary protocol network from the plurality of protocol
networks based, 1n part, on a characteristic associated with
a the primary protocol network.

7. The method of claim 5, wherein detecting the failure
turther comprises failing to receive a message on the active
protocol network after a predetermined period of time.
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8. The method of claim 5, further comprising;:

determiming 1f at least one protocol network 1s available;
and

leaving the cluster system upon determining that all
protocol networks 1n the plurality of protocol networks
are unavailable.

9. A cluster system comprising a plurality of cluster
members, one of the members being dynamically configured
to operate as a cluster master, the cluster system further
comprising;

the plurality of cluster members configured to perform

actions, comprising:

determining an active protocol network selected from
at least one of a primary protocol network and a
secondary protocol network; and

switching the active protocol network to another pro-
tocol network without leaving the cluster system
upon detecting a failure 1in the active protocol net-
work by failing to receive a message from the cluster
master; and

the cluster master that 1s configured to perform actions,
comprising:
maintaining information associated with the active pro-
tocol network for the cluster member;

monitoring the active protocol network associated with
the cluster member; and

setting the active protocol network to the other protocol
network upon detecting another failure 1n the active
protocol network by failing to receive a message
from the cluster member.

10. The cluster system of claim 9, wherein detecting the
fallure 1n the active protocol network further comprises
monitoring for a protocol message from the cluster master
within a predetermined period of time.

11. The cluster system of claim 9, wherein the cluster
master 1s configured to perform actions, further comprising;:

designating the cluster member as unavailable and remov-
ing the cluster member from the cluster system 1t all
protocol networks for the cluster member are unavail-

able.

12. The cluster system of claim 9, wherein determining
the active protocol network further comprises sending a
protocol message on at least the primary protocol network
and the secondary protocol network.

13. A cluster system comprising a plurality of cluster
members, one of the members being dynamically configured
to operate as a cluster master, the cluster system comprising;:

a means for sending and receiving a protocol message
over a network;

a means for determining an active protocol network
selected from at least two protocol networks;

a means for detecting a failure in the active protocol
network based on a failure to receive a message from
the cluster master; and

a means for switching the active protocol network to an
available protocol network without leaving the cluster
system 11 the failure 1s detected in the active protocol
network.



	Front Page
	Drawings
	Specification
	Claims

