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normal operations of a peer-to-peer network. The methods
of the mmvention allow both secure and 1nsecure 1dentities to
be used by nodes by making them self-verifying. When
necessary or opportunistic, ID ownership 1s validated by
piggybacking the validation on existing messages. The prob-
ability of connecting initially to a malicious node 1s reduced
by randomly selecting to which node to connect. Further,
information from malicious nodes 1s i1dentified and can be
disregarded by maintaining information about prior com-
munications that will require a future response. Denial of
service attacks are inhibited by allowing the node to disre-
gard requests when 1ts resource utilization exceeds a prede-
termined limit. The ability for a malicious node to remove a
valid node 1s reduced by requiring that revocation certifi-
cates be signed by the node to be removed.
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PEER-TO PEER NAME RESOLUTION
PROTOCOL (PNRP) SECURITY
INFRASTRUCTURE AND METHOD

This 1s a divisional of U.S. application Ser. No. 10/134,
780, filed Apr. 29, 2002, now U.S. Pat. Ser. No. 7,051,102,
the entire disclosure of which 1s 1ncorporated herein by
reference.

FIELD OF THE INVENTION

The present invention relates generally to peer-to-peer
protocols, and more particularly to security framework
inirastructures for peer-to-peer protocols.

BACKGROUND OF THE INVENTION

Peer-to-peer (P2P) communication, and 1n fact all types of
communication, depend on the possibility of establishing
valid connections between selected entities. However, enti-
ties may have one or several addresses that may vary
because the entities move 1n the network, because the
topology changes, or because an address lease cannot be
renewed. A classic architectural solution to this addressing,
problem 1s thus to assign to each entity a stable name, and
to “resolve” this name to a current address when a connec-
tion 1s needed. This name to address translation must be very
robust, and 1t must also allow for easy and fast updates.

To increase the likelihood that an entity’s address may be
found by those seeking to connect to 1t, many peer-to-peer
protocols, including the Peer Name Resolution Protocol
(PNRP), allow entities to publish their address through
various mechanisms. Some protocols also allow a client to
acquire knowledge of other entities’ addresses through the
processing of requests from others 1n the network. Indeed, 1t
1s this acquisition of address knowledge that enables suc-
cessiul operation of peer-to-peer networks. That 1s, the better
the information about other peers in the network, the greater
the likelihood that a search for a particular resource will
converge.

However, without a robust security infrastructure under-
lying the peer-to-peer protocol, malicious entities can easily
disrupt the ability for such peer-to-peer systems to converge.
Such disruptions may be caused, for example, by an entity
that engages 1n 1dentity theit. In such an 1dentity theft attack
on the peer-to-peer network, a malicious node publishes
address information for identifications (IDs) with which 1t
does not have an authorized relationship, 1.e. 1t 1s neither the
owner nor a group member, etc. A malicious entity could
also 1ntercept and/or respond first before the good node
responds, thus appearing to be the good node.

Commonly, P2P network attacks may attempt to disrupt
or exhaust node or network resources. In PNRP, a malicious
entity could also obstruct PNRP resolution by flooding the
network with bad information so that other entities in the
network would tend to forward requests to nonexistent
nodes (which would adversely affect the convergence of
searches), or to nodes controlled by the attacker. PNRP’s
name resolution ability could also be degraded by modifying
the RESOLVE packet used to discover resources before
forwarding it to a next node, or by sending an nvalid
RESPONSE to back to the requester that generated the
RESOLVE packet. A malicious entity could also attempt to
disrupt the operation of the peer-to-peer network by trying
to ensure that searches will not converge by, for example,
instead of forwarding the search to a node in 1ts cache that
1s closer to the ID to aid in the search convergence, for-
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2

warding the search to a node that 1s further away from the
requested ID. Alternatively, the malicious entity could sim-
ply not respond to the search request at all. The PNRP
resolution could be further hampered by a malicious node
sending an mvalid BYE message on behalf of a valid ID. As
a result, other nodes 1n the cloud will remove this valid 1D
from their cache, decreasing the number of valid nodes
stored therein.

While simply validating address certificates may prevent
the identity theit problem, such is ineflective against an
attack that impedes PNRP resolution. An attacker can con-
tinue to generate verifiable address certificates (or have them
pre-generated) and flood the corresponding IDs in the peer-
to-peer cloud. If any of the nodes attempts to verily own-
ership of the ID, the attacker would be able to verity that 1t
1s the owner for the flooded IDs because, in fact, 1t 1s.
However, 11 the attacker manages to generate enough IDs 1t
can bring most of the peer-to-peer searches to one of the
nodes 1t controls. Once a malicious node brings the search
to controlled node, the attacker fairly controls and directs the
operation of the network.

A malicious node may also attempt a denial of service
(DoS) attack. When a P2P node changes, 1t may publish 1ts
new information to other network nodes. It all the nodes that
learn about the new node records try to perform an ID
ownership check, a storm of network activity against the
advertised ID owner will occur. Exploiting this weakness, an
attacker could mount an internet protocol (IP) DoS attack
against a certain target by making that target very popular.
For example, 11 a malicious enftity advertises an Internet
Website IP address as the updated node’s ID 1P, all the nodes
in the peer-to-peer network that receive this advertised 1P
will try to connect to that IP to verily the authenticity of the
record. Of course, the Website’s server will not be able to
verily ownership of the ID because the attacker generated
this information. However, the damage has already been
done. That 1s, the attacker convinced a good part of the
peer-to-peer community to flood the IP address with vali-
dation requests and may have eflectively shut 1t down.

Another type of DoS attack that overwhelms a node or a
cloud by exhausting one or more resources occurs when a
malicious node sends a large volume of mvalid/valid peer
address certificates (PACs) to a single node (e.g. by using
FLOOD/RESOLVE/SOLICIT packets). The node that
receives these PACs will consume all 1ts CPU trying to
verily all of the PACs. Similarly, by sending invalid
FLOOD/RESOLVE packets, a malicious node will achieve

packet multiplication within the cloud. That 1s, the malicious
node can consume network bandwidth for a PNRP cloud
using a small number of such packets because the node to
which these packets are sent will respond by sending addi-
tional packets. Network bandwidth multiplication can also
be achieved by a malicious node by sending bogus
REQUEST messages to which good nodes will respond by
FLOODing the PACs, which are of a larger size than the
REQUEST.

A malicious node can also perpetrate an attack in the
PNRP cloud by obstructing the initial node synch up. That
1s, to join the PNRP cloud a node tries to connect to one of
the nodes already present 1n the PNRP cloud. If the node
tries to connect to the malicious node, it can be completely
controlled by that malicious node. Further, a malicious node
can send mvalid REQUEST packets when two good nodes
are involved 1n the synchronization process. This 1s a type of
DoS attack that will hamper the synch up. Because the
invalid REQUEST packets generate FLOOD messages 1n

response, itial node synch up may be hindered.
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There exists a need in the art, therefore, for security
mechanisms that will ensure the integrity of the P2P cloud
by preventing or mitigating the eflect of such attacks.

BRIEF SUMMARY OF THE INVENTION

The inventive concepts disclosed in this application
involve a new and improved method for inhibiting a mali-
cious node’s ability to disrupt normal operation of a peer-
to-peer network. Specifically, the present invention presents
methods to address various types of attacks that may be
launched by a malicious node, including identity theit
attacks, denial of service attacks, attacks that merely attempt
to hamper the address resolution 1n the peer-to-peer network,
as well as attacks that attempt to hamper a new node’s ability
to join and participate 1n the peer-to-peer network.

The security infrastructure and methods presented allow
both secure and insecure i1dentities to be used by nodes by
making them self-verifying. When necessary or opportunis-
tic, ID ownership 1s validated by piggybacking the valida-
tion on existing messages or, 1 necessary, by sending a small
inquire message. The probability of connecting 1nitially to a
malicious node 1s reduced by randomly selecting the con-
nection node. Further, information from malicious nodes 1s
identified and can be disregarded by maintaining informa-
tion about prior communications requiring a future response.
Demal of service attacks are imnhibited by allowing the node
to disregard requests when 1ts resource utilization exceeds a
predetermined limit. The ability for a malicious node to
remove a valid node 1s reduced by requiring revocation
certificates to be signed by the node to be removed.

In accordance with one embodiment of the present inven-
tion, a method of generating a self-verifiable imsecure peer
address certificate (PAC) that will prevent a malicious node
from publishing another node’s secure 1dentification 1n an
insecure PAC 1n the peer-to-peer network 1s presented. This
method comprises the steps of generating an insecure PAC
for a resource discoverable 1n the peer-to-peer network. The
resource has a peer-to-peer identification (ID). The method
turther includes the step of including a uniform resource
identifier (URI) 1n the insecure PAC from which the peer-
to-peer 1D 1s derived. Preferably, the URI is 1n the format
“p2p://URI”. The peer-to-peer ID may also be insecure.

In a further embodiment, a method of opportunistically
validating a peer address certificate at a first node 1 a
peer-to-peer network 1s presented. This first node utilizes a
multilevel cache for storage of peer address certificates, and
the method comprises the steps of receiving a peer address
certificate (PAC) purportedly from a second node and deter-
miming the PAC storage level 1n the multilevel cache. When
the PAC 1s to be stored 1n one of two lowest cache levels, the
method places the PAC 1n a set aside list, generates an
INQUIRE message containing an ID of the PAC to be
validated, and transmits the INQUIRE message to the sec-
ond node. When the PAC 1s to be stored 1n an upper cache
level other than one of the two lowest cache levels, the
method stores the PAC 1n the upper cache level marked as
‘not validated’. In this case, the PAC will be validated the
first time 1t 1s used. The method may also request a certificate
chain for the PAC.

In a preferred embodiment, creating of the INQUIRE
message comprises the step of generating a transaction ID to
be included in the INQUIRE message. When an AUTHOR -
I'TY message 1s recerved from the second node 1n response
to the INQUIRE message, the PAC 1s removed from the set
aside list and 1s stored in one of the two lowest cache levels.
If a certificate chain was requested, the AUTHORITY
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4

message 1s examined to determine 1f the certificate chain 1s
present and valid. If the AUTHORITY 1s present and valid,
the PAC 1s stored 1n the one of the two lowest cache levels,
and 11 not, 1t 1s deleted. A transaction ID may also be used
in an embodiment of the invention to ensure that the
AUTHORITY message 1s 1n response to a prior communi-
cation.

In a further embodiment of the present invention, a
method of discovering a node 1n a peer-to-peer network in
a manner that reduces the probability of connecting to a
malicious node 1s presented. This method comprises the
steps of broadcasting a discovery message in the peer-to-
peer network without including any IDs locally registered,
receiving a response from a node in the peer-to-peer net-
work, and establishing a peering relationship with the node.
In one embodiment, the step of receiving a response from a
node comprises the step ol recerving a response from at least
two nodes 1n the peer-to-peer network. In this situation, the
step ol establishing a peering relationship with the node
comprises the steps of randomly selecting one of the at least
two nodes and establishing a peering relationship with the
randomly selected one of the at least two nodes.

In yet a further embodiment of the present invention, a
method of inhibiting a denial of service attack based on a
synchronization process 1 a peer-to-peer network 1s pre-
sented. This method comprises the steps of recerving a
SOLICIT message requesting cache synchromization from a
first node containing a peer address certificate (PAC), exam-
ining the PAC to determine 1ts validity, and dropping the
SOLICIT packet when the step of examining the PAC
determines that the PAC 1s not valid. Preferably, when the
step of examining the PAC determines that the PAC 1s valid,
the method further comprises the steps of generating a
nonce, encrypting the nonce with a first node public key of
the first node, generating an ADVERTISE message includ-
ing the encrypted nonce, and sending the ADVERTISE
message to the first node. When a REQUEST message 1s
received from the first node, the method examines the
REQUEST message to determine 11 the first node was able
to decrypt the encrypted nonce, and processes the

REQUEST message when the first node was able to decrypt
the encrypted nonce.

Preferably, this method further comprises the steps of
maintaining connection information specifically identifying
the communication with the first node, examimng the
REQUEST message to ensure that 1t 1s specifically related to
the ADVERTISE message, and rejecting the REQUEST
message when 1t 1s not specifically related to the ADVER-
TISE message. In one embodiment, the step of maintaining
connection miformation specifically identifying the commu-
nication with the first node comprises the steps of calculat-
ing a first bitpos as the hash of the nonce and the first node’s
identity, and setting a bit at the first bitpos 1n a bit vector.
When this 1s done, the step of examining the REQUEST
message comprises the steps of extracting the nonce and the
first node’s 1dentity from the REQUEST message, calculat-
ing a second bitpos as the hash of the nonce and the first
node’s 1dentity, examining the bit vector to determine 1f 1t
has a bit set corresponding to the second bitpos, and indi-
cating that the REQUEST 1s not specifically related to the
ADVERTISE message when the step of examining the bit
vector does not find a bit set corresponding to the second
bitpos. Alternatively, the nonce may be used directly as the
bitpos. In this case, when the REQUEST 1s received, the
bitpos corresponding to the enclosed nonce 1s checked. If 1t
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1s set, this 1s a valid REQUEST and the bitpos 1s cleared.
Otherwise, this 1s an invalid REQUEST or replay attack, and
the REQUEST 1s discarded.

In yet a further embodiment of the present invention, a
method of mhibiting a denial of service attack based on a 5
synchronization process 1n a peer-to-peer network comprises
the steps of receiving a REQUEST message purportedly
from a first node, determining 11 the REQUEST message 1s
in response to prior communication with the first node, and
rejecting the REQUEST message when the REQUEST 10
message 1s not in response to prior communication with the
first node. Preferably, the step of determining if the
REQUEST message 1s 1n response to prior communication
comprises the steps of extracting a nonce and an identity
purportedly of the first node from the REQUEST message, 15
calculating a bitpos as the hash of the nonce and the 1dentity,
examining a bit vector to determine 1f 1t has a bit set
corresponding to the bitpos, and indicating that the
REQUEST is not 1n response to prior communication with
the first node when there 1s no bit set corresponding to the 20
bitpos.

A method of inhibiting denial of service attacks based on
node resource consumption in a peer-to-peer network 1s also
presented. This method comprises the steps of receiving a
message from a node in the peer-to-peer network, examining 25
current resource utilization, and rejecting processing of the
message when the current resource utilization i1s above a
predetermined level. When a RESOLVE message 1s
received, the step of rejecting processing of the message
comprises the step of sending an AUTHORITY message to 30
the first node. This AUTHORITY message contains an
indication that the RESOLVE message will not be processed
because the current resource utilization too high. When a
FLOOD message 1s received containing a peer address
certificate (PAC) and the method determines that the PAC 35
should be stored 1n one of two lowest cache levels, the step
of rejecting processing of the message comprises the step of
placing the PAC 1n a set aside list for later processing. If the
method determines that the PAC should be stored in a cache
level higher than two lowest cache levels, the step of 40
rejecting processing ol the message comprises the step of
rejecting the FLOOD message.

In another embodiment of the present invention, a method
of 1nhibiting denial of service attacks based on node band-
width consumption in a peer-to-peer network 1s presented. 45
This method comprises the steps of receiving a request for
cache synchronization from a node in the peer-to-peer
network, examining a metric indicating a number of cache
synchronizations performed 1n the past, and rejecting pro-
cessing ol the request for cache synchronization when the 50
number of cache synchronizations performed in the past
exceeds a predetermined maximum. In a further embodi-
ment, the method examines the metric to determine the
number of cache synchronizations performed during a pre-
determined preceding period of time. In this embodiment the 55
step of rejecting processing of the request comprises the step
of rejecting processing of the request for cache synchroni-
zation when the number of cache synchronizations per-
formed 1n the preceding period of time exceeds a predeter-
mined maximum. 60

In another embodiment of the present invention, a method
of mhibiting a search based DoS attack in a peer-to-peer
network comprises the steps of examining cache entries of
known peer address certificates to determine approprate
nodes to which to send a resolution request, randomly 65
selecting one of the appropriate nodes, and sending the
resolution request to the randomly selected node. In one

6

embodiment the step of randomly selecting one of the
appropriate nodes comprises the step of calculating a
weilghted probability for each of the appropriate nodes based
on the distance of the PNRP ID from the target ID. The
probability of choosing a specific next hop 1s then deter-
mined as an 1nverse proportionality to the ID distance
between that node and the target node.

In a further embodiment of the present invention, a
method of inhibiting a search based denial of service attack
in a peer-to-peer network comprises the steps of receiving a
RESPONSE message, determining if the RESPONSE mes-
sage 15 1n response to a prior RESOLVE message, and
rejecting the RESPONSE message when the RESPONSE
message 1s not 1n response to the prior RESOLVE message.
Preferably, the step of determining 11 the RESPONSE mes-
sage 1s 1n response to a prior RESOLVE message comprises
the steps of calculating a bitpos as a hash of information in
the RESPONSE message, and examining a bit vector to
determine 1f a bit corresponding to the bitpos 1s set therein.

In one embodiment wherein the RESPONSE message
contains an address list, the method further comprises the
steps of determining 1f the RESPONSE message has been
modified 1n an attempt to hamper resolution, and rejecting
the RESPONSE message when the RESPONSE message
has been modified 1n an attempt to hamper resolution.
Preferably the step of determining if the RESPONSE mes-
sage has been modified 1n an attempt to hamper resolution
comprises the steps of calculating a bitpos as a hash of the
address list 1n the RESPONSE message, and examining a bit
vector to determine 11 a bit corresponding to the bitpos 1s set
therein.

In another embodiment of the present invention, a method
of mhibiting a malicious node from removing a valid node
from the peer-to-peer network comprises the steps of receiv-
ing a revocation certificate purportedly from the valid node
having a peer address certificate (PAC) stored 1n the receiv-
ing node cache, and verifying that the revocation certificate
1s signed by the valid node.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings incorporated in and forming,
a part of the specification illustrate several aspects of the
present invention, and together with the description serve to
explain the principles of the invention. In the drawings:

FIG. 1 1s a block diagram generally illustrating an exem-
plary computer system on which the present invention
resides;

FIG. 2 1s a simplified flow diagram illustrating security
aspects of AUTHORITY packet processing 1in accordance
with an embodiment of the present invention;

FIG. 3 1s a simplified communications processing flow
diagram 1llustrating security aspects of a synchronization
phase of P2P discovery in accordance with an embodiment
of the present invention;

FIG. 4 1s a simplified flow diagram illustrating security
aspects of RESOLVE packet processing 1n accordance with
an embodiment of the present invention;

FIG. § 1s a simplified flow diagram illustrating security
aspects of FLOOD packet processing in accordance with an
embodiment of the present invention; and

FIG. 6 1s a simplified flow diagram illustrating security
aspects of RESPONSE packet processing in accordance
with an embodiment of the present invention.

While the invention will be described 1n connection with
certain preferred embodiments, there 1s no intent to limait 1t
to those embodiments. On the contrary, the intent 1s to cover
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all alternatives, modifications and equivalents as included
within the spirit and scope of the invention as defined by the
appended claims.

DETAILED DESCRIPTION OF TH.
INVENTION

L1l

Turning to the drawings, wherein like reference numerals
refer to like elements, the invention 1s 1llustrated as being
implemented 1 a suitable computing environment.
Although not required, the invention will be described 1n the
general context of computer-executable mstructions, such as
program modules, being executed by a personal computer.
Generally, program modules include routines, programs,
objects, components, data structures, etc. that perform par-
ticular tasks or implement particular abstract data types.
Moreover, those skilled in the art will appreciate that the
invention may be practiced with other computer system
configurations, including hand-held devices, multi-proces-
sor systems, microprocessor based or programmable con-
sumer electronics, network PCs, minicomputers, mainirame
computers, and the like. The invention may also be practiced
in distributed computing environments where tasks are
performed by remote processing devices that are linked
through a communications network. In a distributed com-
puting environment, program modules may be located in
both local and remote memory storage devices.

FIG. 1 illustrates an example of a suitable computing
system environment 100 on which the mmvention may be
implemented. The computing system environment 100 1s
only one example of a suitable computing environment and
1s not intended to suggest any limitation as to the scope of
use or functionality of the invention. Neither should the
computing environment 100 be interpreted as having any
dependency or requirement relating to any one or combina-
tion of components illustrated 1n the exemplary operating
environment 100.

The 1nvention 1s operational with numerous other general
purpose or special purpose computing system environments
or configurations. Examples of well known computing sys-
tems, environments, and/or configurations that may be suit-
able for use with the invention include, but are not limited
to, personal computers, server computers, hand-held or
laptop devices, multiprocessor systems, miCroprocessor-
based systems, set top boxes, programmable consumer elec-
tronics, network PCs, minicomputers, mainirame comput-
ers, distributed computing environments that include any of
the above systems or devices, and the like.

The invention may be described 1n the general context of
computer-executable mnstructions, such as program modules,
being executed by a computer. Generally, program modules
include routines, programs, objects, components, data struc-
tures, etc. that perform particular tasks or implement par-
ticular abstract data types. The invention may also be
practiced 1n distributed computing environments where
tasks are performed by remote processing devices that are
linked through a communications network. In a distributed
computing environment, program modules may be located
in both local and remote computer storage media including
memory storage devices.

With reference to FIG. 1, an exemplary system for imple-
menting the invention includes a general purpose computing,
device 1 the form of a computer 110. Components of
computer 110 may include, but are not limited to, a pro-
cessing unit 120, a system memory 130, and a system bus
121 that couples various system components including the
system memory to the processing unit 120. The system bus
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121 may be any of several types of bus structures including,
a memory bus or memory controller, a peripheral bus, and a
local bus using any of a variety of bus architectures. By way

of example, and not limitation, such architectures include
Industry Standard Architecture (ISA) bus, Micro Channel

Architecture (IMCA) bus, Enhanced ISA (FISA) bus, Video
Electronics Standards Associate (VESA) local bus, and
Peripheral Component Interconnect (PCI) bus also known as
Mezzanine bus.

Computer 110 typically includes a variety of computer
readable media. Computer readable media can be any avail-
able media that can be accessed by computer 110 and
includes both volatile and nonvolatile media, removable and
non-removable media. By way of example, and not limita-
tion, computer readable media may comprise computer
storage media and communication media. Computer storage
media includes both volatile and nonvolatile, removable and
non-removable media implemented 1n any method or tech-
nology for storage of information such as computer readable
instructions, data structures, program modules or other data.
Computer storage media includes, but 1s not limited to,
RAM, ROM, EEPROM, flash memory or other memory
technology, CD-ROM, digital versatile disks (DVD) or other
optical disk storage, magnetic cassettes, magnetic tape,
magnetic disk storage or other magnetic storage devices, or
any other medium which can be used to store the desired
information and which can be accessed by computer 10.
Communication media typically embodies computer read-
able 1nstructions, data structures, program modules or other
data 1n a modulated data signal such as a carrier wave or
other transport mechamism and includes any information
delivery media. The term “modulated data signal” means a
signal that has one or more of its characteristics set or
changed in such a manner as to encode information in the
signal. By way of example, and not limitation, communi-
cation media mcludes wired media such as a wired network
or direct-wired connection, and wireless media such as
acoustic, RF, infrared and other wireless media. Combina-
tions of the any of the above should also be included within
the scope of computer readable media.

The system memory 130 includes computer storage media
in the form of volatile and/or nonvolatile memory such as
read only memory (ROM) 131 and random access memory
(RAM) 132. A basic mput/output system 133 (BIOS), con-
taining the basic routines that help to transfer information
between elements within computer 110, such as during
start-up, 1s typically stored in ROM 131. RAM 132 typically
contains data and/or program modules that are immediately
accessible to and/or presently being operated on by process-
ing unit 120. By way of example, and not limitation, FIG. 1
illustrates operating system 134, application programs 135,
other program modules 136, and program data 137.

The computer 110 may also include other removable/non-
removable, volatile/nonvolatile computer storage media. By
way of example only, FIG. 1 1llustrates a hard disk drive 141
that reads from or writes to non-removable, nonvolatile
magnetic media, a magnetic disk drive 151 that reads from
or writes to a removable, nonvolatile magnetic disk 152, and
an optical disk drive 155 that reads from or writes to a
removable, nonvolatile optical disk 156 such as a CD ROM
or other optical media. Other removable/non-removable,
volatile/nonvolatile computer storage media that can be used
in the exemplary operating environment include, but are not
limited to, magnetic tape cassettes, flash memory cards,
digital versatile disks, digital video tape, solid state RAM,
solid state ROM, and the like. The hard disk drive 141 1s

typically connected to the system bus 121 through a non-
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removable memory interface such as intertace 140, and
magnetic disk drive 151 and optical disk drive 155 are
typically connected to the system bus 121 by a removable
memory interface, such as interface 150.

The drives and their associated computer storage media
discussed above and 1llustrated 1n FIG. 1, provide storage of
computer readable instructions, data structures, program
modules and other data for the computer 110. In FIG. 1, for
example, hard disk drive 141 1s illustrated as storing oper-
ating system 144, application programs 145, other program
modules 146, and program data 147. Note that these com-
ponents can either be the same as or diflerent from operating,
system 134, application programs 135, other program mod-
ules 136, and program data 137. Operating system 144,
application programs 145, other program modules 146, and
program data 147 are given diflerent numbers hereto 1llus-
trate that, at a mimimum, they are different copies. A user
may enter commands and information into the computer 110
through input devices such as a keyboard 162 and pointing
device 161, commonly referred to as a mouse, trackball or
touch pad. Other input devices (not shown) may include a
microphone, joystick, game pad, satellite dish, scanner, or
the like. These and other mput devices are often connected
to the processing unit 120 through a user input interface 160
that 1s coupled to the system bus, but may be connected by
other interface and bus structures, such as a parallel port,
game port or a universal serial bus (USB). A monitor 191 or
other type of display device 1s also connected to the system
bus 121 via an interface, such as a video interface 190. In
addition to the monitor, computers may also include other
peripheral output devices such as speakers 197 and printer
196, which may be connected through a output peripheral
interface 195.

The computer 110 may operate 1 a networked environ-
ment using logical connections to one or more remote
computers, such as a remote computer 180. The remote
computer 180 may be another personal computer, a server,
a router, a network PC, a peer device or other common
network node, and typically includes many or all of the
clements described above relative to the personal computer
110, although only a memory storage device 181 has been
illustrated 1n FIG. 1. The logical connections depicted 1n
FIG. 1 include a local area network (LAN) 171 and a wide
area network (WAN) 173, but may also include other
networks. Such networking environments are commonplace
in oflices, enterprise-wide computer networks, intranets and
the Internet.

When used 1mn a LAN networking environment, the per-
sonal computer 110 1s connected to the LAN 171 through a
network interface or adapter 170. When used 1n a WAN
networking environment, the computer 110 typically
includes a modem 172 or other means for establishing
communications over the WAN 173, such as the Internet.
The modem 172, which may be internal or external, may be
connected to the system bus 121 via the user input interface
160, or other appropriate mechanism. In a networked envi-
ronment, program modules depicted relative to the personal
computer 110, or portions thereof, may be stored in the
remote memory storage device. By way of example, and not
limitation, FIG. 1 illustrates remote application programs
185 as residing on memory device 181. It will be appreciated
that the network connections shown are exemplary and other
means of establishing a communications link between the
computers may be used.

In the description that follows, the mvention will be
described with reference to acts and symbolic representa-
tions ol operations that are performed by one or more
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computer, unless indicated otherwise. As such, it will be
understood that such acts and operations, which are at times
referred to as being computer-executed, include the manipu-
lation by the processing unit of the computer of electrical
signals representing data 1n a structured form. This manipu-
lation transforms the data or maintains 1t at locations in the
memory system ol the computer, which reconfigures or
otherwise alters the operation of the computer 1n a manner
well understood by those skilled 1n the art. The data struc-
tures where data 1s maintained are physical locations of the
memory that have particular properties defined by the format
of the data. However, while the invention 1s being described
in the foregoing context, it 1s not meant to be limiting as
those of skill in the art will appreciate that various of the acts
and operation described heremaiter may also be i1mple-
mented 1n hardware.

As mtroduced above, the success of a peer-to-peer (P2P)
protocol depends on the protocol’s ability to establish valid
connections between selected entities. Because a particular
user may connect to the network in various ways at various
locations having different addresses, a preferred approach 1s
to assign a unique 1dentity to the user, and then resolve that
identity to a particular address through the protocol. Such a
peer-to-peer name resolution protocol (PNRP) to which the
security infrastructure of the instant invention finds particu-
lar applicability 1s described 1in co-pending application Ser.
No. 09/942.164, entitled Peer-To-Peer Name Resolution
Protocol (PNRP) And Multilevel Cache For Use Therewith,
filed on Aug. 29, 2001, the teachings and disclosure of which
are hereby 1nc0rp0rated in their entireties by reference
thereto. However, one skilled 1n the art will recognize from
the following teachings that the securnity infrastructure and
methods of the present invention are not limited to the
particular peer-to-peer protocol of this co-pending applica-
tion, but may be applied to other protocols with equal force.

As discussed in the above-incorporated co-pending appli-
cation, the peer name resolution protocol (PNRP) 1s a
peer-based name-to-address resolution protocol. Names are
256-bit numbers called PNRP IDs. Addresses consist of an
IPv4 or IPv6 address, a port, and a protocol number. When
a PNRP ID 1s resolved into an address, a peer address
certificate (PAC) 1s returned. This certificate includes the
target’s PNRP ID, current IP address, public key, and many
other fields. An instance of the PNRP protocol 1s called a
node. A node may have one or more PNRP IDs registered
locally. A node makes an ID-to-address mapping discover-
able in PNRP wvia registration. Each registration includes a
locally constructed peer certificate, and requires an appro-
priate view of the PNRP cache. Hosts which are not PNRP
nodes may resolve PNRP IDs into IP addresses via a PNRP
DNS gateway. A PNRP DNS gateway accepts DNS ‘A’ and

‘AAAA’ quernies, performs a PNRP search for a subset of the
hostname specified, and returns the results as a DNS query
answer.

As mdicated above, PNRP provides a peer-based mecha-
nism associating P2P and PNRP IDs with peer address
certificates (PACs). A P2P ID 1s a persistent 128-bit 1denti-
fier. P2P IDs are created by hashing a correctly formatted
P2P name. There are two types of P2P IDs, secure and
insecure. A secure P2P ID 1s an ID with a verfiable
relationship to a public key. An msecure P2P 1D i1s any ID
which 1s not secure. A given P2P ID may be published by
many diflerent nodes. PNRP uses a ‘service location” suflix
to ensure each published 1nstance has a unique PNRP ID. A
‘service location’ 1s a 128-bit number corresponding to a
unique network service endpoint. Service locations have
some recognizable elements, but should be considered
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opaque by PNRP clients. A service location has two 1mpor-
tant properties. At any moment, only one socket in the cloud
corresponds to a given service location. When two service
locations are compared, the length of the common prefix for
cach 1s a reasonable measure of network proximity. Two
service locations which start with the same four bits are no
turther apart than two which start with the same three bits.

A P2P ID 1s uniquely identified by 1ts catenation with the
service location. The resulting 256-bit (32 byte) 1dentifier 1s
called a PNRP ID. PNRP nodes register a PNRP ID by
invoking PNRP services with a P2P name, authornty, and
several other parameters. PNRP services then creates and
maintains a Peer Address Certificate (PAC) contaiming the
submitted data. PACs include at a mimimum a PNRP ID,
certificate validity interval, service and PNRP address, pub-
lic key, and a cryptographic signature generated over select
PAC contents.

Creation and registration of PNRP IDs 1s only one part of
the PNRP service. The PNRP service execution can be
divided 1nto four phases. The first 1s PNRP cloud discovery.
During this phase a new node must {ind an existing node 1n
the cloud 1t wishes to join. The cloud may be the global
PNRP cloud, a site local (enterprise) cloud, or a link local
cloud. Once found, the second phase of joining a PNRP
cloud 1s entered. Once the new node has found an existing
node, 1t performs a SYNCHRONIZE procedure to obtain a
copy of the existing node’s top cache level. A single cache
level provides enough basis for a new node to start partici-
pating 1n the cloud. Once the SYNCHRONIZATION has
been achieved, the next phase, active participation in the
cloud, may be begun. After initialization has completed, the
node may participate in PNRP ID registration and resolu-
tion. During this phase, the peer also performs regular cache
maintenance. When the node 1s done, 1t enters the fourth
phase, leaving the cloud. The node un-registers any locally
registered PNRP IDs, then terminates.

The PNRP protocol consists of mine different types of
packets, some of which have been introduced above. It
should be noted, however, that in this application the names
ol the packets are used merely to facilitate an understanding
of their functionality, and should not be taken as limiting the
form or format of the packet or message itself. The
RESOLVE packet requests resolution of a target PNRP 1
into a PAC. A RESPONSE packet 1s the result of a com-
pleted RESOLVE request. The FLOOD packet contains a
PAC itended for the PNRP cache of the recipient. A
SOLICIT packet 1s used to ask a PNRP node to ADVER-
TISE its top level cache. The requested ADVERTISE packet
contains a list of PNRP IDs for PACs 1n a node’s top level
cache. A REQUEST packet 1s used to ask a node to flood a
subset of ADVERTISE’d PACs. An INQUIRE packet 1s
used to msecurely ask a node whether a specific PNRP 1D
1s registered at that node. To confirm local registration of a
PNRP ID, an AUTHORITY packet 1s used. This packet
optionally provides a certification chain to help validate the
PAC for that ID. An ACK packet acknowledges receipt
and/or successiul processing of certain messages. Finally,
the REPAIR packet 1s used to try to merge clouds that may
be split.

Once a node 1s fully mitialized, 1t may participate in the
PNRP cloud by performing five types of activities. First, a
node may register and un-register PNRP IDs. When a PNRP
ID 1s registered, the PNRP service creates a peer address
certificate (PAC) associating the PNRP ID, service address
port and protocol, PNRP address port and protocol, and a
public key. This PAC i1s entered into the local cache, and a
RESOLVE is mitiated using the new PAC as the source, and
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[PNRP ID+1] as the target. This RESOLVE 1s processed by
a number of nodes with PNRP IDs very similar to the
registered ID. Fach recipient of the RESOLVE adds the new
node’s PAC to their cache, thereby advertising the new
PNRP ID 1n the cloud. When a PNRP ID i1s unregistered, an
updated PAC 1s created with a ‘revoke’ flag set. The updated
PAC 1s flooded to all entries in the lowest level of the local
cache. Fach recipient of the FLOOD checks 1ts cache for an
older version of the PAC. If one 1s found, the recipient
removes the PAC from 1ts cache. If the PAC 1s removed from
the lowest cache level, the recipient in turn FLOODs the
revocation to the PNRP nodes represented by all other PACs
in its lowest cache level.

The PNRP node may also participate in PNRP ID reso-
lution. As discussed 1n the above mcorporated application,
PNRP IDs are resolved mnto PACs by routing RESOLVE
messages successively closer to the target PNRP ID. When
a node receives a RESOLVE, 1t may reject the RESOLVE
back to the previous hop, respond to the previous hop with
a RESPONSE, or forward the RESOLVE to a node whose
PNRP ID is closer to the target ID than the node’s own. The
node also receives and forwards RESPONSE packets as part
of resolution. The PNRP node may also mitiate RESOLVEs
on behalf of a local client. The PNRP service provides an
API to allow asynchronous resolution requests. The local
node originates RESOLVE packets, and eventually receives
a corresponding RESPONSE.

The PNRP node also honors cache synchromization
requests. Upon receiving a SOLICIT packet, the node
responds with an ADVERTISE packet, listing the PNRP 1Ds
in 1ts highest cache level. The solicitor node then sends a
REQUEST listing the PNRP IDs for any ADVERTISE’d
PACs i1t wants. Each REQUESTed cache entry 1s then
FLOODed to the REQUESTor. Finally, and as will be
discussed more fully below, the PNRP also performs identity
validation. Identity validation 1s a threat mitigation device
used to validate PACs. Identity validation basically has two
purposes. First, identity validation ensures that the PNRP
node specified in a PAC has the PNRP ID from that PAC
locally registered. Second, for secure PNRP IDs (discussed
below), 1dentity validation ensures that the PAC was signed
using a key with a cryptographically provable relationship to
the authority in the PNRP ID.

Having now provided a working knowledge of the PNRP
system for which an embodiment of the security infrastruc-
ture of the present invention finds particular relevance,
attention 1s now turned to the security mechanisms provided
by the security inirastructure of the present invention. These
mechanisms are provided by the system of the present
invention to eliminate, or at a mimimum mitigate, the effect
of the various attacks that may be posed by a malicious node
in a P2P cloud as discussed above. The PNRP protocol does
not have any mechanism to prevent these attacks, nor 1s
there a single solution to address all of these threats. The
security infrastructure of the present invention, however,
minimizes the disruption that may be caused by a malicious
node, and may be incorporated into the PNRP protocol.

As with many successiul P2P protocols, entities can be
published for easy discovery. To provide security and integ-
rity to the P2P protocol, however, each identity preferably
includes an attached identity certificate. However, a robust
security architecture will be able to handle both secure and
insecure entities. In accordance with an embodiment of the
present invention, this robustness 1s provided through the
use of self-vernifying PACs.

A secure PAC 1s made self-verifying by providing a
mapping between the ID and a public key. This will prevent
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anyone from publishing a secure PAC without having the
private key to sign that PAC, and thus will prevent a large
number of 1dentity theft attacks. The keeper of the ID private
key uses the certificate to attach additional information to
the ID, such as the IP address, friendly name, etc. Preferably,
cach node generates 1ts own pair of private-public keys,
although such may be provided by a trusted supplier. The
public key 1s then included as part of the node identifier.
Only the node that created the pair of keys has the private
key with which 1t can prove that 1t 1s the creator of the node
identity. In this way, identity theit may be discovered, and 1s,
therefore, deterred.

A generic format for such certificates may be represented
as [Version, ID, <ID Related Info>, Validity, Algorithms,

P.sub.Issuer]|K.sub.Issuer. Indeed, P2P name/URL 1s part of
the basic certificate format, regardless of whether 1t 1s a
secure or msecure ID. As used 1n this certificate represen-
tation, Version 1s the certificate version, 1D 1s the identifier
to be published, <ID Related Info> represents information to
be associated with the ID, Validity represents the period of
validity expressed in a pair of From-To dates expressed as
Universal Date Time (aka GMT), Algorithms refers to the
algorithms used for generating the key pairs, and for signing,
and P.sub.Issuer 1s the public key of the certificate 1ssuer. If
the certificate 1ssuer 1s the same as the ID owner then this 1s
P.sub.ID the public key of the ID owner. The term K.sub-
Issuer 1s the private key corresponding to P.sub.Issuer. If the
certificate 1ssuer 1s the ID owner then this 1s K.sub.ID, the
private key of the ID owner.

In a preferred embodiment, the <ID related info> com-
prises the address tuple where this ID can be found, and the
address tuple for the PNRP service of the 1ssuer. In this
embodiment, the address certificate becomes [Version, 1D,
<Address>.sub.ID, <Address>.sub.PNRP, Validity, Revoke
Flag, Algorithms, P.sub.Issuer]K.sub.Issuer. In this
expanded representation, the ID 1s the identifier to be
published, which can be a Group ID or Peer ID. The
<Address> 1s the tuple of IPv6 address, port, and protocol.
<Address>.sub.ID 1s the address tuple to be associated with
the ID. <Address>.sub.PNRP 1s the address tuple of the
PNRP service (or other P2P service) on the 1ssuer machine.
This 1s preferably the address of the PNRP address of the
issuer and will be used by the other PNRP nodes to verily
the Vahdlty of the certificate. Validity 1s the period of validity
expressed 1 a pair of From-To dates. The Revoke Flag,
when set, marks a revocation certificate. The P.sub.Issuer 1s
the public key of the certificate 1ssuer, and the K.sub.Issuer
1s the private key corresponding to P.sub.Issuer. If the
certificate 1ssuer 1s the ID owner then this 1s K.sub.ID, the
private key of the ID.

In a preferred embodiment of the present invention, the
tollowing conditions have to be met for a certificate to be
valid. The certificate signature must valid, and the certificate
cannot be expired. That 1s, the current date expressed as
UDT must be 1n the range specified by the Validity field. The
hash of the public key must also match the ID. If the Issuer
1s the same as the ID owner then the hashing of the issuer’s
public key into the ID has to verify. If the P.sub.Issuer 1s
different from P.sub.ID then there must be a chain of
certificates leading to a certificate signed with K.sub.ID.
Such a chain verifies the relationship between the issuer and
the ID owner. Additionally, 1n the case when a certification
revocation list (CRL) 1s published for that class of IDs and
the CRL 1s accessible, then the authenticator can verify that
none of the certificates in the chain appear 1n the CRL.

The security inirastructure of the present imvention also
handles insecure PACs. In accordance with the present
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invention, an msecure PAC 1s made self-verifying by includ-
ing the uniform resource 1dentifier (URI) from which the 1D
1s derived. Indeed, both secure and insecure IDs include the
URI 1n the PAC. The URI 1s of the format “p2p://URI”. This
will prevent a malicious node from publishing another
node’s secure ID 1n an insecure PAC.

The secunity infrastructure of the present mvention also
allows for the use of insecure IDs. The problem with
insecure IDs 1s that they are very easy to forge: a malicious
node can publish an 1mnsecure 1D of any other node. Insecure
IDs also open security holes wherein 1t becomes possible to
make discovery of a good node difficult. However, by
including a URI 1n accordance with the present invention,
the insecure IDs cannot affect the secure IDs 1n any way.
Further, the infrastructure of the present invention requires
that the PACs containing insecure IDs be 1n the same format
as secure PACs, 1.e. they contain public key and private
keys. By enforcing the same structure on both insecure PACs
and secure PACs, the bar for generating PACs 1s not low-
ered. Further, by including a URI 1n the PAC 1t 1s not
computationally feasible to generate a URI that maps to a
specific secure 1D.

One 1ssue that arises 1s the timing of PAC verification,
recognizing a trade ofl between increased P2P cloud security
and increased overhead. The PAC contained 1n the various
packets discussed above has to be verified at some point,
however. This PAC verification includes checking the 1D
signature validity and checking 11 the ID corresponds to the
public key for secure IDs. To balance the overhead versus
security 1ssues, one embodiment of the present invention
verifies the PACs before any processing of that packet 1s
done. This ensures that invalid data 1s never processed.
However, recognizing that PAC verification may slow down
the packet processing, which might not be suitable for
certain classes of packets (e.g. RESOLVE packets), an
alternate embodiment of the present invention does not
verily the PAC in these packets.

In addition to PAC verification, the security infrastructure
of the present invention also performs an ID ownership
check to validate the PAC. As discussed above, 1dentity theit
can be discovered by simple validation of the address
certificate before using that address in PNRP or other P2P
protocols. This validation may entail simply verifying that
the ID 1s the hash of the public key included i the
certificate. The ownership validation may also entail the
issuance of an INQUIRE packet to the address in that PAC.
The INQUIRE packet will contain the ID to be verified, and
a transaction ID. If the ID 1s present at that address, the node
should acknowledge that INQUIRE. If the ID 1s not present
at that address, the node should not acknowledge that
INQUIRE. If the certificate chain 1s required to verily the
identity, the node returns the complete certificate chain.
While signature and ID->URL wvalidation 1s still complex
and a significant use of resources, as 1s validating the chain
of trust 1n a supplied cert chain, the system of the present
invention avoids any sort ol challenge/response protocol,
which would add an additional level of complexity to PAC
validation. Further, the inclusion of the transaction ID pre-
vents the malicious node from pre-generating the response
to the INQUIREs. Additionally, this mechanism dispenses
with the requirement that the PAC carry the complete
certificate chain.

The ID ownership check 1s also facilitated 1n the system
of the present invention by moditying the standard
RESOLVE packet so that 1t can also perform the ID own-
ership check. This modified RESOLVE packet contains the
ID of the address to which the RESOLVE 1s being for-
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warded. If the ID 1s at that address, 1t will send an ACK,
otherwise i1t will send a NACK. If the ID does not process
the RESOLVE or it a NACK 1s received, the ID 1s removed
from the cache. In this way a PAC 1s validated without
resorting to any sort of challenge/response protocol and
without sending any special INQUIRE packet by, 1n essence,
piggybacking an INQUIRE message with the RESOLVE.
This piggybacking process will be discussed again below
with respect to FIG. 2. This procedure makes 1t easy to tlush
out invalid or stale PACs.

This 1dentity validation check happens at two diflerent
times. The first 1s when a node adds a PAC to one of 1its
lowest two cache levels. PAC validity in the lowest two
cache levels 1s critical to PNRP’s ability to resolve PNRP
IDs. Performing identity validation before adding a PAC to
cither of these two levels mitigates several attacks. ID
ownership 1s not performed 11 the PAC 1s added to any higher
level cache because of the turnover 1n these higher levels. It
has been determined that nearly 85% of all PAC entries in
the higher levels of cache are replaced or expire before they
are ever used. As such, the probability of seeing any eflect
from having an invalid PAC in these higher levels 1s low
enough not to justify performing the ID validation when
they are entered.

When 1t 1s determined that an entry would belong 1n one
of the two lowest cache levels, the PAC 1s placed in a set
aside list until 1ts 1dentity can be validated. This first type of
identity validation uses the INQUIRE message. Such an
identity validation confirms a PAC 1s still valid (registered)
at 1ts originating node, and requests information to help

validate authority of the originating node to publish that
PAC. One ﬂag in the INQUIRE message 1s defined for the
‘ﬂags’ field, 1.e. RF_SEND_CHAIN, that requests the
receiver to send a certificate chain (1if any exists) 1 an
AUTHORITY response. If the receiver of the INQUIRE
does not have authority to publish the PAC or 11 the PAC 1s
no longer locally registered, the receiver simply drops the
INQUIRE message. Since the local node does not recerve a
proper response via an AUTHROITY message, the bad PAC
will never be entered into 1ts cache, and therefore can have
no malicious eflect on 1ts operation in the P2P cloud.

If the recerver of the INQUIRE does have the authority to
1ssue the PAC and 1f it 1s still locally registered, that node
will respond 200 to the INQUIRE message with an
AUTHORITY message as illustrated in FIG. 2. While not
illustrated 1n FIG. 2, the receiving node in an embodiment of
the present invention checks to see 1f the AUTHORITY

message says that the ID 1s still registered at the node which
sent the AUTHORITY. Once the local node determines 202
that this AUTHORITY message 1s in response to the
INQUIRE message, 1t removes the PAC from the set aside
list 204. If the certificate chain was requested 206, the
AUTHORITY message 1s checked to see 11 the certificate
chain 1s present and valid 208. If the certificate chain 1s
present and valid, then the PAC 1s added to the cache and
marked as valid 210. Otherwise, the PAC 1s deleted 212. If
the certificate chain was not requested 206, then the PAC 1s
simply added to the cache and marked as valid 210.

As may now be apparent, this AUTHORITY message 1s
used to confirm or deny that a PNRP ID 1s still registered at
the local node, and optionally provides a certificate chain to
allow the AUTHORITY recipient to validate the node’s right
to publish the PAC corresponding to the target ID. In
addition to the INQUIRE message, the AUTHORITY mes-
sage may be a proper response to a RESOLVE message as
will be discussed below. The AUTHORITY message

includes various flags that may be set by the recerving node
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to indicate a negative response. One such flag 1s the AF_RE-
JECT_TOO_BUSY flag, which 1s only valid in response to
a RESOLVE. This flag indicates that the host 1s too busy to
accept a RESOLVE, and tells the sender that 1t should
forward the RESOLVE elsewhere for processing. While not
aiding 1n the identity validation, 1t 1s another security mecha-
nism of the present invention to prevent a DoS attack as will

be discussed more fully below. The flag AF_INVALID
SOURCE, which 1s only valid in response to a RESOLVE,
indicates that the Source PAC 1n the RESOLVE 1s invalid.
The AF_INVALID_BEST_MATCH flag, which 1s also only
valid 1n response to a RESOLVE, indicates that the ‘best
match’ PAC 1in the RESOLVE 1s invalid. The AF UN-
KNOWN_ID flag indicates that the specified ‘validate’
PNRP ID 1s not registered at this host. Other flags in the
AUTHORITY message indicate to the receiving node that
requested mformation 1s mcluded. The AF_CERT_CHAIN
flag indicates that a certificate chain 1s included that will
enable validation of the relationship between the ‘validate’
PNRP ID and the public key used to sign the PAC. The
AUTHORITY message 1s only sent as an acknowledgement/
response to either the INQUIRE or RESOLVE messages. IT
an AUTHORITY 1s ever received out of this context, it 1s
discarded.

The second time that 1dentity validation 1s performed 1s
opportunistically during the RESOLVE process. As dis-
cussed, PNRP caches have a high rate of turnover. Conse-
quently, most cache entries are overwritten 1n the cache
betfore they are ever used. Therefore, the security infrastruc-
ture of the present invention does not validate these PACs
until and unless they are actually used. When a PAC 1s used
to route a RESOLVE path, the system of the present inven-
tion piggybacks identity validation on top of the RESOLVE
packet as introduced above. The RESOLVE contains a ‘next
hop’ ID which 1s treated the same as the ‘target 1D’ 1n an
INQUIRE packet. This RESOLVE 1s then acknowledged
with an AUTHORITY packet, the same as 1s expected for an
INQUIRE discussed above. If an opportunistic identity
validation fails, the receiver of the RESOLVE is not who the
sender believes they are. Consequently, the RESOLVE 1s
routed elsewhere and the invalid PAC 1s removed from the
cache.

This process 1s also illustrated 1n FIG. 2. When a PNRP
node P receives an AUTHORITY packet 200 with the header
Message Type field set to RESOLVE 202, the receiving node
examines the AUTHORITY flags to determine 1f this
AUTHORITY flag 1s negative 214, as discussed above. IT
any of the negative response tlags are set in the AUTHOR-
ITY message, the PAC 1s deleted 216 {rom the cache and the
RESOLVE is routed elsewhere. The address to which the
RESOLVE was sent 1s appended to the RESOLVE path and
marked REJECTED. The RESOLVE 1s then forwarded to a
new destination. If the AUTHORITY 1s not negative and 1t
the certificate chain was requested 218, the AUTHORITY
message tlag AF_CERT_CHAIN 1s checked to see it the
certificate chain 1s present. It it 1s present the receiving node
should perform a chain validation operation on the cached
PAC for the PNRP ID specified in validate. The chain should
be checked to ensure all certificates 1n 1t are valid, and the
relationship between the root and leaf of the chain 1s valid.
The hash of the public key for the chain root should, at a
minimum, be compared to the authority in the PACs P2P
name to ensure they match. The public key for the chain leaf
should be compared against the key used to sign the PAC to
ensure they match. If any of these checks fail or if the
certificate chain 1s not present when requested 220, the PAC

should be removed trom the cache 222 and the RESOILVE
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reprocessed. If the requested certificate chain 1s included and
1s validated 220, the PAC corresponding to the validate
PNRP ID should be marked as fully validated 224. If
desired, the PNRP ID, PNRP service address, and validation
times may be retained from the PAC and the PAC itself
deleted from the cache to save memory.

As an example of this identity validation, assume that ‘P’
1s a node requesting an identity validation for PNRP ID ‘1",
‘N’ 1s the node recerving the 1dentity validation request. This
could happen as a result of P receiving either an INQUIRE
packet with target ID=T, or a RESOLVE packet with nex
hop=T. N checks its list of PNRP IDs registered locally. IT
T 1s not 1n that list, then the received packet type 1s checked.
If it was an INQUIRE, N silently drops the INQUIRE
request. After normal retransmission attempts expire, P will
discard the PAC as invalid and processing 1s done. If 1t was
a RESOLVE, N responds with an AUTHORITY packet
indicating ID T 1s not locally registered. P then sends the
RESOLVE elsewhere. If T 1s 1n the list of PNRP IDs at N,
N constructs an AUTHORITY packet and sets the target 1D
to T. If T 1s an 1nsecure ID, then N sends the AUTHORITY
packet to P. If T 1s a secure ID, and the authority for the
secure 1D 1s the key used to sign the PAC, then N sends the
AUTHORITY packet to P. If neither of these are true and 1t
the RF_SEND_CHAIN flag 1s set, then N retrieves the
certificate chain relating the key used to sign the PAC to the
authority for PNRP ID T. The certificate chain is inserted
into the AUTHORITY packet, and then N sends the
AUTHORITY packet to P. At this point, if T 1s an msecure
ID processing 1s completed. Otherwise, P validates the
relationship between the PAC signing key and the authority
used to generate the PNRP ID T. If the validation fails, the
PAC 1s discarded. If validation fails and the imitiating
message was a RESOLVE, P forwards the RESOLVE else-
where.

As may now be apparent from these two times that
identity ownership verification 1s performed, through either
the INQUIRE or the modified RESOLVE packet, an invalid
PAC cannot be populated throughout the P2P cloud using a
FLLOOD, and searches will not be forwarded to non-existent
or invalid IDs. The PAC validation 1s necessary for FLOOD
because, 11 the FLOOD packet 1s allowed to propagate in the
network without any validation, then a DoS attack may
result. Through these mechanisms, a popular node will not
be flooded with ID ownership check because 1ts 1D will
belong to only a very few nodes’ lowest two cache levels.

As described more fully in the above referenced co-
pending application, a PNRP node N learns about a new 1D
in one of four ways. It may learn of a new ID through the
initial flooding of a neighbor’s cache. Specifically, when a
P2P node comes up 1t contacts another node member of the
P2P cloud and 1nitiates a cache synchronization sequence. It
may also learn of a new ID as a result of a neighbor flooding,
a new record of its lowest cache. For example, assume that
node N appears as an entry in the lowest level cache of node
M. When M learns about a new ID, 1 the ID fits 1n 1ts lowest
level cache, 1t will flood it to the other entries 1n that cache
level, respectively to N. A node may also learn of a new 1D
as a result of a search request. The originator of a search
request mserts 1ts address certificate 1n the request, and the
PAC for the ‘best match’ to the search request so far also
inserts 1its PAC 1nto the request. In this way, all of the nodes
along the search request path will update their cache with the
search originator’s address, and the best match’s address.
Similarly, a node may learn of a new ID as a result of a
search response. The result of a search request travels a
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subset of the request path in reverse order. The nodes along
this path update their cache with the search result.

According to PNRP, when the node first comes up 1t
discovers a neighbor. As discussed above, however, 11 the
node that 1s first discovered 1s a malicious node, the new
node can be controlled by the malicious node. To prevent or
minimize the possibility of such occurrence, the security
inirastructure of the present invention provides two mecha-
nisms to ensure secure node boot up. The first 1s randomized
discovery. When a node tries to discover another node that
will allow 1t to join the PNRP cloud, the last choice for
discovery 1s using multicast/broadcast because 1t 1s the most
insecure discovery method of PNRP. Due to the nature of
discovery it 1s very difhicult to distinguish between a good
and bad node. Therefore, when this multicast/broadcast
method 1s required, the security infrastructure of the present
invention causes the node to randomly select one of the
nodes who responded to the broadcast discovery message
(MARCOPOLO or an existing multicast discovery protocol
¢.g., SSDP). By selecting a random node, the system of the
present mvention minimizes the probability of selecting a
malicious node. The system of the present invention also
performs this discovery without using any of its IDs. By not
using IDs during discovery, the system of the present
invention prevents the malicious node from targeting a
specific ID.

A second secure node boot up mechanism 1s provided by
a modified sync phase during which the node will maintain
a bit vector. This modified synch phase mechanism may best
be understood through an example 1llustrated in the simpli-
fied flow diagram of FIG. 3. Assume that Alice 226 sends a
SOLICIT 228 to Bob 230 with her PAC 1n 1t. IT Alice’s PAC
1s not valid 232, Bob 230 simply drops the SOLICIT 234. If
the PAC 1s valid, Bob 230 will then maintain a bit vector for
storing the state of this connection. When this SOLICIT 1s
received, Bob 230 generates 236 a nonce and hashes 1t with
Alice’s PNRP ID. The resulting number will be used as an
index 1n this bit vector that Bob will set. Bob 230 then
responds 238 to Alice 226 with an ADVERTISE message.
This ADVERTISE will contain Bob’s PAC and a nonce
encrypted with Alice’s public key, apart from other infor-
mation, and will be signed by Bob 230. When Alice 226
receives this ADVERTISE, she verifies 240 the signature
and Bob’s PAC. If 1t cannot be verified, it 1s dropped 241. If
it can be verified, Alice 226 then decrypts 242 the nonce.
Alice 226 will then generate 244 a REQUEST that will
contain this nonce and Alice’s PNRP ID. Bob 230 will
process 246 this REQUEST by hashing Alice’s PNRP 1D
with the nonce sent 1n the REQUEST packet. If 248 the bit
1s set 1n the bit vector having the hashed results as an 1index,
then Bob will clear the bits and start processing the
REQUEST 250. Otherwise, Bob will 1ignore the REQUEST
252 as 1t may be a replay attack.

This makes the node boot up a secure process because the
sequence cannot be replayed. It requires minimal overhead
in terms of resources consumed, including CPU, network
ports, and network traflic. No timers are required to be
maintained for the state information, and only the ID that
initiated the sync up will be sent data. Indeed, this modified
sync phase 1s asynchronous, which allows a node to process
multiple SOLICI'Ts simultaneously.

Many of the threats discussed above can be minimized by
controlling the rate at which the packets are processed, 1.e.
limiting node resource consumption. The 1dea behind this 1s
that a node should not consume 100% of 1ts CPU trying to
process the PNRP packets. Therefore, in accordance with an
embodiment of the present mmvention a node may reject
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processing of certain messages when it senses that such
processing will hinder its ability to function eflectively.
One such message that the node may decide not to process
1s the RESOLVE message recerved from another node. This
process 1s illustrated 1n simplified form 1 FIG. 4. Once a
RESOLVE message 1s received 254, the node will check 256
to see 1f 1t 1s currently operating at a CPU capacity greater

than a predetermined limat. I its CPU 1s too busy to process
the RESOLVE message, it will send 258 an AUTHORITY

message with the AF_REJECT_TOO_BUSY flag set indi-

cating 1ts failure to process the request because 1t 1s too busy.
I1 the CPU 1s not too busy 256, the node will determine 260

if all of the PACs 1n the RESOLVE message are valid, and
will reject 262 the message 11 any are found to be invalid. IT
all of the PACs are valid 260, the node will process 264 the
RESOLVE.

If the node can respond 266 to the RESOLVE, the node
will 268 convert the RESOLVE into a RESPONSE and send
it to the node from which 1t received the RESOLVE. If,
however, the target 1D 1s not locally registered, the node waill
270 calculate the bitpos as the hash of the fields 1n the
RESOLVE and will set the corresponding bitpos in the bit
vector. As discussed briefly above, this bit vector 1s used as
a security mechanism to prevent the processing of erroneous
reply messages when the node has not sent out any messages
to which a reply 1s expected. The node finds the next hop to
which to forward the RESOLVE, with the appropnate
modifications to evidence 1ts processing of the message. IT
272 the node to which the RESOLVE 1s to be forwarded has
already been verified, the node simply forwards 276 the
RESOLVE to that next hop. If 272 this selected next hop has
not yet been verified, the node piggybacks 274 an ID
ownership request on the RESOLVE and forwards 276 1t to
that node. In response to the piggybacked ID ownership
request, the node will expect to recerve an AUTHORITY
message as discussed above, the process for which 1s 1llus-
trated mm FIG. 2. As illustrated in FIG. 2, 1if a validating
AUTHORITY 1s not received at step 214, the PAC of the
node to which the RESOLVE was forwarded 1s deleted 216
from the cache and the RESOLVE 1s reprocessed from step
254 of FIG. 4.

Another message that the node may decide not to process
because 1ts CPU 1s too busy 1s the FLOOD message. In this
process, illustrated 1n simplified form 1n FIG. 5, 11 278 the
new information present in the FLOOD goes to either of the

lowest two cache levels, the PAC 1s checked to determine 1f
it 1s valid 280. I the PAC 1s not valid, the FLOOD 1s rejected

284. However, 11 the PAC 1s valid 280, 1t 1s put into a
set-aside list 282. The entries in the set-aside list are taken
at random 1ntervals and are processed when the CPU 1s not
too busy. Since these entries are going to be entered 1n the
lowest two levels of cache, both the ID verification and the
ownership validation are performed as discussed above. If
2’78 the new 1nformation present 1in the FLOOD goes to the
higher cache levels and the CPU 1s too busy to process them
286, then they are discarded 288. If the node has available
CPU processing capacity 286, the PAC 1s checked to deter-
mine 1f 1t 1s valid 290. If 1t 1s, then the PAC 1s added to the
cache 292, otherwise the FLOOD 1s rejected 294.

Node boot up (SYNCHRONIZE) 1s another process that
consumes considerable resources at a node, including not
only CPU processing capacity but also network bandwidth.
However, the synchromization process 1s required to allow a
new node to fully participate in the P2P cloud. As such, the
node will respond to the request from another node for the
boot up if 1t has enough available resources at the given time.
That 1s, as with the two messages just discussed, the node

10

15

20

25

30

35

40

45

50

55

60

65

20

may refuse to participate n the boot up 11 1ts CPU utilization
1s too high. However, since this process consumes so much
capacity, a malicious node can still exploit this by launching
a large number of such sequences. As such, an embodiment
of the security infrastructure of the present invention limits
the number of node synchronizations that may be performed
by a given node to prevent this attack. This limitation may
additionally be time limited so that a malicious node cannot
disable a node from ever performing such a synchronization
again in the future.

Also discussed above were many search based attacks that
could be launched or caused by a malicious node. To
climinate or minimize the eflect of such search based
attacks, the system of the present invention provides two
mechanisms. The first 1s randomization.

['hat 1s, when a
node 1s searching for an approprnate next hop to which to
forward a search request (RESOLVE), it identifies a number
ol possible candidate nodes and then randomly selects one
ID out of these candidate IDs to which to forward the
RESOLVE. In one embodiment, three candidate nodes are
identified for the random selection. The IDs may be selected
based on a weighted probability as an alternative to total
randomization. One such method of calculating a weighted
probability that the ID belongs to a non-malicious node 1s
based on the distance of the PNRP ID from the target ID.
The probability 1s then determined as an mverse proportion-
ality to the ID distance between that node and the target
node. In any event, this randomization will decrease the
probability of sending the RESOLVE request to a malicious
node.

The second security mechanism that 1s eflective against
search based attacks utilizes the bit vector discussed above
to maintain state information. That 1s, a node maintains
information 1dentitying all of the RESOLVE messages that
it has processed for which a response has not yet been
received. The fields that are used to maintain the state
information are the target ID and the address list in the
RESOLVE packet. This second field 1s used to ensure that
the address list has not been modified by a malicious node
in an attempt to disrupt the search. As discussed above with
the other instances of bit vector use, the node generates a
hash of these fields from the RESOLVE and sets the
corresponding bitpos 1n the bit vector to maintain a history
of the processing of that RESOLVE.

As 1llustrated 1n the simplified flow diagram of FIG. 6,
when a RESPONSE message 1s received 296 from another
node, the fields 1n this RESPONSE message are hashed 298
to calculate the bitpos. The node then checks 300 the bit
vector to see 11 the bitpos 1s set. 11 the bit 1s not set, meaning
that this RESPONSE 1s not related to an earlier processed
RESOLVE, then the packet 1s discarded 302. If the bitpos 1s
set, meaning that this RESPONSE 1s related to an earlier
processed RESOLVE, the bitpos is reset 304. By resetting
the bitpos, the node will ignore further identical RESPONSE
messages that may be sent as part of a playback attack from
a malicious node. The node then checks to make sure that all
of the PACs 1n the RESPONSE message are valid 306 belore
processing the RESPONSE and forwarding it to the next
hop. If any of the PACs are invalid 306, then the node will
reject 310 the packet.

The RESOLVE process mentions converting a RESOLVE
request mto a RESPONSE. This RESPONSE handling just
discussed involves ensuring the RESPONSE corresponds to
a recently received RESOLVE, and {forwarding the
RESPONSE on to the next hop specified. As an example,
assume that node P receives a RESPONSE packet S con-
taimning a target PNRP ID, a BestMatch PAC, and a path
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listing the address of all nodes which processed the original
RESOLVE belore this node, ending with this node’s own

PNRP address. Node P acknowledges receipt of the
RESPONSE with an ACK. Node P checks the RESPONSE
path for 1ts own address. Its address must be the last entry
in the address list for this packet to be valid. Node P also
checks 1ts received bit vector to ensure that the RESPONSE
matches a recently seen RESOLVE. If the RESPONSE does
not match a field in the received bit vector, or 1 P’s address
1s not the last address in the path list, the RESPONSE 1s
silently dropped, and processing stops. P validates the Best-
Match PAC and adds it to 1ts local cache. If the BestMatch
1s invalid, the RESPONSE 1s silently dropped, and process-
ing stops. P removes its address from the end of the
RESPONSE path. It continues removing entries from the
end of the RESPONSE path until the endmost entry has a
flag set indicating a node that ACCEPTED the correspond-
ing RESOLVE request. If the path i1s now empty, the
corresponding RESOLVE onginated locally. PNRP does an
identity validation check on the BestMatch. If the identity
validation check succeeds, the BestMatch 1s passed up to the
request manager, else a failure indication 1s passed up. If the
path 1s empty, processing 1s complete. If the path i1s not
empty, the node forwards the RESPONSE packet to the
endmost entry in the path list.

A need for a PNRP address certificate revocation exists
whenever the published address certificate becomes invalid
prior to the certificate expiration date (Validity/To field).
Examples of such events are when a node 1s gracefully
disconnecting from the P2P network, or when a node 1is
leaving a group, etc. The revocation mechanism of the
present invention utilizes the publishing of a revocation
certificate. A revocation certificate has the Revoke Flag set,
and the From date of the Validity field set to the current time
(or the time at which the certificate 1s to become revoked)
and the To field set to the same value as the previously
advertised certificates. All the certificates for which all the
following conditions are met are considered to be revoked:
the certificate 1s signed by the same 1ssuer; the ID matches
the ID 1n the revocation certificate; the Address fields match
the ones in the revocation certificate; the To date of the
Validation field 1s the same as the To date of the Validation
filed 1n the revocation certificate; and the From date of the
Validation field precedes the From date of the Validation
filed 1n the revocation certificate. Since the revocation
certificate 1s signed, 1t ensures that a malicious node cannot
disconnect anyone from the cloud.

The foregoing description of various embodiments of the
invention has been presented for purposes of 1llustration and
description. It 1s not intended to be exhaustive or to limit the
invention to the precise embodiments disclosed. Numerous
modifications or variations are possible 1n light of the above
teachings. The embodiments discussed were chosen and
described to provide the best illustration of the principles of
the mnvention and 1ts practical application to thereby enable
one of ordinary skill in the art to utilize the imvention 1n
various embodiments and with various modifications as are
suited to the particular use contemplated. All such modifi-
cations and varnations are within the scope of the invention
as determined by the appended claims when interpreted 1n
accordance with the breadth to which they are fairly, legally,
and equitably entitled.

The invention claimed 1s:

1. A method of inhibiting a denial of service attack based
on a synchronization process in a peer-to-peer network,
comprising;
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recetving a SOLICIT message at a second node, the
SOLICIT message requesting cache synchronization
from a first node and containing a {first node peer
address certificate (PAC);

examining the first node PAC to determine 1ts validity at

the second node;
dropping the SOLICIT message when the step of exam-
ining the first node PAC determines that the first node
PAC 1s not valid;

generating first connection mformation specifically 1den-
tifying the SOLICIT message with the first node;

maintaining the first connection information when exam-
ining the first node PAC determines that the first node
PAC 1s valid;

generating second connection information specifically
identifying a REQUEST message with the first node;
and

comparing the first connection information and the second

connection information.
2. The method of claim 1, wherein the first connection
information i1s maintained in a bit vector at the second node.
3. The method of claim 2, wherein generating {irst con-
nection information specifically identitying the SOLICIT
message with the first node comprises:
generating a nonce at the second node;
extracting a first node 1dentification information from the
SOLICIT message; and

setting a bit at a first bitpos, the first bitpos comprising the
index of the bit vector corresponding to a hash of the
nonce and the first node 1dentification information.

4. The method of claim 3, further comprising:

encrypting the nonce using a first node public key;

constructing an ADVERTISE message, the ADVERTISE
message comprising a second node PAC and the
encrypted nonce;

sending the ADVERTISE message to the first node;

validating the ADVERTISE message;

decrypting the encrypted nonce; and

sending a REQUEST message from the first node to the

second node 1if the ADVERTISE message 1s valid, the
REQUEST message comprising the first node identi-
fication mformation and the decrypted nonce.

5. The method of claim 4, wherein generating the second
connection 1nformation specifically 1dentifying the
REQUEST message with the first node further comprises:

extracting the nonce from the REQUEST message;

extracting a first node 1dentification information from the
REQUEST message; and

calculating a second bitpos as the hash of the nonce and
the first node identification information wherein the
second bitpos corresponds to an index of a bit in the bit
veCtor.

6. The method of claim 5, wherein comparing the first
connection information and the second connection informa-
tion further comprises determining 1f the bit at the second
bitpos 1s set.

7. The method of claim 6, further comprising rejecting the
REQUEST message when the bit at the second bitpos 1s not
set.

8. The method of claim 2, wherein generating {irst con-
nection information specifically identifying the SOLICIT
message with the first node comprises:

generating a nonce at the second node; and

setting a bit at a first bitpos, the first bitpos comprising the

index of the bit vector corresponding to the nonce.

9. The method of claim 3, wherein the first node 1denti-
fication information 1s a first node PNRP ID.
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10. A computer-readable medium comprising computer-
executable instructions for mnhibiting a denial of service
attack based on a synchronization process 1n a peer-to- peer
network, the computer-executable instructions comprising,
instructions for:

receiving a SOLICIT message at a second node, the

SOLICIT message requesting cache synchronization
from a first node and containing a first node peer

address certificate (PAC);

examining the first node PAC to determine 1ts validity at

the second node;

dropping the SOLICIT message when the step of exam-

ining the first node PAC determines that the first node
PAC 1s not valid;
generating a first connection information specifically
identifying the SOLICIT message with the first node;
maintaiming the first connection information when the
step of examining the first node PAC determines that
the first node PAC 1s valid;
generating a second connection information specifically
identifying a REQUEST message with the first node;
and

comparing the first connection information and the second

connection nformation.
11. The computer-readable medium of claim 10, wherein
the first connection information 1s maintained 1n a first bit
vector at the second node.
12. The computer-readable medium of claim 11, wherein
the 1nstructions for generating a {irst connection information
specifically identitying the SOLICIT message with the first
node comprises:
generating a nonce at the second node;
extracting a first node 1dentification information from the
SOLICIT message; and

setting a bit at a first bitpos, the first bitpos comprising the
index of the bit vector corresponding to a hash of the
nonce and the first node 1dentification information.

13. The computer-readable medium of claim 12, further

comprising computer-executable instructions for:
encrypting the nonce using a first node public key;

constructing an ADVERTISE message, the ADVERTISE
message comprising a second node PAC and the
encrypted nonce;

sending the ADVERTISE message to the first node;

validating the ADVERTISE message;

decrypting the encrypted nonce; and
sending a REQUEST message from the first node to the
second node 1f the ADVERTISE message 1s valid, the
REQUEST message comprising the first node identi-
fication mnformation and the decrypted nonce.

14. The computer-readable medium of claim 13, wherein
the instructions for generating the second connection infor-
mation specifically identiftying the REQUEST message with
the first node further comprises computer-executable
instructions for:

extracting the nonce from the REQUEST message;

extracting a first node 1dentification information from the

REQUEST message; and

calculating a second bitpos as the hash of the nonce and
the first node identification information wherein the
second bitpos corresponds to an index of a bit 1n the bit
vector.

15. The computer-readable medium of claim 14, wherein
the mstructions for comparing the first connection informa-
tion and the second connection information further com-
prises computer-executable instructions for determining 1t
the bit at the second bitpos 1s set.
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16. The computer-readable medium of claim 15, further
comprising computer-executable instructions for rejecting
the REQUEST message when the bit at the second bitpos 1s
not set.

17. The computer-readable medium of claim 11, wherein
the 1nstructions for generating a first connection information
specifically identitying the SOLICIT message with the first
node comprise computer-executable instructions for:

generating a nonce at the second node; and

setting a bit at a first bitpos, the first bitpos comprising the

index of the bit vector corresponding to the nonce.

18. The computer-readable medium of claim 10, wherein
the first node 1dentification information 1s a first node PNRP
ID.

19. A method of inhibiting a denial of service attack based
on a synchronization process in a peer-to-peer network
comprising;

recerving a SOLICIT message at a second node, the

SOLICIT message requesting cache synchronization
from a first node and containing a first node peer
address certificate (PAC);

examining the first node PAC to determine its validity at

the second node;

dropping the SOLICIT message when the step of exam-

ining the first node PAC determines that the first node
PAC 1s not valid;

generating first connection mnformation specifically 1den-
tifying the SOLICIT message with the first node, the
first connection mnformation maintained 1n a bit vector
at the second node;

generating a nonce at the second node;

extracting a first node 1dentification information from the
SOLICIT message;

setting a bit at a first bitpos, the first bitpos comprising the
index of the bit vector corresponding to a hash of the
nonce and the first node identification information;

encrypting the nonce using a first node public key;

constructing an ADVERTISE message, the ADVERTISE
message comprising a second node PAC and the
encrypted nonce;

sending the ADVERTISE message to the first node;

validating the ADVERTISE message;

decrypting the encrypted nonce;

sending a REQUEST message from the first node to the
second node 11 the ADVERTISE message 1s valid, the
REQUEST message comprising the first node identi-
fication information and the decrypted nonce;

maintaining the first connection information when exam-
ining the first node PAC determines that the first node
PAC 1s valid;

generating second connection information specifically
identifying a REQUEST message with the first node;

extracting the nonce from the REQUEST message;

extracting a first node 1dentification information from the
REQUEST message;

calculating a second bitpos as the hash of the nonce and
the first node identification information wherein the
second bitpos corresponds to an index of a bit 1n the bit
vector,

comparing the first connection information and the second
connection information;

determining 1f the bit at the second bitpos 1s set; and

rejecting the REQUEST message when the bit at the
second bitpos 1s not set.

20. The method of claim 19, wherein the first bitpos
comprises the index of the bit vector corresponding to the
nonce.
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