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SYSTEM AND METHOD OF HOST ROUTING
WHEN HOST COMPUTER IS WITHIN A
HOME NETWORK AND/OR A
COMPLEMENTARY NETWORK

RELATED APPLICATIONS

This application claims priority from and 1s a continua-
tion-in-part of U.S. application Ser. No. 09/938,732, now
U.S. Pat. No. 6,947,737 with an International filing date of
Oct. 12, 2001 and entitled “System And Method of Trans-
mitting Data Messages Between Subscriber Unmits Commu-
nicating With/Between Complementary/Disparate Net-
works™, which 1s a U.S. National Phase Application Under
35 U.S.C. 371 and claims priority to International Applica-
tion No. PCT/US00/35513, also having a filing date of Dec.
29, 2000, which 1n turn claims priority from U.S. provisional
application Ser. No. 60/173,742 filed on Dec. 30, 1999 and
entitled “(1) ACE Advantages, (2) ACE Redundancy, (3)
ACE Manager Problem Diagnosis Tool, (4) Bell Mobaility
(Canada) Connectivity, (5) Fixed Point Polling Service”.

Application Ser. Nos. 09/958,752 and 60/173,742 are incor-
porated herein by reference.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates generally to a system and
method of enabling a network that uses radio frequency (RF)
communication to have multiple host connections on diverse
nodes within a home network and/or within a complemen-
tary network. More particularly, the present invention relates
to a system and method of automatically routing messages
to an accessible connection 1n the event of a failure such that
the redundant host connection can either be active all the
time (e.g., round-robin between available connections) and/
or configured as a hot standby (e.g., routed to backup when
the primary host computer and/or routing node associated
therewith 1s down), and optionally utilizing a backup queue
manager in the event that the primary queue manager 1s
unavailable for any reason.

2. Background Description

FIGS. 1-3 show a prior art radio frequency (RF) trans-
mission system 100, as disclosed 1n U.S. Pat. No. 5,819,172,
incorporated herein by reference, for transmitting informa-
tion from one of a plurality of originating processors A—N to
at least one of a plurality of destination processors (A—N)
which may be transported during operation. The system 100
includes: at least one gateway switch 150 that stores infor-
mation received from one of the at least one originating
processor prior to transmission of the information to the at
least one destination processor; a RF mformation transmis-
sion network 130 {for transmitting stored information
received from one of the at least one gateway switch 150 by
RF transmission to at least one destination processor; and at
least one interface switch 162 that connects a gateway
switch 150 to the RF transmission network 130 and trans-
mits stored information received from one of the at least one
gateway switch 150 to the RF information transmission
network 130.

The information 1s transmitted to a receiving interface
switch by the electronic mail system in response to an
address of the receiving interface switch which has been
added to the information originated by the originating pro-
cessor by etther the originating processor or gateway switch
150. The information 1s transmitted from the receiving
interface switch to the RF information transmission network
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130 with an address of the destination processor to receive
the information which has been added by either the origi-
nating processor, a gateway switch or the receiving interface
switch.

More particularly, FIG. 2 illustrates a block diagram of the
connection between a plurality of gateway switches with
mailboxes 150 1n different electronic mail systems to the RF
information transmission network 130. Multiple gateway
switches with mailboxes 150 from a single electronic mail
system 1-N may be connected to each interface switch 162
instead of the connection of a single gateway switch with a
mailbox to a single interface switch as 1llustrated. A plurality
ol mterface switches 162 connect information transmitted
from at least one electronic mail system as 1llustrated 1n FIG.
1. Optionally, a plurality of electronic mail systems 1-N are
connected to a data input port of the RF information trans-
mission system which i1s preferably hub switch 116. The
dotted line communication paths 163 illustrate optional
information transmissions in which information from a
plurality of different electronic mail systems 1s concentrated
at a single interface switch as illustrated 1 FIG. 2. The
dotted line communication paths 163 1illustrate connections
to additional gateway switches with mailboxes 150 within
clectronic mail systems 1-N.

The interface switches 162 function as a security check to
determine that information transmaissions originating from a
gateway switch with mailbox 150 represent transmissions
which should be coupled to a hub switch 116 of the RF
information transmission network 130. The security check 1s
performed by the interface switch 162 comparing the 1den-
tification number of the RF receiver 119 which has been
added by erther an originating processor A—N or a gateway
switch with mailboxes 150 with permissible i1dentification
numbers or the interface switch performing the addition of
the 1dentification number.

The interface switch 162 also removes mformation added
by the electronic mail system 1-N to the information origi-
nated by the originating processor A—N from the stored
information received from one of the gateway switches 150,
and adds mformation used by the RF information transmis-
sion network 130 during transmission of the information
originated at the originating processor to a RF recerver 119
in the RF information transmission network 130 which
receives the information and transiers 1t to the destination
processor A—N. Additionally, the interface switch 162
encodes data, which 1s required to format the display of the
cathode ray tube (CRT) of the destination processor for the
clectronic mail system to which the destination processor 1s
connected, in the form of a character or characters which are
decoded by either the RF recerver 119 or the destination
processor A—N. This information 1s added 1n decoded form
back to the information which 1s processed by the destina-
tion processor with a format of the electronic mail system to
which the destination processor A—N 1s connected.

The nterface switches 162 also function to store infor-
mation which has been stored by at least one gateway switch
150 that 1s received from a plurality of originating proces-
sors, and assemble the information from a plurality of
originating processors into a packet having a predetermined
format and transmit the packet to the hub switch 116 within
the RF information transmission network 130. The hub
switch 1s the preferable node 1n the RF mformation trans-
mission network to which communications from the gate-
way switches 150 should be transmitted as a consequence of
it having jurisdiction over both local access and transport
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arca (LATA) switches 114 and the local switches 112 1n the
RF 1nformation transmission network, which results in
lesser network overhead.

The hub switch 116 receives the packet from the receiving,
interface switch 162 and disassembles the packet into infor-
mation from the plurality of originating processors. The
originating processors are either within a single electronic
mail system such as system 100, or from a plurality of
clectronic mail systems, such as systems 1-N, or from
outside of any electronic mail system from at least one
additional processor 312 which i1s connected directly to
interface switch 162 to originate information to be trans-
mitted to a destination processor A—N 1n an electronic mail
system as described below. The RF information transmission
network 130 transmits the disassembled information from
the hub switch 116, including the i1dentification number of
the RF receiver 119 transferring information, to the desti-
nation processor A—N to a local switch 112 storing the file
identified by the 1dentification number and any destination
of the RF receiver in the RF information transmission
network to which the information and 1dentification number
1s to be transmitted by the RF information transmission
network, and adds any destination of the RF recerver to the
information. The RF information transmission network, in
response to any added destination, transmits the information
and 1dentification number to the destination for RF broadcast
to the RF receiver 119 for transfer to the destination pro-
cessor A—N.

The information 1s transmitted to a receiving interface
switch 162 from one or more gateway switches 150 by one
or more electronic mail systems 1-N 1n response to an
address of the receiving interface switch which has been
added to the information originated by the originating pro-
cessor by erther the originating processor or gateway switch.
The mformation 1s transmitted from the recerving interface
switch 162 to the RF information transmission network with
an address of the destination processor, such as a name of a
user of the destination processor A—N, to receive the nfor-
mation which has been added by either the originating
processor A—N, a gateway switch 150 or the receiving
interface switch 162.

Preferably, the address of the receiving intertace switch 1s
a code word, such as “TF-MOBOX”, which 1s recognized
throughout the electronic mail system when appended to
information as directing the information to be transmitted to
the interface switch 162. The address of the destination
processor 1s preferably the identification number of the RF
receiver 119 within the RF information transmission net-
work 130. The address of the receiving interface switch may
be added to the information originated by the originating
processor, by a gateway switch 150 or by the originating
processor A—IN. The address of the receiving interface switch
162 may be added to the information by matching an
identification of the destination processor A—N which may
be the name of the individual utilizing the processor or some
other information to add an address of an interface switch
such as the atorementioned “TF-MOBOX” stored with the
matched identification of the destination processor to the
information as the address of the receiving interface switch.

Alternatively, the originating processor may be used to
add the address of the receiving interface switch 162 by
inputting the address of the recerving interface switch (TF-
MOBOX) along with an identification of the destination
processor A—N (name of recipient using the processor).

The originating processor A—IN may also add the address
of the recerving interface switch 162 by matching an 1den-
tification of the destination processor (name of the user of
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the processor) with a stored identification of a destination
processor and adding an address of the interface switch
(TF-MOBOX) stored with the matched 1dentification of the
destination processor to the information as the address of the
receiving interface switch.

The 1dentification number may be added to the informa-
tion originated by the originating processor or, alternatively,
maybe added by the originating processor by matching an
identification of the destination processor (the name of the
user of the processor) with a stored identification of a
destination processor (the authorized user of the destination
processor) and adding an 1dentification number stored with
the matched identification of the destination processor to the
information as the identification number of the RF receiver
119. Alternatively, the aforementioned matching process
may be performed by either the gateway switch 150 or the
interface switch 162. The additional processors 312 origi-
nates mformation from outside of any electronic mail sys-
tem.

Processors 312 provide an address of at least one desti-
nation processor in an electronic mail system, such as the
name of the user, to recerve mformation transmitted by the
RF information transmission system 130, or an 1dentification
number of the RF receiver 119 receiving information and
transierring the information to the destination processor. The
interface switch 162 which receives the imnformation from
cach processor 312 adds information used by the RF infor-
mation transmission network 130 during transmission of the
information to the RF receiver 119 receiving the information
in the same manner as described above with respect to the
interface switch 162.

Processors 312 are only required to have a telephone
modem and support programming to format information for
RF transmission to a destination processor A—N within any
one of one or more electronic mail systems 1-N. The
processors 312 are not required to have the necessary
clectronic mail system soltware present in originating pro-
cessors A—N or interconnections with an electronic mail
system. As a result of the connection to the interface switch
162, information originating from the additional processors
312 may be transmitted by RF transmission to a destination
processor A—N within any one or a plurality of electronic
mail systems with the user of the processor 312, the pro-
cessor 312 or the interface switch 162 only having to supply
an 1dentification number of the recerver 119 to mnput infor-
mation into the RF information transmission system 130 for
RF transmission to a destination processor.

The diflerence between originating information by one of
the additional processors 312 outside of any electronic mail
system and originating information by one of the processors
within one of the electronic mail systems 1s that the direct
connection of the additional processor to the interface switch
162 eliminates the requirement for the adding of an address
of the iterface switch 162 which 1s required by the elec-
tronic mail systems to forward the information to the inter-
face switch where necessary formatting of the information to
be compatible with the RF information transmission system
1s performed. The interface switch 162 packetizes informa-
tion originating from the additional processors 312 in the
same manner as described above with respect to information
originating from within an electronic mail system.

Information from within an electronic mail system and
originating from additional processors 312 outside of the
clectronic mail system may be formatted into the same
packets which are forwarded to the hub switch 116. Addi-
tionally, interface switch 162 may be connected only to the
additional processors 312 to provide an interface only for
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processors outside of any electronic mail system to desti-
nation processors A—N within one or more electronic mail
systems 1-N. The only information which 1s necessary to be
inputted by the additional processors 312 1s the address of
the destination processor (user of the processor). The addi-
tion of the 1dentification number of the receiver 119 may be
added by matching of an identification of the destination
processor with stored destination processors within the
additional processor 312, or the interface switch 162 with an
identification number of the receiver 119 stored with an
identification of a destination processor A—N used as an
identification of the destination processor upon a match
having been made.

U.S. Pat. No. 5,819,172 does not, however, generally
relate to, for example, a system and method of enabling a
network that uses radio frequency (RF) communication to
have multiple host connections on diverse nodes within a
home network and/or within a complementary network. Nor
does U.S. Pat. No. 5,819,172 relate, for example, to a system

and method of automatically routing messages to an acces-
sible connection in the event of a failure such that the
redundant host connection can either be active all the time
(e.g., round-robin between available connections) and/or
configured as a hot standby (e.g., routed to backup only
when the primary 1s down), and optionally utilize a backup
queue manager 1n the event that the primary queue manager
1s unavailable for any reason.

FI1G. 4 1s a prior art diagram from U.S. Pat. No. 5,940,771,
incorporated herein by reference, which 1llustrates the basic
communication pathways and spatial relationships between
a host computer, base stations and roaming terminals. Par-
ticularly, a host computer 411 and roaming terminals 413,
415 and 417 indirectly communicate through base stations
419 and 421.

The base stations 419 and 421 receive communications
via one link medium and relay those communications along,
another. Particularly, a “hard-wired” connection such as an
IEEE 802.3 (Fthernet) interface provides a link 423 to host
computer 411, while radio frequency (RF) transmission
provides the link to the roaming terminals 413, 415 and 417.

If the remote terminals 413, 415 and 417 are within the RF
range of each other, they can use direct RF transmission as
the link. If they are not within RF range, an indirect
communication link must be found through the base stations
419 and 421. The RF range of the base stations 419 and 421
1s 1llustrated in FIG. 4 by the respective circular boundaries
425 and 427. The boundaries 425 and 427 represent the
maximum radial distance from the base stations 419 and 421
that RF communications can be maintained.

In one preferred embodiment, the host computer 411 can
be either an IBM AS400 or 3090 mainirame. The base
stations 419 and 421 are NORAND RB4000 products and
the roaming terminals 415, 417 and 419 are NORAND
RT1100 products.

Although only one host computer, two base stations and
three roaming terminals are shown for simplicity, the use of
additional host units, many more base stations and hundreds
of roaming terminals are contemplated. Instead of the “hard-
wired” Ethernet interface, 1t 1s also contemplated that the
entire link 423, or any portion thereof, can be maintained
using RF transmissions. In such situations, because of the
range limitations associated with an RF link, 1t may be
necessary for several base stations to relay communications
between the host computer 411 and the roaming terminals
413, 415 and 417. Alternatively stated, the communications
“hop” from one base station to the next until the destination
1s reached.

5

10

15

20

25

30

35

40

45

50

55

60

65

6

As the number of base stations increase, the number of
possible “hopping” pathways also increase. A backward-
learning, spanmng tree algorithm 1s used so as to select the
“hopping” pathway with the lowest “cost” to a given des-
tination as detailled above. To summarize, a “cost” 1s
assigned to every direct commumnication link 1n the network.
This “cost” factor takes into account the communication
bandwidth of a particular link. Next, the spanning tree
algorithm using backward learning i1dentifies the “hopping™
pathway of lowest “cost” from any source to any destination.
Whenever any direct link 1s faulty or a “hopping point” (a
base station for example) 1s moved or breaks down, an
alternate low “cost” pathway can be used. This provides an
inherent redundancy to the network.

Roaming terminals 415, 417 and 419 collect data that
must be communicated to the host computer 411. This data

1s collected either via respective bar code readers 429, 431
and 433 or keyboards 435, 437 and 439. U.S. Pat. Nos.

4,910,794, 4,924,462, and 4,940,974 provide a further

description of these readers and data collection, and are
incorporated herein by reference. In addition, bar code
reading requires high system clock rates in the roaming
terminals during data gathering to provide decoding of bar
code scans at an acceptable rate. However, the high clock
rates also cause the generation of digital noise 1n and around
the roaming terminals. This noise can eflect transmission
and reception at the roaming terminal causing a reduction 1n
the eflective communication range. This problem 1s solved
by using a dual clock rate. The terminal 1s operated normally
at a slow system clock rate to minimize the generation of
digital noise, and 1t 1s switched to a fast clock rate during bar
code scanning to allow the data obtained from the bar code
scan to be processed at a higher rate. This lets the RF data
link coexist with the need for and the hardware support for
bar code scan decoding.

The terminals 413, 415 and 417 can also request infor-
mation from the host computer 411 or from other roaming
terminals. Similarly, the host computer 411 may desire to
communicate with the roaming terminals 413, 415 and 417
in order to download configuration information, database
information or to send commands.

Belore communication can be initially established, the
roaming terminals 413, 415 and 417 must first listen for
hello-messages from the base stations 419 and 421. The base
station 419 and 421 both send out hello-messages approxi-
mately once every second. The hello-messages 1dentify the
sending base station along with 1ts current loading and
associated “cost”.

The roaming terminals 413, 415 and 417 attempt to detect
every possible hello-message from any base station within
range. This requires that the hello-message listening period
be at least as long as the maximum time between hello-
messages sent by any single base station. For example, the
terminals 413 and 417 would respectively receive a hello-
message irom the base stations 419 and 421, while the
terminal 415 would receive two hello-messages: one from
the base stations 419 and one from the station 421. Only
those hello-messages that meet a minimum “signal strength”™
threshold are further considered. All weaker hello-messages
are 1gnored.

As spatially represented 1n FIG. 4, upon receiving hello-
messages from a single base station, the roaming terminals
413 and 417 can immediately 1nitiate communication with
the host computer 411 by “attaching” to their respectively
identified base stations 419 and 421. The roaming terminal



US 7,230,944 Bl

7

415, however, which received two sulliciently strong hello-
messages signals, must select either base station 419 or 421
before “attaching”.

To make this selection, the roaming terminal 415 must
initially consider the “cost”. Specifically, terminal 415 must
select the base station which has the lowest “cost”. I the
“costs” are equal, terminal 415 must select the base station
whose received hello-message has the highest “signal
strength™. If the corresponding ““signal strengths™ also prove
to be equal, the roaming terminal 415 selects the base station
with the highest user defined “priority”. This priority can be
preset by the user based on both the spatial layout and the
nature of the components being used. Finally, if these factors
all prove equal, the terminal 415 merely selects the base
station with the lowest “preset number”. Each base station 1s
randomly assigned a unique “preset number” upon its manu-
facture or during its installation onto the network.

Assuming that station 419 and 421 have the same “cost”

nd “signal strength” but that station 419 has the highest user
defined “‘priority”, gravitation in the overlapping region
occurs toward the base station 419. In this way, the base
station 419 can better regulate commumnication in the over-
lapping RF regions with minimal channel contention.

More particularly, the user set “priority” assigned to a
base station could also be determined based on the spatial
layout of competing base stations. The higher “priority” base
stations can be surrounded by lower “priority” base stations
and vice versa 1 a pattern defined by the total area being
covered so as to cause as much migration as possible onto
the higher “priority” base stations and away from the lower
“priority”” base stations. Sumilarly, in determining high “pri-
ority”, consideration can also be given to the base stations
ordinarily containing high concentration of roaming termi-
nals.

It 1s further contemplated that factors which indicate the
current load on base stations 419 and 421 could also be
considered in the selection by the roaming terminal 415.
First, 1f heavy loading 1s considered a negative factor, the
roaming terminals 413, 415 and 417 that pass within the
overlapping region deﬁned by boundaries 425 and 427
would gravitate toward base stations with the lightest load.
Although this balances the loading between base stations, it
causes greater channel contention problems in the overlap-
ping regions. Second, 1f heavy loading 1s considered a
positive factor, the roaming terminals would gravitate
toward base stations with the heaviest load. In this manner,
a heavily loaded base station could better manage commu-
nication when surrounded by lightly loaded stations.

As roaming terminals 413, 415 and 417 move within the
confines of boundaries 425 and 427, they often need to
re-evaluate their base station selection. Instead of waiting,
until RF communication with their selected base station 1s
entirely lost, the remote terminals 413, 415 and 417 can
periodically re-evaluate the “cost” and “‘signal strength” of
cither the hello-messages or any other RF transmission sent
from other base stations. Upon selecting a new base station,
the roaming terminals merely “attach” to their new selection.
Furthermore, 1n addition to or in place of this periodic
re-evaluation described in the preferred embodiment, a
decline 1n the selected base station’s “signal strength™ might
also be used as a factor for mitiating a re-evaluation.

In a commumnication system such as that shown in FIG. 4,
one or more of the base stations may be selected to transmut
an RTC heartbeat, which 1s the system synchronizing signal.
Responses from terminals in the service area are monitored
by all of the base stations that receive signals from the
terminals. In most cases, terminals will be at different
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distances from each of the plurality of base stations, and the
resulting differences 1n received signal strengths at the
receiving terminals will eliminate the effects of signal col-
lision by FM capture. However, in some 1nstances, collisions
will still occur at some base stations.

Base stations can be networked, as 1llustrated by commu-
nication link 423, to allow the coordination of polling of
terminals that have identified themselves to the base stations
during their response intervals. The use of information about
the strength of signals received at the base stations allows
the network to adjust broadcast signal strengths so as to poll
receiving terminals simultaneously with a minimum risk of
collision. This provides a number of advantages. First, a
smaller number of collisions will reduce the number of
delays 1n response due to collisions. If contention polling 1s
used, this means that the number of slots can be reduced,
thus reducing overhead. The system also allows for simul-
taneous communication on a single frequency when two or
more terminals are so located with respect to their base
stations that the same-frequency communications will not
interfere with each other. Finally, the system allows UHF
and spread-spectrum communication systems to share the
same local-area network.

However, unlike the present invention which 1s directed to
providing a system and method for backup and/or redundant
host routing and/or message queuing when wireless device
1s within a home network and/or a complementary network,
the system as described 1n U.S. Pat. No. 5,940,751 does not
allow a wireless device to transmit a message between
disparate networks. Moreover, U.S. Pat. No. 5,940,771 does
not provide a backup and/or redundant routing path between
a wireless device and a destination host. Accordingly, there
1s a need for a system and method that provides such
features.

SUMMARY OF THE INVENTION

It 1s a feature and advantage of the present invention to
provide redundancy and eliminate single points of failure
within a system/network that utilizes radio frequency (RF)
communication within a primary network and/or a comple-
mentary network.

It 1s another feature and advantage of the present mnven-
tion to allow system users to have multiple host connections
on diverse nodes within a primary network and/or a comple-
mentary network.

It 1s yet another feature and advantage of the present
invention to provide network nodes that automatically route
to an accessible connection 1n the event of a node failure
within a primary network and/or a complementary network;

It 1s still another feature and advantage of the present
invention to provide routing nodes that can be configured 1n
either an active mode (e.g., round-robin between available
connections) and/or as a hot standby (e.g., route to backup
node only when the designated primary node i1s down)
within a primary network and/or a complementary network.

It 1s another feature and advantage of the present mnven-
tion to provide a backup queue manager that can be used to
route messages to their destination within a primary network
and/or a complementary network.

In a first embodiment, the present invention comprises a
wireless communication system enabling a wireless or non-
wireless device to transmit data via first and second routing
switches to a first computer associated with at least the
second routing switch, subsequent to determining that a
second computer associated with the first and second routing
switches cannot receive the data. More particularly, the
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system comprises a {irst routing switch, associated with the
first computer that receives data from a device. The system
comprises: a first server for at least one of adding and
deleting a radio frequency header respectively to and from
the data; a second server, communicable with the first server,
for reading a profile of the device; a router, communicable
with the second server, for adding a routing header to the
data; an optional queue manager, communicable with the
router, for determining a time to transmit the data to at least
one of the second computer and the second routing switch;
and a protocol server, communicable with the queue man-
ager, for adding a protocol header to the data compatible
with the host computer to which the data 1s transmitted. The
system also comprises a second routing switch communi-
cable with at least the first routing switch and the second
computer. In alternate embodiments, the above referenced
servers, routers and/or computers may be combined into
single servers, routers, computers performing combined
functionality. Alternatively, the servers, routers, and/or com-
puters may include multiple processors for distributed and/
or parallel processing. Other standard equipment may be
used 1n conjunction with and/or istead of the routers and
switches that provide the overall functionality described
herein.

In operation, the first routing switch receives the data
from the device. The second server reads a profile of the
device comprising routing data pertaining to the first host
computer and the second host computer to which the device
transmits data. The host router adds a first routing header to
the data for transmitting at least the data to the first host
computer and, upon determiming that the first host computer
1s unresponsive, transmits at least the data to the second
routing switch.

The second routing switch adds a second routing header
to the data for transmitting at least the data to the first
computer. If the data cannot be transmitted to the first
computer, a third routing header and 1s utilized to transmuit
at least the data to the second computer.

In a second embodiment, the invention comprises a wire-
less communication system that enables a wireless or non-
wireless device to transmit data via first and second routing,
switches to a first host computer, communicable with the
first wireless network, subsequent to determining that a
second host computer via a third routing switch cannot
receive the data.

In particular, the system comprises a first routing switch
that receives data. The first routing switch preferably com-
prises: a first server for at least one of adding and deleting,
a radio frequency header respectively to and from the data;
a second server, communicable with the first server, for
reading a profile of the device; a host router, communicable
with the second server, for adding a routing header to the
data; and a queue manager, communicable with the host
router, for determining a time to transmit the data to at least
one of the second host computer and the second routing
switch.

A second routing switch 1s communicable with at least the
first routing switch and 1s associated with the first host
computer. A third routing switch, associated with a second
host computer, 1s communicable with the first routing switch
and the second routing switch.

In operation, the first routing switch receives data from
the device. The second server reads a profile of the device
comprising routing data pertaining to at least one of the first
host computer and the second host computer to which the
device transmits data. The host router adds a first routing
header to the data for transmitting at least the data to the
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second host computer via the third routing switch. The third
routing switch, upon determining that the second host com-
puter 1s unresponsive, adds a second routing header for
transmitting at least the data to the first host computer via the
second routing switch.

In a third embodiment, the invention comprises a wireless
communication system enabling a wireless or non-wireless
device associated with at least a first wireless network to
transmit data via first and second routing switches to a first
host computer 1n a complementary network, communicable
with the first wireless network, subsequent to determining
that a second host computer via a third routing switch
associated with the first wireless network cannot receive the
data.

In particular, the system comprises a {irst routing switch
receiving data from the device. The first routing switch
comprises: a first server for at least one of adding and
deleting a radio frequency header respectively to and from
the data; a second server, communicable with the first server,
for reading a profile of the device; a host router, communi-
cable with the second server, for adding a routing header to
the data; a queue manager, communicable with the host
router, for determining a time to transmit the data to at least
one ol the second host computer and the second routing
switch; and a first protocol server, communicable with the
queue manager, for adding a protocol header to the data

compatible with a host computer to which the data 1is
transmitted within the first network.

The system further comprises a second protocol server,
communicable with the host router, for adding a protocol
header to the data compatible with a host computer to which
the data 1s transmitted within the complementary network. A
second routing switch 1s associated with the complementary
network, communicable with at least the first routing switch
and the first host computer. A third routing switch, associ-
ated with the second host computer, 1s communicable with
the first routing switch and the second routing switch.

In operation, the second server reads a profile of the
device comprising routing data pertaining to at least one of
the first host computer and the second host computer to
which the device transmits data. The first protocol server
adds a first routing header for transmission of the data to the
second host computer via said third routing switch. The third
routing switch receives the data from the device via the first
routing switch and, upon determining that the second host
computer 1s unresponsive, adds a second routing header
associated with the second routing switch for transmitting
the data to the first host computer. The third routing switch

preferably comprises a server for adding a radio frequency
header to the data.

In a fourth embodiment, the invention comprises a wire-
less communication system enabling a wireless or non-
wireless device to transmit data via first and second routing
switches to a first host computer, subsequent to determining
that a third routing switch cannot receive the data.

The system comprises a first routing switch that receives
data from the device. The first routing switch preferably
comprises: a first server for at least one of adding and
deleting a radio frequency header respectively to and from
the data; a second server, communicable with the first server,
for reading a profile of the device; a host router, communi-
cable with the second server, for adding a routing header to
the data; a queue manager, communicable with the host
router, for determining a time to transmit the data to the third
routing switch; and a protocol server, communicable with
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the at least one queue manager, for adding a protocol header
to the data compatible with a host computer to which the
data 1s transmitted.

A second routing switch 1s communicable with at least the
first routing switch and a first host computer. A third routing
switch 1s associated with a second host computer.

In operation, the first routing switch receives the data
from the device, and the second server reads a profile of the
device comprising routing data pertaining to at least one of
the first host computer and the second host computer to
which the device transmits data. The host router adds a first
routing header for transmission of the data to the second host
computer via the third routing switch. The host router, upon
determining that the third routing switch 1s unresponsive,
adds a second routing header for transmitting the data to the
first host computer via the second routing switch.

In a fifth embodiment, the invention comprises a wireless
communication system enabling a wireless or non-wireless
device within a first wireless network to transmit data via
first and second routing switches to a first host computer 1n
a complementary network, commumicable with the {first
wireless network, subsequent to determining that a third
routing switch associated with the first wireless network
cannot receive the data.

The system comprises a first routing switch that receives
data from the device. The first routing switch preferably
comprises: a first server for at least one of adding and
deleting a radio frequency header respectively to and from
the data; a second server, communicable with the first server,
for reading a profile of the device; a host router, communi-
cable with the second server, for adding a routing header to
the data; a queue manager, communicable with the host
router, for determining a time to transmit the data to at least
one of the second host computer and the second routing
switch; a first protocol server, communicable with the queue
manager, for adding a protocol header to the data compatible
with a host computer to which the data 1s transmitted within
the first network; and a second protocol server, communi-
cable with the host router, for adding a protocol header to the
data compatible with a host computer to which the data 1s
transmitted within the complementary network.

The system also comprises a second routing switch asso-
ciated with the complementary network, communicable with
at least the first routing switch and the first host computer.
A second server reads a profile of the device comprising
routing data pertaining to at least one of the first host
computer and the second host computer to which the device
transmits data.

The host router adds a first routing header for transmis-
sion of the data to the second host computer via the third
routing switch. The second routing server, upon determining,
that the third routing switch 1s unresponsive, adds a second
routing header associated with the second routing switch for
transmitting the data to the first host computer in the
complementary network. The second routing switch com-
prises a server for adding a radio frequency header to the
data.

In a sixth embodiment, the invention comprises a wireless
communication system enabling a device to transmit data
alternately between at least a first host computer, connected
to a second routing switch, using first and second routing
switches, and a second host computer, connected to a third
routing switch, using first and third routing switches.

The system comprises a first routing switch that receives
data from the device. The first routing switch comprises: a
first server for at least one of adding and deleting a radio
frequency header respectively to and from the data; a second
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server, communicable with the first server, for reading a
profile of the device; a host router, communicable with the
second server, for adding a routing header to the data; a
queue manager, communicable with the host router, for
determining a time to transmit the data to at least one of the
second host computer and the second routing switch; a
protocol server, communicable with the queue manager, for
adding a protocol header to the data compatible with a host
computer to which the data 1s transmaitted.

The system also comprises a second routing switch com-
municable with at least the first routing switch and the first
host computer. A third routing switch 1s communicable with
the first routing switch and the second host computer.

In operation, the first routing switch receives data from
the device. The host router determines whether a most recent
preceding data transmission eligible for transmission to at
least one of the first host computer and the second host
computer was recerved by the first host computer or the
second host computer, adds a routing header to the data for
transmission of at least the data to the other of the first host
computer and the second host computer, and transmits at
least the data to the other of the first host computer via said
second routing switch and the second host computer via said
third routing switch.

In a seventh embodiment, the invention comprises a
wireless communication system enabling a wireless or non-
wireless device to transmit data alternately between at least
a first host computer, connected to a second routing switch
associated with a first wireless network, using first and
second routing switches, and a second host computer, con-
nected to a third routing switch associated with a second
wireless network, using first and third routing switches.

The system comprise a first routing switch, associated
with the second wireless network, that receives data from the
device. The first routing switch comprises: a first server for
deleting a radio frequency header from the data; a second
server, communicable with the first server, for reading a
profile of the device; a host router, communicable with the
second server, for adding a routing header to the data; a
queue manager, communicable with the host router, for
determining a time to transmit the data to at least the second
host computer; a first protocol server, communicable with
the at least one queue manager, for adding a protocol header
to the data compatible with the second host computer within
the second wireless network to which the data 1s transmaitted;
a second protocol server, communicable with the at least one
queue manager, for adding a protocol header to the data
compatible with the first host computer within the {first
wireless network to which the data 1s transmitted.

A second routing switch 1s associated with the first
wireless network and commumnicable with at least the first
routing switch and the first host computer. A third routing
switch 1s associated with the second wireless network and
communicable with the first routing switch and the second
host computer.

In operation, the first routing switch receives data from
the device, determines whether a most recent preceding data
transmission capable of transmission to at least one of the
first host computer and the second host computer was
received by the first host computer or the second host
computer, and adds a first routing header to the data for
transmission of at least the data to the other of said first host
computer and said second host computer.

The invention also provides a method that enables a
wireless or non-wireless device utilizing a wireless commu-
nication system to transmit data via first and second routing
switches to a first host computer associated with at least the
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second routing switch, subsequent to determining that a
second host computer associated with the first and second
routing switches cannot receive the data.

The method comprises the steps of: receiving data, via,
for example, a first routing switch or origination, from a
device; reading or accessing a profile of the device; adding,
assigning or activating a routing header to the data; deter-
mimng a time to transmit the data or immediately transmit-
ting the data; and adding, assigning or activating a protocol
header to the data compatible with the second host computer
to which the data 1s first transmitted.

Upon determining that the second host computer 1s unre-
sponsive, the data 1s transmitted, for example, to the second
routing switch or other destination, which adds, assigns or
activates a second routing header to the data. The data 1s
transmitted by the second routing switch to the second host
computer or other destination. Upon determining that the
second host computer 1s unresponsive, the second routing
switch adds, assigns or activates a third routing header to the
data, transmits at least the data to the first host computer. The
routing headers may be discrete headers or created dynami-
cally and/or pre-determined and waiting activation associ-
ated with the data and/or receiving destination.

In another embodiment, the invention provides a method
that enables a wireless or non-wireless device to transmit
data via first and second routing switches to a first host
computer, communicable with the first wireless network,
subsequent to determining that a second host computer via
a third routing switch cannot receive the data.

The method comprises the steps of: receiving data via a
first routing switch from the device; adding a radio fre-
quency header to the data; reading a profile of the device;
adding a routing header associated with the second host
computer to the data; determining a time at which to transmut
the data to the second host computer; and adding a protocol
header to the data compatible with the second host computer
to which the data 1s transmitted. Upon determining that the
second host computer 1s unresponsive, a second routing
header 1s added at the first routing switch for transmitting at
least the data to the first host computer via the second
routing switch.

In another embodiment, the invention provides a method
that enables a wireless or non-wireless device associated
with at least a first wireless network to transmit data via first
and second routing switches to a first host computer 1n a
complementary network, communicable with the first wire-
less network, subsequent to determining that a second host
computer via a third routing switch associated with the first
wireless network cannot receive the data.

The method comprises the steps of: recerving data at a
first routing switch from the device; adding a radio fre-
quency header to the data; reading a profile of the device;
adding a routing header to the data; determining data trans-
mission time; and transmitting the data to the second host
computer via said third routing switch. Finally, upon deter-
mimng that the second host computer 1s unresponsive, the
third routing switch adds a protocol header associated with
the second routing switch. The method also optionally
comprises the step of transmitting at least the data to the
complementary network.

In another embodiment, a method 1n accordance with the
present invention enables a wireless or non-wireless device
to transmit data via first and second routing switches to a
first host computer, communicable with the first wireless
network, subsequent to determining that a third routing
switch cannot receive the data.
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The method comprises the steps of: receiving data, at a
first routing switch, from the device; deleting a radio ire-
quency header from the data; reading a profile of the device;
adding a routing header to the data; determining a time at
which to transmit the data to at least one of the second
routing switch and the third routing switch; adding a pro-
tocol header to the data compatible with a host computer to
which the data i1s transmitted; and transmitting at least the
data to the third routing switch. Finally, upon determining
that the third routing switch 1s unresponsive, the host router
adds a second routing header for transmitting at least the
data to the first host computer via the second routing switch.

Another method 1n accordance with the present invention
cnables a wireless or non-wireless device within a first
wireless network to transmit data via first and second routing
switches to a first host computer in a complementary net-
work, communicable with the first wireless network, sub-
sequent to determining that a third routing switch associated
with the first wireless network cannot receive the data.

In a preferred embodiment, the method comprises the
steps of: receiving at a {irst routing switch data from the
device, and adding a protocol header to the data compatible
with the second host computer, associated with the third
routing switch, to which the data 1s mitially transmaitted.
Upon determiming that the third routing switch 1s unrespon-
sive, the first routing switch adds a second routing header
associated with the second routing switch for transmitting at
least the data to the first host computer in the complementary
network. The method optionally comprises the step of
adding a radio frequency header by the second switch to the
data for transmission of the data to the first host computer.

In yet another embodiment, a method 1n accordance with
the present invention enables a wireless or non-wireless
device to transmit data alternately between at least a {first
host computer, connected to a second routing switch, using
first and second routing switches, and a second host com-
puter, connected to a third routing switch, using first and
third routing switches.

The method comprises the steps of: receiving at the first
routing switch data from the device; adding a radio 1re-
quency header to the data; reading a profile of the device;
determining a time to transmit the data to at least one of the
second routing switch and the third routing switch; adding a
protocol header to the data compatible with a host computer
to which the data 1s transmitted; determining whether a most
recent preceding data transmission eligible for transmission
to at least one of the first host computer and the second host
computer was recerved by the first host computer or the
second host computer; adding a routing header to the data
for transmission of at least the data to the other of the first
host computer and the second host computer; and transmit-
ting at least the data to the other of the first host computer
via the second routing switch and the second host computer
via the third routing switch.

In another embodiment, a method 1n accordance with the
present invention comprises the steps of enabling a wireless
or non-wireless device to transmit data alternately between
at least a first host computer, connected to a second routing
switch associated with a first wireless network, using first
and second routing switches, and a second host computer,
connected to a third routing switch associated with a second
wireless network, using first and third routing switches.

The method comprises the steps of: transmitting data from
the device to the first routing switch; receiving data, at the
first routing switch, via the device; determiming whether a
most recent preceding data transmission capable of trans-
mission to at least one of the first wireless network and the
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second wireless network was transmitted to the first wireless
network or the second wireless network; adding a routing
header, corresponding to at least one of the first wireless
network and the second wireless network, to the data for
transmission of at least the data to the other of the first
wireless network and the second wireless network; and
transmitting at least the data to the other of the first host
computer via the second routing switch and the second host
computer via the third routing switch.

There has thus been outlined, rather broadly, the more
important features of the invention in order that the detailed
description thereof that follows may be better understood,
and 1n order that the present contribution to the art may be
better appreciated. There are, of course, additional features
ol the mnvention that will be described heremafter and which
will form the subject matter of the claims appended hereto.

In this respect, before explaining at least one embodiment
of the mvention 1n detail, 1t 1s to be understood that the
invention 1s not limited 1n 1ts application to the details of
construction and to the arrangements of the components set
forth 1n the following description or illustrated in the draw-
ings. The mvention 1s capable of other embodiments and of
being practiced and carried out 1n various ways. Also, 1t 1s
to be understood that the phraseology and terminology
employed herein are for the purpose of description and
should not be regarded as limiting.

As such, those skilled in the art will appreciate that the
conception, upon which this disclosure 1s based, may readily
be utilized as a basis for the designing of other systems and
methods for carrying out the several purposes of the present
invention. It 1s important, therefore, that the claims be
regarded as 1ncluding such equivalent constructions insofar
as they do not depart from the spirit and scope of the present
invention.

Further, the purpose of the foregoing abstract 1s to enable
the U.S. Patent and Trademark Oflice and the public gen-
crally, and especially the scientists, engineers and practitio-
ners in the art who are not familiar with patent or legal terms
or phraseology, to determine quickly from a cursory inspec-
tion the nature and essence of the technical disclosure of the
application. The abstract 1s neither intended to define the
invention of the application, which 1s measured by the
claims, nor 1s 1t intended to be limiting as to the scope of the
invention 1n any way.

These together with other objects of the invention, along
with the various features of novelty which characterize the
invention, are pointed out with particularity in the claims
annexed to and forming a part of this disclosure. For a better
understanding of the invention, 1ts operating advantages and
the specific objects attained by 1ts uses, reference should be
had to the accompanying drawings and descriptive matter in
which there 1s illustrated preferred embodiments of the
invention.

BRIEF DESCRIPTION OF THE DRAWINGS

The Detailed Description including the description of a
preferred structure and method as embodying features of the
invention will be best understood when read 1n reference to

the accompanying figures wherein:

FIG. 1 1llustrates a prior art block diagram of a first
messaging system;

FIG. 2 illustrates a prior art block diagram of the con-
nection of a plurality of electronic mail systems through a
plurality of interface switches to an input port of an RF
information transmission network;

10

15

20

25

30

35

40

45

50

55

60

65

16

FIG. 3 1llustrates a prior art block diagram of the trans-
mission of information originating from a plurality of elec-
tronic mail systems to an RF information transmission
network to a plurality of destination processors and origi-
nating processors within a plurality of electronic mail sys-
tems;

FIG. 4 1s a prior art diagram of a second messaging system
which illustrates the basic communication pathways and
spatial relationships between a host computer, base stations
and roaming terminals of the present invention;

FIG. 5 1s a schematically simplified representation of the
Motient> terrestrial communications network;

FIG. 6 1s an exemplary block diagram of a hot backup
configuration, which also 1llustrates a method 1n accordance
with the present invention;

FIG. 7 1s an alternate exemplary block diagram of a hot
backup configuration, which also 1llustrates a method 1n
accordance with the present invention;

FIG. 8 1s an exemplary block diagram of a hot backup
configuration that can be used in conjunction with a primary
network and a secondary network, which also illustrates a
method 1n accordance with the present invention;

FIG. 9 1s an exemplary block diagram of a redundant node
configuration, which also 1llustrates a method 1n accordance
with the present mvention;

FIG. 10 1s an exemplary block diagram of a redundant
node configuration that can be used in conjunction with a
primary network and a secondary network, which also
illustrates a method in accordance with the present inven-
tion;

FIG. 11 1s an exemplary block diagram of a redundant
node configuration that can utilize a round robin routing
scheme, which also 1llustrates a method 1n accordance with
the present invention;

FIG. 12 1s an exemplary block diagram of a redundant
node configuration that can utilize a round robin routing
scheme in connection with a primary network and a sec-
ondary network, which also illustrates a method in accor-
dance with the present invention;

FIG. 13 shows an exemplary method of host routing; and

FIG. 14 shows an exemplary method of round-robin
message routing.

DETAILED DESCRIPTION

Retference now will be made in detail to the presently
preferred embodiments of the invention. Such embodiments
are provided by way of explanation of the invention, which
1s not intended to be limited thereto. In fact, those of
ordinary skill in the art may appreciate upon reading the
present specification and viewing the present drawings that
various modifications and variations can be made.

For example, features illustrated or described as part of
one embodiment can be used on other embodiments to yield
a still further embodiment. Additionally, certain features
may be interchanged with similar devices or features not
mentioned yet which perform the same or similar functions.
It 1s therefore mtended that such modifications and varia-
tions are included within the totality of the present invention.

The Motient™™ network 500 is a terrestrial wireless two-
way data network that 1s based on Motorola’s Radio Data-
Link Access Procedure (RD-LAP) technology. RD-LAP 1s a
radio frequency (RF) protocol used for commumnicating
between wireless devices 502, 504, 506 and base stations
510. It was origmally developed and jointly owned by
Motorola and IBM. In 1995 Motorola acquired 100 percent
ownership of what was then called the ARDIS® (Advanced
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Radio Data Information Services) network. In 1998,
ARDIS® was acquired by American Mobile Satellite Cor-
poration (now Motient Corporation).

The Motient™ network 500 covers at least ninety percent
of the urban business population and more than 500 metro- 3
politan area in the United States, Puerto Rico and the Virgin
Islands. Two standard air-interface protocols have been
developed for the network 3500. The standard Mobile Data
Communications-4800 (MDC-4800) protocol provides a
4800 bat/sec service, and the standard RD-LAP protocol 10

provides a 19.2 kbit/sec service.

The network 500 allows SUs such as an intelligent
terminal or computing device 502, handheld device 504,
and/or other communications device 306 to transmit and/or
receive data messages. SUs 502, 504, 506 therefore, typi- 1°
cally have a radio frequency (RF) modem for sending and
receiving signals. The RF modem utilizes the MDC-4800
and/or RD-LAP protocols to enable SUs to gain access to the
Motient>" network 500. In the event a network other than
the Motient®™ network 500 is utilized, other air-interface <Y
communication protocols may be used. For example, 1 a
MOBITEX network 1s used, the air-interface protocol would
utilize Gaussian minimum shift keying (GMSK).

The network 500 has over 2000 base stations (510) that
provide service throughout the United States, Puerto Rico,
and U.S. Virgin Islands. Each base station 510 covers a
radius of approximately 15-20 miles. The base stations 510
are radio frequency towers that transmit or receive radio
signals between SUs 502, 504, 506 and the Radio Fre-
quency/Network Control Processors (RF/NCPs) 512. Base
stations 510 transmit and receive radio signals, preferably
using a narrow band FM transmitter and receiver operating,
in the 800 MHz frequency band. There are separate frequen-
cies for the transmit path and the receive path; together these
two frequencies represent a full duplex channel that nor-
mally transmits data at 4800 bps 1n both directions. Other
standard transmission methods may alternatively be used 1n
other standard communication systems.
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In operation, for a message “inbound” to the network 500
from a SU 502, 504, 506, the signal 1s “heard” or received
by the base stations 510 and sent over dedicated leased lines
516 to a REF/NCP 512. The network 500 employs an auto-
mated roaming capability that allows the free movement of
SUs 502, 504, 506 between cities and between multiple
channels within a given city. This capability allows the SUs
502, 504, 506 to freely move (roam) across the country and
take advantage of all the network services that are available
in every locale.

The RE/NCPs 512 are high-speed computers that inter- 5,
connect multiple base stations 510 with the standard
ARDIS® Connect Engine(s) (ACEs) 514. A number of
RE/NCPs 512 are located together serving a particular
geographical area, each being connected by high speed
digital phone service to one of the ACEs 514, which route 55
messages to a destination such as a customer host computer
508 that 1s directly connected to the network 500 by, for
example, a leased telephone line or a value added network.

RE/NCPs 512 manage the RF resources, including the
base stations 510 and data sent over the radio channels. Both 60
inbound and outbound channels are managed using different
delivery strategies. The RE/NCPs 512 evaluate the strength
of the signal received from every wireless device transmis-
sion at each base station for each detected inbound data

packet. Alternatively, the wireless device or the system may 65
evaluate signal strength and report back to the RE/NCP 512.
The REF/NCP 512 then selects the best base station 510 to
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communicate with that particular wireless device and will
send the next outbound message through that base station.

The REF/NCPs 512 also help manage the roaming capa-
bility of the network 500. SUs 502, 504, 506 can automati-
cally move (roam) between any of the network 500 frequen-
cies on either of the two protocols (MDC-4800 and RD-L AP
19.2), or between any of the configured network 500 layers
that have been configured for in-bulding or on-street usage.
Through periodic transmission of “channel market mes-
sages,” each SU 502, 504, 506 1s provided with the most
cilicient service available 1n that area. Each REF/NCP 512
also passes information, via a high speed digital line, relat-
ing to source, destination and length of each message to an
ACE 514 that enables the network 400 to do network
analysis of traflic density at each base station 510.

ACE 514, 1n turn, passes information back to a RE/NCP
512 concerning whether the SU 502, 504, 506 1s properly
registered to the network 500 and, 1f so, what level of service
1s provided to the respective subscriber 502, 504, 506. The
ACEs 514 are general purpose computers that act as the
heart of the network 500. The ACEs 514 route messages to
the proper destination, store subscriber registration informa-
tion including entitlement, and perform accounting and
billing functions. The ACEs 3514 also serve as a point of
connectivity to, for example, host 308, perform protocol
conversion, and perform network 500 troubleshooting and
test functions. A plurality of ACEs 514 are interconnected
through dedicated lines, with alternate paths available from
cach switch as a contingency measure against line interrup-
tions. The linking between host 508 and an ACE 514 1s
generally accomplished using Transmission Control Proto-
col/Internet Protocol (TCP/IP), Systems Network Architec-
ture (SNA), or X.25 dedicated circuits.

The wireline network 3516 provides communication
between the customer host computer 508, the ACEs 514, the
RFE/NCPs 512, and the base stations 510. The wireline
network 516 1s equipped with communications equipment
that relays customer messages. This equipment includes
intelligent multiplexers, leased telephone circuits, high-
speed modems or digital service units, and modems for both
RE/NCP 512 and host 508 connectivity. Accordingly, the
various functionality performed by ACE 3514 and the other
one or more RE/NCPs 512, and base stations 510 may
optionally be distributed in various parts/manners to those
network components 1n accordance with alternative embodi-
ments of the invention.

Inside every cell, the SUs 502, 504, 506 access the
network 500 using, for example, a random access method
called data sense multiple access (DSMA). Belore every
transmission, a SU 502, 504, 506 listens to a base station 510
to determine 11 the base station 1s busy. The SUs are allowed
to transmit only when a base station 510 1s not busy and/or
have capacity to provide service.

FIG. 6 1s an exemplary block diagram of a hot backup
configuration 1n accordance with the present mnvention, and
also 1illustrates a method in accordance with the present
invention.

In FIGS. 612, explanation 1s generally provided by way
of example when ACE 514a receives the data transmitted
from SU 502, 504, 506. However, ACE 514a can also
analogously transmit data to SUs 502, 504, 506. The system
and method 1n accordance with FIG. 6 provides backup
routing 1n a case where, for example, a line handler 611
associated with a first customer host 618 1s down, unavail-
able or otherwise unresponsive (hereinaiter “down”). The
line handlers 611, 616, 634 generally determine which
protocol(s) the respective hosts 618, 626 use to communi-
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cate with the respective ACEs 514q, 514b. When, {for
example, a line handler 611, 613, 634 1s down, the message
1s routed to a backup ACE 514/ that has a second line
handler 616 connected to the first host 618. It the second line
handler 616 1s working, the message can be delivered to host
618. However, 1f the second line handler 616 1s down, the
message can then be routed via a third line handler 634 to a
second (backup) customer host 626 as a “hot” backup. Line
handlers 611, 616, 634 do not need to directly interface to
host 618. For example, line handlers 611, 616 and/or 634 can
optionally interface with the Internet or other intermediate
network (not shown) before a message reaches a host 618,
626.

Although only two hosts 618, 626 and two nodes 514a,
514b are shown 1n FIG. 6, any number of host connections
may be configured as hot backups. In this embodiment, the
customer host primary connection (e.g., host 618) 1s option-
ally configured as one-to-many physical connections under
one logical grouping. Further, a NAK message (e.g., a “host
down message”) can optionally be transmitted to ACE 514a,
ACE 5145) and/or the oniginating SU 502, 504, 506 when all
primary and hot backup connections are down or otherwise
unresponsive and/or unavailable.

More specifically, a SU 502, 504, 506, via, for example,
BTS 510 and RE/RNC 3512, transmits (2) data (e.g., a
message) to ACE 514a. In operation, it 1s preferred that a
message 1s sent from a SU 502, 504, 506 and (normally)
received by host computer 618 via any of the network 500
supported line protocols (e.g., X.23).

The message, via line handler 602, 1s routed (3) to RNC
server 603, which removes any RF transmission headers
from the transmitted message. When transmitting a message
to a SU 502, 504, 506, the RNC server 603 also adds an
appropriate radio frequency (RF) header for RF transmis-
sion. The RNC server then transmits (4) the message to
request server 604. Request server 604 reads (5) the SU 502,
504, 506 profile, and adds the primary network 500 infor-
mation to the internal ACE 514 header. In one embodiment,
such information can be stored, for example, in one or more
databases. For example, the customer information database
618 can store the type and level of service provided to each
customer and/or SU, and/or data pertaining to usage fees
and/or billing. The subscriber unit information database 616
can store all valid SU 1dentification numbers (IDs) and the
associated host computers.

The request server transmits (6) the data to the host router
606. Host routers 606, 612, can store information pertaining
to each SU 502, 504, 506 and, for example, their associated
primary host (e.g., host 618) and/or secondary host (e.g.,
customer host 626). Host router 606 preferably transmits
(8a, 8b) the message to SU queue managers 608a, 6080,
respectively, which queues the message. When transmitting,
to host computers 618, 626, other embodiments of the
invention can eliminate use of queue managers 608a, 6085,
in which case the message could be transmitted directly to
SCR server 610. When 1t 1s time to transmit the message,
one of the SU queue managers (e.g., a primary queue
manager 608a) transmits (10aq) the message to the binary
SCR server 610, which venfies routing headers before
attempting to transmit (12) the message to customer host
618 via line handler 611. In the event that SU queue manager
608a 1s down or otherwise unresponsive, SU queue manager
60856 can transmit (105) the message to SCR server 610.

Binary SCR 1s a standard protocol that can be used 1n host
based routing when a SU 502, 504, 506 sends messages to
and/or receives messages from a host computer 618, 626
connected to the network 500. Host based routing 1s gener-

10

15

20

25

30

35

40

45

50

55

60

65

20

ally used for applications which require a central repository
of information or on-line service. This type of routing
assumes that the host computer 618, 626 1s 1n a fixed
location and that the host computer 618, 626 application(s)
compliments the client application, usually by providing
more complex processing. It 1s preferred that the host
computer 618, 626 i1s connected to the respective ACE 514a,
514b through one of a variety of supported protocols (e.g.,
SNALU6.2 or X.235). The physical connection to ACE 514a,
514b can be, for example, a leased line. Alternative standard
protocols and/or routing algorithms may optionally be used.

SCR can be used for routing the message from the ACE
514a to host 618 (and 626). SCR 1s an application header
which flows between the network 500 and the customer host
618 (and vice versa). This header 1s preferably placed at the
beginning of the user data. SCR provides for message
control and delivery acknowledgment, and can be used with,
for example, the SNA LU 6.2, X.25 protocols and TCP/IP
protocols. Other standard application headers may alterna-
tively be used that performs or provides the functionality
and/or data described herein.

It 1s preferred that there are at least three types of SCR
message headers: Basic Inbound (IB), Basic Acknowledge-
ment (AB), and Basic Outbound (BO). For messages origi-
nating at SU 502, 504, 506 via ACE 514a, the IB header 1s
preferably created in SCR server 610. For messages origi-
nating at a customer host (e.g., customer host 618), the 1B
header 1s preferably created in the customer host 618 appli-
cation soiftware or communications software and tflows from
the customer host 618 to the network 500. The network 500
can then direct the message to the approprniate SU 502, 504,
506 via, for example, ACE 514a and/or ACE 514b.

The AB header 1s created by network 300 (e.g., ACE
514a) and 1s sent to host 618 (or host 626). An AB header
notifies the host 618 that the message sent to a SU 502, 504,
506 was successiully delivered.

An OB header 1s created by the network 500 (e.g., ACE
514a) for messages sent to the host 618 (and host 626 1f
operable) from a SU 502, 504, 506. Further information
pertaining to the SCR protocol and the Motient>" network
can be found in the following documents: ARDIS Network
Connectivity Guide, June 1994; DatalAC Wireless Data
Networks: Application Development Guide (Doc. No.
6804111L.20-A), First Edition, November 1997; DatalAC
Open Protocol Specifications Standard Context Routing
Release 1.0 (Doc. No. 68P04025C20-A), November 1995);
ARDIS DatalAC 4000 Software Developers Reference
Guide, Revision 2.0, January 1997. Each of the atoremen-
tioned documents are incorporated herein by reference in
their entirety. Copies ol these documents are submitted
herewith and/or included in the priority applications incor-
porated by reference in the related applications section of
this application. Other standard message headers may alter-
natively be used providing the functionality and/or data
described herein.

When the message cannot be delivered to the host 618,
line handler 611 transmits (14) the message to the SCR
server 610 which, 1n turn, transmits (16) the message to the
host router 606. Host router 606 reads (18) backup routing
information from database 628, and transmits (20) the
message to host router 612 associated with ACE 5145. Host
router 612 transmits (22) the message to SCR server 614,
which adds a header to facilitate transmission of the message
to host 618 via line handler 616. In a first embodiment
shown 1n FIG. 6, the message 1s successiully transmitted
(25) to the host 618 by line handler 616. The message can

optionally be subsequently transmitted to, for example, a
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computing device 502 directly from the host 618 or via the
Internet 650, and/or to a SU 504 via the Internet 650.

In a second embodiment shown 1n FIG. 6, the line handler
616 cannot deliver (25b) the message to host 618. Upon
determining that the message cannot be delivered to host
618, the line handler 616 transmits (26) the message to SCR
server 614 which, 1n turn, transmits (28) the message to the
host router 612. The host router 612 reads (30) alternate
routing information from database 628, and transmits (32)
the message to SCR server 614, which adds headers to the
message. SCR server 614 transmits (34) the message to line
handler 634 which, in turn, transmits (36) the message to a
backup host (e.g., host 626) as determined by information
stored 1n database 628. The message can optionally be
subsequently transmitted to, for example, a computing
device 502 directly from the host 618 or via the Internet 650,
and/or to a SU 504 via the Internet 650. Line handlers 624,
616 do not need to directly interface to a host 626, 618,
respectively. For example, line handlers 624 and/or 616 can
optionally interface with the Internet or other intermediate

network (not shown) before a message reaches the respec-
tive host 626, 618.

When the message has been successiully transmitted, host
626 transmits (38) an acknowledgement to line handler 634
which, 1n turn, transmits (40) an acknowledgement to SCR
server 614. SCR server 614 then transmaits (42) the acknowl-
edgement to server 630.

The system and method 1n accordance with FIG. 7 pro-
vides backup routing 1n a case where no host computer 1s
associated with the node (e.g., ACE 514a) at which the SU
502, 504, 506 originates the transmitted message. More
specifically, a SU 502, 504, 506, via, for example, BTS 510
and RF/RNC 512, transmits (2) a message to line handler
602 within ACE 514qa. The message, via line handler 602, 1s
routed (3) to RNC server 603, which removes any RF
transmission headers from the transmitted message. The
RNC server 603 then transmits (4) the message to request
server 604, which reads (5) the SU 502, 504, 506 profile, and
adds the primary network 500 information to the internal
ACE 514 header. In one embodiment, such information can
be stored, for example, 1n one or more databases. For
example, the customer information database 618 can store
the type and level of service provided to each customer
and/or SU, and/or data pertaining to usage fees and/or
billing. The subscriber unit information database 616 can
store all valid SU identification numbers (IDs) and the
associated host computers. The request server transmits (6)
the data to the host router 606, which determines the location
of the intended receiving host (e.g., host 618). Host router
606 optionally transmits (8) the message to SU queue
manager 608 for message queuing. In the event SU queue
manager 1s not used, the message can be transmitted directly
to host router 612 or host router 620. If no other messages
are queued, the SU queue manager 608 retransmits (10) the
message to host router 606 for subsequent transmission (12)
to customer host router 612 associated with ACE 514b. Note
that the message 1s preferably transmitted to SCR server 610
since host 618 1s not connected to ACE 514a.

Host router 612 transmits (14) the message to SCR server
614, which adds a routing header before transmitting (16)
the message to line handler 616 associated with the desig-
nated host 618. When the message cannot be delivered (18)
to the host 618, the line handler 616 transmits (20) the
message to SCR server 614, which removes the transmission
header associated with host 618, and transmits (22) the
message to host router 612.
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Host router 612 reads (24) alternate routing information
from database 628, and transmits (26) the message to host
router 620 associated with ACE 514¢. Host router 620 then
transmits (28) the message to SCR server 622, which adds
a transmission header associated with host 626 to the
message. The SCR server transmits (30) the message to line
handler 624 which, 1n turn, transmits (32) the message to a
backup host (e.g., host 626) as determined by information
stored 1n database 628. The message can optionally be
subsequently transmitted to, for example, a computing
device 502 directly from the host 626 or via the Internet 650,
and/or to a SU 504 via the Internet 650. Line handlers 624,
616 do not need to directly interface to a host 626, 618,
respectively. For example, line handlers 624 and/or 616 can
optionally interface with the Internet or other intermediate
network (not shown) before a message reaches the respec-
tive host 626, 618.

Upon receiving confirmation (34) that the message has
been successtully transmitted to host 626, line handler 634
transmits (36) an acknowledgement to SCR server 622
which, in turn, transmits the acknowledgement (38) to
acknowledgement server 630. In addition to the routing
system and method described, one or more host computers
(not shown) can optionally be similarly utilized 1n conjunc-
tion with ACE 514a.

The system and method 1n accordance with FIG. 8 pro-
vides backup routing in a case where no host computer 1s
associated with node (e.g., ACE 514a) at which the SU 502,
504, 506 originates the transmitted message, and where the
backup host to which the message 1s transmitted 1s associ-
ated with a complementary network.

More specifically, a SU 502, 504, 506, via, for example,
BTS 510 and REF/RNC 512, transmits (2) a message to line
handler 602 within ACE 514a. The message, via line handler
602, 1s routed (3) to RNC server 603, which removes any RF
transmission headers from the transmitted message. The
RNC server 603 then transmits (4) the message to request
server 604, which reads (5) the SU 502, 504, 506 profile, and
adds the primary network 500 information to the internal
ACE 514 header. In one embodiment, such information can
be stored, for example, 1n databases 616 and 618, as previ-
ously described.

The request server transmits (6) the data to the host router
606, which determines the location of the intended receiving,
host (e.g., host 618). Host router 606 optionally transmits (8)
the message to SU queue manager 608 for message queuing.
If queue manager 608 1s not utilized, the message can be
transmitted directly to host router 612 or reverse SCR server
804. When it 1s time for the message to be transmitted, the
SU queue manager 608 transmits (10) the message to the
host router 608, which transmits (12) the message to host
router 612 for subsequent transmission (14) to SCR server
614 associated with ACE 514b.

SCR server 614 transmits (16) the message to line handler
616 associated with the designated host 618. When the
message cannot be delivered (18) to host 618, the line
handler 616 transmits (20) the message to SCR server 614,
which removes the transmaission header associated with host
618.

Host router 612 receives (22) the message from SCR
server 614, reads (24) alternate routing information from
database 628, and transmits (26) the message to reverse SCR
server 802. Reverse SCR server 802 1s utilized 1n conjunc-
tion with a complementary network 702. The reverse SCR
server 802 adds appropriate headers to the message so that
the network 500 looks like a customer host to the comple-
mentary network 702.
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Specifically, the reverse SCR server 802 adds, for
example, the appropriate IB SCR message header and trans-
mits (28) the message to host router 612 which, 1n turn,
transmits (30) the message to line handler 804. Line handler
804 transmits (32) the message to, for example, switch 704,
which preferably views the connection as 1t would a stan-
dard host connection. Switch 704 then transmits (34) the
message to the network 702 as 1t would any other message
to the designated SU 502, 504, 506 and/or host 626. The
message can optionally be subsequently transmitted to, for
example, a computing device 502 directly from the host 626
or via the Internet 650, and/or to a SU 504 via the Internet
650. Host 626 does not need to directly interface to com-
puting device 502. For example, host 626 can optionally
interface with the Internet or other intermediate network (not
shown) belfore a message reaches computing device 502.

Upon receiving confirmation (38) that the message has
been successtully transmitted to host 626 (or SU 502, 504,
506), the network 702 transmits (40) an acknowledgement
to switch 704 which, 1n turn, transmits (42) the acknowl-
edgement to line handler 802. Line handler 802 then trans-
mits (44) the acknowledgement to reverse SCR server 706
for subsequent storage (46) in acknowledgement server 630.

A SU 502, 504, 506 or host computer 632 1n a comple-
mentary network 702 can also transmit to a SU i the
primary network 700. In this case, the complementary
network 702, in eflect, becomes functionally equivalent to
the primary network 700. As such, switch 704 (or equivalent
thereot) may need to be physically and/or logically modified
to provide functionality similar to, or substantially similar
to, ACE 514a and/or ACE 514b. That 1s, when the primary
network 500 transmits to a secondary network 702, no
modification of the secondary network 702 1s required since
the primary network 500 appears as any other host would to
the secondary network. However, when the secondary net-
work 702 1s transmitting to the primary network 3500, and
also wants to provide the features of the present invention to
its associated or registered SUs or customers, the secondary
network 702 may be required to have or optionally includes
a Tunctionality similar to ACEs 514a, 5146 to enable SU
502, 504, 506 to transmit a message between the designated
secondary network (e.g., 702) and one or more other net-
works (e.g., 500).

A SU 502, 504, 506 that roams between the primary
network 700 and the secondary network 702 will preferably
or optionally be registered using standard procedures and/or
real-time via standard identification procedures with each
respective network. The secondary network 702 could also
be a satellite network such as the Bell Mobility network or
other communications network. Further, two or more
complementary networks 702 can be utilized in accordance
with the present mvention.

It should be further understood that the connection of the
ACE 514b6 to switch 704 1s perceived by the secondary
network 702 as 1t would any other supported connection
(e.g., X.25). That 1s, 1n accordance with one embodiment of
the present invention, it 1s preferred that the ACE 514b
appear as a host to a switch 704 (or equivalent thereof) of a
complementary network 702.

Another embodiment of the present invention contem-
plates the use of a bridge connection between the primary
500 and secondary 702 networks, so that the interface that
connects the respective primary network 500 and secondary
network 702 to the bridge have the same address.

While the embodiment described in FIG. 8 has focused
one specific network configuration, other network configu-
rations are possible and may be used with the present
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invention to implement the functionality and features
described herein. For example, instead of using a host-based

routing scheme as described above, the ACE 514 may also
route from a first SU 502, 504, 506 to a receiving SU 502,

504, 506 1in the complementary network 702, without using
a host computer 618, 626, by using a conventional e-mail
protocol such as the Post Otlice Protocol (e.g., POP3, POP4,
etc.) or Simple Mail Transter Protocol (SMTP). In this case,
the Reverse SCR server 802 can utilize, for example, the
POP3 and/or POP4 and/or SMTP protocol, rather than the
SCR. In addition to the routing system and method
described, one or more host computers (not shown) can
optionally be similarly utilized in conjunction with ACE
514a. If the message 1s transmitted to a SU 502, 504, 506 1n
lieu of a host computer 618, 626, 1t 1s preferred that SU
queue manager 608 be utilized.

FIG. 9 provides backup routing 1n a case where the node
(e.g., ACE 514b) associated with the intended receiving host
computer ¢.g., host 618) 1s down or otherwise unresponsive.
More specifically, a SU 502, 504, 506, via, for example, BTS
510 and RF/RNC 512, transmits (2) a message to line
handler 602 within ACE 514a. The message, via line handler
602, 1s transmitted (3) to RNC server 603, which removes
any RF transmission headers from the transmitted message.
RNC server 603 then transmits (4) the message to request
server 604, which reads (5) the SU 502, 504, 506 profile, and
adds the primary network 500 information to the internal
ACE 514 header. Such information can be stored, for
example, in customer information database 616 and sub-
scriber unit information database 618, as previously dis-
cussed.

The request server transmits (6) the data to the host router
606, which determines the location of the intended receiving
host (e.g., host 618). Host router 606 optionally transmits (8)
the message to SU queue manager 608 for message queuing.
If SU queue manager 1s not used, the message can be
transmitted directly to host router 612 or host router 620.
When it 1s time for the message to be transmitted, the SU
queue manager 608 transmits (10) the message back to the
host router 606, which attempts to transmit (12) the message

to host router 612 associated with ACE 514b5.

Upon determining (14) that the message cannot be deliv-
ered to the host 618, the host router 606 reads (16) alternate
routing information from database 628 as previously dis-
cussed. Host router 606 then transmits (18) the message to
host router 620 associated with ACE 3514¢. Host router 620
transmits (20) the message to SCR server 622, which adds
a transmission header to the message to transmit (22) the
message to line handler 624 which, 1n turn transmits (24) the
message to a backup host (e.g., host 626) as determined by
information stored in database 628. The message can option-
ally be subsequently transmitted to, for example, a comput-
ing device 502 directly from the host 626 or via the Internet
650, and/or to a SU 504 via the Internet 650. Line handlers
624, 616 do not need to directly interface to hosts 626, 618,
respectively. For example, line handlers 624 and/or 616 can
optionally interface with the Internet or other intermediate

network (not shown) before a message reaches a host 626,
618.

Upon receiving confirmation (26) that the message has
been successiully transmitted to host 626, line handler 624
transmits (28) an acknowledgement to SCR server 622
which, 1n turn, transmits (30) the acknowledgement to server
630. In addition to the routing system and method described,
one or more host computers (not shown) can optionally be
similarly utilized 1n conjunction with ACE 514a.
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FIG. 10 provides an alternate embodiment of backup
routing where no host computer 1s associated with the node
(e.g., ACE 514a) at which the SU 502, 504, 506 originates
the transmitted message, and the backup host to which the
message 1s transmitted 1s associated with a complementary
network (e. 2., network 702). More specifically, a SU 502,
504, 506, via, for example, BTS 510 and RF/RNC 512,
transmits (2) a message 1o line handler 602 within ACE
514a. The message, via line handler 602, 1s transmitted (3)
to RNC server 603, which removes any RF transmission
headers from the transmitted message. The RNC server 603
then transmits (4) the message to request server 604, which
reads (5) the SU 502, 504, 506 profile, and adds the primary
network 500 information to the internal ACE 514 header. In
one embodiment, such information can be stored, for
example, 1n databases 616 and 618, as previously described.

The request server transmits (6) the data to the host router

606, which determines the location of the intended receiving
host (e.g., host 618). Host router 606 optionally transmits (8)
the message to SU queue manager 608 for message queuing.
If SU queue manager 608 1s not utilized, the message can be
transmitted directly to host router 612 or reverse SCR server
802. When 1t 1s time for the message to be transmitted, the
SU queue manager 608 transmits (10) the message to the
host router 606, which transmits (12) the message to host
router 612 assoc:lated with ACE 514b.
Upon determining that the message cannot be delivered to
ACE 514b, the host router 606 reads (14) alternate routing
information from database 628, and transmits (16) the
message to reverse SCR server 802, which adds appropnate
headers to the message so that the network 500 looks like a
customer host to the complementary network 702.

Specifically, the reverse SCR server 802 adds the appro-
priate IB SCR message header and transmits (18) the
message to line handler 804 which, 1 turn, transmits the
message to, for example, switch 704. Switch 704 preferably
views the connection as 1t would a standard host connection,
and transmits (22) the message to the network 702 as 1t
would any other message to the designated SU 502, 504, 506
and/or host 626. The network 702, 1n turn, transmits (24) the
message to the intended backup host (e.g., host 626). The
message can optionally be subsequently transmitted to, for
example, a computing device 502 directly from the host 626
or via the Internet 650, and/or to a SU 504 via the Internet
650. Computing device 502 and/or line handler 616 con
interface to respective hosts 626, 618 via the Internet or
other intermediate network.

Upon receiving confirmation (26) that the message has
been successiully transmitted to host 626, the network 702
transmits (28) an acknowledgement to switch 704 which, in
turn, transmits (30) the acknowledgement to line handler
804. Line handler 804 then transmits the message to reverse
SCR server 802, which removes any transmission headers
associated with network 702. The reverse SCR server 802
then transmits (34) the message to host router 606 for
subsequent storage (32) in server 630.

In this embodiment, a SU 502, 504, 506 or host computer
632 in a complementary network 702 can also transmit to a
SU 1n the primary network 500. In this case, the comple-
mentary network 702, in effect, becomes functionally
equivalent to the primary network 500. As such, switch 704
(or equivalent thereol) may need to be physically and/or
logically modified to provide functionality similar to, or
substantially similar to, ACE 514a and/or ACE 5145. That
1s, when the primary network 500 transmits to a secondary
network 702, no modification of the secondary network 702
1s necessarily required since the primary network 700
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appears as any other host would to the secondary network.
However, when the secondary network 702 1s transmitting to
the primary network 500, and also wants to provide the
features of the present invention to 1ts associated or regis-
tered SUs or customers, the secondary network 702 may be
required to have a functionality similar to ACEs 514a, 51456
to enable SU 502, 504, 506 to transmit a message between
the designated secondary network (e.g., 702) and one or
more other networks (e.g., 500).

A SU 502, 504, 506 that roams between the primary
network 700 and the secondary network 702 will preferably
be registered using standard procedures and/or real-time via
standard 1dentification procedures with each respective net-
work. The secondary network 702 could also be a satellite
network such as the Bell Mobility network. Further, two or
more complementary and/or communication networks 702
can be utilized 1n accordance with the present invention.

It should be further understood that the connection of the
ACE 514a to switch 704 1s perceived by the secondary
network 702 as 1t would any other supported connection
(e.g., X.25). That 1s, in accordance with one embodiment of
the present invention, 1t 1s preferred that the ACE 514a
appear as a host to a switch 704 (or equivalent thereot) of a
complementary network 702.

Another embodiment of the present mvention contem-
plates the use of a bridge connection between the primary
500 and secondary 702 networks, so that the interface that
connects the respective primary network 500 and secondary
network 702 to the bridge have the same address.

While the embodiment described 1n FIG. 10 has focused
on one specilic network configuration, other network con-
figurations are possible and may be used with the present
invention to implement the Ifunctionality and {features
described herein. For example, instead of using a host-based
routing scheme as described above, the ACE 514a may also
route from a first SU 502, 504, 506 to a receiving SU 502,
504, 506 1n the complementary network 702, without using
a host computer 618, 626, by using a conventional e-mail
protocol such as the Post Oflice Protocol (e.g., POP3, POP4,
etc.) or Simple Mail Transter Protocol (SMTP). In this case,
the Reverse SCR server 802 can utilize, for example, the
POP3 and/or POP4 and/or SMTP protocol, rather than the
SCR. In addition to the routing system and method
described, one or more host computers (not shown) can
optionally be similarly utilized in conjunction with ACE
514a. When routing 1s to a second SU 502, 504, 506 (not
shown) 1n lieu of a host computer 618, 626, 1t 1s preferred
that the SU queue manager 608 be utilized

FIG. 11 1s an exemplary block diagram of a redundant
node configuration 1n accordance with the present invention
that can utilize a round robin routing scheme, which also
illustrates a method 1n accordance with the present mven-
tion.

With regard to FIG. 11, items/steps 2—6 are performed
essentially the same as described with regard to FIG. 6. Host
router 606 then determines whether the most previous
message transmitted by SU 502, 504, 506 was transmitted to
ACE 3514) or ACE 514c¢. Assuming the SU 502, 504, 506
transmitted the most recently transmitted message to host
626 via ACE 514c, the host router 606 would, in round robin
fashion, designate the present message to be transmitted to
host 618 via ACE 514b.

The host router 606 optionally transmits (8) the message
to the SU queue manager 608, which queues the message. IT
SU queue manager 1s not utilized, the message can be
transmitted directly to host router 612 or host router 620.
When it 1s time for the message to be transmitted, the SU




US 7,230,944 Bl

27

queue manager 608 transmits (10) the message to host router
606, which transmits (12) the message to host router 612 for
subsequent transmission (14) to SCR server 614. SCR server
614 adds a transmission header and transmits (16) the
message to the line handler 616 which, in turn, transmits

(18) the message to host 618.

When the message has been delivered, host 618 transmits
(20) an acknowledgement to line handler 616 which, 1n turn,
transmits (22) the acknowledgement to SCR server 614.
SCR server 614 then transmits (24) the acknowledgement to
host router 612 which, i turn, transmits (26) the acknowl-
edgement to host router 606. Host router 606 then transmits
(28) the acknowledgement to server 630.

When a SU 562, 504, 506 transmits a subsequent message
that can be transmitted to either host 618 or host 626, the
message 1s transmitted to customer host 626 1n accordance
with, for example, a round-robin routing scheme. When the
message reaches host router 606, the message 1s transmitted
(8) to the SU queue manager 608, back (10) to the host
router 606, and to (30) host router 620.

Host router 620 then transmits (32) the message to SCR
server 622, which adds a transmission header to the message
and transmits (34) the message to line handler 624. Line
handler 624 subsequently transmits (36) the message to host
626. The message can optionally be subsequently transmit-
ted to a computing device 502 directly from the host 626 or
via the Internet 650, and/or to a SU 504 via the Internet 650.
Computing device 502 does not need to directly interface to
host 626. For example, computing device 502 can optionally
interface with the Internet or other intermediate network (not
shown) before a message reaches host 626.

Upon receiving confirmation (38) that the message has
been successiully transmitted to host 626, line handler 634
transmits (40) an acknowledgement to SCR server 622
which, 1n turn, transmits the acknowledgement (42) to server
630. In addition to the routing system and method described,
one or more host computers (not shown) can optionally be
similarly utilized i conjunction with ACE 514a. Line
handlers 624, 616 can optionally interface to respective
hosts 626, 618 via the Internet or other intermediate network
(not shown).

In another embodiment, when a given customer or orga-
nization has a host computer on two or more nodes (e.g.,
5146 and 514c¢), the network 300 can randomly assign a
given SU 3502, 504, 506 to a certain host computer (e.g.,
618a) based upon, for example, an SU 1dentification num-
ber. For example, for a given SU 502, 504, 506 1dentification
number, the network 500 can apply a conventional hash
algorithm to the SU 3502, 504, 506 identification number
such that for a sutlicient sample size of SUs 502, 504, 506,
the SUs will be substantially evenly distributed and assigned
to a given host computer. In the event that the assigned host
computer 1s down, SU 3502, 504, 506 messages can be
transmitted to an alternate host computer.

As discussed with regard to FIG. 6, the message can
optionally be subsequently transmitted to a computing
device (not shown) 502 from the host 626 or via the Internet
(not shown), and/or to a SU 504 (not shown) via the Internet
650 (not shown). Similarly, the message can optionally be
subsequently transmitted to a computing device (not shown)
502 from the host 618 or via the Internet (not shown), and/or
to a SU 504 (not shown) via the Internet 650 (not shown).

With regard to FIG. 12, items/steps 2-28 are performed
essentially the same as described with regard to FIG. 11.
When a SU 502, 504, 506 capable of transmitting to both
hosts 618, 626 transmits a subsequent message, the message
1s transmitted to customer host 626 1n complementary net-
work 702 1n accordance with a round-robin routing scheme
or other routing scheme/algorithm. When the subsequent
message 1s transmitted (6) to host router 606, the message 1s
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transmitted (8) to the SU queue manager 608, and back to
host router 606, as previously described with regard to the
first transmitted message. When a first SU 502, 504, 506
transmits to a second SU 502, 504, 506, 1t 1s preferred that
the SU queue manager 608 be utilized.

Host router then transmits (30) the message to reverse
SCR server 802, which adds appropriate headers to the
message so that the network 500 looks like a customer host
to the complementary network 702. Specifically, the reverse
SCR server 802 adds the appropniate IB SCR message
header and forwards (32) the message to line handler 804,
which transmits (34) the message to, for example, switch
704. Switch 704 preferably views the connection as 1t would
a standard host connection, and routes (36) the message to
the network 702 as 1t would any other message to the
designated SU 502, 504, 506 and/or host 626. The network
702 transmits (38) the messages to the intended round-robin
host (e.g., host 626).

As discussed with regard to FIG. 11, the message can
optionally be subsequently transmitted to a computing
device (not shown) 502 from host 626 or via the Internet (not
shown), and/or to a SU 504 (not shown) via the Internet 650
(not shown). Similarly, the message can optionally be sub-
sequently transmitted to a computing device (not shown)
502 from the host 618 or via the Internet (not shown), and/or
to a SU 504 (not shown) via the Internet 650 (not shown).
Line handler 616 can connect to host A 618 via the Internet
(not shown) or other intermediate network.

Upon receiving confirmation (40) that the message has
been successtully transmitted to host 626, the network 702
transmits (42) an acknowledgement to switch 704 which, in
turn, transmits (44) the acknowledgement to line handler
804. Line handler 804 then transmits (46) the acknowledge-
ment to reverse SCR server 802 which, in turn, transmits
(48) the acknowledgement to host router 606. Host router
606 then transmits (28) the acknowledgement to server 630.

Another embodiment of the present mvention contem-
plates the use of a bridge connection between the primary
700 and secondary 702 networks, so that the interface that
connects the respective primary network 500 and secondary
network 702 to the bridge have the same address.

While the embodiment described in FIG. 12 has focused
one specific network configuration, other network configu-
rations are possible and may be used with the present
invention to 1mplement the functionality and features
described herein. For example, instead of using a host-based
routing scheme as described above, the ACE 514aq may also
route from a first SU 502, 504, 506 to a receiving SU 502,
504, 506 1n the complementary network 702, without using
a host computer 618, 626, by using a conventional e-mail
protocol such as the Post Otflice Protocol (e.g., POP3, POPA4,
etc.) or Simple Mail Transter Protocol (SMTP). In this case,
the Reverse SCR server 802 can utilize, for example, the
POP3 and/or POP4 and/or SMTP protocol, rather than the
SCR. In addition to the routing system and method
described, one or more host computers (not shown) can
optionally be similarly utilized in conjunction with ACE

514a.

FIG. 13 shows an exemplary method 1n accordance with
the present invention. At decision step 1302, a determination
1s made whether the device 1s registered to transmit to two
or more networks. It so, at decision step 1304 a determina-
tion 1s made whether the message has been delivered by the
primary network. If the message has been delivered by the
primary network, the host computer (e.g., host 618) trans-
mits an acknowledgement to the primary network 500, and
the process terminates at step 1328. If the message has not
yet been delivered by the primary network 500, a determi-
nation 1s made at decision step 1308 whether the intended
host 1n the primary network 500 or a host (e.g., host 618)
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associated therewith 1s down. If the intended host in the
primary network 500 1s not down, the message 1s transmitted
to the intended host (e.g., host 618) at step 1306.

IT at decision step 1308 1t 1s determined that the intended
host (e.g., host 618) 1n the primary network 500 1s down, the
message 1s routed to a second (backup) host (e.g., host 626)
within a complementary network at step 1310. At decision
step 1312, a determination 1s made whether the message has
been delivered to the backup host (e.g., host 626) in the
complementary network 702. If the message has been deliv-
ered, an acknowledgment 1s sent from the backup host (e.g.,
host 626) to the primary network 500 via the complementary
network 702, and the process ends at step 1328.

If 1t 1s determined at decision step 1312 that the message
has not been delivered, then at decision step 1314 a deter-
mination 1s made whether the transmission path 1s continu-
ous, available or active. I there 1s continuity in the trans-
mission path, the process repeats beginning at step 1310. IT
the transmission path within the secondary network 1s not
continuous (e.g., a node or transmission line 1s down), then

another attempt 1s made to transmit the message at step
1306.

If at decision step 1302 1t 1s determined that the device
(e.g., SU 502, 504, 506) 1s registered with only a single
network (e.g., network 500), then at step 1318 the message
1s transmitted to a first host within that network. At decision
step 1320, a determination 1s made whether the message has
been delivered. If the message has not been delivered, a
determination 1s made at decision step 1322 whether the first
host 1s down. I the first host 1s not down, the message 1s
again transmitted to the first host at step 1324, and the
process returns to decision step 1320.

If a determination 1s made at decision step 1322 that the
first host 1s down, the message 1s transmitted to a second host
within the primary network via an alternate path. At decision
step 1330, a determination 1s made whether the message has
been delivered. If the message has not been delivered, a
determination 1s made at decision step 1322 whether there 1s
a continuous network transmission path. If at decision step
1332 1t 1s determined that there 1s continuity in the trans-
mission path, an attempt to retransmit the message 1s made
at step 1328.

IT at decision step 1332 a decision 1s made that there 1s not
continuity 1n the network transmission path or the transmis-
sion path 1s otherwise unacceptable (e.g., a host, node or
transmission line 1s down or faulty), then the message 1s
transmitted to the designated host via a second node (e.g.,
ACE 514b) within the primary network, and the process
returns to decision step 1330. An acknowledgement message
1s transmitted at step 1330 from the receirving host to the
primary network upon verification of receipt of the trans-
mitted message at decision step 1330. The process then
terminates at step 1328.

FIG. 14 shows an exemplary method of round-robin
message routing 1n accordance with the present invention.
Other routing techniques may optionally be used. At step
1402 a subscriber unit (e.g., SU 502, 504, 506) transmits a
message. At decision step 1404, a determination 1s made
whether the round robin routing scheme 1s used with a
primary and/or a complementary network. If a complemen-
tary network 1s utilized, a determination 1s made at step 1406
as to which host (e.g., host 618, host 626) the message 1s to
be transmitted to. Such a determination can be based upon,
for example, traversing a circular queue, with each routing
node representing an element within the queue.

At decision step 1408, a determination 1s made whether
the designated routing switch 1s within the complementary
network. If so, transmission headers are added at step 1412
to the message by, for example, an appropriate protocol
server (e.g., reverse SCR server 802). At step 1414, the
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message 1s transmitted with a header associated with the
complementary network. At decision step 1416, a determi-
nation 1s made whether another message 1s queued for
transmission. If so, the process returns to step 1402; if not
the process terminates at step 1418.

I at decision step 1404 1t 1s determined that a comple-
mentary network 1s not used, or if at decision step 1408 1t 1s
determined that a complementary network 1s not used, then
at step 1410 the message 1s transmitted to a designated host
(e.g., host 618) within the primary network (e.g., network
500), after which decision step 1416 1s executed, as previ-
ously discussed.

The many features and advantages of the invention are
apparent from the detailed specification, and thus, 1t 1s
intended by the appended claims to cover all such features
and advantages of the mvention which fall within the true
spirit and scope of the mvention. Further, since numerous
modifications and variations will readily occur to those
skilled 1n the art, 1t 1s not desired to limit the invention to the
exact construction and operation 1llustrated and described,
and accordingly, all suitable modifications and equivalents
may be resorted to, falling within the scope of the invention.
While the foregoing invention has been described 1n detail
by way of illustration and example of preferred embodi-
ments, numerous modifications, substitutions, and alter-
ations are possible without departing from the scope of the
invention defined in the following claims.

Having thus described our invention, what we claim as
new and desire to secure by Letters Patent 1s as follows:
1. A wireless communication system enabling a device to
transmit data via first and second routing switches to a
second host computer associated with at least the second
routing switch, subsequent to determining that a first host
computer associated with the first and second routing
switches cannot receive the data, said system comprising:
a first routing switch, associated with the first host com-
puter, receiving data from the device and, said first
routing switch comprising;:

a first server for at least one of adding and deleting a
radio frequency header respectively to and from the
data;

a second server, communicable with said first server,
for reading a routing configuration of the device;

a host router, communicable with said second server,
for adding a routing header to the data;

a protocol server communicable with at least said host
router for adding a protocol header to the data
compatible with the first host computer to which the
data 1s transmitted:

a second routing switch communicable with at least said
first routing switch and the second host computer; and
said first routing switch receiving the data from the
device, reading by said second server a routing con-
figuration of the device comprising routing data per-
taining to the first host computer and the second host

computer to which the device transmits data, adding a

first routing header to the data for transmitting at least

the data to the first host computer and, upon determin-
ing that said first host computer 1s unresponsive, trans-
mitting at least the data to the second routing switch,

said second routing switch adding a second routing header
to the data for transmitting at least the data to the first
host computer and, upon determining that the first host
computer 1s unresponsive, adding a third routing header
and transmitting at least the data to said second host
computer.

2. The system according to claim 1, wherein the device 1s

a wireless device.
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3. The system according to claim 1, wherein the device 1s
a non-wireless device.

4. The system according to claim 1, further comprising at
least one queue manager, communicable with said host
router, for determining a time to transmit the data to at least
one of the second host computer and the second routing
switch.

5. A wireless communication system enabling a device to
transmit data via first and second routing switches to a first
host computer, communicable with said first wireless net-
work, subsequent to determining that a second host com-
puter via a third routing switch cannot receive the data, said
system comprising;:

a first routing switch recerving data the device compris-

ng:

a first server for at least one of adding and deleting a
radio frequency header respectively to and from the
data;

a second server, communicable with said first server,
for reading a routing configuration of the device;

a host router, communicable with said second server,
for adding a routing header to the data;

a second routing switch communicable with at least said
first routing switch and associated with the first host
computer;

a third routing switch communicable with said first rout-
ing switch and said second routing switch, wherein said
third routing switch 1s associated with a second host
computer;

said first routing switch receiving the data from the
device, said second server reading a routing configu-
ration of the device comprising routing data pertaining
to at least one of the first host computer and the second

host computer to which the device transmits data, said

host router adding a first routing header to the data for
transmitting at least the data to the second host com-
puter via said third routing switch and;

said third routing switch, upon determining that said
second host computer 1s unresponsive, adding a second
routing header for transmitting at least the data to the
first host computer via said second routing switch.

6. The system according to claim 5, wherein the {first

device 1s a wireless device.

7. The system according to claim 35, wherein the first
device 1s a non-wireless device.

8. The system according to claim 5, further comprising a
queue manager, communicable with said host router, for
determining a time to transmit the data to at least one of the
second host computer and the second routing switch.

9. A wireless communication system enabling a device
associated with at least a first wireless network to transmuit
data via first and second routing switches to a first host
computer 1n a complementary network, communicable with
said first wireless network, subsequent to determining that a
second host computer via a third routing switch associated
with the first wireless network cannot receive the data, said
system comprising:

a first routing switch receiving data from the device,

comprising;

a first server for at least one of adding and deleting a

radio frequency header respectively to and from the
data;

a second server, communicable with said first server,
for reading a routing configuration of the device;

a host router, communicable with said second server,
for adding a routing header to the data;
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a first protocol server, communicable with at least said
host router, for adding a protocol header to the data
compatible with a host computer to which the data 1s
transmitted within the first network;

a second protocol server, communicable with said host
router, for adding a protocol header to the data
compatible with a host computer to which the data 1s
transmitted within the complementary network;

a second routing switch associated with the complemen-
tary network, communicable with at least said first
routing switch and the first host computer;

a third routing switch associated with the second host
computer, communicable with said first routing switch
and said second routing switch; and

said second server reading a routing configuration of the
device comprising routing data pertaining to at least
one of the first host computer and the second host
computer to which the device transmits data;

said first protocol server adding a first routing header for
transmission of the data to the second host computer
via said third routing switch;

said third routing switch receiving the data from said
device via said first routing switch and, upon determin-
ing that said second host computer 1s unresponsive,
adding a second routing header associated with said
second routing switch for transmitting the data to the
first host computer.

10. The system according to claim 9, wherein said third
routing switch comprises a server for adding a radio 1ire-
quency header to the data.

11. The system according to claim 9, wherein the device
1s a wireless device registered with at least the first wireless
network.

12. The system according to claim 9, wherein the first
device 1s a non-wireless device registered with at least the
first wireless network.

13. The system according to claim 9, further comprising
a queue manager, communicable with said host router, for
determining a time to transmit the data to at least one of the
second host computer and the second routing switch.

14. A wireless communication system enabling a device
to transmit data via first and second routing switches to a
first host computer, subsequent to determining that a third
routing switch cannot receive the data, said system com-
prising:

a first routing switch receiving data from the device,

comprising:

a first server for at least one of adding and deleting a
radio frequency header respectively to and from the
data;

a second server, communicable with said first server,
for reading a routing configuration of the device;

a host router, communicable with said second server,
for adding a routing header to the data;

a queue manager, communicable with said host router,
for determining a time to transmit the data to the
third routing switch;

a protocol server, communicable with said host router,
for adding a protocol header to the data compatible
with a host computer to which the data 1s transmut-
ted:;

a second routing switch communicable with at least said
first routing switch and a first host computer;

a third routing switch, associated with a second host
computer;

said first routing switch receiving the data from the
device;
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said second server reading a routing configuration of the
device comprising routing data pertaining to at least
one of the first host computer and the second host
computer to which the device transmits data;

said host router adding a first routing header for trans-
mission of the data to the second host computer via said
third routing switch; and

said host router, upon determining that said third routing
switch 1s unresponsive, adding a second routing header
for transmitting the data to the first host computer via
said second routing switch.

15. The system according to claim 14, wherein the device

1s a wireless device.

16. The system according to claim 14, wherein the device
1s a non-wireless device.

17. The system according to claim 14, further comprising
a queue manager, communicable with said host router, for
determining a time to transmit the data to at least one of the
second host computer and the second routing switch.

18. A wireless communication system enabling a device
within a first wireless network to transmit data via first and
second routing switches to a first host computer 1n a comple-
mentary network, commumnicable with said first wireless
network, subsequent to determining that a third routing
switch associated with the first wireless network cannot
receive the data, said system comprising:

a first routing switch receiving data from the device,

comprising:

a first server for at least one of adding and deleting a
radio frequency header respectively to and from the
data;

a second server, communicable with said first server,
for reading a routing configuration of the device;

a host router, communicable with said second server,
for adding a routing header to the data;

a first protocol server, communicable with said host
router, for adding a protocol header to the data
compatible with a host computer to which the data 1s
transmitted within the first network;

a second protocol server, communicable with said host
router, for adding a protocol header to the data
compatible with a host computer to which the data 1s
transmitted within the complementary network;

a second routing switch associated with the complemen-
tary network, communicable with at least said first
routing switch and the first host computer;

said second server reading a routing configuration of the
device comprising routing data pertaining to at least
one of the first host computer and the second host
computer to which the device transmits data;

said host router adding a first routing header for trans-
mission of the data to the second host computer via said
third routing switch; and

said second routing server, upon determining that said
third routing switch 1s unresponsive, adding a second
routing header associated with said second routing
switch for transmitting the data to the first host com-
puter in the complementary network.

19. The system according to claam 18, wherein said
second routing switch comprises a server for adding a radio
frequency header to the data.

20. The system according to claim 18, wherein the device
1s a wireless device registered with at least the first wireless
network.

21. The system according to claim 18, wherein the device
1s a non-wireless device registered with at least the first
wireless network.
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22. The system according to claim 18, further comprising
a queue manager, communicable with said host router, for
determining a time to transmit the data to at least one of the
second host computer and the second routing switch.

23. A wireless communication system enabling a device
to transmit data alternately between at least a first host
computer, connected to a second routing switch, using first
and second routing switches, and a second host computer,
connected to a third routing switch, using first and third
routing switches, said system comprising:

a first routing switch receiving data from the device,

comprising:

a first server for at least one of adding and deleting a
radio frequency header respectively to and from the
data;

a second server, communicable with said first server,
for reading a routing configuration of the device;

a host router, communicable with said second server,
for adding a routing header to the data;

a protocol server, communicable with said host router,
for adding a protocol header to the data compatible
with a host computer to which the data 1s transmiut-
ted:

a second routing switch communicable with at least said

first routing switch and the first host computer;

a third routing switch communicable with said first rout-

ing switch and the second host computer;

said first routing switch receiving the data from the

device;

said host router determining whether a most recent pre-

ceding data transmission eligible for transmission to at
least one of the first host computer and the second host
computer was received by the first host computer or the
second host computer, adding a routing header to the
data for transmission of at least the data to the other of
the first host computer and the second host computer,
and transmitting at least the data to the other of the first
host computer via said second routing switch and the
second host computer via said third routing switch.

24. The system according to claim 23, wherein the device
1s a wireless device.

25. The system according to claim 23, wherein the device
1s a non-wireless device.

26. The system according to claim 23, further comprising,
a queue manager, communicable with said host router, for
determining a time to transmit the data to at least one of the
second host computer and the second routing switch.

27. A wireless communication system enabling a device
to transmit data alternately between at least a first host
computer, connected to a second routing switch, using first
and second routing switches, and a second host computer,
connected to a third routing switch, using first and third
routing switches, said system comprising:

a first routing switch receiving data from the device,

comprising:

a first server for at least one of adding and deleting a
radio frequency header respectively to and from the
data;

a second server, communicable with said first server,
for reading a routing configuration of the device;

a host router, communicable with said second server,
for adding a routing header to the data;

a protocol server, communicable with said host router,
for adding a protocol header to the data compatible
with a host computer to which the data 1s transmaitted
and assigning a primary host computer to which the
device mitially transmuts;
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a second routing switch communicable with at least said
first routing switch and the first host computer;

a third routing switch communicable with said first rout-
ing switch and the second host computer;

said first routing switch receiving the data from the
device;

said host router adding a routing header to the data for
transmission of at least the data to the assigned host

computer, and transmitting at least the data to the
assigned host computer.

28. The system according to claim 27, further comprising
a queue manager, communicable with said host router, for
determining a time to transmit the assigned host computer.

29. A wireless communication system enabling a device
to transmit data alternately between at least a first computer,
connected to a second routing switch communicable with a
first wireless network, using first and second routing
switches, and a second computer, connected to a third
routing switch communicable with a second wireless net-
work, using first and third routing switches, said system
comprising:

a first routing switch, communicable with the first wire-

less network, recerving data from the device via the first
wireless network, comprising:

a first server preparing the data to be routed;

a second server, communicable with said first server,
reading a routing configuration of the device;

a router, communicable with said second server, con-
figuring the data with routing information;

a first protocol server, communicable with said router, for
adding first protocol information to the data at least

compatible with the first computer within the {first
wireless network to which the data 1s transmuitted;

a second protocol server, communicable with said router,
for adding second protocol information to the data at
least compatible with the second computer within the
second wireless network to which the data 1s transmit-
ted;

a second routing switch communicable with the first
wireless network and communicable with at least said
first routing switch and the first computer;

a third routing switch communicable with the second
wireless network and communicable with said first

routing switch and the second computer;

said first routing switch receiving data from the device,
determining whether a most recent preceding data
transmission capable of transmission to at least one of
the first computer and the second computer was
received by the first computer or the second computer,
and adding a first routing header to the data for trans-
mission of at least the data to the other of said first
computer and said second computer.

30. The system according to claim 29, wherein the device
1s a wireless device registered with at least the second
wireless network.

31. The system according to claim 29, wherein the device
1s a non-wireless device registered with at least the second
wireless network.

32. The system according to claim 29, further comprising
a queue manager, communicable with said router, for deter-
mimng a time to transmit the data to at least the second
computer.

33. A method enabling a device utilizing a wireless
communication system to transmit data via first and second
routing switches to a second computer commumnicable with
at least the second routing switch, subsequent to determining
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that a first computer associated with the first and second
routing switches cannot receive the data, said method com-
prising the steps of:
recetving data, via a first routing switch, from the device;
determining host routing preferences of the device;

adding protocol information to the data compatible with at
least the first computer to where the data 1s first
transmitted;

upon determining that the data cannot be transmitted to
the first computer, transmitting at least the data to the
second routing switch;

adding at the second routing switch second routing infor-
mation to the data;

transmitting by the second routing switch at least the data
to the first computer using the second routing informa-
tion; and

upon determining that the data cannot be transmitted to
the first computer, adding by the second routing switch
third routing information to the data; and

transmitting by the second routing switch at least the data
to the second computer using the third routing infor-
mation.

34. A method enabling a device utilizing a wireless
communication system to transmit data to a computer via a
second routing switch, subsequent to determining that the
data cannot be transmitted to the computer via the first
routing switch, said method comprising the steps of:

recetving data, via a first routing switch, from the device;

determiming host routing preferences of the device;

adding protocol information to the data compatible with
the computer;

upon determining that the computer cannot receive the
data, transmitting at least the data to the second routing
switch;
adding at the second routing switch second routing infor-
mation to the data; and
transmitting by the second routing switch at least the data
to the computer using the second routing information.
35. A method enabling a device to transmit data via first
and second routing switches to a first host computer, com-
municable with the first wireless network, subsequent to
determining that a second host computer via a third routing
switch cannot receive the data, said method comprising the
steps of:

recerving data via a first routing switch from the device;
adding radio frequency information to the data;
reading a routing configuration of the device;

adding routing information associated with the second
host computer to the data;

adding protocol information to the data compatible with at
least the second host computer to where the data is
transmitted; and
upon determining that the second host computer 1s unre-
sponsive, adding at the first routing switch second
routing information for transmitting at least the data to
the first host computer via the second routing switch.
36. A method enabling a device associated with at least a
first wireless network to transmit data via first and second
routing switches to a first host computer 1n a complementary
network, communicable with the first wireless network,
subsequent to determining that a second host computer via
a third routing switch associated with the first wireless
network cannot receive the data, said method comprising the
steps of:
recerving data at a first routing switch from the device;
adding radio frequency information to the data;
reading a routing configuration of the device;
adding routing information to the data;
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transmitting the data to the second host computer via said

third routing switch; and

upon determining that the second host computer has not

received the data, adding by the third routing switch
protocol mformation associated with the second rout-
ing switch to facilitate transmission of at least the data
to the first host computer.

37. A method enabling a device to transmit data via first
and second routing switches to a first host computer, sub-
sequent to determining that a third routing switch cannot
receive the data, said method comprising the steps of:

receiving data, at a first routing switch, from the device;

deleting radio frequency information from the data;
reading a routing configuration of the device;

adding routing information to the data;

adding protocol information to the data compatible with at

least a host computer communicable with the third
routing switch;

transmitting at least the data to the third routing switch;

and

upon determining that the third routing switch cannot

receive the data, adding by the first routing switch
second routing information for transmitting at least the

data to the first host computer via the second routing
switch.

38. A method enabling a device within a first wireless
network to transmit data wvia first and second routing
switches to a first host computer in a complementary net-
work, communicable with the first wireless network, sub-
sequent to determiming that a third routing switch associated
with the first wireless network cannot recerve the data, said
method comprising the steps of:

receiving at the first routing switch data from the device;

adding protocol information to the data compatible with at

least the second host computer, associated with the
third routing switch, to where the data i1s 1nitially
transmitted; and

upon determining that the third routing switch 1s unre-

sponsive, adding by the first routing switch second
routing information associated with the second routing
switch for transmitting at least the data to the first host
computer communicable with the complementary net-
work.

39. A method enabling a device to transmit data alter-
nately between at least a first host computer, communicable
with a second routing switch, using first and second routing,
switches, and a second host computer, communicable with
a third routing switch, using first and third routing switches,

said method comprising the steps of:

receiving at the first routing switch data from the device;

adding radio frequency information to the data;

reading a routing configuration of the device;

adding protocol information to the data compatible with at
least a host computer to where the data 1s transmitted;

determining whether a most recent preceding data trans-
mission eligible for transmission to at least one of the
first host computer and the second host computer was
received by the first host computer or the second host
computer; and

adding routing information to the data for transmission of
at least the data to the other of the preceding first host
computer and the second host computer; and

transmitting at least the data to the other of the preceding
first host computer via the second routing switch and
the second host computer via the third routing switch.

40. A method enabling a device to transmit data alter-
nately between at least a first host computer, communicable
with a second routing switch associated with a first wireless
network, using first and second routing switches, and a
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second host computer, communicable with a third routing
switch associated with a second wireless network, using first

and third routing switches, said method comprising the steps
of:

transmitting data, to the first routing switch, from the
device;

recerving data, at the first routing switch, via the device;

determining whether a most recent preceding data trans-
mission capable of transmission to at least one of the
first wireless network and the second wireless network
was transmitted to the first wireless network or the
second wireless network;

adding routing information, corresponding to at least one
of the first wireless network and the second wireless
network, to the data for transmission of at least the data
to the other of the preceding first wireless network and
the second wireless network; and

transmitting at least the data to the other of the preceding
first host computer via the second routing switch and
the second host computer via the third routing switch.

41. A wireless communication system enabling a device
to transmit data via first and second routing switches to a
host computer associated with at least the first and second
routing switches, subsequent to determining that the host
computer cannot receive the data from the first routing
switch, said system comprising:

a first routing switch, associated with the host computer,
receiving data from the device, said first routing switch
comprising:

a first server for at least one of adding and deleting

radio frequency information respectively to and from
the data;

a second server, communicable with said first server,
for reading a routing configuration of the device;

a host router, communicable with said second server,
for adding routing information to the data;

a protocol server communicable with at least said host
router for adding protocol information to the data
compatible with at least the host computer to where
the data 1s transmitted; and

a second routing switch communicable with at least said
first routing switch and the host computer,

said {first routing switch receiving the data from the
device, reading by said second server a profile of the
device comprising routing data pertaining to the host
computer, adding first routing information to the data
for transmitting at least the data to the host computer,
and upon determining that the host computer cannot
receive the data from said first routing switch, trans-
mitting at least the data to said second routing switch
for subsequent transmission of at least the data to the
host computer.

42. A system enabling a device utilizing a wireless com-
munication system to transmit data via a second routing
switch to a computer, subsequent to determining that a first
routing switch cannot transmit the data to the computer, said
system comprising:

means for receiving data, via a first routing switch, from

the device;

means for determining host routing preferences of the
device;

means for adding routing information to the data;

means for adding protocol information to the data com-
patible with at least the computer to where the data 1s
transmitted:
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means for transmitting at least the data to the second means for transmitting by the second routing switch at
routing switch upon determining that the computer has least the data to the computer using the second routing
not received the data; information.

means for adding at the second routing switch second
routing information to the data; and £ % % % %
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