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FIG. 10
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FIG. 12
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FIG. 13
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FIG. 19
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IMAGE GENERATING METHOD, DEVICE
AND PROGRAM, AND ILLICIT COPYING
PREVENTION SYSTEM

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to an i1mage generating
method and device, a program, and an 1illicit copying pre-
vention system including an 1image generating device and an
image reader or an 1mage forming apparatus utilizing the
image reader. More particularly, the invention relates to a
technique for inhibiting the unauthorized copy of a docu-
ment of which the unauthorized copying i1s ihibited when
the document i1mage 1s read by a copying machine, in
generating the document 1mage.

2. Description of the Related Art

Recently, the image forming apparatus having a copying
function, such as a personal computer, printer and copying
machine, 1s 1 wide spread. Accordingly, 1t 1s very easy to
copy documents. In this circumstance, even a copyrighted
document or a document with the unauthorized copy pro-
hibition mark, such as “copy mhibition”, “copy forbidden”™
or “confidential” (those documents will be referred to as
“confidential documents™) 1s easily copied. There 1s an
original document, called “confidential document”, of the
type which contains character strings, graphics, tables,
graphs, etc., and important information to be prevented from
being leaked. Recently, this type of document 1s copied 1n an
unauthorized manner, and the important information (con-
fidential content) of the document 1s leaked. This informa-
tion leakage becomes problematic. Accordingly, the image
forming apparatus with the copying function must be given
the function to prohibit the fraudulent copy of the confiden-
t1al document.

To prohibit voluntary and arbitrary copying operations of
confidential documents or to permit the copying operations
within fixed limits, various techniques have been proposed.
Those techniques may be classified into the following tech-
niques. A first technique 1s that the confidential document
may be copied, but the quality of the resultant copy 1s
extremely poor. A second technique 1s that the confidential
document 1s printed on a copy/forgery protect sheet. In a
third technique, a pattern image hard to see by the human
eye or a copy prohibition mark, e.g., “copy prohibition”, 1s
printed 1n a copy prohibiting area. The pattern or mark 1s
registered 1n advance. When the document 1s read, the mark
1s detected, and the detected one i1s compared with the
registered mark or pattern. When those are coincident with
cach other, the copying operation 1s controlled.

A conventional art for the control of the 1illicit copying of
the confidential document 1s disclosed 1n Japanese Patent
Laid-Open No. 231384/1995. In the publication, a pattern
image having a function equivalent to that of the copy/
forgery protect sheet 1s generated by the image processing
technique. The copy/iforgery protect sheet 1s a sheet having
a special pattern image previously printed thereon. The
special pattern 1s hard to see by the human eye, but it comes
forth 1nto view on the sheet when 1t 1s copied by the copying
machine. When a document printed on the copy/forgery
protect sheet 1s copied by the copying machine, warning,
characters, e.g., “copy inhibition”, appears on the copied
sheet. As a result, psychological deterrent acts on the 1llicit
copying act, and one can distinguish between the original
and the copied sheet.

In the Japanese Patent Laid-Open No. 231384/1995, the
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dither processed at a specific common density, are superin-
terposed, whereby a pattern image, which produces an effect
equivalent to that by an anticopy/counterfeit sheet, 1s com-
posed with the input image data, whereby the eflect equiva-
lent to that by the copy/forgery preventing sheet 1s produced
using a normal sheet.

In this techmque, when 1t 1s copied by using the copying
machine, the warning characters emerges on the background
of the copied sheet. Accordingly, the illicit copying act 1s
psychologically deterred. However, the illicit copying act
preventing technique cannot inhibit the copying act per se.
In this sense, the technique fails to prevent the 1llicit copy.

A technique to solve this problem 1s proposed. In the
technique, copy inhibition information 1s embedded in
advance 1n the confidential document. The copying machine
detects the copy inhlibition information from the image as
read, and controls the copying operation 1n accordance with

the read information. The technique 1s disclosed 1n Japanese
Patent Laid-Open Nos. 2000-76458, 2001-1898355, 2001-

346032 or others.

In Japanese Patent Laid-Open No. 2000-76458, there 1s
disclosed a technique 1n which the copying machine recog-
nizes a specific symbol attached to a copy-mnhibited docu-
ment. In other words, the copying machine 1s given the
function of recognizing the specific symbol, thereby 1nhib-
iting the 1llicitly copying of the copy-inhibited document.

In Japanese Patent Laid-Open No. 2001-189855, copy
inhibition information and/or information to permit the user
to copy 1f special conditions are satisfied are embedded 1n a
document to be printed out by using the bar code or
clectronic watermark technique. The copying operation 1s

controlled 1n accordance with those pieces of information
detected.

In Japanese Patent Laid-Open No. 2001-346032, two-
dimensional codes are embedded in the background of the
copy/forgery protect sheet. In this technique, the copy 1nhi-
bition information may be contained in the two-dimensional
codes of the background. The copying machine 1s given the
function of detect the two-dimensional information. If the
copy inhibition information 1s contained 1n the two-dimen-
sional codes, the copying operation 1s stopped. In this way,
it 1s possible to prevent information of the confidential
document from being leaked by the illicit copying.

The conventional techniques involve the following prob-
lems, however. The technique of judging as to 1f the copying
operation 1s to be stopped upon the recognition of the
specific symbol as disclosed 1n Japanese Patent Laid-Open
No. 2000-76458, cannot perform such high level copying
operation controls as to permit a specific user to copy for
cach document, and to permit the user to copy the document
alter predetermined date and time are past.

In the technique of embedding copy inhibition 1informa-
tion by using the electronic watermark technique as dis-
closed 1n Japanese Patent Laid-Open No. 2001-189855, the
clectronic watermark easily becomes unrecognizable
through the copy generation (copying repeated a plurality of
times). In other words, the watermark 1s easily deleted by the
hard copying operation. Accordingly, the information
embedded by the electronic watermark technique disap-
pears. As a result, it becomes unknown whether or not the
document 1s the confidential document.

Any of the publications mentioned above can deter the
user from 1illicitly copying the confidential document, but
cannot prevent the illicit copying act completely. To ensure
the prevention of the illicit copying, the copying machine
must be given the function to recognize that an object to be
copied put on the machine 1s a confidential document of
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which the copying 1s inhibited, and to control the copying
operation. The function of detecting the copy inhibition
mark, bar code and the like may be realized by a relatively
simple technique. Accordingly, 1t 1s not difficult to 1ncorpo-
rate this function to all the copying machines.

To realize the function of detecting the electronic water-
mark, however, 1t 1s necessary to use relatively large scale
process and high level technique. The realizing of 1ts func-
tion 1s costly. Specifically, the following processes must be
used: skew correction process, code data positioning pro-
cess, process to detect a dot pattern embedded as a latent
image in the image (electronic watermark detecting pro-
cess), error correction process for increasing the judgement
accuracy, and the like. For this reason, the current actual
circumstance 1s that most of the machines are not provided
with the electronic watermark detecting function. This ten-
dency 1s found also 1n the case of the two-dimensional code.
In this circumstance, also when the confidential document 1s
copied by the copying machine not having the function to
detect the two-dimensional code or the electronic water-
mark, the information as embedded in the form of the
two-dimensional code or the electromic watermark disap-
pears. As a result, even the fact that the document i1s the
confidential document becomes unknown.

In the techmiques of Japanese Patent Laid-Open No.
2000-76438 or Nos. 2001-189855 and 2001-346032, copy
inhibition information 1s embedded 1n the form of the special
symbol, or the bar code or two-dimensional code. And, the
copy inhibition information 1s located on the white back-
ground part 1n a state that 1t 1s visible to the human eye.
Accordingly, the user can clearly see a place of the copy
inhibition information in the document. When a user with
malice easily removes (hides, paints out, cuts out) the part of
the document contaiming such copy inhibition information
as bar code embedded therein, the document 1s printed out
without stopping the copying operation. It 1s impossible to
prevent the secret information from being leaked outside. In
this case, the special symbol or the bar code which 1s
indicative of the confidential document 1s invalid for the
copying machine. This results 1n that security protection
depends only on the morals of the user.

In the techmiques of Japanese Patent Laid-Open Nos.
2001-189855 and 2001-346032, judgement as to if the
copying operation 1s to be stopped or permitted 1s not made
t1ll the electronic watermark or bar code embedded 1n the
document. High level detection/judgement process, such as
the skew correction process, 1s required for the detection of
the electronic watermark or bar code, as described above.
Accordingly, long processing time 1s consumed, and an
elliciency of copy reproduction 1s lowered.

SUMMARY OF THE INVENTION

Accordingly, an object of the present invention 1s to
provide an 1mage generating method and device 1n which
when an 1mage of a document of which the unauthorized
copy 1s prohibited 1s generated, a printed out matter 1s more
reliably prevented from being copied in unauthorized man-
ner without using high level detection/judgement process,
and a program for realizing the image generating method
and device by utilizing a computer.

Also, the invention relates to an 1llicit copying prevention
system including an 1image generating device and an 1image
reader or an 1mage forming apparatus utilizing the image
reader.

According to one broad aspect of the imnvention, there 1s
provided an image generating method for composing an
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original 1image and control information for controlling the
copying of the original image. The 1image generating method
1s characterized by generating a composite 1mage having a
background image and the original image, the background
image containing first pattern images two dimensionally
arrayed at predetermined spatial intervals so as to express
the control information, code data (information for control-
ling the copying operation) which may be detected when the
copying operation 1s performed by using a predetermined
apparatus being made to correspond to each first pattern
image.

According to another broad aspect of the invention, there
1s provided an 1mage generating device for carrying out the
image generating method of the invention. The 1mage gen-
erating device 1s characterized by a composite 1mage gen-
crating part for generating a composite 1mage having a
background image and the original image, the background
image containing first pattern images two dimensionally
arrayed at predetermined spatial intervals so as to express
the control information, code data (information for control-
ling the copying operation) which may be detected when the
copying operation 1s performed by using a predetermined
apparatus being made to correspond to each first pattern
image.

For further advantageous embodiments of the invention,
reference 1s made to the detailed description of the present
specification.

According to the invention, there 1s provided an 1illicit
copying prevention system including: an image generating
device as described above; and an 1image reader including an
image reading part for reading the composite 1mage gener-
ated by the 1mage generating device, a pattern image detect-
ing part for detecting the pattern 1mage contained in the
image read by the image reading part, and a control part for
controlling the copying operation on the basis of the detec-
tion result by the pattern image detecting part. The image
reader may be a construction with an image formation part
which visualizes an 1mage as read again, viz., an 1mage
forming apparatus.

The image generating device and the image reader or the
image formation device may be formed integrally or sepa-
rately. In the case of the separation type, those two devices
may closely be located or may be located at distant places
while being connected with a network.

The program of the mvention 1s appropriately designed to
realize the 1mage generating device of the mvention by the
soltware technique and using a computer. The program may
be supplied 1n a state that 1t 1s stored on a recording medium
which can be read by the computer, or may be distributed via
communication means of wire or wireless.

The code data (information for controlling the copying
operation) which may be detected when the copying opera-
tion 1s performed by using a predetermined apparatus i1s
made to correspond to each pattern image, and the pattern
images are two dimensionally arrayed at predetermined
spatial itervals so as to express the control information for
inhibiting the copying operation or removing the inhibition.
For example, plural kinds of pattern images are two-dimen-
sionally arrayed to generate plural kinds of pattern image
areas having predetermined size. The plural kinds of the
pattern 1mage areas are repeatedly arranged according to
predetermined rules to thereby generate a background
image. The background image containing the pattern images
1s superimposed on the original 1image to generate a com-
posite image. A code for inhibiting the copying operation or
a code removing the copy inhibition 1s assigned to the plural
kinds of the pattern images.
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BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a diagram showing an overall arrangement of an
embodiment of an 1mage formation system into which an
illicit copying prevention system of the invention 1s incor-
porated;

FIG. 2 1s a block diagram showing a configuration of an
embodiment of the complex machine;

FIG. 3 1s a block diagram showing a configuration of an
embodiment of the composite 1mage generating part con-
tained 1n the complex machine;

FIG. 4 15 a flow chart exemplarily showing a processing
procedure of a process of the composite 1mage generating,
part, particularly a background image generating process
and an 1mage composing process;

FIGS. 5(A) to 5(F) exemplarily show the code data which
may be detected when the copying operation 1s performed
by using a predetermined machine, and pattern data made to
correspond to the code data;

FIGS. 6(A) to 6(C) are diagrams showing an example of
a background 1mage, which 1s generated by combining and
arranging pattern 1mages as mentioned above, and printed
out;

FIGS. 7(A) and 7(B) are diagrams showing another
example of the background image generated from the com-
posite 1mage generating part;

FIG. 8 1s a flow chart exemplarily showing processing
procedures of copying a document;

FIG. 9 1s a block diagram showing a configuration of a
copy inhibiting information detecting part;

FIG. 10 1s a flow chart showing an example of a process-
ing procedure 1n the copy inhibiting mnformation detecting
part;

FIG. 11 1s a block diagram showing a configuration of a
condition imnformation detecting part;

FIG. 12 1s a flow chart exemplarily showing a processing
procedure 1n the condition information detecting part;

FIG. 13 1s a flow chart exemplarily showing other pro-
cessing procedures for the background image generating
process and the 1image composing process in the composite
image generating part;

FIGS. 14(A) to 14(C) are diagrams exemplarily showing
other pattern images;

FIGS. 15(A) to 15(F) are diagrams exemplarily showing
another case where the umt two-dimensional arrays of the

copy inhibition code array and the condition code array are
repeatedly arrayed over the entire original image;

FIGS. 16(A) to 16(C) are diagrams useful 1in explaining a
relation of synchronizing codes embedded 1n the periphery
of the condition code array and a decoding process;

FIG. 17 1s a diagram exemplarily showing a hardware
configuration of an 1mage processing apparatus which 1s
constructed by using a computer;

FIGS. 18(A) and 18(B) are block diagrams exemplarily

showing a preferable configuration of an 1mage processing
apparatus, which 1s formed by utilizing a computer; and

FI1G. 19 15 a flow chart showing a processing procedure of
the composite 1image generating part, which utilizes the
computer, particularly the processing procedures of the
background 1mage generation process and the image com-
pPOSINg Process.
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DETAILED DESCRIPTION OF TH.
PREFERRED EMBODIMENTS

(L]

The preferred embodiments of the present invention will
be described in detail with reference to the accompanying
drawings.

FIG. 1 1s a diagram showing an overall arrangement of an
embodiment of an 1mage formation system into which an
illicit copying prevention system of the imvention 1s 1ncor-
porated. In the image formation system designated by ref-
erence numeral 1, a client terminal 2 which outputs a
foreground 1mage as an example of an original 1mage and a
complex machine 3 having a printing function and a copying
function are connected via a network 9 such as a public
communication network, e.g., the Internet, or a private line.
The number of the client terminal 2 connected to the
network 1s not limited to one, but may be plural.

The client terminal 2 may have a function of generating
image information, e.g., a personal computer or a word
processor. The complex machine 3 includes a scanner part 3
for reading an 1mage, and a printer part 7 of the raster scan
(ROS) type which prints out the 1mage on a given recording,
sheet.

The 1mage formation system 1 takes a form of called
network printer in which the client terminal 2 located at a
user side transmits 1mage data to the complex machine 3,
and the complex machine 3 responsively prints out the
image. For example, a user operates the client terminal 2 to
1ssue a print command to the complex machine 3. At this
time, the user selects and mputs added information to be
embedded 1n a document to be printed by operating an 1input
device 2a such as a keyboard or a computer mouse, while
watching a menu screen which 1s displayed on a display
device 26 of the terminal by a printer driver having been
installed 1n the client terminal 2.

The added information may include control information
for controlling the copying operation, such as copy inhibi-
tion information, condition information and latent image
information. The copy inhibition information i1s information
for inhibiting a copying machine (including the complex
machine 3) from copying a document of which the printing
out 1s instructed. The condition information i1s imformation
indicative of condition to permit the copying of the printing-
out instructed document. The condition information contains
a password, user ID number (employee number) of the user
who 1s permitted to copy the document, date and time at
which the copy inhibition i1s removed, machine numbers of
copying machines which are permitted to copy, and the like.
The latent 1mage information 1s information of latent image
characters which are embedded 1n a background 1mage. The
background image will be described later.

A user selects those mformation and then 1ssues a print
command. Upon receipt of the command, the printer driver
converts document data (application data) into predeter-
mined print data described in print description language,
imparts the added information to a header part of the print
data, and then transmits the resultant data to the complex
machine 3 via the network 9. The print data 1s preferably the
data described in a page description language (PDL), for
example, which allows one to control, as desired, enlarge-
ment, rotation, modification and the like of graphics, char-
acters, etc. In the description below, the PDL data 1s used for
the print data.

The following information 1s added as added information
to the header part of the PDL data: an IP address of the client
terminal 2 which has transmitted the print job, a user name
who has transmitted the print job, a name of a document file
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to be printed, a time stamp of the document to be printed, a
secrecy level set for the document file, encoded information
such as a password set for the document {file, and latent
image information of latent image character strings to be
embedded as a latent image. Those added information are
attached only to a confidential document or the like which
requires copy inhibition.

To start, the complex machine 3 checks the received PDL
data. When at least one of the copy inhibition information,
condition information and the latent 1mage information is
contained 1n the recerved data, the complex machine gen-
erates a background 1mage in which predetermined pattern
images are two-dimensionally arrayed according to prede-
termined rules, composes the background image and a
document 1mage (original image) generated from the PDL
data, and prints out the resultant 1mage. When neither the
copy inhibition information nor the condition information 1s
contained 1n the received PDL data, the machine prints out
only the document image generated from the PDL data.

FIG. 2 1s a block diagram showing a configuration of an
embodiment of the complex machine 3. The complex
machine 3 1s an apparatus of the type which records an
image on a predetermined recording medium by utilizing
Xerography technique. The complex machine 3 includes the
scanner part 5 for reading an 1image and the printer part 7
which prints out the 1mage.

The scanner part 5 includes an 1mage reading part 10 for
reading a document image, and an operation control part 20
which receives an instruction from a user, and has a function
of controlling the reading operation, printing out operation
and the like. The printer part 7 includes the operation control
part 20 used 1n common with the scanner part 5, an 1image
processing part 40 which executes desired 1mage processes
on the image read by the image reading part 10, a composite
image generating part 50 which generates a composite
image, a select part (selector) 80 which selects and outputs
an 1mage from the 1image processing part 40 or the composite
image generating part 30, and an 1mage formation part 90 of
the raster scan type which outputs the 1image on a recording,
sheet.

The operation control part 20 includes a copy inhibition
information detecting part 22 which detects copy inhibition
information from the 1mage read by the image reading part
10, a condition information detecting part 24 which detects
condition mmformation from the image read by the image
reading part 10, and a page builer 26 as an example of a
storage part which stores the image read by the image

reading part 10.

The operation control part 20 includes a network I/F
(interface) part 30 which receives PDL data from the client
terminal 2 via the network 9 and has a communication
function of communicating with other network connection
devices, a control part 32 which controls the whole complex
machine, and a control panel 34 having functions of dis-
playing information to a user and receiving a keyboard
input. The control panel 34 includes a mode instruction part
34a which receives an operation mode of the complex
machine 3 or other various settings or configuration by using
an mput device such as numeric keys or a touch panel (not
shown), and a display device 34b such as an LCD (liquad
crystal) panel.

In the complex machine 3, two kinds of copying operation
modes, a “normal copy mode” and a “conditional copy
mode”, can be set, and the complex machine 3 1s designed
to differently operate depending on the copying operation
mode as set. This mode selection 1s realized 1n a manner that
the mode instruction part 34a of the control panel 34
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transmits the user’s instruction as received to the control part
32, and the control part 32 controls the copy inhibition
information detecting part 22, the condition information
detecting part 24 or the composite 1mage generating part 50.
For example, the copy mhibition information detecting part
22 15 configured such that 1t operates only when the “normal
copy mode” 1s selected and does not operate when the
“conditional copy mode” 1s selected. The condition infor-
mation detecting part 24 1s configured such that 1t operates
only when the “conditional copy mode™ 1s selected, and does
not operate when the “normal copy mode™ 1s selected.

The 1image reading part 10 reads a document placed on a
platen glass (not shown) by a reading optical system,
executes an 1mage pickup signal processing such as a gain
control, color separation or a white balance processing on
the document 1mage as read, inputs image data of R, G and
B representing the processed 1mage to the copy mhibition
information detecting part 22 and the condition information
detecting part 24, and stores the processed data to the page

buftter 26.

When recerving a request, the page buller 26 outputs the
stored 1mage to the condition information detecting part 24,
the control part 32 and the 1mage processing part 40. The
image processing part 40 reads out the document image
from the page buller 26, executes 1mage processes such as
a base removing process and an emphasis process by using
a spatial filter, and 1nputs the processed 1image to the image
formation part 90 through the composite image generating
part 50 or the select part 80.

The composite 1mage generating part 50 decomposes the
PDL data received from the control part 32 to thereby
generate a document 1mage. The composite 1image generat-
ing part 50 generates a background image containing a
pattern 1mage which corresponds to the copy inhibition
information or a copy-condition pattern image which cor-
responds to the condition information, under control of the
control part 32. Then, the composite image generating part
composes the background image and the document image
which 1s previously decomposed or the read 1mage recerved
from the 1mage processing part 40.

The image formation part 90 generates a binarized signal
used for each printing color on the basis of the image which
1s selected by and output from the select part 80 or the image
output from the control part 32. For example, the image
formation part converts the image data of the RGB color
system to 1image data of the YcrCb color system, and maps
the converted data of the YCrCb color system to the data of
a color system of at least three (preferably, four) color
components, €.g., the CMY color system or the CMYK color
system, whereby raster data (binarized data) color separated
for printing out 1s generated. During the process of raster-
1zing the data, the following operations are performed: under
color removal (UCR) for removing C, M, Y components of
a color 1image or gray component replacement (GCR) for
partially replacing the subtracted CMY component with the
K component.

Further, the image formation part 90 linearizes the color
separation in order to adjust the toner image of the output
image formed responsive to the output data (e.g., CMYK),
or a executes a similar process. The image formation part 90
modulates and drives a light source (not shown) 1n accor-
dance with the generated binarized signal, and scans a
photo-receptor drum (not shown) by a modulated light from
the light source, thereby forming an electrostatic latent
image on the drum. Further, the latent 1image 1s transferred
to the recording sheet, and a print output 1s produced.
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FIG. 3 1s a block diagram showing a configuration of an
embodiment of the composite 1mage generating part 50
contained 1n the complex machine 3. The composite image
generating part 50 includes a read 1mage acquisition part 502
which acquires a read image (scanned image) through the
image processing part 40, a print data acquisition part 504
which acquires the PDL data through the control part 32, a
document 1mage formation part 506 which analyzes (decom-
poses) the PDL data acquired by the print data acquisition
part 504 and generates a document 1mage, and a document
image bufller 508 as an example of a storage part which
stores the document image generated by the document
image formation part 506.

The composite image generating part 50 also includes an
added information extracting part 510 which extracts added
information, such as the copy inhibition information, con-
dition information or the latent image information, from the
PDL data that the print data acquisition part 504 acquired, a
latent 1mage generating part 512 which generates a latent
image on the basis of the latent image information extracted
by the added information extracting part 510, an added
information encoding part 314 which generates code data by
encoding the copy mhibition information and the condition
information which are extracted by the added information
extracting part 510, and a pattern 1mage storing part 516
which stores a pattern image expressed by a plural kinds of
dot patterns corresponding to the code data encoded from
the copy inhibition mformation and the condition informa-
tion. The pattern 1mage will be described later 1n detail.

The latent 1mage generating part 512 reads the latent
image character strings represented by the latent image
information, and raster develops the latent 1image character
strings as read by using a given font or fonts, to thereby
generate a latent 1mage character 1image as a binarnzed
image. The added information encoding part 314 error
correction encodes the coded data of the condition informa-
tion as input from the added information extracting part 4,
and converts the coded data of the copy 1nhibition informa-
tion and the coded data of the condition information, which
1s error correction encoded, mnto predetermined code data,
while referring to the latent image character image data as
input from the latent image generating part 512. In this way,
the added information encoding part 514 generates a two-
dimensional array of the code data corresponding to one
1mage.

The font used for generating the latent 1mage character
image has preferably a relatively large point type (e.g., 48
point type) 1n order to cause the latent image character image
to exhibit the eflect similar to that of the anticopy/counterteit
sheet. The latent 1image character image 1s preferably bina-
rized so as to satisty the following 1) and 2) equations:

1) resolution of the latent image character image=printer
resolution+number of width pixels of a pattern

2) number of height/width pixels of the latent image
character image=number of height/width pixels of a docu-
ment 1mage+number of width pixels of a pattern.

In an example where the printer resolution=600 dpi; the
number of width pixels of the pattern 1s 12 pixels, and the
number of pixels of the height (sub-scan direction) of the
document 1mage dataxthe number of pixels of the width
(main scan direction)=4960x7015 pixels, the resolution of
the latent 1image character image 1s 50 dpi1, and the number
ol height pixelsxnumber of width pixels=413x384 pixels.
Specifically, one pixel (one black pixel) of the latent image
character 1mage 1s selected to be substantially equal 1n size
to one pattern 1mage. By so selected, black pixels of the
latent 1mage may be arrayed 1n the size units of the pattern

10

15

20

25

30

35

40

45

50

55

60

65

10

image corresponding to the copy inhibition information and
condition information. Accordingly, when embedding the
latent 1image character 1n the background image, each black
pixel of the latent image character 1s embedded 1n a size unit
or an array unit of the pattern image.

The added information encoding part 514 1s designed to
generate code data by encoding the copy inhibition infor-
mation, condition information and the latent image infor-
mation as iput not only from the added information extract-
ing part 510, but also through the control part 32. The reason
for this 1s to realize the composition of the read image read
by the image reading part 10 and the background image.
When generating code data, the added imnformation encoding
part 514 converts the code data of the latent 1image gener-
ating part according to predetermined rules, while referring
to the latent 1mage, which 1s generated by the latent image
generating part 512.

The composite image generating part 50 further includes
a background image formation part 518, a background
image bufler 520 and an 1image composing part 522. The
background image formation part 518 generates a back-
ground 1mage on the basis of the code data (added infor-
mation) encoded by the added information encoding part
514 and the pattern image stored 1n the pattern image storing
part 516. The background image bufler 520 1s an example of
the storage part which stores the background 1image gener-
ated by the background image formation part 518. The
image composing part 522 reads the document 1image from
the document 1mage butfler 508, reads the background 1mage
from the background image bufler 520, and superimposes
the read images one on the other to thereby generate a
composite 1mage.

The background image formation part 518 generates a
background image 1n which a copy inhibiting pattern image
areca and a condition pattern image area are repeatedly,
two-dimensionally arranged according to the predetermined
rules, while referring to a code array generated by the added
information encoding part 514 and the pattern images cor-
responding to each of code data stored 1n the pattern image
storing part 516.

FIG. 4 1s a flow chart exemplarily showing a processing
procedure of a process of the composite 1mage generating
part 50, particularly a background 1image generating process
and an i1mage composing process. In the description to
follow, a composite 1image 1s printed out based on the PDL
data transmitted from the client terminal 2 (background
image generating process at the time of printing).

The control part 32 receives the PDL data through the
network I/’F part 30 and temporarly stores it in an internal
memory (not shown) (step S100). The control part 32 sends
the reception of PDL data to the composite image generating
part 50 (step S102).

The print data acquisition part 504 of the composite image
generating part 50 receives the PDL data from the internal
memory of the control part 32. And 1t mputs the received
PDL data to the document image formation part 506 and the
added information extracting part 510 (step S104). The
document 1mage formation part 306 interprets the PDL data
to generate a document 1mage, and outputs 1t to and stores
it 1n the document 1mage builer 508 (step S106). A resolu-
tion of the document 1mage generated i1s equal to a printer
resolution.

The added information extracting part 510 checks it
added information 1s added to the header part of the PDL
data (step S108). If the added information 1s added, it
extracts the added information (step S108: YES), and
decomposes it into copy inhibition immformation, condition
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information or latent image information (step S110). And the
added information extracting part 510 outputs the copy
inhibition mformation and the condition information to the
added mformation encoding part 514 (step S112), and out-
puts the latent 1mage information to the latent 1mage gen-
crating part 312 (step S113). Here, the latent 1image infor-
mation 1s information indicating what kind of latent image
characters are embedded into the pattern 1mage. Specific
examples of the information are character strings of the
latent 1mage, font type and size, and direction (angle) of the
latent 1mage character string.

The latent 1mage generating part 512 generates a latent
image based on the latent 1mage information received from
the added information extracting part 510 (step S114). A
latent 1mage character string 1s depicted at the designated
font type and size and 1n the designated direction, to thereby
generate a binary latent image. The latent 1mage generating
part 512 inputs the generated latent image to the added
information encoding part 514. A resolution of the latent
image 1s equal to a resolution which 1s the product of
dividing the printer resolution by the size of a pattern image
to be given later. In an example that the printer resolution 1s
600 dp1 (dot/inch) and the size of the pattern image 1s 12
pixelsx12 pixels, the resolution of the latent image 1s 50 dpia.

The added information encoding part 514 checks if the
copy inhibition information and the condition information
have been received (step S116). If those pieces of informa-
tion have been received, the copy inhibition information and
the condition information are encoded (step S116: YES,
S118). If the copy inhibition information has not been
received or the information 1s not for mhibiting a copying
machine from copying the document of which the printing
out 1s mstructed, the added information encoding part does
not generate the copy mhibition code array and proceeds to
the next process (step S116: NO).

When receiving copy inhibition information, the added
information coding part 514 encodes the copy inhibition
information to generate a copy inhibition code array of a
predetermined area size (step S120). When receiving the
condition information, the added information encoding part
514 error correction encodes the condition information to
generate a condition code array of a predetermined area size
(step S120). Elements constituting the code array are each
code data “0” or “1”.

A data train 1s generated so as to be able to express the
condition mnformation by utilizing plural kinds of code data.
The data train (condition code=coded condition nforma-
tion) 1s error correction encoded. The error correction data
train 1s arranged into a two-dimensional array (unit two-
dimensional array) of given size. At this time, the data array
on the outermost periphery or the like of the unmit two-
dimensional array 1s defined in advance so as to make the
positioning of the condition code array easy and so as not to
cause a decoding error when a detecting process and a
mudging process (decoding of the code) are carried out 1n the
image reader (the detail of this will be described later).

Subsequently, the added information encoding part 514
repeatedly arrays a plurality of generated copy inhibition
code arrays and a plurality of condition code arrays accord-
ing to a predetermined rule. In this case, 1t arrays them
preferably two-dimensionally, to thereby generate a pattern
number array having the same size as of the whole latent
image, viz., to generate a pattern number array correspond-
ing to the background image (step S122). When the copy
inhibition code array (one of the two kinds of copy inhibition
code arrays) 1s not generated (step S118), the condition code
array 1s located at the part of the copy 1nhibition code array
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not generated. When the condition code array 1s not gener-
ated, the copy 1nhibition code array 1s located at the part of
the condition code array.

In this case, one of the two kinds of copy mhibition code
arrays may be utilized or the two kinds of copy inhibition
code arrays may be combined appropnately. For example,
one kind of code data 1s arrayed over the entire 1image. In an
alternative, plural kinds of code data are two dimensionally
arrayed 1n an area of predetermined size, to generate a unit
two-dimensional array. Further, the unit two-dimensional
arrays are linearly arrayed in the vertical or horizontal
direction (one dimensionally), preferably the unit two-di-
mensional arrays are repeatedly arrayed in both the vertical
and horizontal directions (two dimensionally), to thereby
generate the code arrays of one 1mage. When the condition
code array of the unit two-dimensional array 1s generated,
this condition code array 1s also combined. When the
condition code 1s used for removing the copy inhibition
within fixed limits, 1t 1s preferable that a number of condition
code arrays, not one condition code array, are repeatedly
arrayed over the image to ensure the reliable detection.

The added information encoding part 514, while referring
to the latent 1mage, converts the code data of the pattern
number array elements corresponding to the black pixel in
the latent 1image according to predetermined rules, and this
data conversion 1s performed on all the pixels in the latent
image (steps S124, 5126). In this case, the black pixels of the
latent 1mage are embedded in the size units of the pattern
image. As a result, the pattern number array 1s such that
latent 1mage characters are depicted by the pattern number
(e.g., “27) according to the predetermined rules on the
background i1n which the copy inhibition codes and condi-
tion codes are arrayed. The added information encoding part
514 iputs the pattern number array to the background
image formation part 318 (step S126).

The background image formation part 5318 refers to each
clement of the pattern number array received from the added
information encoding part 514, and reads out a pattern image
corresponding the pattern number from the pattern image
storing part 516, and generates a background image con-
sisting ol an aggregation of pattern image arrays (step S130).
Then, the background 1mage formation part 518 stores the
generated background image into the background image
builer 520 (step 132).

Finally, the image composing part 522 reads the document
image from the document image bufler 508, and at the same
time reads out the document image from the background
image bufler 520, and composes the pixel data of those
images, and generates a whole composite image (step S134).
The 1mage composing part 322 mputs the generated com-
posite 1mage to the image formation part 90 through the
select part 80 (step S136). The 1image formation part 90
prints out the composite 1mage as input on the recording
sheet (step S138). Since the background 1mage has already
composed by the image composing part 522, the image
formation part 90 prints out the composite 1mage of the
original document image and the background 1mage.

FIGS. 5(A) to 5(F) exemplarily show the code data which
may be detected when the copying operation 1s performed
by using a predetermined machine, and pattern data made to
correspond to the code data. The copy inhibition informa-
tion, condition information or latent image information as
one of the added information 1s assigned to the code data.

For example, when the copy inhibition information imhib-
its a copying machine from copying the document instructed
to be printed out, the added information encoding part
generates one of the two kinds of copy inhibition code arrays
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shown 1n FIGS. 5(A) and 5(B) (see step S120). The copy
inhibition code array of FIG. 5(A) 1s such that the code data
(pattern numbers) in the array are all “0s”, and the copy
inhibition code array of FIG. 5(B) 1s such that the code data
in the array are all *“1s”. When the copy inhibition informa-
tion 1s not mput, or when the copy inhibition information 1s
not the information for inhibiting a copying machine from
copying the document instructed to be printed out, the added
information encoding part 514 does not generate the two
kinds of copy inhibition code array shown 1n FIGS. 5(A) and
5(B).

In the 1illustrated instance, the size of the umt two-
dimensional array 1s defined by 20 (vertical or sub-scan
direction)x20 (horizontal or main scan direction). The area
s1ze 1s preferably about Y4 or smaller of the entire 1mage 1n
the vertical and horizontal directions. Such an area size 1s
not apply only to this mstance. Where the area size 1s too
small, some disadvantage may arise, however. A preferable
area size 1s such that 100 number of “0s” or “Is” are
contained 1n one area size. In all cases, such an area size as
to allow the unit two-dimensional arrays to be repeatedly
arrayed 1n the whole 1mage, 1s preferable.

When the condition information is mnputted, the added
information encoding part 314 applies an error-correction
encoding process to the condition information to generate
the condition code array as shown in FIG. 5(C). When the
condition code array 1s not generated, the copy inhibition
code array 1s generated in place of the condition code array.
The code array of FIG. 5(C) represents the encoded condi-
tion information i the form of a two-dimensional array
(two-dimensional code) consisting of “0s™ and “1s” of code
data. The size (area size) of the unit two-dimensional array
of the condition code array, as of the copy inhibition code
array, 1s also defined by 20 (vertical or sub-scan direction)x
20 (horizontal or main scan direction).

Synchronizing codes are allotted to the periphery of the
condition code array by employing a special data array to
make 1t easy to position the array (see FIGS. 16(A) and
16(B) described later). In the 1llustrated instance, the periph-
ery of the rectangular area having given vertical and hori-
zontal sizes 1s entirely defined by “1s”. In encoding the
condition information, a two dimensional code 1s generated
within an area enclosed by the synchronizing code in a
manner that bit trains are arranged into a two-dimensional
array according to given rules, while correcting the bit trains
corresponding to the condition information.

In this case, to distinguish the two-dimensional code from
the synchronizing code, the number of successive “0s” or
“1s” 1s smaller than the number of data trains 1n the area side
of a portion except the synchronizing code. In the case of the
area size of 20 (vertical)x20 (horizontal), the number of the
numerals successively arrayed in the vertical or horizontal
direction 1s selected to be 17 or smaller. To decode the
condition code thus constructed, the synchronizing codes
expressed 1n a special data array are referred to and the code
data contained therein 1s developed into data trains (bit
trains) according to predetermined rules, whereby the con-
dition imnformation 1s detected.

In the step S122, the copy inhibition code arrays and the
condition codes are repeated according to predetermined
rules to generate a pattern number array having the same size
as of the whole latent 1mage. As a result, the values of the
clements of the pattern number array are “Os” or “1s”, on the
whole 1image.

FIGS. 5(D), 5(E), and 3(F) show examples of pattern
images stored in the pattern image storing part 516. The
pattern 1mage 1s expressed 1n a matrix having a size of 12
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pixelsx12 pixels. FIG. 5(D) shows a pattern image corre-
sponding to code data (pattern number) “0s™, which 1s an
oblique line pattern consisting of black dots, slanted down-
ward from the start point side of the scanning lines. FIG.
5(E) shows a pattern image corresponding to code data
(pattern number) “1s”, which 1s an oblique line pattern
consisting of black dots, slanted downward to the start point
side of the scanming lines. Those two kinds of oblique line
pattern images are presented as examples of first and second
image patterns of the mvention.

In each of those two kinds of pattern 1images representing,
the copy 1nhibition codes, a feature of a pattern consisting of
black dots 1s expressed by a linear function. Means to
express the pattern feature may be used if it presents easy
processing when the detection process and the judging
process are carried out in the image reader. A quadratic
function or a combination of the linear function and the
quadratic function may be used for expressing the pattern
feature, as 1n another embodiment to be described later.

FIG. 5(F) shows a pattern 1mage corresponding to the
code data (pattern number) “2”°, which 1s an example of a
pattern 1mage produced after the coordinates of the black
pixels 1n the latent 1mage are converted 1n the step S124. In
this instance, the pattern 1image i1s a dot pattern 1mage in
which black pixels are scattered over the pattern image.
Those pixels are positioned at scattered points of coordinates
(3, 3), (1, 6), and others (for the detail of the pixels
coordinates, reference 1s made to the figure).

On the whole background image expressed by the pattern
image, the oblique line patterns (FIGS. 5(D) and 5(E)),
which depend on the data values of the copy inhibition code
array (FIGS. 5(A) and 5(B)) and the condition code array
(FI1G. 5(C)) are converted into patterns which are two-
dimensionally arrayed while being repeated at given cycles
according to predetermined rules. The latent image character
part 1s converted 1nto an i1solated dot pattern (FIG. 5(F)).

A resolution of the pattern number array corresponds to a
resolution which 1s the product of dividing the printer
resolution by the pattern size. A pattern image generated
based on the resolution 1s generated in such a manner that
one element of the pattern number array 1s replaced with one
pattern. Therefore, a resolution of the generated pattern
image 1s equal to that of the printer.

The black pixels of the pattern 1images “0”, “1” and “2”
are arrayed in different forms. The numbers of the black
pixels (7 and 8 pixels) of the pattern images are substantially
equal to one other. Optical densities of those pattern images
are substantially equal on the printed out recording medium
irrespective ol the array forms of the black pixels. The
pattern 1mage “2” which 1s disposed at a position of the
black pixel of the latent image character 1s a pattern 1image
in which 1solated dots are dispersively positioned as shown
in FIG. 5(F). Accordingly, when the pattern image 1s copied,
the 1solated dots are hard to be reproduced. Some printing
characteristic of the printer often makes the density of the
printed 1mage somewhat different depending on the array
form of black pixels even i1f the numbers of black pixels are
substantially equal. In this respect, it 1s preferable that the
number and the array form of black pixels forming each
pattern image are selected so that the densities of the printed
out 1image data are exactly equal to each other.

FIGS. 6(A) to 6(C) are diagrams showing an example of
a background image, which 1s generated by combining and
arranging pattern images as mentioned above, and printed
out. FIG. 6(A) 1s a diagram showing an overall background
image expressed by pattern 1mages. The image data repre-
sents a binary image of 1 bit/pixel. In the figure, characters
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“COPY” are latent 1image characters. Actually, those char-
acters are not legible, while clearly seen 1n the figure, since
the characters are designed to have a density substantially
equal to that of the background. Those characters are legibly
depicted for ease of explanation.

A part (area enclosed by a rectangular) of the latent image
character 1s enlarged and 1llustrated in FIG. 6(C). As seen
from the figure, the inside of the latent image character 1s
formed with a dot pattern image containing small dots
arrayed randomly and densely. The background image out-
side of the latent image characters 1s formed with two kinds
of oblique line patterns shown 1 FIGS. 5(D) and 5(E). A
two-dimensional code may be constructed by making data
“0” and “1” assigned to the two kinds of oblique line
patterns. The pattern 1mages inside and outside the latent
image characters are different from those outside the latent
image. An average density (black pixel area per unit area)
inside the latent image on the printed out background image
1s substantially equal to that outside the latent image. The
printed out background image 1s seen as 1f 1t 1s a uniform
gray background.

When the background image shown i FIG. 6(A) 1s
printed out, and the resultant 1image 1s copied by a copying
machine, the relatively large dots outside the latent image
are Taithiully reproduced, but relatively small dots within the
latent 1mage characters cannot be faithiully copied by the
copying machine. As a result, only the part (background
part) outside the latent 1mage characters 1s reproduced, and
the latent image character part 1s voided white, whereby an
image as shown in FIG. 6(B) 1s reproduced. An image that
1s actually printed out on the sheet 1s an 1mage formed by
incorporating a document 1mage on the FIG. 6(A) back-
ground 1mage contaiming a number of pattern images
according to given rules. In this instance, the character
image 1s snow white not containing characters and graphics,
for ease of explanation.

The black pixels of the latent image characters are embed-
ded in units of the pattern 1mage size. The pattern image
corresponding to the copy inhibition information and con-
dition information i1s connected to the pattern 1mage corre-
sponding to the latent image characters 1n a lattice fashion.
The process which generates the background image while
referring to the code data of the pattern 1mage may also be
executed every pattern 1image size umt. Accordingly, the
background 1mage 1s generated at high speed.

FIGS. 7(A) and 7(B) are diagrams showing another
example ol the background image generated in the step
S130. Also i this example, the latent 1mage characters
“COPY” shown in FIG. 6 may be depicted. A square hatched
by oblique lines 1s the copy inhibition code array (code data
“0”) of FIG. 5(A); a square hatched by vertical lines 1s the
copy inhibition code array (code data “17°) of FIG. 5(B); and
a square hatched by dots 1s the condition code array (code
data “0” or “1) of FIG. 5(C).

As already stated (see step S122), when the copy 1nhibi-
tion codes are not generated, the condition codes are located
at the parts of the copy inhibition codes. If the condition
code 1s not generated, the copy mhibition code 1s located at
the parts of the condition codes 1n the figure. Accordingly, at
this time point, the values of the elements of the pattern
number array are “0” or “1”. In FIG. 7(A), this state 1s shown
by corresponding hatching squares, and corresponds to the
unit two-dimensional arrays shown in FIGS. 5(D) to 5(F).

Here, the 1mage areas of the unit two-dimensional arrays
corresponding to the two kinds of copy inhibition code
arrays are examples of first and second pattern image areas
according to the present invention. An image area of the unit
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two-dimensional array corresponding to the condition code
array 1s an example of the copy condition 1mage area
according to the invention. An 1image area of the latent image
character part 1s a third pattern 1image area according to the
invention.

FIG. 7(B) shows the result of changing to “2” the pattern
number of the elements constituting the pattern number
array corresponding to the coordinates of the black pixels of
the latent 1mage characters “COPY” by the added informa-
tion encoding part 514. The pattern number array 1s such that
the pattern number “2” corresponding to the latent image
character 1s depicted 1n a state that the copy inhibition code
and the condition code are superimposed on the pattern
arrays ol the background image, which are repeatedly
arranged at cycles according to predetermined rules.

As seen Ifrom the foregoing, the code data <07, “17, “2”
correspond to the pattern images of FIGS. 5(D) to 5(F), and
those are two-dimensionally arrayed to form the copy inhi-
bition code array and the condition code array. The code data
are repeatedly arrayed at predetermined cycles into a two-
dimensional array. Accordingly, for the corresponding back-
ground 1mage, one or several kinds of pattern images are
arranged so as to detect the control information (1.e., the
code data already stated) for controlling the copying opera-
tion.

In the previous instance, the background image 1s gener-
ated such that the pattern images cover the entire original
image. The background image and the original 1mage are
composed. In this case, i1t 1s not essential to arrange the
pattern 1mages so as to cover the entire original 1image. In
order to prevent an easy deletion of the copy inhibition
information, in a case where an original 1mage contains an
important part in which information to be transmitted to the
user 1s described, e.g., a text object, the background 1mage
1s generated in a state that the pattern image i1s located
overlapping with at least a part of the text part. In an
alternative, the pattern 1mage may be located overlapping
with the graphics object as well as the text object. In other
words, 11 the original image contains an essential object to
be transmitted to the user, 1t suilices to generate the back-
ground 1mage so that the pattern 1image overlaps with at least
a part of the essential object. Such a super imposing fashion
will readily be understood without the aid of graphical
illustration, and hence 1ts graphical illustration 1s omitted.

If the array size of the copy inhibition code array and the
condition code array are designed to have a predetermined
array size (this size will also be referred to an area size of the
control code array), and those are repeatedly arrayed at
given cycles (preferably into a two-dimensional form) 1n
given size units, plural kinds of pattern images are arrayed
on the corresponding background 1mage so as to detect the
control mformation (1.e., the code arrays and their combi-
nation).

As described above, where a process of generating a
composite 1mage by the composite image generating part 50
1s used, when a printed out document 1mage 1s copied by a
copying machine, an 1mage of characters or the like having
been embedded as a latent 1mage comes forth into view.
Accordingly, psychological deterrent acts on the 1llicit copy-
ing act, and one can distinguish between the original and the
copied sheet by the emerging image. The original 1mage of
an original document i1s superimposed on the background
image. If the presence of the pattern 1mage 1s clearly seen,
it 1s 1mpossible to remove (hide, paint out, cut out) the
pattern 1image. When the copy inhibition code 1s made to
correspond to the pattern image, the illicit copying can
completely be prevented.
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Plurality kinds of pattern images, which represent the
copy inhibition codes, are expressed by the quadratic tunc-
tion or simpler function (in the previous nstance, two kinds
of oblique lines as exemplarily expressed by the linear
function). Accordingly, the execution of the detecting pro-
cess and the judging process in the 1image reader 1s simple.
In other words, the process of detecting the copy inhibition
codes and the process of judging the same are carried out
concurrently with the image reading process 1n a real time
manner. Accordingly, at least for the control to completely
inhibit the copying operation, there 1s no need of imparting
the high level copy control operation to the user.

When the condition code 1s thus constructed by utilizing
the plural kinds of pattern 1mages, the condition code for
removing the copy inhibition may be embedded into the
confidential document. The 1mage reader can detect the
condition code relatively simply or reliably. Such high level
copying operation controls as to permit a specific user to
copy for each document, and to permit the user to copy the
document after the predetermined date and time are past,
may be automatized, and hence gives no trouble to the user.
In a case where a number of the condition codes are
repeatedly arranged over the entire 1image surface, even if
the latent image 1s embedded or i1t and the original image are
composed, and the condition code 1s partially lost, the
embedded removing condition can be decoded with high
precision.

Next, utilization of the composite 1image thus generated,
particularly a method of controlling the copying operation in
the copying machine, will be described. Here, “to control the
copying operation” mvolves “to inhibit the copying opera-
tion”, and “to permit the copying operation within fixed
limits™.

FIG. 8 1s a flow chart exemplarily showing processing
procedures of copying a document, which 1s printed out
according to the procedures shown 1n FIG. 4, 1n the “normal
copy mode” or the “conditional copy mode”. A processing
procedure of the “normal copy mode” will first be described.

The complex machine 3 1s normally set to the “normal
copy mode”. Accordingly, usually, there 1s no need to
change the operation mode, particularly. If the “conditional
copy mode” has been selected, a user operates the control
panel 34 of the complex machine 3 to set up the “normal
copy mode”. Responding to this, the control part 32 causes
the copy mhibiting information detecting part 22 to operate,
and causes the condition information detecting part 24 not to
operate.

To start, the 1mage reading part 10 reads the document
placed on the platen, stores the document image as read 1nto
the page builer 26, and mnputs 1t to the copy inhibiting
information detecting part 22 and the condition information
detecting part 24 (step S204).

The copy inhibiting information detecting part 22 oper-
ates only when the “normal copy mode™ 1s selected. The
copy inhibiting information detecting part 22 checks if a
pattern 1image corresponding to the copy inhibition code 1s
contained in the document 1mage read by the image reading
part 10, viz., executes a detection process of the copy
inhibition code to thereby judge whether or not the 1image to
be processed 1s a copy inhibition document (details of this
will be described later), and inputs the judgment result to the
control part 32 (step S206). A process 1n the copy inhibiting
information detecting part 22 1s executed 1n synchronism
with the image signal as mput from the image reading part
10, 1n real time manner.

The control part 32 controls the output operation on the
basis of the judgement result as input from the copy inhib-
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iting information detecting part 22 (step S208). For example,
when the judgement result as input from the copy inhibiting
information detecting part 22, indicates that the read docu-
ment 1s the copy inhibition document (the copy inhibition
code 1s detected), the control part stops the copying opera-
tion (S208: YES, S210). When the judgment result indicates
that the document 1s not the copy 1nhibition document (the
copy inhibition code 1s not detected), the control part 32
controls the select part 80 to permit the image from the
image processing part 40 to go to the 1image formation part
90, and causes the machine to continue the copying opera-
tion 1n the following manner (5208: NO, S212).

The image processing part 40 reads the document 1image
stored 1n the page buller 26, executes 1mage processes on the
read document 1mage, such as a base removing process,
emphasis process by a spatial filter, color converting process
and a tone correction process, and inputs the processed
image to the image formation part 90 through the select part
80 (8214) The 1mage formation part 90, as usual, prints out
the 1image as iput from the image processing part 40 side on
the recording sheet (S216).

As described above, 1n the “normal copy mode”, when the
pattern 1mage representing the copy inhibition code 1s con-
tained 1n the document 1mage read by the image reading part
10, the copy inhibiting information detecting part 22 detects
the copy mhibition code, to thereby inhibiting the copying
operation. When the pattern 1image representing the copy
inhibition code 1s not contained 1n the document 1image, the
read 1mage may be printed out on the recording sheet, and
hence, the normal copying operation 1s allowed.

A processing procedure of the “conditional copy mode”
will be described. To start, a user operates the control panel
34 of the complex machine 3 to set up the “conditional copy
mode” (step S200). Responding to this, the control part 32
displays on the control panel 34 a registration screen from
which a user ID and a password are entered (5202). The user
enters his user ID and password on this screen. As a result,
that the “conditional copy mode™ has been set up, and the
user 1D and the password are send to the control part 32. The
control part 32 configures the system so as to prohibit the
copy inhibiting information detecting part 22 from operat-
ing, but to allow the condition information detecting part 24
to operate (step S203)

Then, the 1mage reading part 10 reads the document
placed on the platen glass, stores the read document 1image
into the page bufler 26, and 1nputs it to the copy inhibiting
information detecting part 22 and the condition information
detecting part 24 (step S224). The condition 1nfi

ormation
detecting part 24 operates only when the machine 1s 1n the
“conditional copy mode”. The condition information detect-
ing part 24 checks if a pattern 1mage corresponding to the
condition code 1s contained in the document 1image read by
the image reading part 10, viz., 1t detects the condition code,
and 1nputs the detection result to the control part 32 (8226)
The condition information detecting part 24 executes 1n
synchronism with the image signal and 1n real time the
following processes: binarizing process, noise reduction
process, pattern detection process, and the process of storing,
of the pattern detection result to the bufler memory (The
details of the process execution will be described later).

The control part 32 judges the detection result as 1nput
from the condition information detecting part 24 (step
S228). When the judgement result indicates that no condi-
tion code 1s detected, the control part 32 stops the copying
operation (5228: NO, S210).

When the judgement result indicates that the condition
code 1s detected (S228: YES), the control part 32 analyzes
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the content of the condition code, and specifies the condition
information corresponding to the condition code detected
(step S230). The condition code 1s a code corresponding to
the condition information which permaits the user to copy the
document istructed to be printed out within fixed limuits.
Examples of the condition code are a password, user 1D
number (employee number) of the user who 1s permitted to
copy the document, date and time at which the copy inhi-
bition 1s removed, and machine numbers of copying
machines which are permitted to copy.

The control part 32 compares the machine number rep-
resented by the condition code with the machine number, or
registered machine number, stored in the internal ROM (not
shown, the same will be applied hereinafter) of the control
part 32 (step S232). When the detected machine number 1s
comncident with the registered machine number (S232:
YES), the control part compares the user ID and the pass-
word as input from the control panel 34 with the user 1D and
the password (1.e., registered user ID and registered pass-
word), both stored in the internal ROM (step S234).

When the mput user ID 1s coincident with the registered
user 1D, and further when the registered password corre-
sponding to the registered user ID 1s coincident with the
iput password (S234: YES), the control part 32 reads the
present date and time from an internal timer (not shown),
and compares 1t with the date and time of removing the copy
inhibition, which 1s represented by the condition code (step
S5236). When the present date and time are past the date and
time of removing the copy inhibition (5236: YES), the
control part 32 controls the select part 80 to permit the image
of from the image processing part 40 to go to the image
formation part 90, and causes the machine to continue the
copying operation (S236: YES, 5212 to S216).

In the verifying steps of the machine number comparison
(S232), the user ID and password comparison (S234), or the
date and time comparison (S236), 1f the verilying condition
1s not satisiied (not coincident/time 1s not past), the control
part stops the copying operation (S232: NO, S234: NO,
S236: NO, S210).

As described above, 1n the “condition copy mode”, when
a pattern 1mage representing the condition code 1s contained
in the document 1image read by the image reading part 10, the
condition mnformation detecting part 24 detects the condition
code, and the copying operation 1s permitted only when the
predetermined condition registered 1 advance 1s satisiied.
When a pattern image indicating the condition code 1s not
contained, the read image may be printed out on the record-
ing sheet, and hence, the normal copying operation 1is
allowed.

FIG. 9 15 a block diagram showing a configuration of the
copy inhibiting information detecting part 22. As shown, the
copy inhibiting information detecting part 22 includes a
binarizing processing part 220 for converting (binarizing)
input 1image data into binary data of “0” or “1”, a noise
reduction processing part 222 for reducing the noise com-
ponent of the binary image data output from the binarizing
processing part 220, and a pattern detecting processing part
224 for detecting a pattern image on the basis of the binary
image data of which the noise component 1s reduced by the
noise reduction processing part 222.

The copy inhibiting information detecting part 22
includes a block-processing part 226 for dividing an array
pattern of code data as the detection result output from the
pattern detecting processing part 224 into small blocks of
grven size which depends on an area size of a code array (1n
the previous 1nstance, 1t 1s a copy inhibition code array or the
like) corresponding to the control information for control-
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ling the copying operation, and a number-of-data computing
part 230 for computing the number of array data “Os” and
“1s” contained 1n each small block divided by the block-
processing part 226.

The copy mhibiting information detecting part 22
includes a ratio-computing part 232 for computing a ratio of
the number of “0s” of the array data computed by the
number-oi-data computing part 230, and a judgement pro-
cessing part 234 for judging a block attribute on the basis of
the computing result of the number-of-data computing part
230 and the computing result by the ratio-computing part
230. Here, the block attribute indicates that a block to be
judged 1s any of a block representing the copy inhibition
code array, a block representing the condition code array, or
any of other blocks than those.

FIG. 10 1s a flow chart showing an example of a process-
ing procedure (corresponding to the step S206 in FIG. 8) 1n
the copy 1nhibiting information detecting part 22. The bina-
rizing processing part 220 converts the image data output
from the 1mage reading part 10 1into binarized data of “0” or
“1”, and inputs the binarized data to the noise reduction
processing part 222 (step S300). The noise reduction pro-
cessing part 222 removes the noise component contained 1n
the binarized data, and inputs the binarized data which
contains no noise to the pattern detecting processing part
224 (step S302) The noise reduction processing part 222
gathers clusters of pixels of which the black pixels are
connected together, and the pixels of the pixel cluster (the
number of coupled pixels) having the size which 1s not
within a predetermined size are replaced with white pixels.
The predetermined size 1s properly selected such that the
oblique line patterns are not deleted, but other patterns
(1solated dot pattern, and character and graphics in the
document) than the oblique line pattern are deleted.

The pattern detecting processing part 224 detects two
kinds of oblique line pattern 1images shown 1n FIGS. 3(D)
and 5(E), and mputs image data of the type in which one
pixel consists of two bits to the block-processing part 226
(step S304). The pattern detecting processing part 224
detects the pattern 1image by the template matching tech-
nique 1n a manner that it successively applies the pattern
images (reference patterns) of FIGS. 5(D) and 5(E) to the
position of each pixel 1n an 1mage expressed by the binarized
data. The pattern detecting processing part 224 outputs data
“0” when 1t detects the pattern image shown in FIG. 5(D);
it outputs data “1” when 1t detects the pattern 1mage shown
in FIG. 5(E); and 1t outputs data “2” when 1t does not detect
any of pattern images. That 1s, the 1image data 1s made to
correspond to the code data, and 1s output as an code array.
The pattern detecting means by using the template matching
technique 1s known, and no further detail of 1t will be given.

The block-processing part 226 divides a code array
expressed 1n terms of <07, *“1” or “2” as the detection result
by the pattern detecting processing part 224 into blocks of a
given size, and iputs the resultant to the number-of-data
computing part 230 (step S306). The block size 1s selected
so that at least one block 1s contained 1n each code array 1n
a manner that the block size 1s smaller than the half of the
area size (1.e., area size ol the control code array) of the copy
inhibition code array and the condition code array.

The number-of-data computing part 230 computes the
number of array data “0Os” and “l1s”, which are present in
cach block set by the block-processing part 226, and inputs
the resultant mto the ratio-computing part 232 (step S308).
The ratio-computing part 232 inputs the total number of the
array data “0s” and “1s” to the judgement processing part
234 (step S310). The judgement processing part 234 judges




Us 7,227,661 B2

21

a block attribute on the basis of the total number of array
data received from the number-of-data computing part 230
and a ratio from the ratio-computing part 232 (step S312).

When the block to be processed 1s located within the copy
inhibition code array of which the array data are all *“0s™, and
the size corresponds to a given size (area size of the control
code array), the oblique line patterns (FIG. 5(D)) corre-
sponding to at least a predetermined number of array data
“0Os” of are detected 1n the block. Further, the oblique line
patterns (FIG. 3(E)) corresponding to “1” are rarely
detected, and a ratio of the oblique line patterns of array data
“0” 1s high, and must be 1.0 or thereabout.

When the block to be processed 1s located 1n the condition
code array of which the array data are all “1s” an the size
corresponds to a given size (area size ol the control code
array), the oblique lines patterns (FIG. 5(E)) of at least a
predetermined number of “1s” are detected. The oblique line
patterns corresponding to “0” 1s rarely detected, and a ratio
of the oblique line patterns of array data “0” 1s low, and must
be 0.0 or thereabout.

When the block to be processed contains at least part of
the condition code, the oblique line patterns (FIG. 3(D)
corresponding to array data “Os” and the oblique line pat-
terns (FIG. S(E) corresponding to array data “1s” are
detected within the block. A ratio of detecting the oblique
line patterns of array data “0”” 1s much lower than 1.0, and
must be much higher than 0.0.

In the case of the mput image data in which the pattern
data (any of FIGS. S(D) 5(E) and 5(F)) representing copy
inhibition information 1s embedded, a plurality of copy
inhibition codes of which the array data 1s “0” and a plurality
of copy inhibition codes of which the array data 1s *“1” must
be embedded 1nto the block to be processed.

The judgement processing part 234 makes a pre-judge-
ment (first judging process) of the block attribute by utiliz-
ing the characteristics mentioned above, in the following
manner.

1) When total number>threshold wvalue Thl and
ratio>threshold value Th2, the block to be processed
belongs to the copy inhibition code “0s” area.

2) When total number>threshold value Thl and (1-ratio)
>threshold value Th2, the block to be processed belongs
to the copy inhibition code “1s” area.

3) When the relations 1) and 2) above are not satisfied, the
block to be processed does not belong to the area of the
copy inhibition code array.

Here, the through hole Thi i1s selected from the block size
and the area size of the control code array, while adding a

marginal value to the theoretical number of patterns con-
tained 1n the block. The threshold value Th2 1s set at a value

near 1.0 (for example, Th2=0.93).

The judgement processing part 234 separately counts the
number of blocks of which the copy inlibition code 15 <07,
and the number of blocks of which the copy inhibition code
1s “1” (step S314). And the judgement processing part
compares the count value with the threshold value Th3
(second judging process) (step S316). The threshold value
Th3 may be adjusted in accordance with the number of kinds
ol copy inhibition codes.

When the number of blocks of which the copy inhibition
code 15 “0” 1s greater than threshold value Th3, and the
number of blocks of which the copy inhibition code 1s “1”
1s greater than threshold value Th3, the judgement process-
ing part 234 judges that the image 1s a copy inhibition
document (5316: YES, S318). In other cases other the
above, 1t judges that the image i1s not a copy inhibition
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document (S316: NO, S320). And 1t mputs the result of the
judgement to the control part 32 (step S322).

As described in connection with FIG. 8, when 1t 1s the
copy inhibition document, the control part 32 stops the
copymg operation of the machine (5208: YES, SZIO) When
it 1s not the copy 1nhibition document, the copying operation
1s permitted, and therefore the control part causes the
machine to continue the copying operation (S208: NO,
S212).

In the process of detecting the copy inhibition informa-
tion, there 1s no need of carrying out the decoding process
after the array of code data corresponding to the pattern data
1s exactly obtained. By merely computing the number of
pattern images 1n the block and the ratio, judgement may be
made as to if the image 1s the copy inhibition document,
irrespective of the skew and setofl of the image. The
tudgement processing part can judge as to 1f the read 1image
1s a copy inhibition document, 1n synchronism with an image
signal input from the 1mage reading part 10 and in real time
manner during a process ranging from the reading process to
the printing process, although the amount of information
embedded (it represents only the presence or absence of
copy inhibition code) 1s small.

In the embodiment, judgement 1s made that 1t 1s a copy
inhibition document only when at least a predetermined
number of the two kinds of copy inhibition codes are
detected. Even when the pattern image resembling the copy
inhibition code 1s contained 1n a normal 1mage, not the copy
inhibition 1mage, the judging accuracy may be improved
without misjudgement. In an alternative, a pattern image
corresponding to one kind of copy inhibition code 1s embed-
ded 1n the background image, and judgement 1s made as to
if the 1mage 1s the copy inhibition 1mage. Even when the
pattern 1mages corresponding to the two kinds of copy
inhibition codes are embedded in the background image,
judgement may be made on the basis of either of the copy
inhibition codes. In eitther case, judgement accuracy will be
lowered than in the above-mentioned embodiment, inevita-
bly.

FIG. 11 1s a block diagram showing a configuration of the
condition information detecting part 24. As shown, the
condition information detecting part 24, like the copy inhib-
iting information detecting part 22, includes a doubling
processing part 240 for binarizing input 1image data, a noise
reduction processing part 242 for reducing the noise com-
ponent of the binary image data output from the doubling
processing part 240, and a pattern detecting part 244, and a
pattern detecting part 244 for detecting a pattern 1image on
the basis of the binary image data of which the noise
component 1s reduced by the noise reduction processing part
242,

The condition information detecting part 24 includes a
bufler memory 250 as one form of the storage part for
storing the detection result of the pattern detecting part 244,
and a skew-angle detection processing part 252 for obtaining

a skew angle as an inclination of the condition code array
part with respect to the reference of the image layout on the
basis of the data read out from the bufler memory 250. The
condition information detecting part 24 includes a code
detection processing part 254 and an error correction decod-
ing part 256. The code detection processing part 234 detects
a two-dimensional code based on the data read out of the
composite 1mage generating part 30 and the skew angle
output from the skew-angle detection processing part 252,
and develops the detected two dimensional code into bit
trains according to predetermined rules. The error correction
decoding part 256 applies the predetermined error correction
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decoding process to the bit trains of the two-dimensional
code, which 1s detected and developed by the code detection
processing part 254, to thereby decode the bit trains into
condition information.

FI1G. 12 1s a flow chart exemplarily showing a processing
procedure (corresponding to the step S226) in the condition
information detecting part 24. The processes of a binarizing
processing part 240, noise reduction processing part 242 and
a pattern detecting part 244 are similar to those of the
corresponding functional parts in the copy inhibiting infor-
mation detecting part 22 (steps S400 to S404) (The details
of them are omaitted.).

The pattern detecting part 244 stores the code arrays of
“07, “1” and “2” as the detection result to the bufler memory
250 (step S406). The code arrays stored in the buller
memory 250 are such that data at a position where the
pattern 1image shown 1n FIG. 5(D) corresponding to the code
data “0” 1s detected 1s “0”, and data at a position where the
pattern 1image shown 1n FIG. 5(D) corresponding to the code
data “1” 1s detected 1s “1”. In other cases than the above
ones, the stored code arrays are the code arrays of which one
pixel consists of two bits.

The skew-angle detection processing part 252 obtains a
skew angle of the input 1mage data, 1n particular the con-
dition code array part, on the basis of the code array (image
data) stored in the bufler memory 250, and inputs the
obtained skew angle to the code detection processing part
254 (step S408). Specifically, the skew-angle detection
processing part 252 obtains a skew angle 1n a manner that 1t
Hough transforms the pixels of which the code data (pixel
value) 15 “0” or “17, and obtains a peak of a projection
distribution to the angle axis. A techmque for obtaining the
skew angle, which utilizes the Hough transformation, 1s
known, and hence, the detailed description of it 1s omitted
here.

The code detection processing part 254 reads out the code
array (image data) stored in the bufler memory 250, and
detects the two-dimensional code from the condition code
array part, referring to the skew angle detected by the
skew-angle detection processing part 252 (step S410). For
example, the code detection processing part 254 scans the
image along the skew angle obtained by the skew-angle
detection processing part 252 to take out data of “0” or “1”
(corresponding to “1” of code data). And it finds synchro-
nizing code from the data trains taken out. The synchroniz-
ing code 1s defined as such a code that the outer periphery
ol a square area having given vertical and horizontal sizes
consists of “1s”. The bit array enclosed by the synchronizing
code 1s a two-dimensional code (condition code).

The code detection processing part 254 rearranges the bit
array 1nto a one-dimensional data train (bit train), and
outputs the resultant to the error correction decoding part
256 (step S412). The error correction decoding part 256
applies a given error-correction decoding process to the bit
train received from the code detection processing part 254
(step S414), and decodes it into condition information, and
outputs the decoded condition information to the control part
32 (step S416).

As described 1 connection with FIG. 8, the control part
32 permits or stops the copying operation on the basis of the
condition information as input from the error correction
decoding part 256. When the image 1s a copy inhibition
document containing the condition information, the control
part 32 analyzes the condition information and compares the
contents of the condition information with the information
registered in the internal memory. When those pieces of
information are coincident with each other, the control part

10

15

20

25

30

35

40

45

50

55

60

65

24

permits the copying operation (NO to S232, S234, S236, and
S212). When those pieces of information are not coincident
with each other, the control part prohibits the copying
operation (YES to S232, S234, S236, and S210).

The condition information detection process utilizes the
copy 1nhibition code of plural kinds (two kinds in the
previous instance) of copy mnhibition codes, and expresses
the condition by the combination of their arrays. The con-
dition information detecting part 24 executes 1n synchronism
with the image signal as mput from the image reading part
10 and 1n real time, at least the following processes: bina-
rizing process, noise reduction process, pattern detection
process, and the process of storing of the pattern detection
result to the bufler memory.

In the embodiment mentioned above, the composite
image generating part 30 and the image formation part 90
are assembled 1nto the housing of the complex machine 3. In
an alternative, the composite 1image generating part 30 1s
contained 1n one housing, and the image formation part 90
1s contained in another housing. In this case, the composite
image generating part 50 generates the background image by
utilizing the pattern images, and composes the background
image and the document image, and transfers the composed
image to the image formation part 90 or via the network 9
or directly. In turn, the composed 1mage 1s printed out. The
former case via the network 9 1s called a case where the
invention 1s applied to the network printer.

In the embodiment, the background image and the docu-
ment 1mage are generated having equal size, and are com-
posed 1nto the image as the whole document image. In
alternative, the background image 1s generated having a size
smaller than the document 1mage, and the background 1image
1s 1ncorporated into the document image, as a part of the
document 1mage. In this case, the background 1image maybe
incorporated 1nto an important part of the document 1mage.
When the background image 1s incorporated into an 1impor-
tant part of the document image, the deletion of the copy
inhibition code and the condition code, which are contained
in the background 1mage, 1s made difficult. Therefore, such
an 1llicit copy that those pieces of information composed 1n
advance 1s deleted, and then the document 1s copied, is
prevented. The background image may be incorporated into
a predetermined location 1n the upper part or the lower part
of the document 1image.

As described above, 1n the arrangement and process of the
first embodiment, the control information for controlling the
copying operation 1s allotted to the pattern images. Those
pattern 1mages are arranged into a two-dimensional array
according to predetermined rules. Therefore, when the copy-
ing operation 1s performed, the 1llicit copying 1s efliciently
prevented.

Such a first code (copy inhibition code 1n the previous
instance) that the amount of information to be embedded 1s
small, but 1t may be detected 1n real time, and such a second
code (condition code 1n the previous instance) that real time
detection of it 1s diflicult, but the amount of information 1s
large are repeatedly embedded into the background image
by the utilization of the pattern images corresponding to the
codes. The copy imhibition information is assigned to the
first code, and the removing condition for the copy inhibition
1s assigned to the second code. In this way, the copying
operation may be controlled flexibly.

In the “normal copy mode” of the copying machine, when
the copy inhibition code 1s detected from the 1image as read,
the 1illicit copying of the confidential document can be
prevented without reducing the copying productivity of the
copying machine, by stopping the copying operation. When
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the condition code 1s detected from the 1mage as read, and
it 1s satisfied, the “conditional copy mode” permitting the
copying operation 1s set up. When the condition that a
specific user will copy or that preset date and time are past,
1s satisiied, the copying operation i1s permitted. The compli-
cated copy controls may be automatically performed without
bothering the user.

Further, the first and second codes are repeatedly arranged
as corresponding pattern images in the entire background
image of the document 1image. As a result, the deletion of the
control information for controlling the copying operation 1is
made diflicult, thereby reliably preventing the illicit copy.

When the latent 1image 1s contained, the two codes are
formed as a part of the background 1mage which functions
like the anticopy/counterieit sheet. Therefore, 11 the docu-
ment 1s copied by using the copying machine not having the
detecting function, the warning characters appears in the
copied document. Therefore, the user recognizes that the
copied document 1s confidential. Also in the copied docu-
ment, the control information for copy inhibition, which 1s
made to correspond to the code, 1s reliably leit.

FIG. 13 1s a flowchart exemplarily showing other pro-
cessing procedures for the background image generating
process and the 1image composing process in the composite
image generating part 30. This implementation of the inven-
tion will be referred to as a second embodiment.

In the first embodiment described above, the background
image 1s composed with the PDL data as transmitted from
the client terminal 2, and 1s printed out. In the second
embodiment, the background 1mage 1s composed with the
document 1mage (copy document) read by the copying
machine. Specifically, the complex machine 3 composes the
background image with the image read by the image reading,
part 10, when performing the copying operation. The copy-
ing function part of the complex machine 3 in the first
embodiment may be used as it 1s for the copying machine.
However, its operation 1s somewhat different from that in the
first embodiment. In the second embodiment, the complex
machine 3 1s designed so as to allow a “composite copy
mode” to compose the background image with the read
image to be set up.

To start, a user operates the control panel 34 of the
complex machine 3 to set up the “composite copy mode”
(step S500). Responding to this, the control part 32 displays
on the control panel 34 the registration screen from which
the copy inhibition information, condition information and
the latent image immformation are entered (step S502). The
user enters the copy inhibition information, condition nfor-
mation and the latent image information on this screen (step
S504). In turn, the fact that the “composite copy mode” has
been set up, and the copy inhibition information, condition
information and the latent image information, are send to the
control part 32. The control part 32 inputs the received copy
inhibition information, condition information and the latent
image information to the composite 1mage generating part
50.

The composite 1mage generating part 50, as described in
the first embodiment, refers to the copy inhibition informa-
tion, condition information and the latent 1image information
as input from the control part 32, reads the pattern image
from the pattern image storing part 316, arrays the read
pattern 1image into a two-dimensional fashion according to
the predetermined rules to thereby generate the background
image, and stores the generated background image into the
background 1mage bufler 520 (step S506).

Then, the image reading part 10 reads the document
placed on the platen, and stores the read document 1mage
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into the page buller 26 (step S3508). The 1image processing
part 40 reads the document 1mage form the page builer 26,
executes 1mage processes on the read document image, such
as base removing process, emphasis process by a spatial
filter, color converting process and a tone correction process,
and 1puts the processed 1mage to the read 1image acquisition
part 502 of the composite 1image generating part 50 (step
S510). The read 1mage acquisition part 502 transmits the
read 1mage as mput to the image composing part 522 (step
S512).

The 1mage composing part 522 reads the background
image from the background image bufler 520 1n synchro-
nism with the read 1image as mput from the 1mage reading
part 10 (step S514). Then, the image composing part 522
composes the pixel data of those images, and 1nputs the
composed 1image to the image formation part 90 (step S516).
The 1mage formation part 90 prints the input composite
image on the recording sheet (step S518). Since the read
image and the background image has already composed by
the 1image composing part 522, the image formation part 90
prints out the composite image of the document 1image read
by the image reading part 10 and the background image.

FIGS. 14(A) to 14(C) are diagrams exemplarily showing
other pattern images. In the first embodiment, the pixel size
of the one pattern 1mage 1s the square size of 12 (vertical)x
12 (horizontal) pixels. However, the size 1s not limited to
that of the former, but may be the square size or the
rectangular size of another dimension. In a case of the
rectangular size, as shown i1n FIG. 14(A), the size maybe
defined by 12 (vertical)x24 (horizontal) pixels by utilizing
the pattern 1images for the above-mentioned two copy 1nhi-
bition codes.

Also 1n this case, as shown in the figure, the pattern
features are made different, and the numbers of the black
pixels of the patterns are made substantially equal to one
other so that plural kinds of the copy inhibition codes can be
expressed. Patterns are not limited to the oblique line
pattern, but may be a pattern having such a feature quantity
of a pattern, which 1s represented by a direction of an array
of black pixels as to be expressed by a linear function or a
combination of the linear tunction and the quadratic func-
tion. Example of the pattern 1s a figure presenting a linear
line, square, circle, ellipsis or the like, such as a triangle
shown 1n FIG. 14(B) or a rectangle close to a circle shown
in FIG. 14(C). The number of kinds of the pattern images
representing the copy inhibition codes 1s not limited to two,
but may be three or larger, as a matter of course.

FIGS. 15(A) to 15(F) are diagrams exemplarily showing
another case where the umt two-dimensional arrays of the
copy inhibition code array and the condition code array are
repeatedly arrayed over the entire original image. The array
pattern of FIG. 7(A) 1s shown 1n FIG. 15(A), and 1ts simple
representation 1s shown i FIG. 15(B), for the purpose of
comparison. In the first embodiment, two kinds of the unit
two-dimensional arrays of the copy inhibition code array
consisting of “0Os” and “1s” and the unit two-dimensional
array of the condition code array consisting of “0/1s”, are
repeatedly arrayed over the entire 1mage. As shown i FIG.
15(C), one of the unmit two-dimensional arrays of “0s” and
“1s” and the umt two-dimensional array of the condition
code array consisting of “0/1s” may repeatedly be arrayed
over the entire 1mage.

In an alternative, as shown 1n FI1G. 15(D), only one of the
unit two-dimensional array of “0s” and “1s” may repeatedly
be arrayed over the entire 1mage. In this case, actually, the
unit two-dimensional array 1s not repeatedly arrayed over
the entire 1image, exactly. However, the fact that the pattern
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image representative of the copy mhibition code 1s arrayed
into a two-dimensional fashion at fixed intervals, remains
unchanged. In a case where pattern 1mages corresponding to
plural kinds of copy inhibition codes, are utilized, a com-
bination of pattern image arrays may be utilized for a
judging process. Therefore, a chance of misjudgment 1s
lessened. In a case where a pattern 1mage corresponding to
one kind of copy inhibition code 1s utilized, the judging
process 1s simplified, and hence, the copying productivity of
the copying machine 1s improved.

The pattern number array patterns as shown in FIGS.
15(E) and 15(F) may be employed: scan lines consisting of
“Os” and “1s” are alternately arranged 1n the vertical (sub-
scan) direction, which 1s orthogonal to the scan line direc-
tion.

In the cases of FIGS. 15(D) to 15(F), the unit two-
dimensional array of the condition code array 1s not
arranged, but 1t may be arranged appropriately and disper-
sively. In this case, the number of the umt two-dimensional
array to be arranged may be one to three, but some large
number 1s preferable. The reason for this 1s that even if the
condition code 1s partially lost due to the embedding of the
latent 1mage character and the superimposing 1t on the
original 1mage, the embedded removal condition can be
decoded with high precision.

FIGS. 16(A) and 16(B) are diagrams useful 1n explaining,
a relation of synchromizing codes embedded 1n the periphery
of the condition code array and a decoding process. FIG.
16(A) shows the condition code array in the first embodi-
ment; and FIGS. 16(B) and 16(C) show other condition code
array.

In the first embodiment, the outermost periphery of the
condition code array of the unit two-dimensional array is
enclosed by “1s”, and the condition code 1s encoded 1into two
dimensional array, and pattern 1mages corresponding to “1s”
and “0s” are arranged within the inside of the outermost
periphery. In this case, in some pattern 1mages, the image
reader sometimes fails to detect the synchronizing code
depending on how the document 1s placed on the document
table, and 1n this case, a position or an inclination (skew
angle) of the condition code array, 1s not specified. Further,
the following disadvantage occurs. The image reader can
detect the synchronizing code, but the top, bottom, right and
left sides of the condition code arrays are not specified, and
decoding error occurs 1n the decoding process of the con-
dition code.

For example, as shown 1 FIG. 16(A), in the case of the
condition code array of the first embodiment utilizing the
oblique line pattern, the synchronizing code i1s detected
when the condition code array 1s rotated by 180°, but the top
and bottom sides thereof are not specified. Accordingly, at
the time of decoding the condition code, the inner data array
changes, and 1n this state, the decoding 1s performed, leading
to decoding error. When the condition code array 1s rotated
by 90° or 270° the code data of outermost periphery 1s
changed to “0s” from “1s” at the time of detection. In this
case, 1t can be judged if the condition code array 1s turned
90° to the night or left, but the turning direction, right or leit,
cannot be specified. The result 1s that the synchronizing code
cannot be detected, or the condition code array cannot be
found. Such occurs not only in the case where the oblique
line patterns are utilized and the outermost periphery of the
code array 1s filled with “1s”, but also 1n the case where the
oblique line patterns are utilized and the outermost periphery
of the code array 1s filled with “0s”. The same occurs also 1n
a case where when the code array 1s turned 90°, the code data
1s 1nverted.
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To cope with this, 1n the case of utilizing such 1mage
patterns, code data of one of the top, bottom, right and left
sides 1s preferably made different from code data of the other
three sides. For example, as shown in FIG. 16(B), “1s” are
assigned to the top side, and “0s™ are assigned to the bottom,
right and left sides. If so assigned, when the code array 1s
rotated by 180°, “1s” are located at the bottom side and are
detected. Accordingly, the top and bottom sides are reversed
for the judgement. The code data per se 1n the 1nside remains
unchanged. When the code array 1s rotated by 90°, one of the
right and left sides 1s detected to be “0s”, and the other side
1s detected to be “1s”. Therefore, which direction, right and
left, of the code array 90° rotation 1s specified. In this case,
the inside code data 1s detected 1n the inverted state. There-
fore, the top, bottom, right and left sides are reliably
detected, and the decoding error 1s prevented from occurring
by adjusting rearrangement of the data (including reversing
of “0s” and “1s”) 1n the decoding process of the condition
code depending on how the document 1s placed.

As shown in FIG. 16(C), the synchronizing codes may be
assigned to the location adjacent to and on the mner side of
the outermost periphery. In this case, those synchronizing
code 1s made different from that of the outermost periphery.
The same data 1s assigned to the upper and lower sides, and
to the right and left sides, but different data codes are
assigned to the upper (lower) and right (left) sides. Descrip-
tion of the rotation of the document placement, and the
detection result of the code data 1s omitted. Also 1n this case,
detection of the top, bottom, right and left sides are ensured.
Further, decoding error can be prevented 1n a manner that the
data rearraying when the condition code 1s decoded 1is
adjusted depending on the document placing state (the
adjustment involves the logic state mversion of “0” to “1”
and vice versa).

FIG. 17 1s a diagram exemplarily showing a hardware
configuration of an 1mage generating device or an image
forming apparatus (both will be referred generally to an
image processing apparatus) which i1s constructed 1 a
software manner by utilizing CPU and memory 1n a software
manner, viz., when an 1mage processor 1s constructed by
using a computer.

An 1mage processing apparatus 900 thus configured
includes a CPU 902, ROM (Read Only Memory) 904, RAM
906 and a communication I/'F (interface) 908. If necessary,
the 1mage processing apparatus 900 may include a record-
ing/reading device for reading data from or recording it on
a recording medium, such as a hard disk device 914, flexible
disk drive (FD) 916 and a CD-ROM drive (compact disk
ROM) 918.

The hard disk device 914, FD drive 916 or the CD-ROM
drive 918 is used for storing program data which causes the
CPU 902 to execute a software process. The communication
I/'F 908 operates as an interface in the transter of data to and
from a communication network, e.g., the Internet.

The 1mage processing apparatus 900 also includes a
scanner I/F part 932 having the connection function to the
scanner, and a printer I'F part 934 having the connection
function to the printer. Those I/F parts may be a cable
connection or a wireless connection capable of short dis-
tance connection, or like the communication I’F 908, may be
of the type which connects to the scanner or the printer
through a communication network such as Internet.

The image processing apparatus 900 thus arranged has the
same basic configuration and operation as of the complex
machine 3 of the embodiment described above. A program
which causes the computer to execute the above processing
procedures 1s distributed 1n the form of a recording medium,
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e.g., CD-ROM 922. The program may be stored in an FD
920, not CD-ROM 922. In an alternative, the MO drive 1s
installed, and the program is stored 1n the MO. Additionally,
the program may be stored in a non-volatile semiconductor
memory card 924, such as a flush memory, or another
suitable memory.

Further, the program may be downloaded from another
server via the communication network, e.g., Internet, or 1s
updated 1n a stmilar way. In addition to the FD 920 and the
CD-ROM 922, the following recording media may be used:
an optical recording medium such as DVD, magnetic
recording medium such as MD, magneto-optical recording,
medium such as PD, tape medium, magnetic recording
medium, and a semiconductor memory such as an IC card
and a mimature card.

Part or the whole of the functions of the flow chart
showing the processing procedures 1n the complex machine
3, which was already described in the above-mentioned
embodiments, 1s stored 1n the FD 920 or the CD-ROM 922
as an example of the recording medium. Accordingly, the
tollowing programs or the recording medium on which the
program 1s stored, are supplied. For example, a program for
the 1mage processing apparatus 900, i.e., software to be
installed on the RAM 906 or the like, includes the following
function parts 1n the form of software: the copy inhibiting
information detecting part 22, condition information detect-
ing part 24, control part 32, image processing part 40, or the
composite 1mage generating part 50.

The software may be distributed 1n a state that 1t 1s stored
on a recording medium of the portable type, e.g., a CD-ROM
and an FD, in the form of a scanner driver for a reading
device, a printer driver for a printing device or a scanner
driver or a printer driver for a complex machine, or via the
network. The solftware may be supplied not only to the
reading device, printing device or the complex machine side,
but also to the user side terminals or the devices. In this case,
the original image and the background may be composed on
the user side.

In a case where the image generating device or the image
forming apparatus i1s formed by using a computer, the

CD-ROM drive 918 reads data or a program from the
CD-ROM 922, and sends 1t to the CPU 902. Then, the

software 1s 1nstalled from the CD-ROM 922 to the hard disk
device 914. The hard disk device 914 stores the data or the
program read by the FD drive 916 or the CD-ROM drive 918
and the data which 1s generated when the CPU 902 executes
the program, and reads the stored data or the program to send

it to the CPU 902.

The software stored 1n the hard disk device 914 1s read out
onto the RAM 906 and then 1s executed by the CPU 902.
The CPU 902 executes the processing procedures described
above based on the program stored in the ROM 904 and the
RAM 906 as examples of the recording medium, whereby
the flowing functions 1n the above processing procedures are
realized 1n a software manner: detection process of the copy
inhibition information, detection process of the condition
information, generating process of the background image or
the composing process of the original 1mage and the back-
ground 1mage.

FIGS. 18(A) and 18(B) are block diagrams exemplarily
showing a preferable configuration of an 1mage processing
apparatus, which 1s realized by utilizing a computer. This
configuration will be referred as a third embodiment. FIG.
18(A) shows an arrangement of an 1image formation system;
and FIG. 18(B) shows parts on the background image
generating process and the composite 1mage generating
process 1n the client terminal 2 side. Specifically, FIG. 18(B)
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1s a functional block diagram showing the periphery of a
central control part into which a printer driver i1s 1corpo-
rated.

The image formation system 1 of the third embodiment
includes the client terminal 2 such as a personal computer
for generating document data and the printer 8 which
executes a printing process in accordance with the document
data transmitted from the client terminal 2.

The client terminal 2 includes a data generation part 950
which generates document data containing text or graphics,
a central controlling part 960 which controls operation of
cach part of the client terminal 2, an interface part 970 which
functions as an interface with the printer 8, and a recording
medium 980 such as a hard disk which temporarily stores the
document data generated by the data generation part 950 and
intermediate data generated 1n a data process 1n the central
controlling part 960.

An application program for generating document data
containing text, graphics, and the like 1s incorporated into
the data generation part 950. Document data, which 1s
generated by external devices and 1s fetched via a network
(communication network) or a recording medium, may be
used, without generating the document data by the data
generation part 950.

An OS (Operating System) as the software for controlling
the whole client terminal 2 or a printer driver as the software
for controlling the printer 8 1s installed into the central
control part 960. The client terminal 2 contains the printer
driver, and the functional part of the composite image
generating part 30 contained 1n the composite 1image gen-
crating part 50 1s operated by the utilization of the software,
called printer driver. Specifically, the printer driver generates
the background image, the generated image 1s composed
with the PDL data of the document, and the resultant image
1s transmitted to the printer 8 (including the complex
machine 3 of the previous instance) via the network 9. The
functions of the background image process and the image
composing process are implemented as a computer program
called printer driver.

As a result, the client terminal 2 functions according to the
program 1n a software manner. Specifically, the program 1s
read out of the CD-ROM which stores the program forming
the function parts, and 1s installed to the recording medium
980, such as a hard disc device. The program i1s read out
from the recording medium 980, and CPU executes the

processing procedure given below to thereby realize those
functions in a soitware manner.

As shown 1n FIG. 18(B), the central control part 960
(particularly, the printer driver function part, The same shall
apply hereinafter.) includes a composite 1mage generating
part 50 as a software which composes the background image
with the document data mput from the application program
or the like. The composite image generating part 30 contains
the added information encoding part 514, background 1image
formation part 318 and 1mage composing part 522 of those
parts shown 1n FIG. 3. A recording medium 980 1s used for
a document 1image butler 508, pattern image storing part 516
and background image bufler 520. The basic functions of
those are similar to those in the embodiment mentioned
above.

FIG. 19 15 a tlow chart showing a processing procedure of
the composite 1mage generating part 30 thus configured,
which utilizes the computer, particularly the processing
procedures of the background image generation process and
the 1mage composing process. In the flow chart description
to follow, PDL data 1s transmitted from the client terminal 2,
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and upon receipt of the data, the printer 8 prints out the data
(background 1mage generation process at the time of print-
ng).

To start, the user prepares a document data by operating,
the data generation part 950 or fetching the data from
exterior, on the client terminal 2 (step S600). And the user
issues a print command ol printing the document (step
S601). Upon receipt of the print command, the client ter-
minal 2 displays a printer drive screen (step S602). The user
sets added information to be embedded 1n the document to
be printed (step S603). As described above, the added
information contains copy inhibition information for inhib-
iting the document 1nstructed to be printed out from being
copied by the copying machine, condition information for
permitting the document instructed to be printed out to be
copied, information representative of latent image characters
to be embedded 1n the background 1mage, and others.

Upon completion of those settings, the printer driver first
generates a latent image (step S604). Then, the printer driver
encodes the copy inhibition information 1nto a copy inhibi-
tion code, and generates a copy inhibition code array of
given area size (step S606). Then, the printer drive encodes
the condition mformation 1mnto a condition code, and gener-
ates a condition code array of given area size (step S608).
Subsequently, the printer driver repeatedly arranges the copy
inhibition code array of given area size and the condition
code array mto a two-dimensional array according to pre-
determined rules, and generates a pattern number array
corresponding to a background image (step S610).

The printer driver converts the pattern number arrays of
the pixels of the latent image character part according to
given rules, while referring to the latent 1mage generated 1n
the step S604 (steps S612, S614). Then, the printer driver
replaces 1t with pattern 1mages corresponding to the code
data of the eclements of the pattern number array, and
repeatedly arranges those pattern images according to all the
pattern arrays, to thereby generate a background 1mage (step
S616).

Following the process execution stated above, the client
terminal 2 converts the document data instructed to be
printed out into PDL data (step S618). Then, 1t inserts a
drawing command of the background image generated 1n the
step S616 1nto the generated PDL data (step S620). As a
result, on the PDL data a drawing command for composing
the background 1mage 1s added to the drawing command of
the document 1mage as an example of the original 1mage.
Finally, the PDL data added with the drawing command for
composing the background image 1s transmitted to the
printer 8 via the network 9 (step S622).

Specifically, the printer first generates a document image
according to the drawing command of the document 1mage,
and superimposes the background 1mage onto the document
image already formed, according to the drawing command
for composing the background 1mage, thereby generating a
binary image which 1s composed of the original document
image and the background image. In this way, the printer 8
may print out the composite image composed of the original
document 1mage and the background image.

In the third embodiment, the following case 1s described.
The document data 1s converted into PDL data; a drawing
command for composing the background 1mage 1s added to
the former; the resultant 1s sent to the printer; and an actual
image composing process 1s carried out within the printer. In
an alternative, the document data 1s converted into image
data 1n the printer driver; 1t 1s composed with the background
image; the PDL data of the composed 1mage 1s sent to the
printer; the document 1image generating part of the printer or

10

15

20

25

30

35

40

45

50

55

60

65

32

the complex machine interprets the PDL data and generates
the composite image; and finally 1t 1s printed out. In another
alternative, the 1image data composed at the client terminal
1s sent to the printer or the complex machine, and the 1mage
composing part contained in the printer or the complex
machine directly prints out the image data (in this case, a
process ol interpreting the PDL data 1s not required.)

In the third embodiment, the PDL data of the document
data added with the drawing command for the background
image 1s sent to the printer or complex machine via the
network, and the printer then prints out 1t. In an alternative,
the client terminal 1s connected to the image reader (scan-
ner). When the image (scan image) read by the scanner 1s

printed out, as 1n the third embodiment, the background
image 1s generated by a drive (in this case, the scanner driver

may be used), and 1t 1s composed with the read image. The
composed one 1s sent to the printer which 1n turn prints out
it. This printing system 1s a scan-and-print system utilizing
the network.

The image data may be output to a printer which 1s located
close to the client terminal, and connected to the latter by a
cable or a short-distance communication (e.g., Bluetooth),
and be printed out.

While the mvention has been described using some spe-
cific embodiments, 1t should be understood that the inven-
tion may be modified, altered and changed within true spirits
and scope of the appended claims. Further, 1t should be
understood that the description of the embodiments do not
limit the mvention defined 1n the appended claims, and that
all the combinations of characteristic features of the inven-
tion as described 1n the embodiments are not always essen-
tial to the means for solving the problems.

In the embodiments mentioned above, the pattern 1mages
are arranged mnto a two-dimensional form according to
predetermined rules to thereby generate a background
image. The background image and the original 1mage are
composed 1nto a composite 1image. If required, the pattern
images are successively superimposed on the original image
according to predetermined rules to thereby generate a
composite 1mage.

As seen from the foregoing description, the background
image formed by arranging the pattern images 1nto a two-
dimensional array of given area size, and the original image
are composed. When an i1mage 1s generated based on an
original 1mage (e.g., confidential document) which requires
the control of its copying operation, the imvention produces
an eflect similar to that by the copy/forgery protect sheet
which imparts psychological deterrent on the 1llicit copying,
act.

The pattern 1mages forming the background image are
superimposed on the original image. Accordingly, if the
presence ol the pattern images 1s clearly seen, 1t 1s almost
impossible to remove the pattern images. Therefore, pre-
vention of the illicit copy of the document 1s ensured by
making the copy inhibition codes correspond to the pattern
1mages.

Plural kinds of pattern images representing the copy
inhibition codes are expressed by relatively simple feature
quantity, such as oblique line patterns. Accordingly, the
processing of the detection process and the judging process
in the 1image reader 1s simple. The detection process and the
judging process for the copy inhibition codes may be carried
out 1n real time and concurrently with the reading process.
To completely mhibit the copying operation, high level copy
control operation 1s not required for the user in order.
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What 1s claimed 1s:

1. An 1mage forming apparatus for composing an original
image and control information for controlling the copying of
the original 1mage, comprising:

34

operation 1s performed by using the predetermined apparatus
being made to correspond to the third pattern 1image.

8. An 1mage forming apparatus for composing an original
image and control information for controlling the copying of

a background image formation unit that generates a 5 the original image, comprising:

background image which includes first pattern images
two dimensionally arrayed at predetermined spatial
intervals so as to express the control information code
data that 1s detectable when the copying operation is
performed by using a predetermined apparatus being
made to correspond to the first pattern 1mage;

an 1mage composing/generating unit that generates a
composite 1image by composing the original image and
the generated background image;

an output unit that outputs the composite image;

a lirst control mformation acquisition unit for acquiring,
first condition mformation indicating 1f copy condition
as an example of the condition information 1s present;

a second control iformation acquisition unit for acquir-
ing information on copy condition as an example of the
condition mnformation for limiting the copying opera-
tion when the copying condition 1s present, within fixed
limits; and

an encoding unit for generating copy condition code data
by error correction encoding information on the copy
condition acquired by the second control information
acquisition unit.

2. The mmage forming apparatus according to claim 1,
wherein the background 1mage formation unmit generates the
background image so that the first pattern images cover the
substantially entire surface of the original 1image.

3. The image forming apparatus according to claim 1,
wherein the original 1mage contains a text object, and the
background 1image formation unit generates the background
image so that the first pattern 1mages overlap at least a part
of the text object contained in the original 1mage.

4. The mmage forming apparatus according to claim 1,
wherein the original image contains an essential object to be
transmitted to the user, and the background 1image formation
unit generates the background image so that the first pattern
image overlaps with at least a part of the essential object.

5. The 1mmage forming apparatus according to claim 1,
wherein the background 1mage formation unmit generates the
background 1mage containing second pattern images as well
as the first pattern 1mages, the second pattern 1images being
two dimensionally arrayed at predetermined spatial intervals
s0 as to express the control information, code data that 1s
detectable when the copying operation 1s performed by
using a predetermined apparatus being made to correspond
to the second pattern 1image.

6. The image forming apparatus according to claim 5,
wherein the background 1mage formation umt generates the
background 1mage in a manner that first pattern 1mage areas
as area 1mage parts of first size being two dimensionally
arrayed at predetermined spatial intervals so as to allow the
first pattern 1mage to express the control information, and
second pattern 1mage areas as area image parts of second
size being two dimensionally arrayed at predetermined
spatial intervals so as to allow the second pattern 1image to
express the control information, are repeatedly arrayed at
given cycles.

7. The 1mage forming apparatus according to claim 1,
wherein the background 1mage formation unit further gen-
erates the background image containing third pattern images
two dimensionally arrayed so as to express the control
information, code data that 1s detectable when the copying
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a background image formation umt that generates a
background 1mage which includes first pattern 1images
two dimensionally arrayed at predetermined spatial
intervals so as to express the control mnformation code
data that 1s detectable when the copying operation 1s
performed by using a predetermined apparatus being
made to correspond to the first pattern 1mage;

an 1mage composing/generating unit that generates a
composite 1mage by composing the original image and
the generated background image; and

an output unit that outputs the composite 1image,

wherein the background image formation unit generates
the background 1image in a manner that at least one of
first pattern 1mage areas as area 1mage parts of first size
being two dimensionally arrayed at predetermined spa-
tial mtervals so as to allow the first pattern 1mage to
express the control information, and second pattern
1mage areas as area 1mage parts of second size being
two dimensionally arrayed so as to express the control
information, code data that 1s detectable when the
copying operation 1s performed by using the predeter-
mined apparatus being made to correspond to the
second pattern 1mage, and third pattern 1mage areas as
arca 1mage parts of third size which contains third
pattern 1images and are two dimensionally arrayed so as
to express the control information, code data that 1s
detectable when the copying operation 1s performed by
using the predetermined apparatus being made to cor-
respond to the third pattern i1mage, are repeatedly
arrayed at given cycles.

9. An 1image forming apparatus for composing an original
image and control information for controlling the copying of
the original 1mage, comprising:

a background image formation umt that generates a
background 1mage which includes first pattern 1images
two dimensionally arrayed at predetermined spatial
intervals so as to express the control mnformation code
data that 1s detectable when the copying operation 1s
performed by using a predetermined apparatus being
made to correspond to the first pattern 1mage;

an 1mage composing/generating unit that generates a
composite 1mage by composing the original image and
the generated background image; and

an output unit that outputs the composite 1mage,

wherein the background image formation unit generates
the background image 1n a manner that at least one of
first pattern 1mage areas as area 1mage parts of first size
being two dimensionally arrayed at predetermined spa-
tial mtervals so as to allow the first pattern 1mage to
express the control information, second pattern 1mage
arcas as area 1mage parts of second size being two
dimensionally arrayed so as to express the control
information, code data that 1s detectable when the
copying operation 1s performed by using the predeter-
mined apparatus being made to correspond to the
second pattern 1mage, and third pattern 1mage areas as
arca 1mage parts of third size which contains third
pattern 1images and are two dimensionally arrayed so as
to express the control information, code data that 1s
detectable when the copying operation 1s performed by
using the predetermined apparatus being made to cor-
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respond to the third pattern image, and the copy con-
dition 1mage area are repeatedly arrayed at given
cycles.

10. The image forming apparatus according to claim 8,
wherein the background 1mage formation unit uses pattern
images that 1s unresolvable by the apparatus used for copy-
ing, for the third pattern image, and uses pattern images that
1s resolvable by the apparatus used for copying, for other
pattern image than the third pattern 1mage representing the
control information.

11. The image forming apparatus according to claim 10,
wherein the background 1mage formation unit uses pattern
images of which the number of pixels per unit area are
substantially equal to each other, for the third pattern 1mage
and the pattern 1mage other than the third pattern image
representing the control information.

12. The image forming apparatus according to claim 1,
wherein the background image formation unit incorporates
a copy condition image area, which represents a copy
condition as one of the control information, into the back-
ground 1mage depending on a combination of arrays of
different pattern 1images.

13. The image forming apparatus according to claim 12,
wherein the background image formation unit incorporates
information for specitying a position of the copy condition
image area 1n the background image into the copy condition
1mage area.

14. The image forming apparatus according to claim 12,
wherein the background image formation unit incorporates
information for specilying a direction of a rotation of the
copy condition 1image area in the background image into the
copy condition 1image area.

15. An illicit copying prevention system comprising:

the 1mage forming apparatus as defined in claim 1; and

an 1mage reader including an image reading unit for
reading the composite 1mage generated by the image
forming apparatus, a pattern image detecting unit for
detecting the pattern image contained in the 1mage read
by the image reading unit, and a control unit for
controlling the copying operation on the basis of the
detection result by the pattern 1image detecting unit.

16. An 1mage forming method for composing an original
image and control information for controlling the copying of
the original 1image, the method comprising:

generating a background image which includes first pat-

tern 1mages two dimensionally arrayed at predeter-
mined spatial intervals so as to express the control
information code data that i1s detectable when the
copying operation i1s performed by using a predeter-
mined apparatus being made to correspond to the first
pattern 1mage;

composing the original image and the generated back-

ground 1mage to generate a composite 1mage;
outputting the composite 1image; and

acquiring a first condition information indicating 1f copy

condition as an example of the condition information 1s
present using a first control information acquisition
unit;
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acquiring information on copy condition as an example of
the condition mformation for limiting the copying
operation when the copying condition 1s present, within
fixed limits using a second control information acqui-
sition unit; and

generating copy condition code data by error correction
encoding mformation on the copy condition acquired

by the second control information acquisition umit
using an encoding unit.

17. The image forming method according to claim 16,
further comprising:

generating plural kinds of pattern image areas by two
dimensionally arraying plural kinds of pattern images
as area 1mage parts of given size by the number
corresponding to the number of kinds of the pattern
images; and

generating the background image by repeatedly arranging

the plural kinds of pattern 1image areas according to a
given rule.

18. A program stored 1n a computer readable medium for
an 1mage forming apparatus for composing an original
image and control information for controlling the copying of
the original image, the program causes a computer to serve
as: a background image formation unit that generates a
background 1mage which includes first pattern images two
dimensionally arrayed at predetermined spatial intervals so
as to express the control information code data that is
detectable when the copying operation 1s performed by
using a predetermined apparatus being made to correspond
to the first pattern 1mage; an 1mage composing/generating,
unmit that generates a composite 1image by composing the
original 1mage and the generated background image; an
output unit that outputs the composite image; a first control
information acquisition umt for acquiring first condition
information indicating if copy condition as an example of
the condition information 1s present; a second control nfor-
mation acquisition unit for acquiring information on copy
condition as an example of the condition information for
limiting the copying operation when the copying condition
1s present, within fixed limits; and an encoding unit for
generating copy condition code data by error correction
encoding information on the copy condition acquired by the
second control mformation acquisition unit.

19. The image forming apparatus according to claim 3,
wherein the background 1image formation unit further gen-
erates background 1mage containing a third pattern image,
the third pattern 1mage being two dimensionally arrayed so
as to express the control mformation, code data that is
detectable when the copying operation i1s performed using
the predetermined apparatus being made to correspond to
the third pattern image.
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