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REDUNDANT STATE MACHINES IN
NETWORK ELEMENTS

BACKGROUND OF THE INVENTION

1. Technical Field

The present invention relates generally to networks and
more particularly to supporting redundant state machines in
network elements.

2. Description of the Background Art

A state machine receives excitations and in response,
depending on what state the machine was in, changes to
another state. State machines are useful in various
applications, which may require a passive redundant
machine to take over the operation of an active machine
when this active machine becomes inactive, e.g., due to
erroneous operations, power lailures, etc. Presently, state
machines are used redundantly 1in numerous architectures,
but none of these are satisfactorily eil

icient for use 1n
network elements of signaling systems, and telecommuni-
cation systems 1n particular. For example, a prior art solution
copies the states of the active state machine to the passive
state machine(s), 1.e., the active machine responds to the
incoming excitations, changes to a new state, and this new
state 1s copied or transierred to the passive state machine.
However, the new state must be stable before being
transierred, and transferring states increases the chances of
producing errors in both acquiring and transferring the
states. In many cases, the data representing the transferred
states must be compressed, then uncompressed. Further,
responding to the excitations to change the states requires
costly computing power. This cost increases significantly
where many states are involved, such as 1n a gateway having
thousands of ports, each of which must be stable and report
it stabilized state before acquiring the new state.
Committing, 1.., ensuring a state i1s transferable before
transierring, reduces transierring erroneous states, but also
involves another level of checking and increases costs.

Therefore, what 1s needed 1s a mechanism for supporting
redundant state machines with less cost and higher efli-
ciency.

SUMMARY OF THE

INVENTION

The present mnvention provides one or more passive state
machines behaving in the same manner as an active state
machine, and ready to take over the operation of the active
machine 1f the active machine becomes inoperative. The
active machine responds to each excitation and 1n addition
passes the same excitation to a first passive machine, which
time stamps and accumulates excitations i a FIFO queue
and waits until the expiration of a time T1 to “pseudo-
execute’” the excitations. Similarly, the first passive machine,
at time of pseudo-execution, passes the same excitations to
a second passive machine, which time stamps and accumu-
lates excitations and waits until the expiration of a second
time T2 to pseudo-execute the excitations. The second
passive machine, at time of pseudo-execution, passes the
same excitation to a third passive machine, which time
stamps and accumulates excitations and waits until the

expiration of a third time T3 to pseudo-execute the
excitations, and so on.

The invention, in another aspect, provides a method for a
passive state machine to self-activate when no active state
machine 1s operative, or to self-replace the active state
machine when the active machine becomes inoperative. The
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passive machines are connected 1 a circle and each 1s
assigned a number that, using a machine as a reference,
variously increases in one direction, e.g., clockwise, around
the circle. Each participating passive machine compares its
number to the respective numbers of the two participating
neighbors, and 1f the number of that participant 1s smaller
than the numbers of both 1ts participating neighbors, then
that participant becomes active.

BRIEF DESCRIPTION OF THE

DRAWINGS

FIG. 1 shows a redundant system including one active
state machine and a plurality of passive state machines;

FIG. 2 shows the excitations of an active and a passive
machine, 1n accordance with the invention; and

FIG. 3 shows a plurality of passive machines connected 1n
a circle to 1llustrate the second aspect of the mmvention.

DETAIL DESCRIPTION OF THE
EMBODIMENT

PREFERRED

The present invention 1s directed to a mechanism for
providing one or more passive state machines behaving in
the same manner as an active state machine so that one
passive machine will take over the operation from the active
machine 1f the active machine becomes inoperative. Even
though the preferred embodiment implements the invention
in telephone network eclements including, for example,
switching equipment, gateways, command centers, etc., the
invention 1s useful 1n any group of redundant state machines,
particularly in signaling systems, telecommunications, and
other arts 1n which a second machine can automatically
assume the operation of a first machine without regards to
the loss of some data, e.g., due to the failure of the first
machine. The mvention 1s also useful 1n any computer
whose functionality 1s duplicated for redundant purposes.

FIG. 1 shows a redundant system 150 1n accordance with
the invention, including an “Active” state machine 100 and
one or more redundant “Passive” state machines, ¢.g., 104A
to 104N. Each Passive machine 104 1s the same as the Active
machine 100, imitates the behaviors of Active machine 100,
and 1ncludes a respective intelligence PI to process the
behaviors of the corresponding Passive machine 104. Intel-
ligence PI 1s preferably a software module and includes, for
example, a “heart beat” signal between the Active machine
100 and the Passive machine(s) 104 to determine whether
the Active machine 100 has been rendered inactive. Each
first-1n first-out (FIFO) memory 108 stores excitations for a
respective Passive machine 104.

When the Active machine 100 becomes mnoperative, e.g.,
due to a crash, a power down, etc., the Passive machine(s)
104, via intelligence(s) PI, fail(s) to receive the “heart beat”
signals and thus a Passive machine, e.g., 104 A takes over the
operation of the Active machine 100. This Specification
discusses one Active machine 100 and one Passive machine
104 A to illustrate the invention. However, the invention 1s
applicable 1n a plurality of Passive machines 104 in which
the first Passive machine 104 A lags the Active machine 100,
the second Passive machine 104B lags the first Passive
machine 104A, and the third Passive machine 104C (not
shown) lags the second Passive machine 104B, etc. When
the Active machine 100 becomes 1noperative, the first Pas-
sive machine 104A becomes the Active machine 100, the

second Passive machine 1048 becomes the first Passive
machine 104A, efc.

In accordance with the invention, the Active machine 100,
in addition to responding to an excitation, copies the same




Uus 7,213,167 Bl

3

excitation to a first Passive machine, e.g., 104A to be
“pseudo” executed after a first time T1 with respect to the
time at which the Active machine 100 executed the excita-
tion. For example, 1f the active machine 1s a telephone call
manager of a telephone system gateway, an excitation
received by the Active machine 100 1s automatically trans-
terred to another socket for the Passive machine, e.g., 104 A.
During the time T1, the Active machine 100 receives and
responds to one or more excitations; the Passive machine
104A, on the other hand, just accumulates the excitations
from the Active machine 100 and stores these excitations 1n
FIFO 108, without responding to them. The Passive machine
104A thus lags the Active machine 100 a time T1 1n
responding to the excitations. Similarly, the first Passive
machine 104A, upon pseudo-executing an excitation from
respective FIFO 108A, copies the same excitation to a
second Passive machine 104B to be “pseudo” executed after
a second time T2 interval. The second Passive machine
104B copies the same excitation to the third Passive
machine 104C to be “pseudo” executed aiter a third time T3,
etc. “Pseudo” execution means that the Passive machines
104 respond to an excitation, but respective intelligence PI
of the Passive machine 104 1s aware that the machine 104 1s
not active, and discards 1ts output with no eflect. If the
Passive machine 104 “sends” a message to another machine,
the message 1s 1gnored, but the Passive machine 104 con-
tinues on as if the message had been sent, this 1s known as
“pseudo responding.” I the Active machine 100 receives a
response from a message that the Active machine 100 sent
carlier, then the response 1s mirrored to the Passive
machine(s) 104, which acts as 1f 1it/they received the
response irom the message 1t/they sent. Thus the network
clements that interact with redundant system 1350 are not
confused by multiple messages from Passive machines 104.

The delay times, T1, T2 and T3, etc., can vary and are
determined by a system designer who takes account of
various factors, such as the loss of data between redundant
system 150 to other network elements. According to the
invention, the longer the time T, the lower the probability for
system 150 to crash due to erroneous excitations and/or
incorrect responses, but the bigger the amount of data that
may be lost and the longer the time to recover. In the
preferred embodiment, the times T1, T2, and T3 are equal.

When the Active machine 100 becomes inoperative, a
Passive machine, e.g., 104 A turns active, flushes 1ts queue of
excitations 1 FIFO 108A, and, responds to the excitation
that would be received by the Active machine 100 had the
Active machine 100 remained operative. This Passive
machine 104A thus “falls back™ by time 11, 1.e., proceeds
from a state the Active machine 100 was 1 at time T1
carlier. This 1s possible 1n accordance with the mvention
because 1n many cases, especially 1n telecommunications,
losing small amounts of excitations can be handled. The
Passive machine 104A, now active, disregards the excita-
tions that occurred during time 11 and that would subse-
quently be pseudo-executed by the Passive machine 104A
had the Active machine 100 continued operating. As dis-
cussed above, mtelligence PIA 1s responsible for instructing
the Passive machine 104A to take over and continue the
operation of the Active machine 100 even though the
Passive machine 104A 1s a time T1 behind the Active
machine 100. Because the Passive machine 104A becomes
the Active machine 100, this new Active machine 100 can in

turn apply the invention to the next Passive machine, e.g.,
104B.

The mvention, by delaying a set of excitations instead of
duplicating machine states as in the prior art, 1s advanta-

10

15

20

25

30

35

40

45

50

55

60

65

4

geous because transierring the same set of excitations from
the Active machine 100 to the Passive machine 104A 1s
much simpler, costs less, and does not limit the number of
the Passive machines 104 that can be allowed 1n system 150.
The ivention potentially allows an infimte number of
Passive machines 104 because the Active machine 100
operates the same way regardless of the number of Passive
machines 104, as none of them aflfects the Active machine

100. Further, where the Active machine 100 fails because of
an erroneous excitation, that excitation, due to the time lag,

can be eliminated, and thus 1s not repeated by the Passive
machine 104 A when 1t takes over as the new Active machine

100.

FIG. 2 illustrates the invention operating in an Active
machine 100 and a Passive machine 104A, and, for 1llus-
tration purpose, the Active machine 100 becomes inopera-
tive at time t8. Column 1 shows that both machines are
running from time t1 to time t12. Column 2 1s associated

with the Active machine 100 while column 3 1s associated
with the Passive machine 104 A. The Passive machine 104 A

lags behind the Active machine 100 by a time 11, which 1s
constituted, for example, by times t1+t2+t3+t4. In this FIG.
2 1llustration, one time *“t” corresponds to one excitation “e.”
However, 1n accordance with the invention, each time “t”
may correspond to a plurality of excitations “e.”

Column 2 shows that at times t1 to t12 the Active machine
100 receives and executes excitations €l to €12, respec-
tively. Column 3 shows that at times t1 to t4 the Passive
machine 104A does not execute any excitation. This 1s

because the Passive machine 104 A lags the Active machine
100 by a time 'T1. Further, at times t5—t7 the Passive machine
104 A executes excitations el—e3, respectively, and, at time
t8 the Passive machine 104A receives and later execute
excitation e8, which 1s the excitation that the Active machine
100 would have recerved 1f 1t had remained active. Accord-
ing to the invention, the Passive machine 104A, upon
becoming active at time t8, preferably discards excitations
ed—e7, but responds to excitation €8. From times t9—t12, the
Passive machine 104A, now active, responds to the
excitations, €.g., €9—¢12, that would have been received by
the Active machine 100, now 1noperative.

The mvention, 1n another aspect, provides a method for
selecting a Passive machine 104 to replace the Active
machine 100 when the Active machine 100 becomes 1nop-
erative or no machine 1s active (upon system start up). All
Passive machines 104 are “linked” in a circle and each 1s
assigned a number that variously increases i one direction,
¢.g., clockwise, with respect to using one machine as a
reference. Those machines that may become active are
referred to as “Participants,” while those that may not
become active are referred to as “Non-participants.” FEach
Participant, at the time to determine whether 1t should
become active, compares 1ts own number to those of its two
neighboring Participants (“neighbors™), one on the left and
one on the right. If the assigned number of that Participant
1s smaller than the numbers of both neighbors, then that
Participant becomes active, 1.e., an Active machine. In this
embodiment the ivention 1s advantageous over prior art
solutions because the invention does not require a central
intelligence to determine which Participant becomes active.
After comparing its number to those of the two neighbors,
and 1f 1t finds that the active condition i1s satisfied, the
Participant automatically becomes the Active machine. In an
alternative embodiment, the invention selects the Participant

having the smallest assigned number as the Active machine
100.

FIG. 3 shows a circle 300 comprising exemplary Passive
machines 104A, 1048, 104C, 104D, 104E, 104F, 104G, and




Uus 7,213,167 Bl

S

104H being assigned corresponding numbers, e.g., 1, 20, 35,
40, 31, 68, 76, and 82, respectively. Machines 1048, 104FE,

104F, 104G, and 104H are marked “X.,” and are thus
“Participants.” Machines 104 A, 104C, 104D, and 104F are
“Non-participants.”

Machine 104B has number 20 and i1ts two neighbors’
numbers are 51 and 82. Machine 104E has number 51 and
its two neighbors’ numbers are 20 and 68. Machine 104G
has number 76 and 1ts two neighbors” numbers are 51 and
82. Machine 104H has number 82 and its two neighbors’
numbers are 76 and 20. Because the number 20 of machine
1048 1s smaller 1ts two neighbors’ numbers, 1.e., 51 and 82,
machine 104B becomes the Active machine.

The exemplary embodiment described herein 1s for pur-
poses ol 1llustration and not intended to be limiting.
Theretore, those skilled 1n the art will recognize that other
embodiments could be practiced without departing from the
scope and spirit of the claims set forth below.
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What 1s claimed 1s:
1. A method for a passive machine to self-activate,
comprising the steps of:

linking a plurality of passive machines 1n a circle;

assigning a respective number to each of said passive
machines; said numbers increasing 1n one angular
direction with respect to a reference passive machine;

identifying, as participants, those of said passive
machines that may become active;

cach of said participants i1dentifying, as its neighbors, a
left participant neighbor and a right participant neigh-

bor; and comparing its number to the numbers of its
neighbors; and

a participant activating itself if the number of said par-
ticipant 1s smaller than the numbers of both said
participant’s neighbors.
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