United States Patent

US007212148B1

(12) (10) Patent No.: US 7,212,148 B1
Torres 45) Date of Patent: May 1, 2007
(54) APPARATUS FOR JAMMING INFRARED RE35,553 E 7/1997 Li
ATTACK UNIT USING A MODULATED 5,673,049 A 9/1997 Kitchen
RADIO FREQUENCY CARRIER 5,703,314 A 12/1997 Meeker
5,767,954 A 6/1998 Laakmann
75 : 5,777,572 A 7/1998 Janusas
(75) Inventor: Alfonso R. Torres, Dayton, OH (US) 6267039 Bl 77001 Crarnecki
(73) Assignee: I'TT Manufacturing Enterprises, Inc., g’igg’égg g 1:1;%8831 {F;?f;fsfyl
ilmington, DE (US) o 121 R R
Wilmington, 6,980,151 B1* 12/2005 Mohan ...........cocou....... 342/13
. | | o | 7,154,430 B1* 12/2006 Buechler et al. ............... 342/13
(*) Notice:  Subject to any disclaimer, the term of this 7,155,179 B1* 12/2006 Rothenberg .............. 455/114.2
patent 1s extended or adjusted under 35 2002/0154024 Al  10/2002 Stevenson et al.
U.S.C. 154(b) by 150 days. 2004/0119631 Al  6/2004 Sanders et al.
2005/0275582 Al* 12/2005 Mohan .............coe...... 342/13
(21) Appl. No.: 11/099,071 2006/0249009 A1* 11/2006 RUbIn ......ooovvvvevevennnnn, 89/1.11
2006/0284050 Al1* 12/2006 Busse et al. ............. 250/203.1
(22) Filed: Apr. 5, 2005 ¥ cited by examiner
(51) Int. CL. Primary Examiner—John B. Sotomayor
GO1S 7/38 (2006.01) (74) Attorney, Agent, or Firm—RatnerPrestia
(52) US.CL ... 342/13; 342/14; 342/15;
342/52;342/54 (37) ABSTRACT
(58) Field of Classification Search ............ 342/13-15,
342/52. 54: 455/1 A countermeasure system for jamming an attack unit 1s
See application file for complete search history. provided. The attack unit receives an inirared carrier signal
_ for detection of a target under attack and 1s vulnerable to
(56) References Cited countermeasures from another infrared carrier signal modu-

U.S. PATENT DOCUMENTS

lated by a predetermined modulating signal. The counter-
measure system includes a radio frequency source for gen-

2,885,543 A 5/1959  Williams erating a radio frequency carrier signal, a modulator for
3,044,061 A *  7/1962 Richmond et al. ............ 342/15 modulating the radio frequency carrier signal using the
jﬂ?i’lgﬂ?gg i . 3//{ ig;g ;Clﬁllreﬁ 413 predetermined modulating signal, and a antenna for trans-
, 149, 111 | PP s - -
4354419 A * 10/1982 Patterson ................... 89/1.11 gﬁiﬁgu;?f modulated radio frequency signal towards the
4,928,104 A 5/1990 Schafler '
4,990,920 A 2/1991 Sanders, Jr.
5,378,155 A 1/1995 Eldridge 20 Claims, 10 Drawing Sheets
212 Missile Warning System 200
210~ M /
\ |R/UV Detectors L ~ n
214 ] ———————
. Signal Processor 270
Signal
K Selection Unit 79
220 y Wy '
| . Selection Table .
222 ﬁ\_ Transport Interface Microprocessor f
= 4
| + 230
XY, Z Modulated Signal | 7
L y — Generator
Transmission Beam
242 — Directing Unit
240 Xk Controller —
— Drive Unit
244 —|___—




US 7,212,148 B1

Sheet 1 of 10

May 1, 2007

U.S. Patent

JOjelaU9f)

jeubis
019 T 4 Paje|npPo

II|4||_

\

001

ﬁ

L "Old

Jun
buijoslig weasg
uoissiwsueds |

Z A X

90B8u| UBJIJIIY

v‘—n—Jn_

LWBISAS
Buiulean ajIssIN

o

0Cl

0Ll



US 7,212,148 Bl

Sheet 2 of 10

May 1, 2007

U.S. Patent

0S¢
J0jelolas)

0c7 leubis pajeinpoy

J0SS820.d0JDIN
v.C

8|qe L uonoeles
Gac HUM UORO9[eS

[eubis
04¢

oom\

¢ Old

1444
Jun SAUQ
_ 19||OHUOD) 074
yun buposug AL
weag uoissiwsuel j
10SS©90.4dOIONA
aoela)u| yodsueld | ¢cce

= 0¢¢

AT

10S$920.4 |eubis

vic

100919 AMN/di
0lLc

Wa)SAS Bululepn o|ISSIN AX4



US 7,212,148 Bl

Sheet 3 of 10

May 1, 2007

U.S. Patent

09¢/091

0Gt

oL

S
<

Oct

0Ce

TVNOIS 3T8VNS
HOLIMS

Jojelauas) leubis
JalleD 4y

s

00t

lojelauas) |eublg

Jojelauss) |eubls

TVNOIS 318VN3 Jd

UONEINPOIA
pU02eS

TVNOIS 3TEVNI
NOILYTINQOW AONOO3S

UolE|NPON
1S4

TVNOIS J18VN3
NOILVINQOW LS4lJ

lojesauas) [eubis paie|npo

ve Old



US 7,212,148 Bl

Sheet 4 of 10

May 1, 2007

U.S. Patent

J3TT0OdLNOD
LNIJWNOIS

JNIL

G0%

Oct \

dO1lO0313S

TVNOIS 318VNS
3GV 4

£0t

HIHHYO d5 ¢N

H315YVO 38 pud

3 HHVO 44 st

ge ‘b1

ol T4

qict
¥4



US 7,212,148 Bl

Sheet 5 of 10

May 1, 2007

U.S. Patent

G0t

0LE/00¢

Hd3TTOHLINOD
INAWOIS

JNIL

-

J010313S

STVNOIS 31dVN3
NOILVINCOW

£0t

TYNOIS ONILYTINAON uN

TVNOIS ONILVINAON pud

TVNOIS ONILVINAON st

D¢ "B

010€

qiL0%
ELOL



U.S. Patent May 1, 2007 Sheet 6 of 10 US 7,212,148 B1

425
430

L
wy
\.‘ .
.
\"" “
. “
. -
‘\‘\ *
“
\"‘"ﬂ\
\“ 'Y
W
—ag
— T —— e
-
~
- N
Y
.
1.
“
‘
1 Y
~
.




U.S. Patent May 1, 2007 Sheet 7 of 10 US 7,212,148 B1

| i
i '
- l I9
D

$IMC

Range

FIG. 5

=
«
v
by |
o
LV
-~
¥
O

Jamming Power vs Range (Ant. Gain)




U.S.
S. Patent May 1, 2007 Sheet 8 of 10 US 7,212,148 B1

Diameter

FIG. 6
Beamwidth vs Dish Diameter
600

Yyipimuiesg




U.S. Patent May 1, 2007 Sheet 9 of 10 US 7,212,148 B1

700

Beamwidth

FIG. 7
Beamwidth vs Gain

ueo




US 7,212,148 Bl

Sheet 10 of 10

May 1, 2007

U.S. Patent

TYNOIS 4319dVvD 39 3LV INAOW
U3ININ&Gd138d 3HL ONISH

LINA MOVLLY ONINOONI FHL ONIWAVS 0G8

TVNOIS ONILVINAOW
UJaNINY3138d IHL HLIM TVYNOIS

¥3IYYO 4 3HL ONILYINAOW
098

Ov8

0t8

TYNOIS J318aVO Jy
d3.LvINJOW 'd310373S 3HL ONIsSN
LINAO AOVLLY ONIWOONI 3HL ONINAVE

TIVNDIS ONILYINAONW G3NINY3L3INd
'a3103713S IHL HLIM TYNDIS
HIIHEYO 44 IHL ONILYTNAOW

NOILYINJOW J0O4
TVNOIS Y31ddYO 49 ANV STTVYNDOIS
ONILVYINAOW d3NINY3L30348d
3HJ1 4O INO ONILOI13S

LINN MOVLLY ONINOON|I SAYVYMOLL

ANV38 NOISSINSNYYL ONIJ33ls

008

018

008

S3A

$LIVHOAIV
Ol LVIddHL V LINN
OVLLY ONIWOONI
S|

LINAI AOVLLV
ONIWOODNI| ONILO3ILIC

ON

8 "Dl




US 7,212,148 Bl

1

APPARATUS FOR JAMMING INFRARED
ATTACK UNIT USING A MODULATED
RADIO FREQUENCY CARRIER

FIELD OF THE INVENTION

This invention relates to a countermeasure system, and
more particularly, to a system for jamming an infrared attack
unit which recetves an infrared carrier signal for detection of
a target and 1s vulnerable to another infrared carrier signal
modulated by a predetermined modulating signal. The sys-
tem uses a radio frequency carrier signal modulated by the
predetermined modulating signal to jam the attack unit.

BACKGROUND OF THE INVENTION

Man portable air defense systems (MANPADS) which are
shoulder launched missile systems typically include heat
secking or infrared (IR) missiles and are a threat to aircrafit
and other types of transportation. IR missiles include an IR
detector, which allows the IR missile to detect and track a
target. More particularly, IR missiles detect the heat signa-
ture (1.e., mdrared light) which 1s emitted by hot structures,
for example, engines of the aircrait, to track the aircraft in
an attack. However, IR missiles are vulnerable to high
powered IR carrier signals which blind the IR detector of the
incoming IR missile. In addition, IR missiles are vulnerable
to lower powered IR carrier signals that are modulated using,
certain modulating signals that confuse 1ts tracking system
and cause the tracking system to track a false target.

Conventional countermeasures to an IR missile threat
include jamming systems which confuse or blind the IR
missile using either IR lamps and/or IR lasers. These jam-
ming systems transmit either a high powered IR carrier
signal to blind the IR detector of the incoming IR missile or,
otherwise, transmit a lower powered IR carrier signal modu-
lated with a modulating signal to confuse the IR detector of
the incoming missile.

The IR lamp and/or IR laser jamming systems are heavy,
complex, consume a great deal of power, and require sig-
nificant space. Real estate 1n airborne platforms, as well as
in most other transportation 1s typically at a premium or may
not be available. Further, systems using IR lasers include
precise pointing and tracking devices, which are hard to
implement and produce drag on an aircraft platform.

What 1s needed is a system that may jam IR missiles and
that may have reduced size, weight and power (SWAP)
requirements. Also needed 1s a system with a reduced time
for pointing and having increased reliability and reduced
drag on the aircraft platiorm.

SUMMARY OF THE INVENTION

The present mmvention overcomes the shortcomings of the
conventional art.

The present invention 1s embodied 1n a countermeasure
system for jamming an attack unit for which the attack unit
receives an inirared carrier signal for detection of a target
under attack and i1s vulnerable to countermeasures from
another inirared carrier signal modulated by a predetermined
modulating signal. The countermeasure system may include
a radio frequency (RF) source for generating a RF carrier
signal, a modulator for modulating the RF carrier signal
using the predetermined modulating signal, and a antenna
for transmitting the modulated RF signal towards the attack
unit.
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The present invention may include alternate embodiments
of the countermeasure system. One alternate embodiment of
the countermeasure system may include a detector unit for
identifving characteristics of the attack unit, a storage unit
for storing predetermined modulating signals and predeter-
mined RF carrier signals, and a selector unit for selecting a
predetermined modulating signal and a predetermined RF
carrier signal according to the i1dentified characteristics of
the attack unit, a modulator for modulating the selected RF
carrier signal using the selected modulating signal, and a
transmitter for transmitting the modulated RF carrier signal
towards the attack unit.

The present invention 1s embodied in a method of jam-
ming an attack unit used to attack a target, the attack unit
being vulnerable to an infrared carrier signal modulated by
a modulating signal. The method may include i1dentifying
the modulating signal used with the infrared carrier signal to
jam the attack unit, generating a radio frequency (RF) carrier
signal, modulating the RF carrier signal using the identified
modulating signal, and transmitting the modulated RF si1gnal
towards the attack unit.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention 1s best understood from the following
detailed description when read in connection with the
accompanying drawing. It 1s emphasized that, according to
common practice, various features of the drawings are not to
scale. On the contrary, the dimensions of various features are
arbitrarily expanded or reduced for clarnty. Included 1n the
drawings are the following figures:

FIG. 1 1s a block diagram 1illustrating a countermeasure
system using a modulated RF carrier signal for jamming an
attack unit, such as a missile, according to the exemplary
embodiment of the present invention;

FIG. 2 1s a block diagram 1illustrating a countermeasure
system using a modulated RF carrier signal for jamming an
attack unit, such as a missile, according to another exem-
plary embodiment of the present invention;

FIG. 3A 1s a block diagram 1illustrating a modulator used
in the embodiment of the invention shown in FIG. 2;

FIG. 3B 1s a block diagram illustrating a RF carrier signal
generator used in the embodiment of the invention shown 1n
FIG. 3A;

FIG. 3C 1s a block diagram 1llustrating a {irst or a second
modulation signal generator used in the embodiment of the
invention shown in FIG. 3A;

FIG. 4 1s a schematic diagram 1llustrating an aircrait under
attack by an incoming attack umit (1.e., an IR missile) and the
incoming attack unit is being jammed by the countermeasure
system 1llustrated 1n FIG. 1 or FIG. 2;

FIG. 5 1s a graph illustrating a calculated RF jamming
power as a function of distance from an antenna having
various antenna gains;

FIG. 6 1s a graph illustrating the calculated beam width of
a modulated RF carrier signal as a function of antenna
diameter;

FIG. 7 1s a graph 1llustrating the calculated beam width of
a modulated RF carrier signal as a function of antenna gain;
and

FIG. 8 1s a flow chart 1llustrating a method of jamming an
attack unit using the countermeasure system of FIG. 1 or

FIG. 2.
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DETAILED DESCRIPTION OF TH.
INVENTION

(L]

As used herein, infrared frequency carrier signals refer to
signals with a frequency in the range of about 500 GHz to
500 THz. RF (RF) carrier signals refer to signals with a
frequency in the range of about 1 to 30 GHz.

A countermeasure system of the present invention 1s
contemplated for use against an attack unit attacking a
target. In the exemplary embodiments, the target 1s an
aircraft and the attack unit 1s a missile. However, other types
of targets and attack units are possible. For example, the
target may be any structure that has an infrared signature
whether the structure 1s moving or stationary. The attack unit
may be any projectile such as a missile with an explosive
capability or without the explosive capability.

Embodiments of the present invention use a selected
frequency of an RF carrier signal modulated by a modulat-
ing signal typically used with IR carnier signals to provide
jamming of attack units that detect and track IR signatures.

Referring to FIG. 1, there 1s shown a block diagram
illustrating a countermeasure system 100 using a RF carrier
signal for jamming an attack unit 410 (FIG. 4) according to
an exemplary embodiment of the present invention. The
countermeasure system 100 may include a Missile Warning
System (MWS) 110, an aircraft interface 120 of an aircrait
400 (1.e., a target) (see FIG. 4), a modulated RF signal
generator 130, a transmission beam directing unit 140 and an
antenna 150. The MWS 110 may detect and determine a
position of an incoming attack umt 410 (e.g., a ground-to-air
missile or an air-to-air missile, among others). The MWS
110 may provide 1, 1, k vector information that describes the
position of the incoming attack umt 410 relative to the
position of the MWS 110 (1.e., using MWS sensors (not
shown)).

By tracking a trajectory of the attack unit 410, the MWS
110 may discriminate between a threatening attack unit and
non-threatening attack unit. When the MSW 110 detects a
threatening attack umt, the MWS 110 may automatically
alert the pilot with a warning signal, may provide the
countermeasure system 100 with precise data on the trajec-
tory of the attack unit 410, and may automatically activate
transmission of a predetermined modulated RF carrier signal
to divert the incoming attack unit 410 away from the aircraft
400.

The MWS 110 may detect diflerent spectral frequencies
including, for example, IR and ulraviolet frequencies for
radiation signatures of the mcoming attack unit 410. The
MWS 110 may have a plurality of detectors that are installed
around the aircraft 400 to provide complete coverage of the
airspace around the aircraft 400. The MWS 110 after detect-
ing an incoming attack unit 410, may provide information to
various defensive systems (not shown) such as a flare
gjection countermeasure system to engage in countermea-
sures to defeat the mncoming attack unit 410.

The MWS 110 may be desirably mounted on the aircraft
400 (1.e., the target of the attack unit 410) but, otherwise,
may be located with other equipment (e.g., system platforms
such as Airborne Warning and Control System (AWACS),
land-based systems and/or other air-based systems within
proximity of the aircrait 400. The 1, 1, k vector information,
which may include the relative position of the attack umit
410 to the MWS 110, may be provided to the aircrait
interface 120. The aircrait interface 120 may take the 1, 3, k
vector information and transform the information into coor-
dinates x, y and z with respect to an earth based coordinate
system (1.€., a terrestrial frame of reference). The location of
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the aircrait 400 may be provided by a guidance system (not
shown), a global positioning sensor (GPS) (not shown) or an
enhanced GPS 1nertial system that determines the absolute
position of the aircrait 400.

The absolute coordinate information of the attack unit 410
may be used by the aircraft interface 120 to control the
transmission beam directing umt 140. That 1s, absolute
coordinate information may be provided to the transmission
beam directing unit 140 to steer a direction of the antenna
150 to form a transmission beam 160 toward the incoming
attack unit 410. The transmitter (i.e. the modulated signal
generator 130) may then transmit the predetermined modu-
lated RF carrier signal toward the attack unit 410.

The countermeasure system 100 may use a conformal
antenna having an array of individually controlled antenna
elements as the antenna 150, and each of the antenna
clements may be arranged on a curved surface of the
antenna. The overall radiation pattern of the conformal array
results from a spatial superposition of radiation patterns
from all of the individually controlled antenna elements.
With such a conformal antenna, drag on the aircraft 400 may
be reduced because the conformal antenna does not protrude
from the surface of the aircrait 400, thus reducing or
substantially eliminating any drag experienced by, for
example, turrets used with IR or laser transmitters.

It 1s within the scope of the present invention to simplify
control over the conformal antenna, control over individual
antenna elements may be grouped based on the precision
needed for beam steering to maintain the attack unit within
the main lobe of the radiation pattern of the modulated RF
carrier signal.

The MWS 110 detects the presence of the incoming attack
unit 410 and 1f 1t 1s determined that the attack unit 410
represents a threat to the aircrait 400, the MWS 110 may
output a signal to the modulated RF signal generator 130.
The modulated RF signal generator 130 may then generate
a predetermined, modulated RF carrier signal for transmis-
S101.

Such a predetermined modulation signal 1s determined
according to vulnerabilities of attack units to IR carrier
signals having certain modulation signals (i1.e., amplitude,
phase, or spin by carrier modulation techniques used with IR
carrier signals). That 1s, the predetermined modulation sig-
nal may include at least one of an amplitude modulated radio
carrier signal, a frequency modulated radio carrier signal, or
a spin modulated radio carrier signal. For example, an attack
unit may use amplitude modulation, such as conical scan, of
an IR carrier signal to lock on to a target. This same attack
unit may be vulnerable to an inverse conical scan, superim-
posed on the IR carrier which would cause the attack unit to
lose lock. The present invention uses the same inverse
conical scan (amplitude modulation) to modulate an RF
carrier to prevent the attack unit from locking onto the target.

The RF modulation may be chosen 1in a manner that the
signals induced 1n the missile guidance system 1s of such a
nature as to misguide the missile. It 1s expected that the RF
modulation chosen has the same or substantially the same
results as a conventional IR jamming signal.

The inventor has discovered that, for example, the attack
unmit 410 that detects IR carrier signals that employ ampli-
tude modulation may be particularly vulnerable to RF carrier
signals that are modulated with similar modulating signals at
or close to the spin frequency (1.e., the rotational frequency)
of the attack unit 410. In addition, the attack unit 410 that
detects IR carrier signals employing frequency modulation,
may be particularly vulnerable to RF carrier signals that are
modulated with spin by carrier modulating signals. As
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another example, an attack unit 410 that detect IR carrier
signals employing reticule systems for detection of an IR
carrier signal, may be particularly vulnerable to IR carrier
signals with a combination of these modulations. (i.e.,
modulating signals at or close to the spin frequency and spin
by carrier modulating signals). The inventor has discovered
that these same types of modulations may be used to
modulate an RF signal (instead of an IR signal) and make the
same attack unit vulnerable to this modulated RF carrier
signal.

Moreover, an attack unit 410 may be particularly susceptible
to an RF carrier signal that 1s at or close to the missile body
resonance (MBR) frequency. By transmitting a modulated
RF carrier signal with a frequency at or near the MBR
frequency, optimum jamming may occur. This reduces the
amount of flux density of the modulated RF carrier signal
needed to confuse the tracking system of the attack unit 410.
A Trequency may be considered near the MBR frequency if
the frequency 1s within £5% of the MBR frequency. That 1s,
by determining the resonance frequency or a range of carrier
frequencies which include the resonance frequency for a
particular identified missile class, optimum jamming may
OCCUL.

By predetermining a modulated RF signal which may
include a sequence of different modulation segments (i.e.,
time segments), there 1s a higher probability that the attack
unit 410 may be jammed, thereby causing the attack unit 410
to miss the target aircrait 400. Thus, a plurality of prede-
termined modulated RF signal segments may be used such
that each predetermined modulated RF signal segment may
be designated to jam a diflerent attack unit to improve the
possibly of jamming the specific incoming attack umt 410
that 1s attacking the aircraft 400.

The one or more predetermined modulated RF signal
segments (time segments) may include a common or sub-
stantially common RF carrier or, otherwise, a different
frequency RF carrier may be used 1n each of these time
segments. By varying the frequency of the RF carner in
different time segments, 1t may be possible to optimize each
segment for an attack unit with a particular missile body
resonance frequency.

The one or more predetermined modulated RF signal
segments may be either 2 modulated RF signal segments or
3 modulated RF signal segments. The modulated RF signal
segments may be chosen according to an estimated inter-
ception time of the incoming attack unit 410 with the aircratt

400.

The MWS 110 may further detect a position of the attack
unit 410 and the transmission beam directing unit 140 may
direct the transmission beam 160 towards the attack unit 410
based on the detected position of the attack unit 410. By
tracking (e.g., determining the position, velocity, accelera-
tion and angle) of the mcoming attack unit 410, the trans-
mission beam directing unit 140 may steer the transmission
beam 160 to lock the modulated RF carrier signal onto the
incoming attack unit 410. The attack unit 410 may be
maintained within the beam width of the transmitted modu-
lated RF carrier signal.

Moreover, detection of the attack unit 410 by the MWS
110 may be passive. That 1s, the detectors of the MWS 110
may only receive signals without any transmission of sig-
nals.

In one embodiment the beam width of the transmitted
modulated RF carrier signal 1s wider than that of a conven-
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6

tional modulated IR carrier signal. Beam width refers to the
angle between the half-power (3-dB) points of a main lobe
of the antenna 150.

The antenna 150 may transmit the modulated RF carrier
signal to induce a flux density on the attack unit 410
suilicient to produce a deception signal 1n the attack unit 410
at a predetermined range from the target. Moreover, as the
beam width of the RF modulated signal from the antenna
150 increases, a power level transmitted by the antenna 150
to 1nduce a sutlicient deception signal in the attack unit 410
also 1ncreases.

The predetermined modulating signal may have a fre-
quency in a range of about 1 Hz to 10 kHz and, more
preferably in the range of about 30 Hz to 400 Hz. Moreover,
the predetermined modulating signal may have a duty cycle
in the range of 30%—70%.

The RF carrnier signal may be 1n a range of about 1 GHz
to 4 GHz. Moreover, the RF carrier signal may be either a
continuous wave (CW) or may have a duty cycle 1n a range
ol about 40% to 100%.

For example, the predetermined modulated RF carrier
signal may be spin modulated using a modulating signal at
about 100 hertz with a 50% duty cycle. That 1s, a CW RF
carrier may be chopped 50 times a second with about equal
intensity when 1t 1s chopped to produce a jamming signal.

A variety of modulation depths, carrier frequencies and
modulation frequencies may be used. The ranges given are
illustrative for one class of missile.

The predetermined modulating signal may be spin by
carrier modulated using a composite signal of a first signal
modulated with a second signal. The first signal may have a
frequency 1n the range of about 500 Hz to 2000 Hz and the
second signal may have a frequency 1n the range of about 30
Hz to 1000 Hz. That 1s, for example, a 1,200 Hz signal may
be chopped by a 100 Hz signal and the composite signal may
be superimposed on an RF carrier signal.

Referring now to FIG. 2, there 1s shown a block diagram
illustrating another countermeasure system 200 using a RF
carrier signal for jamming an attack unit 410 according to
another exemplary embodiment of the present invention.
The countermeasure system 200 may include a MWS 210,
an aircraft intertace 220 of an aircrait 400 (i.e., the target),
a modulated RF signal generator (1.e., a transmitter) 230, a
transmission beam directing unit 240, an antenna 250 and a
signal selection unit 270. The MWS 210 may detect and
determine a position of an mcoming attack unit 410.

The MWS 210 includes a detection system 212 and a
signal processor 214, and may provide to the aircrait inter-
tace 220, via the signal processor 214, 1, 1 and k vector
information describing a position of the incoming attack unit
410. Thus, the MWS 210 may discriminate between a
threatening and non-threatening attack unit. When the MWS
210 detects a threatening attack unit, the MWS 210 may
automatically alert the pilot with a warning signal. It may
also provide an output signal to the signal selection unit 270
indicating the presence of the threatening attack unit 410.

The aircraft interface 220 may then determine the abso-
lute position of the attack unit 410 so that the antenna 250
may be steered toward the attack unit 410.

The detection system 212 may detect different spectral
frequencies including, for example, IR and ulraviolet fre-
quencies for radiation signatures of the incoming attack unit
410. The detection system 212 may include a plurality of
detectors that are disposed around the aircrait 400 to provide
complete coverage of the airspace around the aircrait 400.

The signal processor 214 may receive signals from the
detection system 212 and signal process the received signals
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to determine whether any attack units may be present in the
airspace around the aircraft 400. If an attack unit 410 1s
present, the signal processor 214 determines whether the
attack unit 410 may be a threat to the aircrait 400 (i.e.,
whether the attack umt 410 1s on a track to either intercept
the aircrait 400 or may come within a predetermined dis-
tance from the aircrait).

If 1t 1s determined that the attack unit 410 may be a threat,
an output signal may be sent to the signal selection unit 270
and information regarding the attack unit 410 may be
provided to other defensive systems, such as a flare ejection
countermeasure system.

The MWS 210 may be desirably mounted on the aircraft
400 but, otherwise, may be located with other equipment
(e.g., system platforms such as AWACS, land-based systems
and/or other air-based systems within proximity of the
aircraft 400. Moreover, detection of the attack unit 410 by
the MWS 210 may be passive.

The 1, 1 and k vector information may be received by a
microprocessor 222 of the aircraft interface 220 and may
transiorm the 1, 1 and k information into coordinates x, y and
Z.

The location of the aircrait 400 may be provided by a
guidance system (not shown), a global positioning sensor
(GPS) (not shown) or an enhanced GPS 1nertial system that
determines the absolute position of the aircrait 400.

The absolute coordinate information of the attack unit 410
may be used by the microprocessor 222 of the aircraft
interface 220 to control the transmission beam directing unit
240. The transmission beam directing unit 240 includes a
controller 242 and a drive unit 244. That 1s, absolute
coordinate information may be provided to the controller
242 of the transmission beam directing unit 240 to steer the
antenna 250. The controller 242 may direct the drive unit
244 to move the antenna 250 to form the transmission beam
260 toward the incoming attack unit 410. The modulated
signal generator 230 (i.e., transmitter) may then transmit a
modulated RF signal toward the attack unit 410. The drive
unit 244 may be a mechanical drive to position the antenna
250.

The MWS 210 may determine a position of the attack unit
410 and the transmission beam directing unit 240 may direct
the modulated RF carrier signal 260 (1.e., transmission
beam) towards the attack umt 410 based on the detected
position of the attack unit 410. By tracking (e.g., determin-
ing the position, velocity, acceleration and angle) the incom-
ing attack unit 410, the transmission beam directing unit 240
may steer the antenna 250 to lock the transmission beam 260
onto the imcoming attack unit 410.

The countermeasure system 200 may preferably use a
conformal antenna having an array of antenna elements as
the antenna 250 to reduce or substantially eliminate drag on
the aircrait 400.

The microprocessor 222 of the aircrait intertace 220 may
optionally receive further information from the MWS 210 to
analyze the signature (e.g., the intensity of the IR/UV
spectrum at different wavelengths, the position, the velocity,
the acceleration, the angle and/or the angular velocity) of the
incoming attack unit 410. It may also determine the type of
attack unit 410 to allow for selection and transmission
toward the attack unit 410 of an appropriate modulated RF
carrier signal.

Thus, the RF carrier signal modulated by the predeter-
mined modulating signal which may initially be selected
based on the presence of the threatening attack unit 410 may
be changed. The signal selection unit 270 may receive from
the microprocessor 222 information based on the detected
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signature for selection of a new modulated RF carrier signal
to improve the effectiveness of RF jamming on the attack
unit 410.

Since 1improved signature information 1s acquired as the
incoming attack unit 410 approaches the aircrait, the ana-
lyzed information may be used to control the 1nitial selection
and/or to change the selection of the modulated RF carrier
signal.

The signal selection unit 270 may include a selection table
272 and a microprocessor 274. The microprocessor 274 may
select from the selection table 272 a record corresponding to
a predetermined modulation signal to be transmitted to the
attack unit 410 for jamming.

FIG. 3A shows a block diagram illustrating a modulator
230 used 1n the embodiment of the invention shown 1n FIG.
2. Moreover, FIGS. 3B and 3C show block diagrams 1llus-
trating a RF carrier signal generator 320 and first or second
signal generators 300 and 310 used 1n the embodiment of the
invention shown in FIG. 3A.

Referring now to FIG. 3A, the modulator 230 may include
the first modulation signal generator 300, the second modu-
lation signal generator 310, the RF carrier signal generator
320, a switching unit 330, a first mixer 340 and a second
mixer 350. The first and second modulation signal genera-
tors 300 and 310 may receive modulation enable signals
from the microprocessor 274 and may respectively generate
first and second modulating signals. Moreover, the RF
carrier signal generator 320 may receive an RF enable signal
from the microprocessor 274 and may generate a RF carrier
signal.

For example, the first and second modulation signal
generators 300 and 310 may respectively generate a {first
signal, for example, a first square wave 1n a range of about
500 Hz to 2000 Hz and a second signal, for example, a
second square wave 1n a range of about 30 Hz to 1000 Hz.
The duty cycle of these square waves may desirably be in the
range of about 30% to 70%. The first and second signals may
be mixed by first mixer 340 to produce a composite signal.

The switching umit 330 may be controlled based on a
switch enable signal from the microprocessor 274 to selec-
tive switch the mput of the second mixer 350 between the
composite signal and the first signal. When the composite
signal 1s input to the second mixer 350, the RF carrier signal
from the RF carner signal generator 320 1s modulated by the
composite signal to generate a spin by carrier modulated RF
carrier signal. When the first signal 1s mput to the second
mixer 350, the RF carrier signal from the RF carrier signal
generator 320 1s modulated by the first signal. The output of
the second mixer 350 1s transmitted by the antenna 250.

Referring now to FIG. 3B, the RF carrier signal generator
320 may include 1st though nth RF carrier signals 321a,
3216 . . . 321n, a selector 303, and the time segment
controller 305. A third modulation enable signal may be
output by the microprocessor 274 to the selector 303 and
time segment controller 305. The RF modulation enable
signal may control the selector 303 for selection of the RF
carrier signals 321a, 3215 . . . 3217 and the time segment
controller 305 for sequencing and duration of each selected
RF carrnier signal 321qa, 3215 . . . 321% to be output from the
RF carrier signal generator 320.

Referring now the FIG. 3C, the first modulation signal
generator 300 or the second modulation signal generator 310
may include 1st though nth modulating signals 301a,
3016 . . . 301%n, the selector 303, and the time segment
controller 305. A first modulation enable signal may be
output by the microprocessor 274 to the selector 303 and
time segment controller 305 to control the first modulation
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signal generator 300 and a second modulation enable signal
may be output by the microprocessor 274 to control the
second modulation signal generator 310. The first and sec-
ond modulation enable signals may control the selector 303
for selection of the modulating signals 301a, 3015 . . . 301#
and the time segment controller 305 for sequencing and
duration of each selected modulating signal 301a, 30156 . . .
3017~ to be output from a respective modulation signal
generator 300 or 310.

Although the modulator 230 1s illustrated, 1t 1s contem-
plated that other types of modulators and other types of
modulator configurations may be used such as frequency
modulators, among others.

Since the predetermined modulated RF carrier signal may
include a sequence of diflerent modulations, there 1s a higher
probability that the attack unit 410 may be jammed, thereby
causing the attack unit 410 to maiss the targeted aircrait 400.
Each of the predetermined modulated RF signal segments
(1.e., time segments) may be designated to jam a different
attack unit to improve the possibly of jamming the specific
incoming attack unit 410 that 1s attacking the aircrait 400.

The one or more predetermined modulated RF signal
segments may mclude a common or substantially common
RF carrier signal used in these segments or, otherwise, a
different frequency RF carrier signal may be used in each of
these signal segments. By varying the frequency of the RF
carrier signal, 1t 1s possible to optimize a respective modu-
lated RF signal segment for an attack unit 1410 with a
particular missile body resonance Irequency to improve
jamming of the attack unit 410.

The one or more predetermined modulated RF signal
segments may be either 2 modulated RF signal segments or
3 modulated RF signal segments (1.¢., 2 or 3 time segments).
The number of segments may be chosen according to an
estimated interception time of the incoming attack unit 410.

Referring now to FIG. 4, there 1s shown a schematic
diagram 1llustrating an aircraft under attack by an mncoming
attack unit (1.e., an IR missile) and the mmcoming attack unit
1s being jammed by the countermeasure system illustrated 1n
FIG. 1 or FIG. 2. The aircrait 400 1s being attacked by the
attack unit 410, the attack unit 410 may be part of a
MANPAD system or, otherwise, may be any attack unit
using an IR detector 420 to target the aircraft 400. At spaced
locations around the aircrait 400 antennas 150 or 250 may
transmit a modulated RF carrier signal towards the incoming
attack umt 410, thereby causing the incoming attack unit 410
to lose track of the aircrait 400.

The modulated RF carrier signal transmitted by the
antenna 150 or 250 includes a predetermined modulating
signal. The predetermined modulating signal being known
to jam at least selected attack units when used with an IR
carrier signal. The modulated RF carrier signal may be
received by the targeting system (not shown) of the attack
unit 410 and may cause the attack unit to follow, for
example, a dotted path 425 to position 430.

FIGS. 5-7 are graphs illustrating design considerations
regarding countermeasure system 100 or 200. FIG. 5 1s a
graph illustrating the calculated RF jamming power as a
function of distance from the antenna 150 or 250 at various
antenna gains. FIG. 6 1s a graph 1llustrating the calculated
antenna beam width as a function of diameter of the antenna
150 or 250. FIG. 7 1s a graph illustrating the calculated beam
width of an antenna as a function of antenna gain.

Referring to FIG. 5, the graph models the jamming power
required for various gains of an antenna 150 or 250 as a
function of distance for jamming the attack unit 410 using a
modulated RF carrier signal. Antenna gain refers to the
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transmitters efliciency multiplied by 1ts directionality. As the
jamming distance increases the required power to jam the
attack unit 410 also increases. Moreover, as the gain of the
antenna increases the required power to jam the attack unit
410 at a given distance decreases. For example, when the
attack unit 410 1s at a given range, the power required to jam
the attack unit 410 1s one value for an antenna with a gain
of 1 (see plot line 500), 1s about 500% of this value for an
antenna with a gain of 2 (see plot line 510) and 1s about
100% of this value for an antenna with a gain of 10 (see plot
line 520). The eflective jamming range 1s a function of both
power and gain of the antenna.

Referring to FIGS. 6 and 7, the graphs model beam width
ol an antenna as a function of antenna gain and as a function
of dish diameter, respectively. For a given dish diameter, the
beam width and gain are mversely proportional. Conven-
tional laser and IR carrier countermeasure systems have a
much narrower beam width (and higher gain) and require
more complex pointing systems compared to embodiments
of the present invention.

FIG. 8 1s a flow chart 1llustrating a method of jamming an
attack unit 410 using the countermeasure system of FIG. 1
or F1G. 2.

An attack unit 410 which 1s 1n the vicinity of the aircratt

400 may be detected by the MWS 110 or 210 at operation
800, then the trajectory of the incoming attack 410 may be
analyzed to determine whether the attack unit 410 1s a threat
to the aircraft 400 at operation 810.
If the attack unit 410 1s determined to be a threat at
operation 810, the antenna 150 or 250 1s steered by the
transmission beam directing unit 140 or 240 towards the
incoming attack unit 410 at operation 820.

I1 the attack unit 410 1s determined not to be a threat at
operation 820, then the MWS 110 and 210 continues to
monitor for any attack unit 410 which may be a threat to the
aircraft 400 at operation 800.

In the countermeasure system 200, after the antenna 250
1s steered towards the incoming attack unit 410 at operation
820, the signal selecting unit 270 selects one or ones of a
plurality of predetermined modulating signals and selects
one of a plurality of predetermined RF carrier signals at
operation 830. After that, the selected RF carrier signal and
the selected one or ones of the predetermined modulating
signals are modulated by the transmitter/modulator 230 at
operation 840. After modulation, the antenna 250 transmits
the modulated RF carrier signal to jam the incoming attack
unit 410 at operation 850.

In the counter measure system 100, after the antenna 150
1s steered toward the incoming attack unit 410 at operation
820, an RF carrier signal 1s modulated by the predetermined
modulating signal at operation 860 and the antenna 130
transmits a predetermined modulated RF carrier signal to
jam the mcoming attack unit 410 at operation 870.

The predetermined modulated RF carnier signal of the
countermeasure system 100 or the selected, modulated RF
carrier signal of the countermeasure system 200 causes the
tracking system of attack unit 410 which 1s locked onto the
aircrait 400 to become confused and thereby causes 1t to
break 1ts lock on the aircrait 400.

Although it 1s 1llustrated that operations 830 through 870
occur after the steering operation 820, 1t 1s contemplated that
these operations may occur independent of the steering
operation 820 and, thus, may occur anytime after the incom-
ing attack unit 410 1s determined to be a threat at operation
810

The embodiments of the present invention illustrated
provide countermeasure systems that target specific RF
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carrier frequencies for which the attack units are vulnerable,
require relatively low power to achieve the results compare
to IR laser and IR lamp systems. The power for these
countermeasure systems can be generated with existing
power amplifiers so that reliability of the countermeasure
systems 1s relatively improved as well.

Although the exemplary embodiments are illustrated
using an exemplary aircraft as the target of an attack unit,
numerous other targets are possible including vehicles such
as trucks, tanks, helicopters, ships, trains or other common
carrier transports, among others and fixed target such as
buildings so long as these structures have IR signatures.

While preferred embodiments of the invention have been
shown and described herein, 1t will be understood that such
embodiments are provided by way of example only. Numer-
ous variations, changes and substitutions will occur to those
skilled 1n the art without departing from the spirit of the
invention. Accordingly, 1t 1s intended that the appended
claims cover all such variations as fall within the spirit and
scope of the mvention.

What 1s claimed 1s:

1. A countermeasure system for jamming an attack unit,
wherein the attack unit recerves an inirared carrier signal for
detection of a target under attack and 1s vulnerable to
countermeasures from another inirared carrier signal modu-
lated by a predetermined modulating signal, the counter-
measure system comprising:

a detector unit for detecting the attack unit receiving the

inirared carrier signal;

a radio frequency source for generating a RF carrier
signal;

a modulator for modulating the RF carrier signal using the
predetermined modulating signal; and

a transmitter for transmitting the modulated RF signal
towards the attack unit;

wherein the infrared carrier signal 1s 1n the infrared region
and the RF carrier signal 1s 1n an RF region of about 1
GHz to 4 GHz.

2. The countermeasure system according to claim 1,

turther comprising:

a selecting unit for selecting the RF carrier signal and the
predetermined modulating signal to produce the modu-
lated RF signal for jamming the attack unit.

3. The countermeasure system according to claim 1,

turther comprising;:

a selecting unit for selecting one or more time segments
for modulating the RF carrier signal for jamming the
attack unit.

4. The countermeasure system according to claim 1,

turther comprising:

a detection system for detecting a position of the attack
unit; and

a transmission directing unit for directing the modulated
RF signal towards the attack unit based on the detected

position by the detection system.

5. The countermeasure system according to claim 1,
wherein the transmitter comprises an antenna, the antenna
having a beam width 1n the range of 20° to 40°.

6. The countermeasure system according to claim 1,
turther comprising the modulated RF signal including a
deception signal for jamming the attack unit at a predeter-
mined distance from the target.

7. The countermeasure system according to claim 1,
turther comprising the predetermined modulating signal
including a range of about 1 Hz to 10 kHz.

8. The countermeasure system according to claim 1,
turther comprising the predetermined modulating signal
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including a frequency 1n the range of about 30 Hz to 400 Hz
and a duty cycle 1n a range of about 25% to 75%.

9. The countermeasure system according to claim 1,
turther comprising the RF carrier signal including a fre-
quency at or near a body resonance frequency of the attack
unit.

10. The countermeasure system according to claim 1,
further comprising the predetermined modulating signal
including spin by carrier modulation.

11. The countermeasure system according to claim 10,
further comprising the predetermined modulating signal
including a composite signal of a first signal having a
frequency 1n a range of about 500 Hz to 2000 Hz modulated

with a second signal having a frequency 1n a range of about
30 Hz to 1000 Hz.

12. The countermeasure system according to claim 3,
further comprising each of the time segments ncludes a
substantially common RF time segment which 1s modulated
to produce the modulated RF signal.

13. The countermeasure system according to claim 3,
further comprising each of the time segments includes a
different respective RF time segment which 1s modulated to
produce the modulated RF signal.

14. The countermeasure system according to claim 3,
wherein the time segments comprise either 2 time segments
or 3 time segments.

15. The countermeasure system according to claim 5,
wherein the antenna comprises a conformal antenna which
1s mounted on the target and matches a shape of the target
to prevent drag.

16. A countermeasure system for jamming an attack unit,
wherein the attack unit recerves an infrared carrier signal for
detection of a target under attack and i1s vulnerable to
countermeasures from another infrared carrier signal modu-
lated by a predetermined modulating signal, the counter-
measure system comprising:

a detector unit for detecting the attack unit receiving the
inirared carrier signal and identifying characteristics of
the attack unat;

a storage unit for storing predetermined modulating sig-
nals and predetermined RF carrier signals, and

a selector unit for selecting a predetermined modulating

signal and a predetermined RF carrier signal according
to the 1dentified characteristics of the attack unit;:

a modulator for modulating the selected RF carrier signal
using the selected modulating signal; and

a transmitter for transmitting the modulated RF carrier
signal towards the attack unit,

wherein the infrared carrier signal 1s 1n the infrared region
and the RF carrier signal 1s in an RF region of about 1

(Hz to 4 GHz.

17. The countermeasure system according to claim 16,
wherein the 1dentified characteristics comprise intensities at
the one or more spectral frequencies, a position, a velocity,
an angular and/or a velocity of the attack unit.

18. The countermeasure system according to claim 16,
wherein:

the detector comprises:

a plurality of sensors spaced around the target for detect-
ing a presence of the attack unit 1 a vicinity of the
target, and

the transmitter comprises:

a plurality of antennas spaced around the target and at
least one of the plurality of antennas 1s used to transmut
the modulated RF carrier signal towards the attack unat.
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19. A method for jamming an attack unit used to attack a
target, wherein the attack umit receives an infrared carrier
signal for detection of a target under attack and 1s vulnerable
to countermeasures from another inifrared carrier signal
modulated by a predetermined modulating signal, the
method comprising the steps of:

detecting the attack unit receiving the infrared carrier

signal;

generating a radio frequency (RF) carrier signal 1n an RF

region between 1 GHz and 4 GHz;

14

modulating the RF carrier signal using the identified
modulating signal; and

transmitting the modulated RF signal towards the attack
unit.

5 20. The method according to claim 19, wherein the step
of generating the RF carrier signal includes generating the
RF carrier signal at or near a body resonance frequency of
the attack unait.
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