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(57) ABSTRACT

A mechanism to permit the cryptographic authentication of
a mobile device 1n the cellular carrier’s network when the
device 1s present in the 802.11 network, wireless LAN,
served by a Cellular Controller and not connected directly to
the cellular carrier’s network via a radio link 1s disclosed.
The Cellular Controller acts as a proxy for the mobile device
when the device 1s 1n a building served by an 802.11 wireless
LLAN. The solutions features the separation of a mobile
device’s radio function from its ANSI-41 authentication
mechanism to permit the proxy function to work and to not
have to duplicate the ANSI-41 authentication data and
CAVE algorithm.

10 Claims, 3 Drawing Sheets
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AUTHENTICATION OF MOBILE DEVICES
VIA PROXY DEVICE

RELATED APPLICATIONS

This application 1s claims the benefit of the filing date of
Provisional Appl. Nos. 60/467,822 and 60/4677,430, filed on

May 5, 2003, under 35 U.S.C. 119(e), both of which
applications are incorporated herein by this reference 1n their

entirety.

This application relates to U.S. Pat. Appl. No. 10/836,057
filed Apr. 30, 2004, by the same inventors, entitled Data
Handoil Method Between Wireless Local Area Network and
Wireless Wide Area Network, which 1s incorporated herein
in 1ts enfirety by this reference.

BACKGROUND OF THE INVENTION

A mobile communication network generally uses strong
digital cryptographic mechamisms to authenticate a mobile
station (MS) (handset device, laptop computer, or personal
digital assistant (PDA)) before it can be permitted to operate
in the network. It may also require the MS to encrypt voice
and data trailic sent over the radio interface. Mechanisms
such as Subscriber Identity Modules (SIM) cards and cel-
lular authentication and voice encryption (CAVE) algorithm
are used for GSM, CDMA or IDEN cell phones and other
devices that operate in these networks. These mechanisms
can also be used to authenticate these devices on private
networks.

Cryptographic methods are used to authenticate a MS to
the service provider’s network and to encrypt voice and data
tratic. ANSI-41 standards, which are used i1n IS-136 and
IS-95 networks, use shared secret keys where the key 1s
loaded 1nto the mobile station and also kept at the authen-
tication center associated with the home location register
(HLR) of the mobile user’s billing service provider. There
are also mechamsms that allow these secret keys to be
shared with the visitor location register (VLR) of a visited
network. The VLR can be associated with the user’s service
provider or 1t can be owned by another service provider.
Communication between the HLR and VLR usually occurs
over packet switched Signaling System 7 (SS7) networks via
the roaming arrangements between the carriers, if the home
network and the visited network belong to different carriers.
Otherwise, i1t occurs over the carrier’s private internal data
network.

The ANSI-41 mechanism to register a MS with a service
provider uses the cellular authentication and voice encryp-
tion (CAVE) algorithm to produce an authentication result
(AUTHR) to be sent to the authentication system of 1ts HLR.
The CAVE algorithm uses as mputs the equipment serial
number (ESN) 1nstalled in the phone by the manufacturer,

the mobile 1dentification number (MIN) (1n North America

MIN 1s usually the phone number) installed at the time the
device 1s sold and first brought into service on the service
provider’s network, the shared secret data (SSD) that are
installed 1n the MS and also kept at the service provider’s
authentication center (AC) associated with the HLR, and a
random number provided to the MS by the service provider.
The AUTHR 1s received by the authentication center and 1f
it matches the AUTHR that it computed using the CAVE
algorithm with the same set of input parameters, the user 1s
allowed to register with the service provider’s network and
use their mobile device.

There 1s also a mechamism to encrypt voice and data

transmissions over the wireless channel. In this case in
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2

addition to using the CAVE algonithm to produce the
AUTHR, the MS also uses the MIN, ESN, SSD and a
random number from the carrier network to produce a voice
privacy mask (VPMASK) and a signaling message encryp-
tion key (SMEKEY). The VPMASK and SMEKEY are also
computed by the authentication center associated with the
HLR and the results are compared with those of the MS. The
VPMASK 1s used to encrypt voice over the radio channel
between the MS and the nearest service provider system.
The SMEKEY 1s used to encrypt certain fields of signaling
messages between the MS and the nearest service provider
system.

The authentication mechanism for GSM systems 1s simi-
lar to that of ANSI-41 systems except that GSM stores the
secret key and the authentication algorithm in a subscriber
identity module (SIM) smart card. The SIM 1s designed to be
tamper-prool and contains data and algorithms that cannot
be easily read out by a user.

To authenticate a user, the MS and HLR perform similar
calculations using the same algorithm A, and encryption
variables K, and a random number from the service provid-
er’s network to produce a signed result (SRES). The SRESs
are compared and if they match, the MS 1s authenticated and
admitted into the network. This comparison 1s typically
performed by the serving Mobile Switching Center (MSC),
though other devices along the path can also do this com-
parison. One of the outputs of another authentication algo-
rithm A, 1s an encryption key K | that 1s fed 1nto an encrypter
and decrypter using algorithm A to encode the voice or data
stream. K, A,, A, and A, are variables that are all contained
in the SIM smart card.

A new class of devices that operate on public or private
cellular networks using GSM, CDMA, or IDEN 1n one mode
of operation and on public or private IEEE 802.11 wireless
local area networks (LANSs) 1n another mode of operation 1s
being introduced.

SUMMARY OF THE

INVENTION

In a general aspect, the invention features a mechanism to
permit the cryptographic authentication of the mobile device
in the cellular carrier’s network when the device 1s present
in the 802.11 network, wireless LAN, served by a Cellular
Controller and not connected directly to the cellular carrier’s
network via a radio link. The Cellular Controller acts as a
proxy for the mobile device when the device 1s 1n a building
served by an 802.11 wireless LAN

In another aspect, the mvention features separation of a
mobile device’s radio function from 1ts ANSI-41 authenti-

cation mechanism to permit the proxy function to work and
to not have to duplicate the ANSI-41 authentication data and

CAVE algorithm.

In another aspect, the mvention features separation of a
mobile device’s radio function from 1ts GSM SIM module to

permit the proxy function to work and to not have to
duplicate the SIM module.

Communication between the Cellular Controller, which
contains the radio function and acts as a proxy for the mobile
device on the cellular carriers while the device 1s operating
on the 802.11 wireless LAN, and the mobile device 1n the
wireless LAN can use user datagram protocol (UDP) to
carry encrypted voice and data messages and transmission
control protocol (TCP) to carry authentication messages.

The above and other features of the invention including
various novel details of construction and combinations of
parts, and other advantages, will now be more particularly
described with reference to the accompanying drawings and
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pointed out 1n the claims. It will be understood that the
particular method and device embodying the invention are
shown by way of illustration and not as a limitation of the
invention. The principles and features of this invention may
be employed in various and numerous embodiments without
departing from the scope of the invention.

BRIEF DESCRIPTION OF THE

DRAWINGS

In the accompanying drawings, reference characters refer
to the same parts throughout the diflerent views. The draw-
ings are not necessarily to scale; emphasis has instead been
placed upon illustrating the principles of the invention. Of
the drawings:

FIG. 1 1s a block diagram showing of an architecture of
an exemplary network, according to the present invention;

FIG. 2 1s a message flow diagram 1illustrating authentica-
tion of a mobile station (MS) on a cellular according to the
present invention; and

FIG. 3 1s a message flow diagram 1illustrating authentica-
tion ol a mobile station (MS) on a cellular according to
another embodiment of the present invention.

DETAILED DESCRIPTION OF TH.
PREFERRED EMBODIMENTS

(L]

Provisional patent application Ser. No. 60/419,674 titled
“Method of Seamless Roaming Between Wi-F1 Network and
Cellular Network™ and U.S. patent application Ser. No.
10/668,608, filed Oct. 17, 2003, entitled “Method of Seam-
less Roaming Between Wireless Local Area Networks and
Cellular Carrier Networks™, which are incorporated herein
in their entirely by this reference, describe a Cellular Con-
troller device that connects the 802.11 wireless local area
network to the cellular carrier’s network.

The Cellular Controller permits mobile devices (also
known as mobile terminals, mobile stations) to operate
inside a building or some other defined area that has 802.11
wireless local area network coverage 1n the 802.11 wireless
mode and to be present on the cellular carnier’s network via
a radio proxy for the that mobile device. The radio proxy of
the device that exists 1 the Cellular Controller behaves to
the cellular carrier’s network exactly as the device would
behave 1f the real one was connected to the carrier’s net-
work. That 1s, the Cellular Controller emulates the mobile
device

An architecture of an exemplary network 1s shown 1n FIG.
1. When a subscriber (cell phone, PDA, laptop) with a dual
mode mobile device 1s i the building (corporate LAN)
controlled by the Cellular Controller, the device’s default
operation 1s the 802.11 mode and therefore the cellular radio
of the mobile device 1s turned ofl. The Cellular Controller
creates a proxy lfor the user’s mobile device 1n the cellular
carrier’s network (cellular WANSs). This proxy authenticates
the user on the cellular carrier’s network and then sends and
receives calls and data messages to and from the cellular
carrier’s network on behalf of the user. The Cellular Con-
troller works with the Control Server in the enterprise’s
LAN to locate the user in the building and to determine
which 802.11 Access Point 1s serving the user.

When the Cellular Controller receives a call from the
cellular carnier network that 1s destined for a mobile device
it 1s proxying for, 1t uses the Session Initiation Protocol
(SIP)-based voice over IP (VoIP) to forward the call via the
corporate LAN to the mobile device. Stmilarly, voice and
data messages that originate at the mobile device operating

in 802.11 WLAN mode use SIP to set up a call to the
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4

Cellular Controller, 1f 1t 1s intended to be transmitted out of
the building over the cellular carrier’s network. The device
then uses VoIP over WLAN to transmit the voice packets
over the wireless LAN infrastructure where 1t 1s received by
the Access Point and forwarded to the Cellular Controller
over the wired LAN infrastructure. The Cellular Controller
converts the packet into the appropriate format for trans-
mission over the cellular network.

When a dual-mode mobile device 1s turned on in the
802.11 mode inside the building served by the Cellular
Controller, it goes through an enterprise registration process
with the Control Server to determine 11 it 1s allowed to use
the 802.11 wireless LAN. If it 1s an allowed device then the
Control Server instructs the Cellular Controller to set up a
cell phone proxy for this dual-mode mobile device 1n the
CDMA network for which the user 1s a subscriber. The
Cellular Controller requests that the cellular carrier network
send 1t a Random (RAND) number to mitiate the authenti-
cation process. The Cellular Controller opens a TCP con-
nection to the mobile device over the enterprise’s wired and
wireless LAN and transmits RAND to the mobile using
TCP/IP. The mobile device receirves the RAND and uses 1t
along with 1ts SSD, MIN and ESN to run the CAVE
algorithm. It then sends the authentication result (AUTHR)
back to the Cellular Controller over the wired and wireless
LAN using TCP/IP. The Cellular Controller strips oif the
TCP/IP headers and transmits the AUTHR back to the
cellular carrier network on behalf of the mobile device for
which it 1s proxying. If the AUTHR matches the calculation
made by the authentication center inside the cellular carri-
er’s network, the user 1s authenticated and the proxy is
allowed to send and receive calls on the cellular carrier
network on behalf of the mobile device that is operating in
the 802.11 network.

Authentication of a mobile station (MS) with an ANSI-41
(CDMA or IDEN) cellular network immvolves additional
steps. To authenticate a mobile station operating on an
802.11 wireless local area network on an ANSI-41 wide area
cellular network using a cellular proxy server such as the
Cellular Controller, there 1s a separation of the over-the-air
radio portion of the mobile station from its authentication
mechanism. The Cellular Controller sends and receives
authentication messages on behalf of the mobile station and
then passes them onto to the mobile station using TCP/IP
protocols over the internal wired and wireless local area
networks. The mobile station receives these TCP/IP encap-
sulated messages, strips off the TCP/IP headers and then

passes the message content to the CAVE authentication
mechanism 1n the mobile station. The results are sent back
to the Cellular Controller over the internal wireless and
wired local area networks using TCP/IP protocols. The
Cellular Controller strips off the TCP/IP headers and, using
its radio, passes the messages back over-the-air to the
ANSI-41 cellular network. To the ANSI-41 cellular network,
this exchange looks like 1ts normal authentication exchange
with a mobile station. FIG. 2 1s a message flow diagram that
summarizes the above procedure. The messages 1n the figure
represent actions taken rather than the exact messages
exchanged.

Authentication on a GSM network involves additional
steps.

When a dual-mode mobile device 1s turned on in the
802.11 mode inside the building served by the Cellular
Controller, it goes through an enterprise registration process
with the Cellular Controller to determine 11 it 1s allowed to
use the 802.11 wireless LAN. If i1t 1s an allowed device then

the Cellular Controller sets up a cell phone proxy for this
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dual mode mobile device on the GSM network 1n which the
user 1s a subscriber using the user’s personal identification
number (PIN) that is registered with the Cellular Controller
during the mobile device’s registration 1n the WLAN. The
Cellular Controller requests that the cellular carrier network
initiate the authentication process. The Cellular Controller
opens a TCP connection to the mobile device over the
enterprise’s wired and wireless LAN and transmits the
RAND to the mobile device using TCP/IP. The mobile
device recerves the RAND and uses 1t along with 1ts secret
key K, to run the A, algorithm through its SIM module. It
then sends the signed result (SRES) back to the Cellular
Controller over the wired and wireless LAN via a TCP
connection. The Cellular Controller strips off the TCP/IP
headers and transmits the SRES back to the cellular carrier
network on behaltf of the mobile device for which 1t 1s
proxying. If the SRES matches the calculation made by the
authentication center inside the cellular carrier’s network,
the user 1s authenticated and the proxy 1s allowed to send and
receive calls on the cellular carrier network on behalf mobile
device that 1s operating in the 802.11 network.

If voice and signaling encryption 1s used in the cellular
carrier’s network, then the RAND received by the mobile
device over the 802.11 wireless LAN 1s passed to the Ag
algorithm associated with the SIM module and used to
compute K , an encryption key used to encrypt voice and
data messages sent over the cellular carrier’s network. In this

case, the mobile device generates encrypted data, which 1s
then packetized and transmitted over the wireless and wired
LAN using UDP/IP for the voice traflic and TCP/IP for the
data messages to the Cellular Controller. The Cellular Con-
troller strips off the UDP/IP and TCP/IP headers and sends
the encrypted bits over the GSM channel to the cellular
carrier’s network. A similar reverse process receives
encrypted voice and data from the cellular carrier network at
the Cellular Controller, packetize the data, and then encap-
sulates 1t 1n either UDP/IP or TCP/IP for transmission to the
mobile device over the enterprise’s wired and wireless LAN
infrastructure.

To authenticate a mobile station operating on an 802.11
wireless local area network on an GSM wide area cellular
network using a cellular proxy server such as the Cellular
Controller, the over-the-air radio portion of the mobile
station 1s separately handled from its authentication mecha-
nism. The Cellular Controller sends and receives authenti-
cation messages on behalf of the mobile station and then
passes them onto to the mobile station using TCP/IP proto-
cols over the internal wired and wireless local area networks.
The mobile station receirves these TCP/IP encapsulated
messages, strips ofl the TCP/IP headers and then passes the
message content to the SIM module authentication mecha-
nism 1n the mobile station. The results are sent back to the
Cellular Controller over the internal wireless and wired local
area networks using TCP/IP protocols. The Cellular Con-
troller strips off the TCP/IP headers and using its radio
passes the messages back over-the-air to the GSM cellular
network. To the GSM cellular network, this exchange looks
like 1ts normal authentication exchange with a mobile sta-
tion.

FIG. 3 1s a message tlow diagram that summarizes the
above procedure. The messages in the figure represent
actions taken rather than the exact messages exchanged.

While this mvention has been particularly shown and
described with references to preferred embodiments thereof,
it will be understood by those skilled in the art that various
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6

changes in form and details may be made therein without
departing from the scope of the invention encompassed by
the appended claims.

What 15 claimed 1s:

1. A method comprising:

emulating a mobile terminal, or a group of mobile termi-
nals on a wide area wireless network using a fixed radio
terminal;

establishing a communication path passing from the wide
area wireless network through the fixed radio terminal
over a local network to the mobile terminal or group of
mobile terminals, wheremn the communications path
uses protocols for the wide area wireless network
between the fixed radio terminal and the wide area
wireless network and local network protocols between
the fixed radio terminal and the mobile terminal or
terminals that are connected to the local network:

a controller of the fixed radio terminal receiving authen-
tication information from the wide area wireless net-
work:

the controller encapsulating the authentication informa-
tion 1n the protocol of the local network and passing the
authentication information to the mobile terminal;

the mobile terminal generating an authentication result
from the authentication information that 1s transmaitted
to the controller using the local network protocol; and

the controller transmitting the authentication result to the
wide area wireless network using the wide area net-
work protocol.

2. The method of claim 1 further comprising hosting
functions of an ANSI-41 authentication mechanism at the
mobile terminal.

3. The method of claim 1 further comprising hosting
functions of a GSM authentication mechanism at the mobile
terminal.

4. The method of claim 1 further comprising passing
volice or data communication between the mobile terminal
and the wide area wireless network over the established
communication path.

5. The method of claim 1 further comprising hosting voice
or data encryption functions at the mobile terminal for
processing voice communication.

6. The method of claim 5 wherein the step of hosting the
voice or data encryption functions at the mobile terminal
includes hosting a CAVE algorithm.

7. The method of claim 5 wheremn step of hosting the
voice or data encryption functions at the mobile terminal
includes hosting a GSM algorithm.

8. The method of claaim 1 wherein the local network
protocols include Session Initiation Protocol.

9. A system comprising;:

a cellular wireless network:

a local area network:

mobile cellular terminals capable of communicating over
the cellular wireless network and the local area net-
work; and

a controller that emulates the mobile terminals on the
cellular wireless network using a fixed radio terminal
when the mobile terminals are connected to the local
area network, the controller establishing a communi-
cation path passing from the cellular wireless network
through the fixed radio terminal over a local area
network to the mobile terminals, wherein the controller
uses protocols for the cellular wireless network
between the fixed radio terminal and the cellular wire-
less network and local network protocols to the mobile
terminals, wherein the controller receives authentica-
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tion information from the cellular wireless network and
encapsulates the authentication information in the pro-
tocol of the local area network, passes the authentica-
tion information to the mobile terminals, the mobile

terminals generating an authentication result from t

1C

authentication information that 1s transmitted to {

1C

controller using the local area network protocol, and

8

the controller transmits the authentication result to the
cellular wireless network using the cellular wireless
network protocol.
10. The system of claim 9 wherein the local area network
5 protocols include Session Initiation Protocol.
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