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(57) ABSTRACT

The invention uses a layer 2 switch (L2 switch), or bridge,
to separate user’s message traflic by use of Virtual Local
Area Networks (VLANSs) defined within the switch. Three
new types of ports are defined, “promiscuous” ports “i1so-
lated” ports, and “community” ports. Three types of VLANSs
internal to the switch are defined, “primary” VLANSs, “1s0-
lated” VLANSs and “commumty” VL ANs. The promiscuous
ports are connected to layer 3 or layer 4 devices. Isolated
ports and commumty ports are connected to individual
user’s servers, etc., and maintain tratlic for each user sepa-
rate from other users. The primary VLAN connects to all
promiscuous ports, to all 1solated ports, and to all commu-
nity ports. The primary VLAN 1s a one way connection from
promiscuous ports to 1solated or community ports. An 1so-
lated VLAN connects to all promiscuous ports and to all
1solated ports. The 1solated VL AN 1s a one way connection
from an 1solated port to the promiscuous ports. A community
VLAN 1s defined as connecting to a group of community
ports, and also connecting to all of the promiscuous ports.
The group of community ports 1s referred to as a “commu-
nity”” of community ports. A community VLAN 1s a one way
connection from a community of ports to the promiscuous
ports, but allows a packet recerved by one community port
to be transmitted out of the switch, through the other
community ports connected to that community VLAN.
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PRIVATE VLANS

BACKGROUND OF THE INVENTION

1. Field of the Invention

The invention relates to Virtual Local Area Networks
(VLANSs), and more particularly to the use of VLANs to
establish separation between different users of a shared
switch.

2. Background Information

It 1s today a common computer network engineering
practice to separate packet traflic belonging to different users
by use of a router, a Layer 3 (LL3) device. Separation of
users’ tratlic 1s accomplished by assigning each user to a
different subnetwork (subnet). A subnet 1s identified by a
unique L3 address. The router then transmits a particular
user’s packets out through a port assigned to that subnet.
However, only a limited number of bits in the L3 address
(for example IP address) are assigned to the subnet, and so
only a limited number of subnets may be addressed by a
particular router. Subnet design 1s described by Andrew
Tanenbaum 1n his book Computer Networks, Third Edition,
published by Prentice Hall, Copyright date 1996, all disclo-
sures of which are incorporated herein by reference, par-
ticularly at pages 417-419. For example, 1if 6 bits are
assigned to a subnet mask, then only 62 different subnets
may be addressed (0 and 64 are reserved). Further, for every
subnet assigned two addresses are wasted, for example the
multicast and broadcast addresses.

As an example of many users of a switch who require that
their message traflic be kept separate, an Internet service
provider (ISP) may have many customers who want to
connect to a server farm. Access to the ISP 1s through a
router connected to a common external computer network,
for example the worldwide Internet. The router must route
cach customer’s traflic to that customer’s local area network
in such a manner as to maintain protection and privacy
between the data of diflerent customers. It 1s desirable for an
ISP to prevent traflic originating from one customer’s server
from being received by another customer’s server.

A second example of many users of a computer network
who must have their traflic separated 1n order to guarantee
privacy and protection 1s the use of a television cable
Internet distribution system. Each home 1s assigned a sepa-
rate subnet so that routers may route only a particular
customer’s message traflic to that customer. This subnet
routing prevents, for example, one customer looking at
another customer’s message tratlic by use of, for example, a
network snifter.

A third example 1s a server farm, for example a multiclient
backup service. Fach client’s message traflic arrives at a
router. The router uses a subnet mask to keep the traflic of
cach client separate from the tratlic of another client, as 1t
routes the traflic to the client’s backup server.

A limitation 1n the use of subnets, and subnet masks, 1n a
multichient environment 1s that there 1s only a limited
number of subnets which can be defined from standard
Layer 3 addresses. In modern computer network systems,
this numerical limitation severely restricts the number of
individual users who can be serviced, and also have their
message tratlic maintained separate. Further, the manage-
ment of a large number of subnets by a network manager
becomes burdensome, especially 1n the event that the net-
work has thousands of customers whose packet tratlic must
be kept separate.
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2

A better way to keep the message traflic of different users
separate 1 a computer network 1s needed, particularly a
method which can scale to a large number of users.

SUMMARY OF THE INVENTION

The invention uses a layer 2 switch (L2 switch), or bridge,
to separate user’s message traflic by use of Virtual Local
Area Networks (VLANSs) defined within the switch. Three
new types of ports are defined, “promiscuous’ ports, “1so-
lated” ports, and “community” ports. Three types of VLANSs
internal to the switch are defined, “primary” VLANSs, “1s0-

lated” VLANSs and “community” VLANS.

The promiscuous ports are connected to layer 3 or layer
4 devices, for example routers which may 1n turn connect to
the worldwide Internet, load balancers which also may
connect to the worldwide Internet, administrative work
stations such as used by network administrators, back up
devices, etc. Isolated ports and community ports are con-
nected to individual user’s servers, etc., and maintain trathc
for each user separate from other users.

Isolated ports and community ports exchange packets
with the promiscuous ports by use of the VL ANs internal to
the switch. The diflerence between 1solated and community
ports 1s that an 1solated port cannot transfer packets to
another 1solated port, however a community port has a
designated number of community ports to which 1t can
transier packets.

A primary VLAN internal to the switch i1s defined as
follows. The primary VLAN connects to all promiscuous
ports, to all isolated ports, and to all community ports. The
primary VLAN recerves packets from outside of the switch
arriving at any of the promiscuous ports, and transiers the
packets to the 1solated or community ports. However, an
isolated or community port cannot receive traflic from the
external LAN connected to it, and transfer the packets to the
primary VLAN. The primary VLAN 1s a one way connec-
tion from promiscuous ports to 1solated or community ports.

An 1solated VLAN 1s defined as connecting to all pro-
miscuous ports and connecting to all isolated ports. An
1solated VL AN recerves packets arriving from outside of the
switch at an 1solated port, and transfers the packets to the
promiscuous ports. An 1solated VLAN does not carry pack
ets received by a promiscuous port from outside of the
switch. Also, an 1solated VL AN does not deliver any packets
to another 1solated port. The 1solated VL AN 1s a one way
connection from an isolated port to the promiscuous ports.

A community VLAN 1s defined as connecting to a group
of community ports, and also connecting to all of the
promiscuous ports. The group of community ports 1s
referred to as a “community” of community ports. The
community VLAN transfers a packet received from outside
the switch at a community port to all of the promiscuous
ports, and also transiers the packet to the other community
ports attached to that commumty VLAN. A plurality of
“communities” of community ports may be defined, and
cach commumnity of ports has 1ts own assigned community
VLAN. A community VLAN cannot transfer packets
received from outside of the switch at a promiscuous port.
A community VLAN 1s a one way connection from a
community of ports to the promiscuous ports, but allows a
packet recerved by one commumnity port to be transmitted out
of the switch, through the other community ports connected
to that community VLAN.

These new types of VLANSs and ports are implemented, 1n
part, by particular settings of the Color Blocking Logic
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(CBL) logic circuits used by normal ports of an L2 switch
which supports VLANSs, and also by use of assignment
tables.

Traflic generated by different user’s servers 1s kept sepa-
rate from other user’s servers, by each user having his own
1solated port or community of community ports.

The VLANSs defined in a first L2 switch chassis can be
trunked to other L2 switch chassis using ordinary trunking,
technology, 1n order to increase the number of ports.

Alternatively, a single .2 switch, or a network of trunked
.2 switches, may have 1ts premiseueus ports divided into
subsets. Each subset of promiscuous ports 1s then associated
with 1ts subset of 1solated ports and community ports, along,
with the necessary VLANS.

Other and further aspects of the present invention will
become apparent during the course of the following descrip-
tion and by reference to the accompanying drawings.

BRIEF DESCRIPTION OF THE

DRAWINGS

Referring now to the drawings, 1n which like numerals
represent like parts in the several views:

FIG. 1 1s a block diagram of a computer network in
accordance with the invention;

FIG. 2 1s a block diagram of a L2 switch 1n accordance
with the invention;

FIG. 3 1s a block diagram of a L2 switch 1n accordance
with the invention;

FIG. 4 15 a field diagram of a layer 3 packet;

FIG. § 1s an assignment table for a promiscuous port for
outgoing traflic, in accordance with the invention;

FIG. 5A 1s a Trunk Type Promiscuous Port VLAN Map-
ping Table, 1n accordance with the invention;

FIG. 6 1s a field diagram of a VL AN packet internal to a
[.2 switch;

FIG. 7 1s a port assignment table for an 1solated or
community port;

FIG. 8 1s a block diagram of a two level layer 2-switch
network 1n accordance with the invention.

DETAILED DESCRIPTION OF AN
ILLUSTRATIVE EMBODIMENT

Turning now to FIG. 1, computer network 100 1s shown.

L2 switch 102 has promiscuous ports, port A 104, port B
106, port N 108, etc. Promiscuous port 108 1s indicated as
“N”, indicating that an arbitrary number of promiscuous
ports may be employed by L2 switch 102.

[.2 switch 102 also has 1solated or community ports, port
#1 114 1s connected to user #1 VLAN 120, and user #1
VLAN 120 connects to user #1 server 122. Isolated or
community port #2 116 connects to user #2 VLAN 124, and
user #2 VLAN 124 connects to user #2 server 126. Isolated
or community port #M 118 1s labeled “M” to indicate that L.2
switch 102 may have an arbitrary number of 1solated or
community ports. Isolated or community port #M 118 con-

nects to user #M VLAN 130, and user #M VLAN 130
connects to user #M server 132. “Three dots” 134 indicate
that L2 switch 102 may have a plurality of 1solated or
community ports, etc. “Three dots” 136 indicate that a
plurality of user servers, each connected to a diflerent
1solated or community port, etc.

The promiscuous ports 104, 106, 108, etc. connect to
layer 3 or layer 4 devices 140,143,146. Examples of layer 3
or layer 4 devices comprise routers, load balancers, admin-
istrative work stations, back-up devices, etc. An administra-
tive work station 1s a work station utilized by a network
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administrator and permits the administrator to view all, or at
least many, of the occurrences on the network. Promiscuous
Port A 104 connects to layer 3 or layer 4 device (L3/1L4
device) A 140, and L3/L.4 device 140 connects to network
cloud 142. Promiscuous port B 106 connects to L3/1.4
device 143, and [.3/1.4 device 143 connects to network cloud
144. Promiscuous port N 108 connects to LL.3/L.4 device 146.
[L3/LL4 device 146 connects to network cloud 148.

Three dots 150 indicate that L.2 switch 102 may have a
plurality of promiscuous ports, etc. Three dots 152 indicate
a plurality of L3/L4 devices, connected to the promiscuous
ports, port A 104, port B 106, port N 108, etc. Three dots 149
indicate that the L3/L.4 devices may connect to a plurality of
network clouds 142, 144, 148, etc.

Network clouds 142, 144, 148 may be different network
clouds, for example each may comprise a backup device for
a particular user server. Alternatively, each network cloud
142, 144, 148 may represent the worldwide Internet. Further,
cach network cloud 142, 144, 148, may represent a particu-
lar device, may represent several particular devices, and may
also represent the worldwide Internet, etc.

Turning now to FIG. 2, the mterior of L2 switch 102 1s
shown. Isolated port 204, 206, 208, 210, 212, 214 are labeled
progressively as user #1, 2, 3, 4, 5, N, etc., and each may
connect to a diflerent user. Isolated ports 204, 206, 208, etc.
correspond to isolated ports 114, 116, 118, etc. shown 1n
FIG. 1. Promiscuous ports, port A 220, port B 222, port N
224, connect to various L3/L.4 devices (not shown i FIG.
2), such as devices 140, 143, 146, etc. Promiscuous ports
220, 222, 224, etc. correspond to promiscuous ports 104,
106, and 108, etc. as shown 1n FIG. 1.

Three dots 230 indicate a plurality of users, each con-
nected to an 1solated port 204, 206, 208, 210, 212, 214, cftc.

Three dots 232 indicate a plurality of promiscuous ports,
220, 222, 224, etc. and indicate that .2 switch 102 may have

a plurality of promiscuous ports.

The VLANSs utilized by L2 switch 102 are described

below.
VLAN 230 1s a primary VLAN, and connects to promis-
cuous ports 220, 222, 224, etc., and also connects to each of
the 1solated ports 204, 206, 208 . 214, etc. Primary VLAN
230 carnies packet trafie from the promiscuous ports to
1solated ports. Primary VLAN 230 1s configured to reject
any packets arriving at an 1solated port from the external
local area network connected to the 1solated port.

During ordinary operation, any packet received by a
promiscuous port from the L3/L.4 device 1s transmitted on
the primary VLAN, and may be received by any 1solated ort
or community port having a destination for that packet on an
external LAN connected thereto.

Isolated VLAN 240 connects to i1solated ports 204, 206,
208, . 214, etc., and also connects to each of the
premlscueus ports 224 222, . .. 220, etc. Isolated VLAN
240 carries packet traflic frem 1selated ports to the premls-
cuous ports. Isolated VLAN 240 1s configured to reject any
tratlic arriving from a promiscuous port. Also, isolated
VLAN 240 1s configured so that 1t cannot deliver any
packets to an 1solated port. That 1s, packets transierred onto
1solated VLAN 240 by an 1solated port cannot be received
by another isolated port. Packets transferred onto isolated
VLAN 240 from an 1solated port are received by premls-
cuous ports 220, 222, 224, etc., and from the promiscuous
ports may be transferred to network clouds, for example,
network cloud 142, 144, 148.

Mechanisms, for example, color blocking logic (CBL)
and assignment tables, may be used to permit primary
VLAN 230 to transier packets from promiscuous ports to
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1solated ports, and prohibit an 1solated port from transmit-
ting onto primary VLAN 230. Also, mechanisms within 1.2
switch 102 such as CBL and assignment tables may be used
to permit 1solated VL AN 240 to transier packet tratlic from
an 1solated port to a promiscuous port, and prevent 1solated
VLAN 240 from transferring a packet to an isolated port.

Community VLANs implemented in L2 switch 102 are
described next.

A community VLAN connects to a designated group of
community ports, and to all of the promiscuous ports. A
community port receives a packet from outside of switch
102 and transfers the packet to the commumty VLAN. A
packet transferred to the community VLAN from a com-
munity port 1s recerved by all of the community ports
connected to the community VLAN, and also all of the
promiscuous ports recerve the packet from the community
VLAN. The promiscuous ports then transfer the packet out
of the L2 switch. A Commumty VLAN 1s configured to
reject any traflic arriving from a promiscuous port.

Turning now to FIG. 3, community VLAN #1 350,
community VLAN #2 352, and, community VLAN #3 354
are shown. Community VLAN #1 350 1s shown connected
to community ports 306, and 308. Commumty VLAN #1
350 permits community ports connected thereto to exchange
packets. For example, a packet entering .2 switch 102 from
user #2 at community port 306 is transierred by community
VLAN #1 3350 to the other community ports, for example
community ports 308, etc., connected to community VLAN
#1 350, and 1s also transferred to all of the promiscuous

ports, ports 320, 322, 324 . . . .

Community VLAN #2 352 1s shown connected to com-
munity port 310 and 312. A packet originating from user #4
or user #3 will enter L2 switch 102 at either community port
310, 312, respectively, and will be transterred by community
VLAN #2 352 to the other 1solated port, and to all of the

promiscuous ports 320, 322, . . . 324, efc.

As a further example of a community VLAN, community
VLAN #3 354 1s shown. Community VLAN 3354 is shown
connected to community port 304 and community port 314.
Community VLAN #3 354 also connects to all of the
promiscuous ports 320, 322, . . . 324, cfc.

In the present description, the 1solated ports are shown 1n
FIG. 2, and the community ports are shown in FIG. 3.
Switch 102 may have, for example, both 1solated ports and
community ports. In this case, both of the port arrangements
of FIG. 2 and of FIG. 3 are implemented within L2 switch
102. In a second exemplary embodiment, L.2 switch 102
may have only 1solated ports as shown 1n FIG. 2. In a third
exemplary embodiment, L2 switch 102 may have only
community ports as shown in FIG. 3.

A terminology which can be used 1s to refer to the 1solated
VLAN and the community VLAN as a “secondary” VLAN.
Using this terminology, a primary VLAN takes packets from
the promiscuous ports to either the isolated ports or the
community ports. In contrast, the secondary VLAN takes
packets from either the 1solated ports or community ports to
the promiscuous ports.

Turning now to FIG. 4, a field diagram 400 of a typical L2
packet which reaches an L2 switch from a network cloud 1s
shown. Field 402 1s the preamble. Field 404 contains the 1.2
header. Field 406 contains the L3 header. Data carried by
packet 400 1s in field 410. Trailing fields 412 contain fields
typically trailing the data fields of a typical data packet, and
normally include a cyclical redundancy check (CRC) field.

The field diagram of a packet shown i FIG. 4 also
represents the fields 1n a packet departing from 1.3/1.4 device
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6

104, etc. to network cloud 142, or any of the other network
clouds from one of the other [.3/[.4 devices.

Turning now to FIG. 5, “Promiscuous Port Assignment
Table for Outgoing Trailic” 500 1s shown with three col-
umns. Table 500 1s a conceptual table which 1s an aid to
understanding the invention. Data shown 1n table 500 may
be held, 1n a particular implementation, in a variety of
places. For example some data 1s in the header of a recerved
packet, some data may be held 1n hardware such as memory
in an ASIC chip in the mterface, or further, some of the data
may be held 1n a software lookup table 1n the memory for a
processor of the router. As a further example, an 1mplemen-
tation may use a table such as Table 500 in main memory for
a processor of the router. Column 502 contains a layer 3
interface number. Column 504 contains a primary VLAN
assignment number. Column 506 contains an isolated or
community VLAN assignment number.

A primary VLAN Assignment Number, as held in column
504, 1s a designation which 1s written 1nto a field of a packet
transierred from layer 2 switch 102 to L3/1.4 device 140, or,
for example, any of the other 1.3/.4 devices 143, 146, ctc.,
using standard L2 switch to L3/L4 device protocol. For
example, the Primary VLAN Number may be written into
the L3 data field 410 as part of a Layer 4 (I.4) header using
a standard VLAN protocol. The receiving network device
reads the primary VLAN number from the header, writes 1t
into column 504, and makes a one-to-one correspondence
with a layer 3 interface number (L3 Interface Number)
which 1s written mto column 502. Table 500 then may have
multiple entries 1n column 506 for a many to one correspon-
dence. That 1s, there may be many entries in column 506,
one for the 1solated VL AN, and one entry for each commu-
nity VLAN associated with that primary VLAN.

Rows, for example, row 510 of promlscuous port assign-
ment table 500 for to outgoing traflic, contain an entry for
cach Layer 3 Interface Number. A Layer 3 Interface Number
corresponds to a L3 destination address to which a Layer
3/Layer 4 (L3/L4) device 140, etc., transfers data packets 1n
computer network 100.

In operation, a packet arrives at a promiscuous port on an
isolated VLAN or a community VLAN for transmission out
of L2 switch 102. A process enters Promiscuous Port Assign-
ment Table for Outgoing Trathic 500 through either the
1solated VLAN number or the community VLAN number,
thereby obtaining the corresponding 1.3 Interface Number
from column 502 of the entry. The Primary VLAN directs
the packet from the L2 switch 102 to the proper L3/L4
device 140, etc., using a protocol for transier of packets from
a L2 switch to a L3/L4 device. The L3/L.4 device then
interprets the Primary VLAN and directs the packet to the
appropriate destination address 1n Network Cloud 142, etc.

Alternatively, the Primary VLAN of the destination com-
puter could be held 1n Column 504 of Promiscuous Port
Assignment Table for Outgoing Trathic 500, and the packet
transierred, for example by TCP/IP, from L2 switch 102 to
the L3/L.4 device.

In the conceptual table “Promiscuous Port Assignment
Table for Outgoing Trathic”, Table 500 there 1s a one-to-one
correspondence between a Primary VL AN number and a L3
Interface number. An L3 Interface, designated by L3 Inter-
face Number, 1s usually associated to a subnet, that 1s to a
whole group of addresses. Once the packets reach an L3
Interface, then are normally routed by the router without any
remaining knowledge of the Private VLANs. At the L3
Interface there 1s no distinction between normal trathic, and
traflic coming from a private VLAN.
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During operation, a packet such as network packet 400
shown 1n FIG. 4, 1s received by an L3/L4 device, for
example, L3/L.4 device 140, etc. from a network cloud, for
example, network cloud 142. The received packet has the
field structure as shown 1n fields 400 of FIG. 4. The network
packet 1s transierred by the receiving L.3/1.4 device to L2
switch 102. L2 switch 102 recerves the packet on a promis-
cuous port, for example, port 104, 106, . . . , 108. Upon
receipt by a promiscuous port, the packet 1s transferred to
primary VLAN 230, 330 as shown in FIG. 2 or FIG. 3
respectively. The packet then 1s transferred to each of the
isolated ports 204, 206, 208 . . . 214, etc and community
ports 304, . . . 314, etc. The packet 1s transmitted out of the
appropriate 1solated port or community port by the L2
switch 102 using standard forwarding mechanisms, for
example by TCP/IP.

A typical entry for a Primary VLAN 1s shown at entry

510. Entry 510 shows the one-to-one correspondence
between the L3 Interface Number held 1n field 512 and the

Primary VLAN Number held 1n field 514. Associated with
entry 310 are a plurality of entries for isolated or community
VLANSs, as shown 1n fields 516, 518, 520, and a possible
extension to further “many” entries shown by “three dots”
522.

As an example, primary VLANs and secondary VLANs
(that 1s Isolated or Community VL ANs) are programmed 1n
the router using Color Blocking Logic (CBL). A special
value 1s programmed for all primary and secondary VLLANSs.
For example, a value of “forwarding” as defined i the
Spanning Tree Protocol Standard IEEE 802. ID may be
used. This exemplary assignment allows the hardware to let
all the traflic from those VLANSs out of the port, and also to
accept the ingress trathic for the primary VL ANS.

In the event that the port needs to be able to map
many-secondaries-to-one-primary only, this exemplary
mapping method is suflicient to define the promiscuous port.
A port having mapping of many-secondaries-to-one-primary
only port 1s referred to as a “non-trunk™ promiscuous port.

Alternatively, 1n the event that the port needs to be able to
map many-secondaries-to-diflerent-primaries, then an
explicit table such as “Trunk Type Promiscuous Port VLAN
Mapping Table” 550 as given in FIG. 5SA may be employed
to provide the required mapping. A port which maps many-
secondaries-to-diflerent-primaries 1s referred to as a “trunk”
type promiscuous port. Turning now to FIG. SA, column 552
holds an 1ndicia of the Primary VLAN. Column 554 contains
an 1ndicia of the Secondary VLANs (either Isolated or
Community VLANSs) corresponding to the Primary VLAN.

For example, entries 560 refer to Primary VLAN number
“2”. Entries 570 refer to Primary VLAN number “3”, etc

Primary VLAN “2” 1s shown associated with: Secondary
VLAN “20” at entry 560A; Secondary VLAN “21” at entry

560B; Secondary VLAN “22” at entry 560C; Secondary
V_JAN “237 at entry 560D, etc.

Further, Primary VLAN “3” 1s shown associated with:
Secondary VLAN “30” at entry 570A; Secondary VLAN
“31” at entry 570B; with Secondary VLAN “32” at entry
570C, etc. Entries 580, represented by “three dots” in both
column 3552 and 554, indicate that a further plurality of
Primary VLANs may each be associated with its particular
plurality of secondary VLANs by use of “Trunk Type
Promiscuous Port VLAN Mapping Table” 550.

Turning now to FIG. 6, packet 600 1s shown. Packet 600
1s the VLAN packet travelling inside L2 switch 102. Fields
of packet 600 are shown. Field 602 contains the VLAN
designation to which the packet 1s transterred. VLAN des-
ignations are sometimes referred to as a “color”, as 1is
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indicated 1n field 602. Field 604 contains the port number of
the port designated to receive that particular packet. Field
605 contains any other fields carried by the packet as it
travels through the internals of L2 switch 102.

When packet 600 represents a packet received at a pro-

miscuous port, then field 604 contains the port number of the
isolated port 204, 206, 208, . . . 214, etc., or community port
304, 306, . . . 314, ctc., to which the packet 1s directed. The
port circuitry reads field 604 and the correct port then
receives the packet.

When packet 600 represents a packet received from an
isolated or commumty port, the 1solated or community
VLAN number 1s written into field 602, and the port number
of the promiscuous port designated to receive the packet 1s
written 1nto field 604.

When the receiving port 1s a community port, a distinction
1s made between unicast packets and broadcast packets.
When the packet 1s a unicast packet, and in the rare event
that the hardware has not yet learned the packet destination
address, the packet 1s broadcast on the community ports so
that the hardware can learn the address-port-association.
Subsequent unicast packets to this particular community
address are then forwarded out through the appropriate port.

In the alternative event that the incoming packet 1s a
broadcast packet, the packet 1s replicated and forwarded out
through each of the community ports of the community of
designated ports.

Field 608 contains the L3 header of the underlying packet
Field 610 contains the data which 1s/was transmitted through
the Internet. Field 612 contains the trailing fields of the
underlying packet.

Turning now to FIG. 7, 1solated or community port
assignment table 700 1s shown.

Isolated or community port assignment table 700 contains
entries for directing a packet received from outside of switch
102 by an 1solated or community port. Column 702 contains
the 1solated or community port number from which a packet
1s received, for example from a user LAN. Column 706
contains the designation of the isolated or community
VLAN associated with that 1solated or community port.

A typical entry 710 of 1solated or community port assign-
ment table 700 1s shown. The 1solated or community port
number 1s found 1n field 712. The designation of the 1solated
or community VLAN associated with that 1solated or com-
munity port 1s found 1n field 716.

During typical operation, a packet i1s received at an
1solated or community port, port 114, 116, . . . 118, etc. from
an external LAN connected to the port. A process mn L2
switch 102 uses the port number at which the packet was
received as an entry into table 700 at column 702, and finds
the receiving port number 1n field 712. The process then
reads the 1solated or commumty VLAN to which the packet
1s to be transferred from field 716.

Turning now to FIG. 8, computer network 800 1s shown
in an alternative embodiment of the invention. Access
switch 802 and access switch 804 are typically L2 switches.
Distribution switch 806 and distribution switch 808 are also
both typically L2 switches. The access switches and the
distribution switches are trunked together so as to share
VLANS.

Computer network 800 has two layers of Layer 2 switch-
ing, the lower layer comprises access switch 802, and access
switch 804. The higher, or second, level of Layer 2 switch-
ing 1n network 800 comprises distribution switch 806 and
distribution switch 808. Typical Layer 2 switch trunk con-
nections 860, 862, 864, and 866 are shown. Trunk connec-

tion 860 connects access switch 802 with distribution switch
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808: trunk 862 connects access switch 804 with distribution
switch 806: trunk connection 864 connects access switch
802 with distribution switch 806; and, trunk connection 866
connects access switch 804 with distribution switch 808.
The trunk connections, 860, 862, 864, 866 arc typical
standard engineering practice trunk connections between
Layer 2 switches. The trunk connections carry all of the
VLANSs interconnecting the access switches 802, 804 with
the distribution switches 806, 808.

The two layers of Layer 2 switching, represented by the
lower layer of access switches 802, 804 and the upper layer
represented by distribution switches 806, 808, are a gener-
alization of L2 switch 102. The two layer switching arrange-
ment 1n network 800 at Layer 2 permits the implementation
of more ports 1n the network so that a greater number of
server users, for example, 122, 126, 132, ctc. may be

serviced by the system.

Access switch 802 has 1solated or community ports 810,
812, ... 814, ctc., and these 1solated or community ports are
analogous to 1solated or community ports 114, 116, . . . 118,
etc. of L2 switch 102. Access switch 804 also has similar
1solated or community ports 816, 818, . 820, etc. The
1solated or community ports are Connected to external LANs
which 1n turn connect to customer’s servers, customer’s
other equipment, etc., as shown i FIG. 1.

Distribution switch 806 and distribution switch 808 have
promiscuous ports connected to Layer 3 routers. Distribu-
tion switch 806 has promiscuous port 830, promiscuous port
832, . .. promiscuous port 834, etc. Distribution switch 808
has promiscuous port 844, 846, . . . 848, cflc.

Trunk connections 860, 862, 864, 866, ctc. carry the
primary VLANSs, the 1solated VLANs, and the community
VLANSs interconnecting the promiscuous ports, the isolated
ports, and the community ports.

Network 800 1s analogous to L2 switch 102, 1n that the
access switches 802, 804 provide the 1solated or community
ports, the distribution switches 806, 808 provide the pro-
miscuous ports, and the trunk lines 860, 862, 864, 866 carry
the necessary VLANs. Also, a further plurality of L2
switches may be trunked together as access switches to
provide a desired number of ports for customer’s equipment.
Also, a further plurality of L2 switches may be trunked
together as distribution switches to provide more connec-
tions to routers connecting to the Internet.

As an example, promiscuous port 830 of distribution
switch 806 1s shown connected to router 850. In turn, router
850 connects to network cloud 852, which 1s labeled “back-
bone to Internet”. Network cloud 852 1s typically a connec-
tion to the Internet, and alternatively represent the world
wide Internet 1itself. Also, distribution switch 808 has port
848 shown connected, for example, to router 854. Router
854 also connects to network cloud 852. In operation, router

850 and router 854 connect the distribution layer switches
806, 808 to the Internet.

In the exemplary embodiment of the invention described
above, the primary VLAN 230, 330 connects to all of the
promiscuous ports, however in an alternative exemplary
embodiments of the invention, a single primary VLAN may
connect to only a subset of promiscuous ports. In such an
alternative embodiment of the invention, there may be a
plurality of primary VLANSs, each with its associated pro-
miscuous ports and associated 1solated or community ports.
Implementing a plurality of primary VLANs gives a system
designer flexibility 1n arranging connections to L3/1L4
devices through promiscuous ports, and to user equipment
connected at 1solated ports or community ports.
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It 1s to be understood that the above described embodi-
ments are simply 1llustrative of the principles of the inven-
tion. Various other modifications and changes may be made
by those skilled 1n the art which embody the principles of the
invention and fall within the spirit and scope thereof.
What 1s claimed 1s:
1. A method for operating a router, comprising:
establishing a first VLAN from a port connected to a
shared network to a plurality of user ports, the first
VLAN recerving packets from the shared network and
transierring them to a designated user port, the first
VLAN rejecting packets from the user ports;

establishing a second VLAN from the plurality of user
ports, the second VLAN receiving packets from the
user ports and transierring them to the port connected
to the shared network, the second VLAN preventing
transier ol packets from one of the user ports to other
user ports, and the second VL AN also rejecting packets
from the shared network, 1n order to separate packet
traflic of diflerent users.

2. The method as in claim 1, further comprising:

dividing the plurality of user ports mto groups of user

ports, each group of user ports assigned to a single
designated user; and
establishing a third VL AN from a first group of user ports,
the third VLAN receiving packets from the {first group
of user ports and transferring them to the port con-
nected to the shared network, the third VL AN able to
transier packets among user ports belonging to the first
group of user ports, the third VL AN preventing transier
of packets to other user ports belonging to a group
different from the first group of user ports, the third
VLAN re ectmg packets from the shared network.

3. A router, comprising;

means for establishing a first VLAN from a port con-
nected to a shared network to a plurality of user ports,
the first VLAN recerving packets from the shared
network and transferring them to a designated user
port, the first VLAN rejecting packets from the user
ports;

means for establishing a second VLAN from the plurality

of user ports, the second VLAN receiving packets from
the user ports and transferring them to the port con-
nected to the shared network, the second VLAN pre-
venting transfer packets from one of the user ports to
other user ports, and the second VLAN also rejecting
packets from the shared network, 1n order to separate
packet traflic of different users.

4. The router as 1n claim 3, further comprising:

means for dividing the plurality of user ports 1into groups

of user ports, each group of user ports assigned to a
single designated user; and

means for establishing a third VL AN from a first group of

user ports, the third VLAN recerving packets from the
first group of user ports and transierring them to the
port connected to the shared network, the third VLAN
able to transfer packets among user ports belonging to
the first group of user ports, the third VL AN preventing
transier of packets to other user ports belonging to a
group diflerent from the first group of user ports, the
third VL AN rejecting packets from the shared network.

5. A router, comprising;

a port connected to a shared network;

a plurality of user ports;

a first VLAN from the port connected to the shared

network to the plurality of user ports, the first VLAN to
receive packets from the shared network and transier-
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ring them to a designated user port, the first VLAN to
reject packets from the user ports;

a second VLAN from the plurality of user ports, the
second VLAN to receive packets from the user ports
and transferring them to the port connected to the
shared network, the second VLAN to prevent transier
of packets from one of the user ports to other user ports,
and the second VLAN also to reject packets from the

shared network, in order to separate packet trathic of
different users.

6. The router as 1n claim 5, further comprising;:

a third VLAN from a first group user ports of a plurality
of groups of user ports, each group of user ports
assigned to a single designated user, the third VL AN to
receive packets from the user ports and transter them to
the port connected to the shared network, the third
VLAN able to transier packets among user ports
belonging to the first group of user ports, the third
VLAN to prevent transier of packets to other user ports
belonging to a group different from the first group of
user ports, the third VLAN to reject packets from the
shared network.

7. A router, comprising:

One Or more promiscuous ports;
one or more 1solated ports;

one or more community ports;

a primary VLAN, the pnmary VLAN to receive packets
from outside of the router through the one or more
promiscuous ports and to transfer the packets to a
selected one of the one or more 1solated ports and to
transier the packets to the one or more community
ports, the primary VLAN to reject packets from the one
or more 1solated ports and to reject packets from the
one or more community ports;

an 1solated VL AN, the 1solated VL AN to receive packets
from outside of the router through an 1solated port of
the one or more 1solated ports and to transier the
packets to the one or more promiscuous ports, the
1solated VLAN to prevent transier of the packets from
the 1solated port to another 1solated port of the one or
more 1solated ports, and the 1solated VL AN to prevent
transier of the packets from the 1solated port to the one
or more community ports, and the isolated VLAN to
reject packets from the one or more promiscuous ports;
and

a community VLAN, the community VLAN to receive
packets from outside of the router at a community port
of the one or more community ports and to transier the
packets to the one or more promiscuous ports and to
transier the packets to any other community ports, the

community VLAN to prevent transfer of packets to the

one or more 1solated ports, the community VLAN to

reject packets from the one or more promiscuous ports.

8. The router as 1n claim 7, further comprising;:

a promiscuous port of the one or more promiscuous ports
connected to a shared network, the shared network
carrying packet tratlic of a first user and packet traflic
of a second user; and

a first 1solated port of the one or more isolated ports
connected to a local area network (LAN) assigned to
the first user, and a second 1solated port of the one or
more 1solated ports connected to a LAN assigned to the
second user, 1 order to separate The packet traflic of
the first user and the second user.
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9. The router as in claim 7, further comprising:

a plurality of sets of community ports; and

a community VLAN for each set of community ports, the
community VLAN {for a particular set of community
ports to prevent transfer packets to another set of
community ports.

10. The router as 1n claim 7, further comprising:

a promiscuous port of the one or more promiscuous ports
connected to a shared network, the shared network
carrying packet tratlic of a first user and packet traflic
of a second user; and

a first set of community ports of the one or more com-
munity ports connected to a local area network (LAN)
assigned to the first user, and a second set of commu-
nity ports of the one or more community ports con-
nected to a LAN assigned to the second user, 1n order
to separate the packet tratlic of the first user and the

second user.

11. A router, comprising;:

One or more promiscuous ports;

one or more 1solated ports;

a primary VLAN, the primary VLAN to receive packets
from outside of the router through the one or more
promiscuous ports and to transier the packets to a
selected one of the one or more 1solated ports, the
primary VLAN to reject packets from the one or more
1solated ports; and

an 1solated VL AN, the 1solated VLAN to receive packets
from outside of the router through an 1solated port of
the one or more 1solated ports and to transier the
packets to the one or more promiscuous ports, the
1solated VL AN to prevent transier of the packets from
the 1solated port to another 1solated port of the one or
more 1solated ports, and the 1solated VLAN to reject
packets from the one or more promiscuous ports.

12. A router, comprising:

one or more promiscuous ports;

one or more community ports;

a primary VLAN, the primary VLAN to receive packets
from outside of the router through the one or more
promiscuous ports and to transfer the packets to a
selected one of the one or more 1solated ports, the
primary VLAN to reject packets from the one or more
1solated ports; and

a community VLAN, the community VLAN to receive
packets from outside the router at a community port of
the one or more community ports and to transier the
packets to the one or more promiscuous ports and to
transier the packets to any other community ports of the
one or more community ports, the community VLAN
to reject packets from the one or more promiscuous
ports.

13. A router, comprising:

Oone or more promiscuous ports;

one or more other ports;

a primary VLAN, the primary VLAN to receive packets
from outside of the router through the one or more
promiscuous ports and to transier the packets to a
selected one of the one or more other ports, the primary
VLAN to reject packets from the one or more other
ports; and

a second VLAN, the second VLAN to receive packets
from outside the router at the one or more other ports
and to transfer the packets to the one or more promis-
cuous ports, the second VLAN to reject packets from
the one or more promiscuous ports.
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14. The router as 1n claim 13, further comprising;:

said second VLAN to transfer the packets to the one or
more other ports.

15. A router, comprising:
one or more promiscuous ports;
one or more other ports;

a primary VLAN, the pnmary VLAN to receive packets
from outside of the router through the one or more
promiscuous ports and to transfer the packets to the one
or more other ports, the primary VLAN to reject
packets from the one or more other ports; and

a second VLAN, the second VLAN to receive packets
from outside the router at a one or more other ports and
to transfer the packets to a promiscuous port of the one
or more promiscuous ports, the second VLAN to reject
packets from the one or more promiscuous ports.

16. The router as in claim 15, further comprising:

the one or more other ports are one or more an 1solated
ports.

17. The router as in claim 15, further comprising:

the one or more other ports are one or more community
ports.

18. A method for using a router, comprising:

establishing one or more promiscuous ports;

establishing one or more 1solated ports;

establishing one or more community ports;

receiving a-packets by a primary VLAN, the primary
VLAN receiving the packets from outside of the router
through the one or more promiscuous ports and trans-
ferring the packets to a selected one of the one or more
1solated ports and transferring the packets to the one or
more community ports, the primary VLAN rejecting

packets from the one or more 1solated ports and reject-
ing packets from the one or more community ports;

receiving packets by an isolated VLAN, the 1solated
VLAN receiving the packets from outside of the router
through an 1solated port of the one or more isolated
ports and transierring the packets to the one or more
promiscuous ports, the isolated VLAN preventing
transier of the packets from the 1solated port to another
1solated port of the one or more 1solated ports, and the
isolated VL AN preventing transfer of the packets from
the 1solated port to the one or more community ports,
and the 1solated VLAN rejecting packets from the one
Or more promiscuous ports; and

receiving packets by a community VLAN, the community
VLAN receiving packets from outside of the router at
a community port of the one or more community ports
and transferring the packets to the one or more pro-
miscuous ports and transterring the packets to any other
community ports, the community VLAN preventing
transier ol packets to the one or more 1solated ports,
and the community VLAN rejecting packets from the
One Or more promiscuous ports.

19. The method of claim 18, further comprising:

connecting a promiscuous port of the one or more pro-
miscuous ports to a shared network, the shared network
carrying packet trathc of a first user and packet traflic
of a second user; and

connecting a {irst 1solated port of the one or more 1solated
ports to a local area network (LAN) assigned to the first
user, and connecting a second 1solated port of the one
or more 1solated ports to a LAN assigned to the second
user, 1n order to separate the packet traflic of the first
user and the second user.
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20. The method of claim 18, further comprising:

establishing a plurality of sets of community ports; and

connecting a community VLAN for each set of commu-
nity ports, the community VL AN 1for a particular set of
community ports preventing transier ol packets to
another set ol community ports.

21. The method of claim 18, further comprising;

connecting a promiscuous port of the one or more pro-
miscuous ports to a shared network, the shared network
carrying packet tratlic of a first user and packet traflic
of a second user; and

connecting a first set of community ports of the one or
more community ports to a local area network (LAN)
assigned to the first user, and connecting a second set
of community ports of the one or more community
ports connected to a LAN assigned to the second user,
in order to separate the packet trafhic of the first user
and the second user.

22. A method for using a router, comprising:

establishing one or more promiscuous ports;

establishing one or more 1solated ports;

recerving packets by a primary VLAN, the primary
VLAN receiving packets from outside of the router
through the one or more promiscuous ports and trans-
ferring the packets to a selected one of the one or more
isolated ports, the primary VLAN rejecting receive
packets from the one or more i1solated ports; and

receiving packets by an 1solated VLAN, the 1solated
VLAN receiving packets from outside of the router
through an 1solated port of the one or more isolated
ports and transierring the packets to the one or more
promiscuous ports, the 1solated VLAN preventing
transier of the packets from the 1solated port to another
1solated port of the one or more 1solated ports, and the
1solated VLAN rejecting packets from the one or more
promiscuous ports.

23. A method for using a router, comprising:

establishing one or more promiscuous ports;

establishing one or more community ports;

receiving packets by a primary VLAN, the primary
VLAN receiving packets from outside of the router
through the one or more promiscuous ports and trans-
ferring the packets to the one or more community ports,
the primary VLAN rejecting packets from the one or
more community ports; and

recerving packets by a community VL AN, the community
VLAN recerving packets from outside the router at a
community port of the one or more community ports
and transferring the packets to the one or more pro-
miscuous ports and transterring the packets to any other
community ports of the one or more community ports,
the community VLAN rejecting packets from the one
Or more promiscuous ports.

24. A method for using a router, comprising;

establishing one or more promiscuous ports;

establishing one or more other ports;

recerving packets by a primary VLAN, the primary
VLAN receiving packets from outside of the router
through the one or more promiscuous ports and trans-
ferring the packets to a selected one of the one or more
other ports, the primary VLAN rejecting packets from
the one or more other ports; and

recerving packets by a second VLAN, the second VLAN
receiving packets from outside the router at the one or
more other ports and transferring the packets to the one
or more promiscuous ports, the second VL AN rejecting
packets from the one or more promiscuous ports.
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25. The method as 1n claim 24, further comprising;:

transterring the packets by the second VLAN to the one
or more other ports.

26. A method for using a router, comprising;:

establishing one or more promiscuous ports;

establishing one or more other ports;

receiving packets by a primary VLAN, the primary
VLAN receiving packets from outside of the router
through the one or more promiscuous ports and trans-
ferring the packets to the one or more other ports, the
primary VLAN rejecting packets from the one or more
other ports; and

receiving packets by a second VL AN, the second VLAN
receiving packets from outside the router at a one or
more other ports and transierring the packets to a
promiscuous port ol the one or more promiscuous
ports, the second VLAN rejecting packets from the one
Or more promiscuous ports.

27. The method as 1n claim 26, further comprising:

establishing the one or more other ports as one or more
1solated ports.

28. The method as 1 claim 26, further comprising:

establishing the one or more other ports as one or more
community ports.

29. A router, comprising:

means for establishing one or more promiscuous ports;

means for establishing one or more 1solated ports;

means for establishing one or more commumnity ports;

means for receiving packets by a primary VLAN, the
primary VLAN receiving the packets from outside of
the router through the one or more promiscuous ports
and transferring the packets to a selected one of the one
or more 1solated ports and transferring the packets to
the one or more commumnty ports, the primary VLAN
rejecting packets from the one or more 1solated ports
and rejecting packets from the one or more community
ports;

means for receiving packets by an 1solated VLAN, the
1solated VLAN receiving the packets from outside of
the router through an isolated port of the one or more
1solated ports and transferring the packets to the one or
more promiscuous ports, the 1solated VL AN preventing
transier of the packets from the 1solated port to another
1solated port of the one or more 1solated ports, and the
1solated VLAN preventing transfer of the packets from
the 1solated port to the one or more community ports,
and the 1solated VLAN rejecting packets from the one
Or more promiscuous ports; and

means for receiving packets by a community VLAN, the
community VLAN receiving packets from outside of
the router at a community port of the one or more
community ports and transferring the packets to the one
or more promiscuous ports and transierring the packets
to any other community ports, the community VLAN
preventing transfer ol packets to the one or more
isolated ports, and the community VLAN rejecting
packets from the one or more promiscuous ports.

30. The router as in claim 29 further comprising:

means for connecting a promiscuous port of the one or
more promiscuous ports to a shared network, the shared
network carrying packet tratlic of a first user and packet
tratlic of a second user; and

means for connecting a {irst 1solated port of the one or
more 1solated ports to a local area network (LAN)
assigned to the first user, and connecting a second
1solated port of the one or more 1solated ports to a LAN
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assigned to the second user, 1n order to separate the
packet traflic of the first user and the second user.

31. The router as 1n claim 29 further comprising:

means for establishing a plurality of sets of community
ports; and

means for connecting a community VLAN for each set of
community ports, the community VLAN for a particu-
lar set of community ports preventing transier of pack-
cts to another set of community ports.

32. The router as 1n claim 29 further comprising;:

means for connecting a promiscuous port of the one or
more promiscuous ports to a shared network, the shared
network carrying packet traflic of a first user and packet
tratlic of a second user; and

means for connecting a first set of community ports of the
one or more community ports to a local area network
(LAN) assigned to the first user, and connecting a
second set of community ports of the one or more
community ports connected to a LAN assigned to the
second user, 1n order to separate the packet traflic of the
first user and the second user.

33. A router, comprising;:

means for establishing one or more promiscuous ports;

means for establishing one or more 1solated ports;

means for recerving packets by a primary VLAN, the
primary VLAN receiving packets from outside of the
router through the one or more promiscuous ports and
transierring the packets to a selected one of the one or
more 1solated ports, the primary VLAN rejecting
receive packets from the one or more 1solated ports;
and

means for receiving packets by an 1solated VLAN, the
1solated VLAN receiving packets from outside of the
router through an isolated port of the one or more
1solated ports and transterring the packets to the one or
more promiscuous ports, the 1solated VL AN preventing
transier of the packets from the 1solated port to another
1solated port of the one or more 1solated ports, and the
1solated VL AN rejecting packets from the one or more
promiscuous ports.

34. A router, comprising:

means for establishing one or more promiscuous ports;

means for establishing one or more community ports;

means for receiving packets by a primary VLAN, the
primary VLAN receiving packets from outside of the
router through the one or more promiscuous ports and
transierring the packets to the one or more community
ports, the primary VLAN rejecting packets from the
one or more community ports; and

means for receiving packets by a community VL AN, the
community VLAN receiving packets from outside the
router at a community port of the one or more com-
munity ports and transferring the packets to the one or
more promiscuous ports and transferring the packets to
any other community ports of the one or more com-
munity ports, the community VLAN rejecting packets
from the one or more promiscuous ports.

35. A router, comprising:

means for establishing one or more promiscuous ports;

means for establishing one or more other ports;

means for recerving packets by a primary VLAN, the
primary VLAN receiving packets from outside of the
router through the one or more promiscuous ports and
transierring the packets to a selected one of the one or
more other ports, the primary VLAN rejecting packets
from the one or more other ports; and




UsS 7,200,145 Bl
17 18

means for receiving packets by a second VLAN, the
second VLAN receiving packets from outside the
router at the one or more other ports and transierring
the packets to the one or more promiscuous ports, the
second VLAN rejecting packets from the one or more 35
promiscuous ports.

36. The router as 1n claim 33, further comprising:

means for transierring the packets by the second VLAN
to the one or more other ports.

37. The router as 1n claim 33, further comprising: 10

means for establishing the one or more other ports as one
or more 1solated ports.

38. The router as in claim 35, further comprising:

means for establishing the one or more other ports one or
more a community ports. 15

39. A router to separate packet traflic traveling on a shared

network, comprising:

a primary VLAN within the router, the primary VLAN to
receive packets from the shared network through a
promiscuous port and to transier the packets to a 20

and transferring the packets to the promiscuous port,
the second 1solated VLAN preventing-transfer of the
packets from the i1solated port connected to the second
LLAN to another 1solated port, and the second isolated
VLAN rejecting-packets from the promiscuous port.

41. A router to separate packet traflic traveling on a shared
network, comprising;:

means for receiving packets by a primary VLAN within
the router, the primary VLAN receiving packets from
the shared network through a promiscuous port and
transierring the packets to a selected one of a one or
more 1solated ports, the primary VLAN rejecting pack-
cts Irom the one or more 1solated ports, a first local area
network (LAN) of a first user connected to a first
1solated port of the one or more 1solated ports, and a
second LAN of a second user connected to a second
1solated port of the one or more 1solated ports; and

means for receiving packets by a first 1solated VLAN
within the router, the first 1solated VLAN receiving

selected one of a one or more 1solated ports, the
primary VLAN to reject packets from the one or more
1solated ports, a first local area network (LAN) of a first
user connected to a first 1solated port of the one or more
isolated ports, and a second LAN of a second user
connected to a second 1solated port of the one or more
1solated ports; and

a first 1solated VL AN within the router, the first 1solated

VLAN to receive packets through an 1solated port
connected to the first LAN and to transfer the packets
to the promiscuous port, the first 1solated VLAN to
prevent transier of the packets from the 1solated port
connected to the first LAN to another 1solated port, and
the 1solated VLAN rejecting packets from the one or
more promiscuous ports; and
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packets through an 1solated port connected to the first
L AN and transferring the packets to the promiscuous
port, the first isolated VLAN preventing transter of the
packets from the 1solated port connected to the first
LAN to another 1solated port, and the first 1solated
VLAN rejecting packets from the one or more promis-
cuous ports; and

means for recerving packets by a second 1solated VLAN

within the router, the second i1solated VL AN receiving
packets through an 1solated port connected to the
second LAN and transierring the packets to the pro-
miscuous port, the second 1solated VL AN preventing-
transter of the packets from the 1solated port connected
to the second LAN to another 1solated port, and the
second 1solated VLAN rejecting-packets from the pro-

a second 1solated VLAN within the router, the second
isolated VLAN to receive packets through an 1solated
port connected to the second LAN and to transfer the
packets to the promiscuous port, the second isolated

miscuous port.

42. A router to separate packet tratlic traveling on a shared
network, comprising;:

a primary VLAN within the router, the primary VLAN to

40. A method 1n a router for separating packet tratlic
traveling on a shared network, comprising;
receiving packets by a primary VLAN within the router,

VLAN to prevent transfer of the packets from the
1solated port connected to the second LAN to another
1solated port, and the second 1solated VL AN to reject

packets from the promiscuous port.

i

the primary VLAN receiving packets from the shared
network through a promiscuous port and transierring
the packets to a selected one of a one or more 1solated
ports, the primary VLAN rejecting packets from the
one or more 1solated ports, a first local area network
(LAN) of a first user connected to a first 1solated port
of the one or more 1solated ports, and a second LAN of
a second user connected to a second 1solated port of the
one or more 1solated ports; and

receiving packets by a first 1solated VLAN within the

router, the first 1solated VLAN receiving packets
through an 1solated port connected to the first LAN and
transierring the packets to the promiscuous port, the
first 1solated VLAN preventing transier of the packets
from the 1solated port connected to the first LAN to
another 1solated port, and the first 1solated VLAN
rejecting packets from the one or more promiscuous
ports; and

receiving packets by a second 1solated VLAN within the

router, the second 1solated VLAN receiving packets
through an 1solated port connected to the second LAN

40

45

50

55

60

65

receive packets from the shared network through a
promiscuous port and to transfer the packets to a
selected one of a one or more community ports, the
primary VLAN to reject packets from the one or more
community ports, a first group of local area network
(LAN) of a first user connected to a first group of
community ports of the one or more community ports,
and a second group of LANs of a second user con-
nected to a second group of community ports of the one
Or more community ports;

first community VLAN within the router, the first
community VLAN to receive packets through the first
group of community ports connected to the first group
of LANs and to transfer the packets to the promiscuous
port, the first community VLAN prevent transfer of the
packets from the first group of community ports to the
second group of community ports, and the first com-
munity VLAN to reject packets from the one or more
promiscuous ports; and

a second community VLAN within the router, the second

community VLAN to receive packets through the sec-
ond group of community ports connected to the second
group of LANs and to transier the packets to the
promiscuous port, the second community VLAN to
prevent transier ol the packets to the first group of
community ports, and the second community VLAN to
reject packets from the promiscuous port.
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43. A method for separating packet tra
shared network, comprising:

receiving packets from the shared network by a primary
VLAN within the router, the primary VLAN receiving
packets from the shared network through a promiscu- 5
ous port and transferring the packets to a selected one
of a one or more community ports, the primary VLAN
rejecting packets from the one or more community
ports, a first group of local area network (LAN) of a
first user connected to a first group of community ports 10
of the one or more community ports, and a second
group ol LANs of a second user connected to a second
group of community ports of the one or more commu-
nity ports;

receiving packets from a first group of community ports 15
by a first community VLAN within the router, the first
community VLAN receiving packets through the first
group of community ports connected to the first group
of LANSs and transierring the packets to the promiscu-
ous port, the first community VLAN preventing trans- 20
fer of the packets from the first group of community
ports to the second group of community ports, and the
first community VLAN rejecting packets from the one
Or more promiscuous ports; and

receiving packets from a second group of community 25
ports by a second community VL AN within the router,
the second community VLAN receiving packets
through the second group of community ports con-
nected to the second group of LANs and transierring
the packets to the promiscuous port, the second com- 30
munity VLAN preventing transier of the packets to the
first group of community ports, and the second com-
munity VLAN rejecting packets from the promiscuous
port.

44. A router to separate packet traflic traveling on a shared 35

network, comprising:

means for recerving packets from the shared network by
a primary VLAN within the router, the primary VLAN
receiving packets from the shared network through a
promiscuous port and transferring the packets to a 40
selected one of a one or more community ports, the
primary VLAN rejecting packets from the one or more
community ports, a first group of local area network
(LAN) of a first user connected to a first group of
community ports of the one or more community ports, 45
and a second group of LANs of a second user con-
nected to a second group of community ports of the one
Or more community ports;

means for receiving packets from a first group of com-
munity ports by a first community VLAN within the 50
router, the first community VLAN receiving packets
through the first group of commumty ports connected
to the first group of LANs and transferring the packets

1c traveling on a
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to the promiscuous port, the first community VLAN
preventing transfer of the packets from the first group
of community ports to the second group of community
ports, and the first community VL AN rejecting packets
from the one or more promiscuous ports; and

means for receiving packets from a second group of

community ports by a second community VLAN
within the router, the second community VLAN rece1v-
ing packets through the second group of community
ports connected to the second group of LANs and
transierring the packets to the promiscuous port, the
second community VLAN preventing transier of the
packets to the first group of community ports, and the
second community VLAN rejecting packets from the
promiscuous port.

45. A computer readable medium containing executable
program 1nstructions for operating a router, the executable
program 1instructions comprising program instructions con-
figured to:

establish a first VL AN from a port connected to a shared

network to a plurality of user ports, the first VLAN to
receive packets from the shared network and to transfer
them to one or more of the user ports, the first VLAN
to reject any packets received from the user ports;

establish a second VLAN from the plurality of user ports,

the second VLAN to receive packets from the user
ports and to transier them to the port connected to the
shared network, the second VLAN to prevent transier
of packets from one of the user ports to other user ports,
and the second VLAN also to reject packets from the

shared network, to thereby separate packet traflic of
different users.

46. A computer readable medium containing executable
program 1nstructions for operating a router, the executable
program 1nstructions comprising program instructions con-
figured to:

establish a primary VLAN, the primary VLAN to receive

packets from outside of the router through the one or
more promiscuous ports and to transier the packets to
one or more community ports, the primary VLAN to
reject packets received from the one or more commus-
nity ports; and

establish a commumty VLAN, the community VLAN to

receive packets from outside the router on a community
port of the one or more community ports and to transier
the packets to the one or more promiscuous ports and
to transfer the packets to any other community ports of
the one or more commumty ports, the community
VLAN rejecting packets recerved from the one or more
promiscuous ports.
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