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DYNAMIC METHOD FOR CONNECTING A
CLIENT TO A SERVER APPLICATION

CROSS REFERENCE TO RELATED
APPLICATIONS

This application 1s a divisional of U.S. application Ser.
No. 08/906,842, filed Aug. 5, 1997, now U.S. Pat. No.
6,073,177 by Larry D. Hebel, Dale G. Gutt, Ronny K. Horn
and Bao D. Hoang and entitled “DYNAMIC METHOD
FOR CONNECTING A CLIENT TO A SERVER APPLI-
CATION,” which claims the benefit of U.S. Provisional
Patent Application No. 60/023,189 entitled “DYNAMIC
METHOD FOR CONNECTING A CLIENT TO A SERVER
APPLICATION,” filed Aug. 5, 1996.

TECHNICAL FIELD OF THE INVENTION

This mvention relates to network systems, and more
particularly to a method for connecting clients to a server.

BACKGROUND OF THE INVENTION

System developers have struggled to keep pace with the
quantum leaps 1 a computer’hardware arena. Faced with
growing application backlogs and skyrocketing maintenance
costs, the system development community has sought pro-
ductivity and quality improvements using various Computer
Aided Software Engineering (CASE) tools such as the
Information Engineering Facility (IEF) and Composer prod-
ucts of Texas Instruments Incorporated. The subject of
Information Engineering has been discussed and described
in many text books by James Martin, such as “Information

Engineering” Book No. 3 Design and Construction, pub-
lished 1n 1990 by Prentice-Hall Incorporated (ISBN 0-13-

465501-X). Texas Instruments has published sets of IEF
books since 1988. Information Engineering provides a com-
prehensive framework for satistying the mmformation needs
ol a business or an organization. The information engineer-
ing encompasses all phases of the software life cycle. It
includes the techniques for performing strategic information
planning, analysis, design and system construction. The
range extends from analyzing business objectives to con-
structing executable programs 1n a target environment.
There are generally seven stages of Information Engineer-
ing. The first 1s an information strategy planning stage where
planners gain a broad view of the information needs of a
particular business. From this information, they create a blue
print for the future and subdivide the blue print into smaller
segments. The second stage i1s the business area analysis,
where the analysts examine a particular segment of the
business called a business area and during that stage, they
develop a detailed conceptual model of a business area
based on the information needs. In the third stage, often
referred to as the Business System Design, the designers
detail business system with a particular business area. They
consider how the user will interact with the business system
without concerning themselves with a target computing
environment. During the fourth stage, called the technical
design stage, the designers tailor the results of the business
systems design to the target computing environment,
wherein they consider the hardware environment operating,
system teleprocessing monitor and the database manage-
ment system. In the fifth stage called the construction stage,
the developers generate all executable components of the
system. These include the programs, databases, job control
statements, screen formats and transaction definitions. These
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pieces enable the application system to run on a selected
target environment. In the sixth stage, called the transition
stage, the developers 1nstall the newly constructed applica-
tion system 1n the production environment. In the seventh
stage, called the production stage, the business realizes the
tull benefit of the application system wherein the execution
satisfies the specific business needs identified during the
information strategy planning.

Texas Instruments began automating information engi-
neering methodology for 1ts own use 1 1983, based on the
techniques first devised by James Martin Associates. From
this genesis, the Information Engineering Facility and Com-
poser products came nto being as T1 quickly realized the
potential impact and usetulness i the overall market place.
The result of this eflort 1s a fully integrated set of software
tools and automated programs that simplify application
development to improve system quality and enhance pro-
ductivity. FIG. 1 illustrates the primary components of the
Information Engineering Facility (IEF). Key elements of the
IEF implementation include sophisticated diagraming model
under development. These diagrams actively contribute to
pseudo code, target code and data base code. The diagrams
automatically interconnect within the business model where
a change to one causes change 1n another. There 1s automatic
transformation of results from one stage to another, such as,
for example, from a Business Area Analysis entity types and
processes automatically result in design-level records and
procedures. Similarly, design level records and procedures
automatically transform into databases and application pro-
grams during the construction phase. There are built 1n rules
ensure consistency and completeness within each stage
across the stages. The IEF enforces synchronization so that
carly stage diagrams remain current and consistent with later
diagrams throughout the software development life cycle.
The other key elements are automatic consistency checking
and automatic high level language and database generation
and project coordination. A central repository of business
models resides on the mainframe. The mnformation engineer-
ing relies heavily on a standardize use of diagrams to convey
conceptual ideals. Symbols such as color boxes and inter-
connecting lines represent data activities and their interac-
tion of various levels of abstraction. As developers progress
through the stages, associated diagrams reveal increasing
levels of detail. For example, during the early stages of
information engineering, block diagrams represent concep-
tual data objects called entity types and conceptual activities
called functions and processes. During later stages, data
oriented diagrams depict the physical layouts of records
while activity-oriented diagrams show detailed and proce-
dure steps. The information engineering 1s a visual approach
to development, wherein the graphics help developers visu-
alize their 1deas on many levels.

At the foundation of information engineering 1s divide
and conquer where developers address successively smaller
portions of the business model as level of detail increases,
thus reducing each tasks to a manageable size. For example,
one Information Strategy Planning project may produce ten
Business Area Analysis projects which may result in 100
Business System Design projects. Each stage of information
engineering carries 1ts own set of tasks and deliverables. The
task list includes all milestones and check points that serve
as a basis for projects scheduling and resource allocation.
Each project requires a project sponsor; a senior executive
with overall authority and responsibility project. The project
requires project team members that include project manager
and 1ndividual contributors with appropriate business skills.
The members of the 1nitial project team must gather infor-
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mation to determine the mission, objectives, goals and
critical success factors of the enterprise. In addition to these
facts, they must have plenty of expertise to develop an
Information Strategy Plan 1n a high level business model.

Client/server applications are maturing. The number of 5

users supported by the average application will double in the
next year. Companies are implementing more and more real
applications and are demanding scalability in their applica-
tion development tools. It 1s desirable to provide a client/
server type, IEF type CASE tool where the development
projects are always coordinated between the developers with
real time model sharing, so changes to the model are
reflected immediately to all of the work stations.

SUMMARY OF THE INVENTION

In accordance with one embodiment of the present inven-
tion, clients are connected to a server by providing the server
with what user-configured port number to use to accept a
client connection on when starting up the server. The server
at start-up determines the machines I.P. address. Both the I.P.
address and user configured port number are stored 1n a
common access file giving subsequent client workstations a
unique address to connect to.

These and other features of the ivention that will be
apparent to those skilled in the art from the following
detailed description of the mnvention, taken together with the
accompanying drawings.

DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram of prior art IEF system:;

FIG. 2 1s a block diagram of the Model Sharing System
according to one embodiment of the present invention;

FIG. 3 illustrates connecting client workstations to server;

FIG. 4 A illustrates server priority messaging and FIG. 4B
illustrates client workstation priority messaging;

FIG. 5A illustrates server synchronous message handling
and FIG. 5B illustrates client synchronous message han-
dling;

FIGS. 6 A—6C 1illustrate database replication;

FIGS. 7A and 7B 1illustrate object-level locking;

FIG. 8 1illustrates locking sequence;

FI1G. 9 1llustrates data synchronization; and

FIG. 10A illustrates abnormal disconnects where at least
one remaining client workstation 1s connected to the server
and FIG. 10B illustrates abnormal disconnects for the last
remaining client workstation.

DETAILED DESCRIPTION OF ONE
PREFERRED EMBODIMENT OF THE PRESENT
INVENTION

Referring to FIG. 2, a project sharing system 10 according,
to one preferred embodiment of the present invention
includes client workstations 11 with project sharing enabled
and a project server 13. A project client workstation 11
(sometimes referred to as client referring to the software on
the workstation machine) knows how to coordinate with
other project clients workstations through the use of the
project server 13. The project server 13 1s a separate program
that coordinates project clients at client workstations 11. It
offers no user interface, and 1s only useful to project client
at client workstations 11. The server 13 1s connected to the
workstations 11 by a communications link 15 including a
hardware connection link like a LAN and controls such as

TCP/IP.
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In accordance with one embodiment of the present mnven-
tion, the server 13 has its own storage database with a
database engine and in operation stores a master copy of a
model generated at one or more client workstations. Each
client workstation 11 has 1ts own processor 101, graphical
user interface (GUI) 103, a monitor 104, a queue Q, a
keyboard, and/or mouse 105 for input, storage database with
engine 1la (working storage herein) and the ability to
produce and modily a model stored in database 11a and
generate code. In this particular embodiment for a CASE
tool each workstation includes an IEF or Composer type
planning toolset 111, and analysis toolset 112, a design
toolset 113, and construction toolset 114. The construction
toolset includes a code generator. The server, database 13a
stores the master copy of the model generated at the client
workstations 11 and the workstations store a working copy.
It 1s determined at the client workstations 11 that the new
code generated works as intended before sending to the
server 13 and 1s 1mncorporated 1n the master copy.

Each database 1n the system 10 1s comprises of several
individual files. The user must first establish a connection to
a network file system to access a saved database to be
detailed later. Project sharing begins when a user at client
workstation 11 opens a database or creates a new database
in shared mode. Other users wishing to share the same
database open the same copy of the database 1n shared mode.

Client workstation 11 can only communicate to a server
13, which 1n turn can only communicate to client worksta-
tions 11. No direct messaging occurs between client work-
stations 11 over system 10. Messages will always be routed
through the server 13. Servers do not interact with other
servers as each controls a different project database. Further,
a client workstation 11 using system 10 can only connect to
one server 13 at any one time, where a server 13 can connect
to many client workstations 11, allowing the server 13 to
broadcast to all client workstations. This type of communi-
cations configuration, sometimes known as a hub (or star),
1s pictured in FIG. 2. The client and the server soltware are
distinct pieces of software and may be executed on the same
or different machines. There 1s no dependence on any
specific piece of hardware. When the client software 1s on a
machine it 1s termed herein a client workstation and when a
server soltware 1s on a machine 1t 1s a server. The server 13
will continue running until all client workstations 11 have
disconnected from it.

Section 1: Establishing a Connection

Transmission Control Protocol/Internet Protocol (TCP/
IP) 1s a well known standard where TCP controls the data
transier and IP provides the routing through hardware con-
nections 15 between client workstations 11 and servers 13.
The mvention relies on the Berkeley compatible TCP/IP
functions to implement with the hardware the core commu-
nications for connecting client workstations 11 to the server
13. Essentially, this protocol requires programs to have a
32-bit IP address and a 16-bit port number 1 order to
provide connectivity. IP addresses resolve machine loca-
tions, and port numbers are used to resolve client and server
process locations on the client workstation. At any one
instance, the combined IP address and port number may be
used to uniquely 1dentity any client workstation 11 or server
application.

The client workstations 111 and server 13 have three
stages of operation—startup, event handling, and shutdown.
The server 13, on startup, will query the host machine’s 1P
address and write both the IP address and the user supplied
port number 1nto the database’s access log file. The client
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workstations 11 on startup, will read the server specific IP
address and port number from the same file as illustrated 1n
FIG. 3. This 1s necessary for two reasons: First, there 1s only
one server per database. Any attempt to start a subsequent
server for the same project would fail, because the file 1s
being accessed by the initial server. Second, this allows the
client workstations to find the server, since the user can start
the server on any workstation machine.

Any need for the users to preconfigure (or reconfigure) the
client IP services 1s eliminated. The benefit of this paragraph
1s visible to the user for two reasons. The first 1s that the
client 11 and the server 13 can be executed on any machine
without the need for special installation or configuration.
The second 1s that when the server 13 or hardware fails and
a server 13 1s started somewhere else, the clients 11 can
connect back to the server without any changes to the IP
configuration. The time required for this restart and connec-
tion to the server 13 1s limited only by the time 1t takes the
user to reopen the project database files.

A typical TCP/IP configuration 1s known to those skilled
in the art. Once could use, for example, Microsoit’s Win-
dows WinSock TCP/IP for which there 1s known textbooks.
With this approach, the TCP/IP configuration 1s hidden from

the user.

Section 2: TCP/IP Two-Way Connectivity

Within TCP/IP, two different classes of sockets exist—
stream and datagram. Stream sockets provide two-way com-
munications and require a connected session. They provide
reliability for data transfer and guarantee integrity of the
data. Datagram sockets, however, provide only one-way
communications. They neither ensure reliability in the data
transier nor guarantee itegrity of data and do not require a
connected session. For these reasons, the invention requires
stream sockets.

Once a stream socket 1s setup, event processing can begin.
Events include a client workstation 11 connection to the
server 13, a client workstation 11 disconnect {from the server
13, the server disconnect from a workstation client, and
incoming messages to workstation clients 11 or the server
13. Standard techniques are used for handling connect and
disconnect events, but a special technique described below
1s used for handling messages.

Section 3: Establishing the Priority Queue

TCP/IP stream sockets receive messages in the order they
are sent. They do not inherently provide a mechanism for
controlling the order 1n which messages are processed. Not
all messages are weighted equally in importance or in the
amount of processing required.

In addition, the server 13 will be managing many sockets
(one per client). As the activity to the server increases, the
rate of event handling inevitably lags behind. When this
happens, some events may become 1nvalid prior to process-
ing. The invention uses a queuing mechanism to provide
what TCP/IP doesn’t, a priority messaging system where
high priority messages can supersede low priority messages.

Priority messages handling scheme will ensure two fea-
tures. One 18, no client workstation 11 will starve from lack
of server 13 attention. The second 1s, messages received by
the client workstations 11 and server 13 at any istance will
be handled from highest to lowest priority. Starvation 1s
avoided using a rotation scheme. All awaiting messages are
moved to a queue belfore they are processed. Both the server
13 and the client workstations 11 have a queue labeled Q 1n
FIG. 2. This buflering of incoming messages provide the
basis of priority messaging. Received messages are insertion
sorted 1nto the queue by priority. For the server 13, after all
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waiting client messages have been read the messages in the
queue Q can be selectively handled. Any messages arriving
while messages are being processed are not moved to the
queue until 1t has been emptied at which time the next
rotation occurs.

In FIG. 4A, assume the messages reach the server 13 1n
the order A, B, and C with priorities 2, 1, and 2 respectively.
Message B with priority 1 will get handled first. A and C will
then follow in that order since equal priority messages
handled by rotation order. Note that even if message C were
to reach the server 13 before message A, message A would
still be handled first, because 1t has precedence in the
rotation. However, 1f message D, priority 1 shows up while
the handling for messages A, B, and C have already started,
it will have to wait until the next rotation. In FIG. 4B, the
client workstation 11 while processing a message may
receive more messages which will be placed 1n its queue Q
by the priority value on the message.

Section 4: Synchronous and Asynchronous Messages

Some messages are asynchronous to the client worksta-
tion 11 in that they may be received at any time. Such
messages include database changes, client notifications and
exception information. In these cases the client workstations
11 and the server 13 will continue processing other received
messages. In reference to FIGS. 5A and 5B, other messages,
which are synchronous, or appearing in response to a
particular request, may include session connect, disconnect
and object locking. While a client workstation 11 1s waiting
for the response to one of these messages, the mmcoming
messages are qualified by message class, message 1d, and
optionally message number. The response to the request 1s
processed and the client workstation 11 continues execution
normally. All other messages are placed on the queue Q 1n
priority order and will be processed once the client work-
station 11 has returned to the queue processing loop.

Only the server 13 to client workstation 11 confirmation
exception message 1s considered synchronous by the server
13. All other messages sent to the server 13 are asynchro-
nous.

For the client workstations 11 and the server 13, only one
message at a time will be processed. There 1s no preemptive
message which will cause an interruption 1n processing.

Section S: Database Replication

As mentioned earlier, the user must first connect to a
network file system to access the database. All database
access and updates done by the client workstations 11 and
the server 13 1s through the database engine 11 A and 13A 1n
FIG. 2. The database engine on top of its database 1s a
common piece of software used by all client workstations 11
and the server 13. Referring to FIGS. 6A and 6B, after
initializing the TCP/IP communications, the server 13 reads
the database files, known as the saved database (part of
database 13a i1n FIG. 2), and makes a copy local to the
machine executing the server. This 1s known as the server
working database (also part of database 13a 1n FIG. 2). See
FIG. 6A. The database engine executed by the server 13
references the server working database 13a exclusively.

When a client workstation 11 requests a connection to the
server 13, 1t waits while the server 13 writes 1ts working
database to the network {file system. This copy of the project
database 1s known as the synchromized database (part of
server database 13a 1n FIG. 2). See FIG. 6B. The synchro-
nized database 1s only written 1 1t does not yet exist or 1s
older than the current server working database. The server
13 then responds to the client workstation 11 that it may read
the database and complete the connection and 1nitialization.
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At this time, the server 13 will announce the new client
workstation 11 to the other connected client workstations 11,
as well as notity the new client workstation 11 of the
previously connected client workstations 11. This 1s done for
cach client workstation 11 connection requested to endure
that the connecting client workstation 11 has the current
state of the working database. The client workstation 11,
upon reading the synchronized database, creates a copy local
to the machine executing the client. See FIG. 6A. This 1s
known as the client working database 11a. The database
engine executed by the client workstation 11 references the
client working database exclusively.

As the server 13 1s responsible for creating the synchro-
nized database (part of 13a), it also updates the saved
database (part of database 13a) upon receiving the appro-
priate message from any of the client workstations 11. See
FIG. 6C. These two operations are the unique responsibility
of the server 13. When database changes occur, they must be
applied to all client workstation 11 and server 13 working
copies 1n such a way they do not conflict with each other or
any of the operations mentioned above. All of this activity
necessitates cooperation between the clients and the server.
To synchromize the activities, the server 13 coordinates
database object locking requests by the clients.

Section 6: Object Locking

Referring to FIGS. 7A, 7B, and 8, object locking 1s the

mechanism by which the client workstations 11 coordinate
mutually exclusive activities through the server 13. These
include client workstation and server working database
updates, connection of new client workstations and server
working database updates, connection of new client work-
stations and updating the saved database. This 1s termed
‘object locking” because objects 1n the database are used as
the unique key values for the locks. As all client worksta-
tions 11 have a replication of the database, these values are
guaranteed to be consistent. Consequently, an object lock by

one client workstation 11 can be validated against the object
locks held by the other client workstations 11.

The client workstations 11 must agree on the database
object which 1s used as the key to control updates to the
database 13a. This 1s known as the ‘update’ key. Prior to
making any changes to its working database content, the
client workstation 11 sends a message to the server 13 and
requests a lock on the ‘update’ key. The server 13 will check
for locks held by the other clients for a match with the
‘update’ key 1n a lock information table. I another client
workstation 11 has the key locked, a response message 1s
sent back rejecting the client’s request as 1llustrated 1n FIG.
7A. I no other client workstation has the key locked, a
message 1s sent to the client workstation 11 confirming the

lock and the server 13 adds an entry to its lock information
table as illustrated 1n FIG. 7B.

If the client workstation 11 receives a reject for the
‘update’ key lock, no changes to the 1ts working database
11a are made. Should database changes be attempted 1n
absence of the lock, the project content will be corrupted. If
the client workstation 11 receives a confirmation of the lock
request, the database changes can be made knowing that
none of the other client workstations 11 are attempting
changes. When the changes are complete, the client work-
station 11 sends a message to the server 13 to release the
‘“update’ key. The server 13 removes the entry from 1ts’ lock
information table. Because the stream socket in TCP/IP
guarantees delivery of the message, 1t 1s not necessary for
the server 13 to send a confirmation on the release request.
Should the client workstation 11 not have a lock and send a
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release message to the server 13, the message will be
ignored. The length of time any one client workstation holds
the lock on the ‘update’ key will cause all other client
workstations to disallow changes to the database, prevents
any new client workstations from connecting into the server
and prevents any attempt to request the server 13 to update
the saved database 13a.

At times, client workstations 11 can perform excessive
processing that require exclusive access to the database 134
for long periods of time. In these situations, a client work-
station will send a client busy message to the server 13 to
inform other client workstations 11 of the activity. When the
client workstation 11 activity completes, another message 1s
likewise sent informing the server 13 and other client
workstations 11. The server 13 may also initiate a similar
scenario when a new client workstation 11 connects or a
client workstation 11 requests an update of the saved data-
base. These messages are used i addition to the object
locking messages for more detailed dissemination of infor-
mation to client workstations. Without these messages, the
client workstations 11 only know that a lock has been placed
on the ‘update’ key.

Section 7: Data Synchronization

While a client workstation 11 has a lock on the ‘update’
key, 1t may make any changes to the database. See FIG. 9.
These changes are made immediately to the client worksta-
tion 11 working database 11a and buflered for future trans-
mission following the ordered steps 1, 2 and 3 illustrated.
When the client workstation 11 completes the database
changes, all buflered messages, 11 any, are sent to the server
13. Then a message 1s always sent to release the object lock
for the ‘update’ key. Since these changes have already been
made to the client working database 11a, they are considered
valid and the server 13 will not send any confirmation. The
server 13 broadcasts the message to all other client work-
stations 11 who also apply the change. Then the server 13
processes the message locally, applying the change to the
server working database 1n database 13a and 1s saved 1n the
saved database of 13a when saved. This process 1s referred
to as synchronizing the databases.

When the client workstations 11 attempts to send a
database change message without prior locking of the
‘update’ key, the server 13 will reject the change and send an
error message to the client. The client will send a disconnect
message to the server 13 as the client working database 11a
1s no longer synchronized with the server working database

13a.

Section 8: Disconnects

Referring to FIGS. 10A and 10B, when a client worksta-
tion 11 sends a disconnect message to the server 13, the
client terminates the TCP/IP socket. When the server 13
receives the disconnect message, 1t notes the client work-
station 11 1s performing a controlled disconnect. The server
13 then receives the terminate socket event from TCP/IP and
removes all appropriate entries from the message queue,
lock information table and client information table. The
server 13 then broadcasts a disconnect of the client to all
remaining client workstations 11.

Should a client workstation 11 abnormally terminate,
TCP/IP will still notify the server 13 via an event, however
the client workstation 11 will not be able to send the
disconnect message prior to the event. Consequently, the
server 13 notes the client workstation 11 abnormally dis-
connected for future reference. The server 13 then continues
processing as 1n a controlled disconnect. When the server 13
terminates, 1 the last client workstation 11 abnormally
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disconnected, the server 13 will write a copy of the server 13

working database known as a recovery database. This 1s
done for the users’ convenience to ensure the database

content 1s not lost.

TABLE 5

End Session Requested from Client to Server

Should the server 13 abnormally terminate, TCP/IP will Byte Positions Field Description
notily the client workstations 11 that they have been dis-
_ _ _ 0-3 Message length 16
connected from the server. Since each client workstations 11 (4 bytes)
has a local working copy of the database, theirr work will not 4 Header format  standard
be lost. Each client’s working database will be saved locally 10 (1 byte)
at 11a, and the client workstation 11 will stop processing >0 Z[ebssag‘f; number A client assigned message number.
. : ytes
updates to 1ts WOI‘klIlg database 1la. 7-10 Codepage The codepage for the message
: _ (4 bytes)
Section 9: Message Formats and Contents Tables 11-12  Fromclientid  id returned by the
All communication between the clients and server is done !° (2 bytes) REPLY_SESSION message
via a message event through the TCP/IP stream sockets. A 13 Priority normal
common format 1s used for all messages. Each message (1 byte)
_ _ _ 14 Message class CONNECT
begins with a 16-byte header (as shown below 1n Table 1) (1 byte)
followed by a vanable length data portion. 50 15 Message id REQUEST ENDSESSION
(1 byte)
TABLE 1

Message Headers

TABLE 6

Bvte Positions Field Description 25

Peers Update from Server to Client

0-3 Message length ~ The total number of bytes contained
(4 bytes) in the message, including the 16-byte Byte Positions Field Description
header data.
4 Header format A number identifying the header 0-3 Message length =21
(1 byte) format. 30 (4 bytes)
5-6 Message number A client assigned message number. 4 Header format standard
(2 bytes) (1 byte)
7-10 Codepage The codepage for the message 5—6 Message number N/A
(4 bytes) (2 bytes)
11-12 From client 1d The server-assigned client 1d for the /=10 Codepage The codepage for the message
(2 bytes) originator of each message. OXFFFF 35 (4 bytes) ,
- - 11-12 From client 1d OxFFFF
1s reserved as the 1d of the
(2 bytes)
. SEVEL L 13 Priority normal
13 Priority The message priority. (1 byte)
(1 byte) 14 Message class  MISCELLANEOUS
14 Message class The message class. (1 byte)
(1 byte) 40 15 Message id PEER__ CONNECT
15 Message 1d The message 1d uniquely 1dentifying (1 byte)
(1 byte) each message within the message 1617 Peer list size Count of peer information structures
class. (2 bytes) In message, = 1
18-n Peer information A variable length array of (client id,
structure list user name) records for each client
The following tables 2—16 detail content of messages sent + (variable) currently connected to the server.
between a client and the server.
TABLE 4 TABLE 7
Project Loaded from Client to Server 50 Save Request from Client to Server
Bvte Positions Field Description Byte Positions Field Description
0-3 Message length 19 0-3 Message length 16
(4 bytes) (4 bytes)
4 Header format standard 55 4 Header format standard
(1 byte) (1 byte)
5-6 Message number A client assigned message number. 5-6 Message number A client assigned message number.
(2 bytes) (2 bytes)
7-10 Codepage The codepage for the message 7-10 Codepage The codepage for the message
(4 bytes) (4 bytes)
11-12 From client 1d 1id returned by the 60 11-12 From client 1d 1d returned by the
(2 bytes) REPLY_ SESSION message (2 bytes) REPLY_SESSION message
13 Priority urgent 13 Priority normal
(1 byte) (1 byte)
14 Message class MISCELLANEOUS 14 Message class DATABASE CHANGE
(1 byte) (1 byte)
15 Message 1d PROJECT__LOADED 15 Message 1d SAVE__MODEL
(1 byte) 63 (1 byte)
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TABLE 8

Project Change from Client to Server

Byte Positions Field

0-3

4

56

7—10

11-12

13

14

15

16—

Message length

(4 bytes)
Header format
(1 byte)
Message number
(2 bytes)
Codepage

(4 bytes)

From client 1d
(2 bytes)
Priority

(1 byte)
Message class
(1 byte)
Message 1d

(1 byte)
Transaction list
(variable)

Description

=17

standard

A client assigned message number.
The codepage for the message

1d returned by the

REPLY SESSION message
normal

DATABASE CHANGE
TRANSACTION
A variable length list of transactions

in a format specific to the database
engine.

TABLE 9

Object Lock Request from Client to Server

Byte Positions Field

0-3

4

56

7-10

11-12

13

14

15

1621

22-23

24

Byte Positions

0-3

4

56

7—10

11-12

13

Message length
(4 bytes)
Header format
(1 byte)
Message number
(2 bytes)
Codepage

(4 bytes)

From client 1d
(2 bytes)
Priority

(1 byte)
Message class
(1 byte)
Message 1d

(1 byte)
Database object
id

(6 bytes)

Lock owner 1d
(2 bytes)

Lock level

(1 byte)

TABL.

Description

25

standard

A client assigned message number.
The codepage for the message

1id returned by the

REPLY_SESSION message
normal

LOCK
REQUEST_ _OBIECT__LOCK

The 1d of the database object the
client wishes to lock.

Same as From client id field.

Access - multiple clients may have
the lock on the same object

Delete - only one client may have the
lock on the object

L1

10

Object LLock Reply from Server to Client

Field

Message length
(4 bytes)
Header format
(1 byte)
Message number
(2 bytes)
Codepage

(4 bytes)

From client 1d
(2 bytes)
Priority

(1 byte)

Description

19
standard
A client assigned message number.

The codepage for the message

OxFFFE

normal
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TABLE 10-continued

Object LLock Reply from Server to Client

Byte Positions Field Description

14 Message class LOCK
(1 byte)

15 Message 1d REPLY_ OBJECT LOCK
(1 byte)

16 Lock return code An enumerated reply to the lock
(1 byte) request.

17-18 User 1d The client 1d of the user that currently

(2 bytes) holds the lock.

TABLE 11

Object Lock Release from Client to Server

Byte Positions Field Description
0-3 Message length 25
(4 bytes)
4 Header format standard
(1 byte)
5-6 Message number A client assigned message number.
(2 bytes)
7-10 Codepage The codepage for the message
(4 bytes)
11-12 From client 1d 1d returned by the
(2 bytes) REPLY__SESSION message
13 Priority normal
(1 byte)
14 Message class LOCK
(1 byte)
15 Message 1d RELEASE OBJECT_LOCK
(1 byte)
1621 Database object  The 1d of the database object the
id client wishes to release.
(6 bytes)
22-23 Lock owner 1d Same as From client 1d field.
(2 bytes)
24 Lock level N/A
(1 byte)
TABLE 12

Busy Message from Server to Client

Byte Positions Field

0-3

4

56

7—10

11-12

13

14

15

1617

18—-19

20—

Message length

(4 bytes)

Header format

(1 byte)

Message number

(2 bytes)
Codepage
(4 bytes)

From client 1d

(2 bytes)
Priority
(1 byte)

Message class

(1 byte)

Message 1d

(1 byte)
From_ id
(2 bytes)

Msg type
(2 bytes)
Msg
(variable)

Description

=21

standard

N/A

The codepage for the message
OxFFFF

normal

LOCK

SERVER__BUSY

Client 1d that caused the server to
enter a long-running process during
which no project updates may occur.
Signifies the begin or end of the
process.

A description of the long running
process which the client may display
to the user.
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TABLE 13 TABLE 15-continued

L1

Busy Message from Client to Server Exception Notification Reply from Client to Server

Byte Positions Field Description Byte Positions Field Description
0—3 Message length =19 56 Message number A client assigned message number.
(4 bytes) (2 bytes)
4 Header format standard 7-10 Codepage The codepage for the message
(1 bytﬂ) (4 bytes) | |
5-6 Message number A client assigned message number. 10 11-12 From client 1d d returned by the
(2 bytes) (2 bytes) REPLY_SESSION message
7-10 Codepage The codepage for the message L3 flr IE;[; urgent
1 gobmytjfem d  id retumed by the 14 Message class ~ DATABASE_ CHANGE
B (1 byte)
(2 bytes) REPLY SESSION message 15 15 Message id EXCEPTION REPLY
13 Priority normal (1 byte)
(1 byte) 1617 Exception reply  Reply for the server Confirm
14 Message class LOCK (2 bytes) exception.
(1 byte)
15 Message 1d CLIENT__BUSY
(1 byte) 50
1617 Msg type Signifies the begin or end of the TABIE 16
(2 bytes) Process
18-n Msg (variable) A description of the long running Out of Sync from Server to Client
process for the server to communicate
to other clients via the Byte Positions Field Description
SERVER__BUSY message. 75
0-3 Message length 16
(4 bytes)
4 Header format standard
_ (1 byte)
TABLE 14 5-6 Message number N/A
. . . , (2 bytes)
Exception Notification from Server to Client 320 710 Codepage The codepage for the message
" . . (4 bytes)
Bvte Positions Field Description 11-12 From client id O0xFFFE
0-3 Message length =21 (2 .byltes)
(4 bytes) 13 Priority urgent
(1 byte)
4 ﬁeiif;fﬂmat standard 35 14 Message class MISCELLANEOUS
B (1 byte)
>0 I(";Ies;if; number  NJA 15 Message id OUT_OF_ SYNC
7-10 Codepage The codepage for the message (1 byte)
(4 bytes)
11-12 From client 1d OxFFEFFE
(2 bytes) 40 DT -
11 Priority urgent OTHER EMBODIMENTS
(1 byte)
14 Message class ~ DATABASE CHANGE Although the present invention and its advantages have
s SI byte) ] EYCEPTION NOTIRY been described 1n detail, 1t should be understood that various
css548C 1 - . . . .
(1 bytf) 45 Changes, substitutions and alterations can be made herein
16-17  Exception type (2 Confirm - Server waits for a response without departing from the spirit and scope of the invention
bytes) from the client Note - Informational as defined by the appended claims.
ITICSSa g . . .
Warning - Minor error, but the server What 1s claimed 1s: o _
will continue processing 1. A method for communication between a plurality of
Error - Significant error, but the 50 clients and a server in a computer network, each of the
S;I:" ‘131' “81}[ C?m;ll}e pr GC&SSII;gth plurality of clients having a rotation position, comprising the
dalal - Lalastropllic ¢1ror, dll c )
server will abort Steps O_f'_
1819 Help id Associated help resource id. receiving, at the server, a first message from a {irst of the
(2 bytes) plurality of clients, the first message having a priority
20-n Ez-tiable) Eff;fiiﬁ Ez;i?et;ﬁigu:’;l‘:h the level, the first message requesting processing by the
' server;
receiving, at the server, a second message from a second
of the plurality of clients, the second message having a
TABLE 15 priority level, the second message requesting process-
| — | 60 ing by the server;
Exception Notification Reply from Client to Server reading the priority level of the first message at the server;
" - o reading the priority level of the second message at the
Bvte Positions Field Description 2 P &
server;
03 ?ﬁ:if; length 18 determining at the server the rotation position of the first

(1 byte)

determining at the server the rotation position of the
second of the plurality of clients; and
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processing the first message and the second message by:

processing the first message before the second message
when the prionty level of the first message 1s higher
than the prionty level of the second message, and

processing the first message before the second message
when the first and second messages have the same
priority level and the rotation position of the first
client 1s before the rotation position of the second
client.

2. A network system for processing messages, Compris-
ng:

a plurality of clients operable to generate and communi-
cate messages having one or more priority levels to a
server, each message requesting processing by the
server, each of the plurality of clients having a rotation
position; and

the server coupled to the clients, the server operable to
receive one or more messages from the clients, to
determine a priority level for each message, to deter-
mine the rotation position for each of the plurality of
the clients, and to process the messages according to
the prionity levels of the messages and the rotation
positions of the clients,

wherein the server 1s further operable to receive a first
message from a first client and a second message from
a second client, to process the first message belore the
second message 1f the priornity level of the first message
1s higher than the priority level of the second message,
and to process the first message betore the second
message 11 the first and second messages have the same
priority level and the rotation position of the first client
1s before the rotation position of the second client.

3. The network system of claim 2, wherein the server 1s
turther operable to store the messages 1n a queue according
to the priority levels of the messages, and the rotation
positions of the clients and to process the messages 1n order
of storage 1n the queue.

4. The network system of claim 3, wherein the server 1s
turther operable to store messages that have diflerent prior-
ity levels in order of the different prionity levels.

5. The network system of claim 3, wherein the server 1s
turther operable to store the messages that have a same
priority level and were recerved from different clients in
order of the different rotation positions of the clients.

6. The network system of claim 2, wherein the server 1s
turther operable to store the first message before the second
message 1 a queue i the prionty level of the first message
1s higher than the prionty level of the second message, to
store the first message belfore the second message 1n the
queue 11 the first and second messages have the same priority
level and the rotation position of the first client 1s before the
rotation position of the second client, and to process the first
and second messages 1 order of storage in the queue.

7. A server operable to couple a first client and a second
client, each of the first and second clients having a rotation
position, the server comprising:

one or more computer processors operable to:
receive a first message from the first client and a second

message from the second client, each of the first and
second messages having a priority level,
determine the priority level of the first and second
messages,
determine the rotation position of the first and second
clients,
process the first message before the second message 1
the priority level of the first message 1s higher than
the priority level of the second message, and
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process the first message before the second message 1
the first and second messages have the same priority
level and the rotation position of the first client 1s
before the rotation position of the second client.

8. The server of claim 7, wherein the server 1s further
operable to store the messages 1 a queue according to the
priority levels of the messages, and the rotation positions of

the clients and to process the messages in order of storage in
the queue.

9. The server of claim 8, where the server i1s further
operable to store messages that have diflerent priority levels
in order of the different priority levels.

10. The server of claim 8, wherein the server 1s further
operable to store the messages that have a same priority level
and were received from different clients in order of the
rotation positions of the different clients.

11. The server of claim 7, wherein the server 1s further
operable to receive a first message from a first client and a
second message ifrom a second client, to store the first
message before the second message 1n a queue 1f the priority
level of the first message 1s higher than the priority level of
the second message, to store the first message before the
second message 1n the queue i1 the first and second messages
have the same priority level and the rotation position of the
first client 1s before the rotation position of the second client,
and to process the first and second messages 1n order of
storage 1n the queue.

12. A method for processing messages at a server, the
method comprising:

receiving a first message from a first client, the first
message requesting processing by the server;

determiming a priority level of the first message;

determinming a rotation position of the first client;

recerving a second message from a second client, the
second message requesting processing by the server;

determining a priority level of the second message;

determining a rotation position of the second client; and

processing the messages 1n order according to the priority
levels of the messages and the rotation positions of the
clients, wherein processing the messages in order
according to the priority levels of the messages and the
rotation positions of the clients further comprises:

processing the messages in order of the priority levels
ol the messages 11 the messages have diflerent pri-
ority levels, and

processing the messages 1n order of the rotation posi-
tions of the clients 1f the messages have a same
priority level.

13. The method of claim 12, wheremn processing the
messages 1n order of the priority levels of the messages 11 the
messages have different priority levels further comprises
processing the first message before the second message 1t
the priority level of the first message 1s higher than the
priority level of the second message; and

wherein processing the messages 1n order of the rotation
positions of the clients 11 the messages have a same
priority level further comprises processing the first
message before the second message 1f the rotation
position of the first client 1s before the rotation position
of the second client.

14. The method of claim 12, wheremn processing the
messages 1n order according to the priority levels of the
messages and the rotation positions of the clients further
COmprises:
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storing the messages in a queue in order of the priority storing the first message before the second message 1n a
levels of the messages if the messages have different queue 1f the priority level of the first message 1s higher
priority levels; than the priority level of the second message;
storing the messages 1n the queue 1n order of the rotation storing the first message belfore the second message 1n the
positions of the clients 1f the messages have a same 5 queue 1f the first and second messages have a same
priority level; and priority level and the rotation position of the first client
processing the messages 1 order of storage 1n the queue. 1s before the rotation position of the second client; and
15. The method of claam 12, wherein processing the processing the first and second messages 1 order of
messages 1n order according to the priority levels of the storage 1n the queue.

messages and the rotation positions of the clients further 10
COMPrises: £ % % k%
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