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[Figure 2]




U.S. Patent Feb. 13, 2007 Sheet 3 of 7 US 7,178,167 B1

[Figure 3]
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[Figure 4]
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[Figure 5]
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[Figure 6]
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METHOD FOR PREVENTING
UNAUTHORIZED ACCESS TO
INFORMATION EQUIPMENT

FIELD OF THE INVENTION

The present invention relates to preventing unauthorized

access to information equipment such as computers, DPAs,
cellular phones or the like, and 1n particular, to a method for

preventing unauthorized access to information equipment by
informing a user of the utilization of the information equip-
ment.

BACKGROUND OF THE INVENTION

The tendency of users to store valuable information in
theirr computers 1s growing with the sophistication and
diversification of computer equipment usage and also with
increased capacity of integrated storage media of computers.
With computers installed 1n offices or the like where they are
casily usable by persons other than specific users who are
authorized for their use, there 1s a risk that valuable infor-
mation will be revealed, lost or stolen. In order to prevent
unauthorized access to a computer, 1t 1s well-known here-
tofore to register a password with the computer beforehand,
and to use a password function for activating the computer
only when a password entered at the time of power-on
comncides with the registered password (for an example, see
Published Unexamined Patent Application No. 8-263163).

However, to prevent such an unauthorized access to a
computer by means of a password, it 1s necessary not only
to input a password every time the computer 1s powered on,
but also to keep the registered password from being revealed
to persons other than the specific user. Because the nput,
operation and management ol passwords are complicated,
many users do not utilize the password function.

In addition, 1t 1s reported that, recently, about 70% of the
crimes relating to the unauthorized accesses to computers
are committed by insiders. Therefore, even i passwords are
used, there 1s a possibility that a password may be known by
the person attempting unauthorized access to a computer.

BIS (Boot Integrity Service) 1s an interface specification
for safely performing remote boots to computers. It involves
writing a BOAC (Boot Object Authorization Certificate
containing 1nformation for authenticating whether a boot
image down-loaded from a server to the computer 1s autho-
rized.

A BOAC 1including a Public key and an Identifier, to be
used at the time of remote boot, 1s installed in an EEPROM
or the like when the computer 1s shipped from a factory. A
system administrator changes the BOAC, which 1s written 1n
the EEPROM of the computer used as a client, remotely to
a unique one by using a Private key. But since the Private
key 1s disclosed, there 1s a possibility that the computer 1s
remote-booted and used without authorization after the
computer 1s shipped from the factory and before the system
administrator rewrites the BOAC. Then, there 1s no means
for proving that the computer has not been used without
authorization.

In addition, the problem of unauthorized access is not
limited to computers. There 1s also a possibility that, for
example, for information equipment such as PDAs (Personal
Digital Assistants) and cellular phones that can be used as
portable terminals and have various functions, inconve-
nience may result such as leakage of information resources
by other persons’ unauthorized accesses to information
equipment.
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Therefore, 1t 1s an object of the present mvention to
provide, a method for preventing an unauthorized access to
information equipment.

It 1s another object of the present invention to provide
means for allowing an authorized user to easily determine
whether or not information equipment such as a computer or
the like 1s used without authorization.

SUMMARY OF THE INVENTION

In order to achieve the above-described object, a method
for preventing an unauthorized access to information equip-
ment according to the present invention includes the steps of
obtaining current utilization information of information
equipment including the times when the information equip-
ment 1s powered on, when the information equipment
resumes ifrom a power saving mode, and when a specific
function of the information equipment 1s selected, and
informing a user of the current utilization information.
Furthermore, the current utilization information can include
at least one of the number of power-on times of the infor-
mation equipment, the number of resumes of the informa-
tion equipment from the power saving mode, the number of
selections of the specific functions of the mnformation equip-
ment, the number of activation times of the information
equipment including the power-on and resumes from the
power saving mode, the last date and time of the power-on
or the last date and time of power-off of the information
equipment, the last date and time of shifting the information
equipment to the power saving mode or the last date and
time of resuming the information equipment from the power
saving mode, the last date and time when the specific
function of the information equipment was selected or the
last date and time when the use of the specific function of the
information equipment was completed, and the total use
time of the mformation equipment (for example, a sum of
power-on time excluding periods when the information
equipment was set to be in the power saving mode).

By mforming a user of the utilization information as
described above, the user can easily evaluate on the basis of
the accumulated utilization information, whether the infor-
mation equipment has been used without authorization 1n a
period when the user himself/hersell did not use the infor-
mation equipment (a period from the last time when the
information equipment was cut ofl to the present time when
the mnformation equipment 1s powered on, or a period from
the last time when the information equipment was shifted to
the power saving mode to the present time when the infor-
mation equipment resumes) or 1n a period from the last time
when the specific function of the information equipment was
used to the present time. In addition, the utilization infor-
mation can be disclosed to the authorized user by displaying
characters on display means such as a display, or can be
taught by transferring 1t with voice or the like. Furthermore,
the utilization information can be disclosed every time the
information equipment such as a computer 1s powered on or
the information equipment resumes from the power saving
mode. Of course, the utilization information can be dis-
closed only when the user requests the utilization informa-
tion.

In addition, the present invention writes 1nto storage
means the utilization information to be obtained next time
(when the information equipment 1s powered on next time,
when the information equipment resumes from a power
saving mode next time, or when a specific function of the
information equipment 1s selected next time) or the infor-
mation necessary for obtaining the utilization information
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next time. Therefore, 1t 1s possible to easily obtain the
current utilization information at a later date. In this manner,
according to the present invention, an authorized user can
casily and surely determine whether the information equip-
ment has been used without authorization. Therefore, 1t 1s
possible to prevent an unauthorized access to the informa-
tion equipment.

In addition, 1n the present invention, the current utilization
information of the information equipment can be obtained
by reading the utilization information that should be
obtained next time and 1s written 1n the storage means, or by
reading the information necessary for obtaining the utiliza-
tion information written in the storage means and perform-
ing predetermined calculation with using the information
that 1s read.

It 1s assumed that information on the number of times
representing the number of use such as the number of
power-on times of the information equipment, the number of
resumes ol the information equipment from the power
saving mode, the number of selections of the specific
functions of the information equipment, and the number of
activation times of the information equipment is used as the
utilization information. Then, 1t 1s possible to obtain the
utilization mformation representing the present utilization
(number of uses) of the mformation equipment by writing
the information on the number of times, representing the
number of use until now, into storage means as the infor-
mation necessary for obtaining the utilization imformation
next time, reading the mformation on the number of times
(this time, this information on the number of times represent
the number of use until the last time), written 1n the storage
means, when the mformation equipment 1s powered on or
resumes from the power saving mode, or the specific func-
tion ol the information equipment 1s selected, and incre-
menting the number of use represented by the information
on the number of times, which 1s read, by one as predeter-
mined calculation.

In addition, 1t 1s newly assumed that the information on a
date and time, representing the date and time of use, such as
the last date and time of the power-on or the last date and
time of power-oil of the information equipment, the last date
and time of shifting the information equipment to the power
saving mode or the last date and time of resuming the
information equipment from the power saving mode, or the
last date and time when the specific function of the infor-
mation equipment was selected or the last date and time of
when the use of the specific function of the information
equipment was completed 1s used as the utilization infor-
mation. Then, it 1s possible to obtain the utilization infor-
mation representing the present utilization (last date and
time of use) of the information equipment by writing the
date and time information, representing the last date and
time of use, into storage means at the predetermined timing,
as the utilization information to be obtained next time, and
reading the date and time information (this time, this date
and time 1nformation represents the last date and time of
use), written 1n the storage means, when the mmformation
equipment 1s powered on or resumes from the power saving
mode, or the specific function of the information equipment
1s selected.

Furthermore, it 1s newly assumed that, for example, total
use time 1s used as the utilization information. Then, 1t 1s
possible to obtain the utilization information representing,
the present utilization (total use time) of the information
equipment by not only writing the total use time into storage
means as the information necessary for obtaining the utili-
zation mformation next time, but also writing the starting
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date and time of use (a power-on date and time, or a resume
date and time from the power saving mode) when the
information equipment 1s powered on or resumes from the
power saving mode, and the completion date and time of use
(a power-oil date and time or a shift date and time to the
power saving mode) when the information equipment is cut
ofl or shifted to the power saving mode, reading the total use
time until the last time, the starting date and time, and the
completion date and time, which are written 1n the storage
means, respectively when the information equipment i1s
powered on or resumes {rom the power saving mode, and
calculating the last use time and adding the last use time to
the total use time until the last time, as the predetermined
calculation.

By the way, since a computer that 1s a kind of the
information equipment described above can execute an
arbitrary program, there 1s such a possibility that the infor-
mation stored in the storage means 1s rewritten by another
person (a person using the computer without authorization).
For this reason, a method for preventing an unauthorized
access to a computer according to the present imvention
includes the steps of obtaining the current utilization infor-
mation of the computer 1n at least any one of timing just after
the computer 1s powered on, and timing just after the
computer resumes from a power saving mode, and mnform-
ing a user of the current utilization information obtained. In
addition, the utilization information can include at least any
one number of the number of power-on times of the com-
puter, the number of resumes of the computer from the
power saving mode, the number of activation times of the
computer including the power-on and resumes from the
power saving mode, the last date and time of the power-on
or the last date and time of power-ofl of the computer, the
last date and time of shifting the computer to the power
saving mode or the last date and time of resuming the
computer from the power saving mode, the last date and
time when the specific function of the computer 1s selected
or the last date and time when the use of the specific function
of the computer 1s completed, and the total use time of the
computer (for example, a sum of power-on time excluding
periods when the computer 1s set to be 1n the power saving
mode).

By obtaining the utilization mmformation as described
above, a user can easily determine on the basis of the
utilization imformation, which 1s taught, whether a computer
has been used without authorization in periods when the user
himseli/herself has not used the computer.

In addition, a method for preventing an unauthorized
access to a computer according to the present imvention
includes the steps of writing the utilization information to be
obtained next time (to be obtained when the computer is
powered on or resumes from the power saving mode next
time) or the information necessary for obtaining the utiliza-
tion information next time into the non-volatile storage
means that can lock storage contents, and locking the
contents stored 1n the storage means. In addition, here, the
lock of the storage contents means at least to disable the
rewrite ol the storage contents, and hence 1t can be per-
formed to disable the read of the storage contents 1 addi-
tion. Alternatively, it can be also performed to enable the
read.

Owing to this, 1t 15 possible to prevent the information,
which 1s written 1n the storage means, from being rewritten
without authorization, and 1t 1s possible to surely update the
utilization iformation according to the number of use, last
use date and time (at least any one of the power-on date and
time, power-oil date and time, last date and time when the
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computer was shifted to the power saving mode, and last
date and time when the computer resumed from the power
saving mode), or use time even 1f the computer has been
used without authorization. Therelore, 1t 1s possible for the
authorized user to easily and surely determine whether the
computer has been used without authorization. Hence 1t 1s
possible to prevent the computer from being used without
authorization.

In addition, 1n the method for preventing an unauthorized
access 1o a computer according to the present invention, 1t 1s
preferable that the storage means comprises, for example, an
EEPROM (FElectrically Erasable Programmable Read-Only
Memory) that can lock storage contents and release the lock
ol the storage contents when power supply 1s cut off

. Since
it 1s common to mount the EEPROM described above so as
to store a password, registered by the user, and the BOAC
described above, it 1s possible to use this existing EEPROM
as the storage means according to the present invention.

Generally speaking, 1n a computer, power supply to each
part of the computer including an existing EEPROM 1s
stopped when a power supply is cut ofl. Therefore, when the
computer 1s powered on, the EEPROM releases the lock of
the storage contents, and hence can write 1nformation.
Hence 1t 1s possible to use the existing EEPROM as the
storage means 1n such a form that the computer writes
utilization information or information necessary for obtain-
ing the utilization information 1n the storage means when the
computer 1s powered on. Therefore, 1t 1s possible to securely
prevent the information, written i the EEPROM, from
being rewritten until the power to the EEPROM 1s stopped
next time, 1f the computer writes the information into the
EEPROM and locks the storage contents in the EEPROM
just after the computer 1s powered on ({or example, before
an operating system 1s booted).

Furthermore, 1t depends on a kind of a computer whether
power supply to an existing EEPROM mounted in the
computer 1s stopped 1n the power saving mode. In such an
form that the computer writes into the storage means the
utilization information or the information necessary for
obtaining the uftilization information when the computer
resumes from the power saving mode, 1t 1s possible to use
the existing EEPROM as storage means 1 the power supply
to the existing EEPROM 1n the computer 1s stopped in the
power saving mode. In addition, 1f the power supply to the
existing EEPROM 1n the computer 1s not stopped in the
pOWeEr savmg mode, such an EEPROM that the power
supply 1s stopped in the power saving mode 1s newly
mounted, and this can be used as the storage means.

Also 1n such an form that a computer writes into storage
means the utilization information or mformation necessary
for obtaining the utilization information when the computer
resumes from the power saving mode, 1t 1s possible to surely
prevent the information, which i1s written in EEPROM, from
being rewritten by writing the information into the
EEPROM, where the lock of storage contents 1s released,
just atter the computer resumes from the power saving mode
and locking the storage contents in the EEPROM.

In addition, in the method for preventing an unauthorized
access to a computer according to the present invention, 1t 1s
possible to obtain current utilization information about the
computer similarly to the method for preventing the unau-
thorized access to information equipment that 1s described
above.

Furthermore, information equipment according to the
present invention comprises storage means. In addition,
utilization information management means obtains current
utilization information about information equipment at any
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one timing of when the information equipment 1s powered
on, when the information equipment resumes from the
power saving mode, and when a specific function of the
information equipment 1s selected. Furthermore, the means
writes 1nto storage means the utilization information to be
obtained next time, or the information necessary for obtain-
ing the uftilization information next time. In addition,
informing means informs a user of the current utilization
information obtained by the utilization information manage-
ment means. Owing to this, the authorized user can easily
and surely evaluate whether the information equipment has
been used without authorization, and hence it 1s possible to
prevent the unauthorized access to the information equip-
ment.

In addition, a computer according to the present invention
comprises non-volatile storage means that can lock storage
contents. Utilization information management means
obtains the current utilization information about the com-
puter 1n at least any one of timing just after the computer 1s
powered on, and timing just after the computer resumes
from the power saving mode. Furthermore, the means writes
into the storage means the utilization information to be
obtained next time, or the information necessary for obtain-
ing the utilization information next time, and locks the
storage contents. In addition, informing means informs a
user of the current utilization information obtained by the
utilization information management means. Owing to this,
the authorized user can easily and surely evaluate whether
the computer has been used without authorization, and
hence 1t 15 possible to prevent the unauthorized access to the
computer.

Furthermore, a recording medium according to the
present invention records a program for making a computer
execute processing including a first step of obtaining current
utilization information about a computer 1n at least any one
of timing just after the computer 1s powered on, and timing
just after the computer resumes from the power saving
mode, writing the utilization information to be obtained next
time or the information necessary for obtaining the utiliza-
tion information next time into non-volatile storage means
that can lock storage contents, and locking the storage
contents, and a second step of giving a user the utilization
information obtained. Therefore, by the computer reading
the program recorded 1n the recording medium and execut-
ing the program, the authorized user can easily and surely
evaluate whether the computer has been used without autho-
rization. Hence 1t 1s possible to prevent the unauthorized
access to the computer.

BRIEF DESCRIPTION OF THE

DRAWINGS

FIG. 1 15 a block diagram showing an outline configura-
tion of a computer system according to the present inven-
tion;

FIG. 2 15 a perspective view showing the appearance of a
notebook PC;

FIG. 3 1s a flow chart showing an example of processing
realized by a program for preventing an unauthorized
access;

FIG. 4 1s a flow chart showing another example of
processing realized by a program for preventing an unau-
thorized access;

FIG. 5 1s a flow chart showing still another example of
processing realized by a program for preventing an unau-
thorized access;
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FIG. 6 1s a flow chart showing a further example of
processing realized by a program for preventing an unau-
thorized access; and

FIG. 7 1s a tlow chart showing an example of processing,
executed by an interrupt management program when the
processing shown 1n FIG. 6 15 executed.

EMBODIMENT OF THE INVENTION

Hereinafter, an embodiment of the present invention will
be described 1n detail with reference to drawings. In FIG. 1,
a hardware configuration of a computer system 10 composed
of a typical personal computer (PC) suitable for realizing the
present invention 1s schematically shown by subsystem. An
example of a PC realizing the present invention 1s a note-
book PC 12 that conforms to the OADG (PC Open Archi-
tecture Developer’s Group) specification and has Microsoit
Windows 98 or NT, or IBM OS/2 as an operating system
(OS) (see FIG. 2). Heremnatter, each part of the computer
system 10 will be described.

A CPU 14 that 1s a brain of the entire computer system 10
executes various programs under the control of the OS. The
CPU 14 can be a CPU such as the Pentium, MMX Pentium,
or Pentium Pro that are Intel CPU chips, a CPU manuiac-
tured by another company such as AMD, or an IBM Pow-
erPC. The CPU 14 includes an L2 (Level 2)-cache that i1s
high-speed memory for reducing total access time to main
memory 16 by temporarily storing extremely limited codes
and data that are frequently accessed. The L2-cache 1is
generally composed of SRAM (Static RAM) chips, and has,
for example, 512 KB or more of memory capacity.

The CPU 14 1s mutually connected to each hardware
component, which 1s described later, via an 1I/O bus 22,
which 1s a three-level bus composed of an FSB 18 that 1s a
bus that 1s directly connected to a processor and 1s directly
connected to 1ts own external pins, a PCI (Peripheral Com-
ponent Interconnect) bus 20 that 1s a high-speed 1/O bus, an
ISA (Industrial Standard Architecture) that 1s a low-speed
[/O bus, or the like.

The FSB 18 and PCI 20 buses are generally communi-
cated through a bridge circuit (host-PCI bridge) that 1s called
a memory/PCI control chip 24. The memory/PCI control
chip 24 in this embodiment has a memory controller func-
tion for controlling access operation to the main memory 16,
and a data bufler for absorbing the difference of data transfer
speed between the FSB 18 and PCI bus 20. For example, an
Intel 440EX or 440GX device can be used as the memory/
PCI control chip 24.

The main memory 16 1s writable memory that 1s used as
an area for reading execution programs by the CPU 14 or an
area for writing data processed by the execution programs.
The main memory 16 1s generally composed of a plurality of
DRAM (Dynamic RAM 14) chips, and, for example, 32 MB
of memory capacity 1s a standard configuration and the
memory capacity can be increased to 256 MB. Recently, so
as to correspond to requests for further acceleration, DRAM
has been changed to high-speed page DRAM, EDO DRAM,
synchronous DRAM, burst EDO DRAM, RDRAM, or the
like.

In addition, here, the execution programs include an OS
such as Windows 98, various types of device drivers for
performing hardware operation of peripherals, application
programs for specific jobs, and firmware such as a BIOS
(Basic Input/Output System: programs for controlling 1/O
operation of respective hardware such as a keyboard and a
floppy disk drive) stored 1n flash ROM 51 (details will be
described later).
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The PCI bus 20 1s a bus that can perform comparatively
high-speed data transfer (for example, bus width: 32/64 bits,
maximum operating frequency: 33/66/100 MHz, and maxi-
mum data transier rate: 132/264 MBps). Furthermore, PCI
devices, which operate at comparatively high-speed, such as
a card bus controller 30 are connected to this bus. In
addition, PCI architecture 1s proposed by Intel Corp., and
realizes a so-called PnP (Plug and Play) function.

A video subsystem 26 i1s a subsystem for realizing func-
tions a relating to a video, and includes a video controller.
The video controller actually processes a drawing instruc-
tion from the CPU 14, temporarily writes the drawing
information, which 1s processed, 1nto video memory
(VRAM), and further outputs the drawing information as
drawing data to an liquid crystal display (LCD) 28 (see FIG.
2) after reading the drawing information from the VRAM.
Furthermore, the video controller can transform a digital
video signal into an analog video signal with a digital-analog
converter (DAC). The analog video signal 1s outputted via a
signal line to a CRT port (not shown).

In addition, the card bus controller 30, an audio subsystem
32, and a modem subsystem 34 are connected to the PCI bus
20 respectively. The card bus controller 30 1s a dedicated
controller for directly connecting a bus signal of the PCI bus
20 to an mterface connector (card bus) for the PCI card bus
slot 36. In the card bus slot 36, for example, a PC card (not
shown) 1s inserted, the PC card which 1s located on a wall
surface of a body of the PC 12 and conforms to a specifi-
cation mapped out by PCMCIA (Personal Computer
Memory Association)/JEIDA (Japan Flectronic Industry
Development Association).

The PCI bus 20 and I/O bus 22 are mutually connected by
a multifunctional PCI device 38. The multifunctional PCI
device 38 has a bridge function between the PCI bus 20 and
I/O bus 22, a DMA controller function, a programmable
interrupt controller (PIC) function, a programmable interval
timer (PIT) function, an IDE (Integrated Drive Electronics)
interface function, a USB (Universal Serial Bus) function,
and an SMB (System Management Bus) interface function.
As the multitunctional PCI device 38, for example, an Intel
PIIX4 device can be used.

In addition, the DMA controller function 1s to execute
data transier between a peripheral (e.g., FDD) and the main
memory 16 without the intervention of the CPU 14. Fur-
thermore, the PIC function 1s a function responding to an
interrupt request (IRQ) from a peripheral device and making
a predetermined program (interrupt handler) executed. In
addition, the PIT function 1s a function making a timer signal
generated 1 a predetermined period, and the generation
period 1s programmable.

Moreover, not only an IDE hard disk dnive (HDD) 40 1s
connected to the IDE interface realized by the IDE interface
function, but also an IDE CD-ROM drive 42 1s connected 1n
ATAPI (AT Attachment Packet Interface). In addition,
another type of IDE device such as a DVD (Digital Video
Disc or Digital Versatile Disc) drive instead of the IDE
CD-ROM dnive 42 can be connected. External storage
means such as the HDD 40, CD-ROM drive 42 or the like,
are stored, for example, at a storage area called a media bay
or a device bay 1 a body of the PC 12. These external
storage means that are standard equipment may be attached
exchangeably with and exclusively of other devices such as
an FDD and a battery pack.

Furthermore, the multifunctional PCI device 38 is pro-
vided with a USB port, and this USB port 1s connected to,
for example, a USB connector 44 provided on a wall surface

of the body of the PC 12. The USB supports a function of
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enabling insertion and extraction of a peripheral device
(USB device) with power supply being kept (hot plugging
function), and a function of automatically recognizing a
peripheral device newly connected and resetting system
configuration (plug and play function). It 1s possible to
connect 63 USB devices per one USB port at the maximum
in daisy chaining. Examples of the USB devices are a
keyboard, a mouse, a joystick, a scanner, a printer, a modem,
a display monitor, a tablet, or the like.

The I/O bus 22 1s a bus whose data transfer speed 1s lower
than that of the PCI bus 20 (e.g., bus width: 16 bits,
maximum data transfer rate: 4 MBps). Furthermore, the I/O
bus 22 1s used for connecting a Super I/O controller 46, a
power source controller 48, EEPROM 50, tflash ROM 51,
and further a real time clock (RTC) and a keyboard/mouse
controller that are comparatively low-speed peripheral
devices (all of these devices are not shown).

An I/0 port 52 1s connected to the Super I/O controller 46,
and 1s a peripheral controller for controlling the driving of a
floppy disk drnive (FDD), mput/output of parallel data via a
parallel port (PI10O), and input/output of serial data via a serial
port (SI0).

The power source controller 48 mainly performs power
management and thermal management of the computer
system 10, and can be composed of a single chip micro-
computer comprising an MPU, RAM, ROM, and a timer or
the like. The ROM stores a program and reference tables
necessary for executing the power management and thermal
management. A power supply controller 534 1s connected to
the power source controller 48. The power supply controller
54 includes a battery charger for charging a battery, and a
DC/DC converter for generating DC voltages such as 5 V
and 3.3 V used in the computer system 10, and controls the

power under the power source controller 48.
The EEPROM 50 1s memory for holding a password

registered or the like, 1s non-volatile, and can electrically
rewrite storage contents. In this embodiment, such
EEPROM that memory area is partitioned into a plurality of
blocks and its storage contents can be locked (to prevent
rewriting) by block 1s used as the EEPROM 50.

For example, an ATMEL AT24RFO08 device 1s adequate as
the EEPROM 50. The AT24RFO8 device has a memory area
of 1 KB (128 Bytesx8 blocks), and each block has PBx bits
(x=0-7) and an SBx bit (x=0-7) so as to control attributes
ol each block. The PBx bits are composed of 2 bits, which
have meaning as follows:
00b: No Access Permitted

O1b: No Access Permitted

10b: Read Only
11b: Read/Write-No Access Constraints for Data

In addition, the SBx bit 1s composed of one bit, and has
meaning as follows:

Ob: The PBx bit cannot be modified by software.

1b: The PBx bit can be modified by software.

In the AT24RFO8 device, when power supply 1s started,
the PBx bits are set to be 11b, and the SBx bit 1s 1b.
Theretfore, when the power supply 1s started, the AT24RFO8
device 1s 1n such a state that all of eight blocks are ready to
be read and written and the PBx bits are ready to be
modified. In addition, by modifying a value of the PBx bits
in an arbitrary block to 00b, 01b, or 10b, and modifying a
value of the SBx bit to Ob, 1t 1s possible to lock the storage
contents of the block.

Furthermore, so as to configure the computer system 10,
many electric circuits are necessary besides the circuits
shown 1n FIG. 1. Nevertheless, since these are widely known
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by those skilled in the art and do not constitute the essence
ol the present invention, description on these circuits will be
omitted 1n this specification. Furthermore, for simpler draw-
ings, only partial connections between hardware blocks are
drawn 1n drawings.

Next, actions of this embodiment will be described. In this
embodiment, a program for preventing an unauthorized
access to realize a method for preventing the unauthorized
access to a computer according to the present invention 1s
embedded 1n a BIOS.

There are several methods for installing in the computer
system 10 the BIOS where the program for preventing an
unauthorized access 1s embedded. For example, a setup
program for istalling the BIOS 1s recorded with a body of
the BIOS 1n a recording medium 60 (see FIG. 1) such as a
floppy disk. This recording medium 60 1s set 1n a FDD
connected to the I/0 port 52 of the computer system 10, and
the CPU 14 1s instructed to execute the setup program.
Owing to this, the BIOS 1s installed by being read from the
information recording medium 60 by turns and being written
in the flash ROM 351 by turns.

When the computer system 10 1s powered on, the com-
puter system 10, which has been powered on and 1s ready to
operate, 1s mstructed to reboot (warm-boot) 1tself, and when
the computer system 10 1s instructed to resume from a
hibernation mode (one of power saving modes: a power
saving mode where data and contents of an application
operating 1n the computer are stored in the HDD 40: S4 1n
ACPI (Advanced Configuration and Power Interface)), the
BIOS 1nstalled 1s activated and executed before an operating
system 1s booted (the BIOS stored in the flash ROM 51 1s
read and executed by the CPU 14).

In addition, when the computer system 10 1s instructed to
resume from a suspend mode (one of the power saving
modes: a mode where all operation 1s stopped so as to save
the power, and the control of an access to a file 1s limited:
S3 in ACPI), the BIOS 1s activated and executed by hard-
ware detecting the instruction of the resume. When the BIOS
1s executed as described above, the program for preventing
an unauthorized access that 1s embedded 1n the BIOS 1s also
executed, and hence the computer system 10 functions as a
computer according to the present mnvention. In this manner,
the information-recording medium corresponds to a record-
ing medium according to the present mvention.

In addition, 1n the computer system 10 according to the
present invention, when the BIOS 1s activated by power-on
of the computer system 10, rebooting of the computer
system 10, resume from the hibernation mode, and resume
from the suspend mode, power supply to the EEPROM 50
that has been continuously or temporarily stopped 1is
restarted. Owing to this, each block of the EEPROM 30
becomes ready to be read and written.

Next, as an example of processing by the program for
preventing an unauthorized access, which 1s embedded in
the BIOS, among processing realized by the CPU 14 execut-
ing the BIOS, such an form that information representing the
number of cold boots (boots by the operation 1n which the
computer system 10 1s powered on or resumes from the
hibernation mode) of the computer system 10 (hereinafter,
this 1s called the number of power-on) 1s obtained as the
utilization iformation of the computer system 10 will be
described with reference to a tlow chart in FIG. 3. In this
form, a storage area for storing the number of power-on
times 1s provided 1n a predetermined block of the EEPROM
50. The storage area of the number of power-on times 1s
initialized beforehand at O when the PC 12 1s manufactured.
In addition, 1 this form, a program for preventing an
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unauthorized access 1s embedded 1n a POST (Power On Self
Test: a self-diagnostic test program activated at the time of
the cold boot) that 1s a part of the BIOS.

At step 100, 1t 1s judged whether a factor of the BIOS
being activated this time 1s a cold boot of the computer
system 10. If the factor of the BIOS being activated 1s a
warm boot or a resume from the suspend mode, the judg-
ment 1s negated, and the process goes to step 102 for the
computer system 10 to execute predetermined processing
according to the activation factor.

On the other hand, i1f the activation factor 1s the cold boot
(power-on), the judgment at step 100 1s athrmed, and the
process goes to step 104. Processing at step 104 and after 1s
processing to which the method for preventing an unautho-
rized access to a computer according to the present invention
1s applied. At the step 104, the computer system 10 reads the
number of power-on times from the storage areca of the
number of power-on times that 1s provided 1n the predeter-
mined block of the EEPROM 50, and increments the number
of power-on, by one.

The number of power-on times which 1s read from the
storage areca of the number of power-on times in the
EEPROM 50 represents the total number of power-on times
in a period from the PC 12 being manufactured to the last
cold boot. Theretfore, the number of power-on times after the
increment represents the present total number of power-on
times including the cold boot this time. Hence the processing,
of reading the number of power-on times and incrementing
the number of power-on times corresponds to obtaining the
current utilization mformation about the computer. More-
over, at the step 104, the computer system 10 writes the
number of power-on times after the increment into the
storage area of the number of power-on. At the next step 106,
the computer system 10 displays the number of power-on
times after the mncrement (present number of power-on) on
the LCD 28. In this manner, 1n the processing shown in FIG.
3, the number of power-on times 1s displayed on the LCD 28
every time the computer system 10 i1s cold-booted, and 1s
taught to a user. Therefore, the authorized user can verity the
number of power-on, which 1s taught this time, against the
number of power-on times that was displayed when the
computer system 10 was cold-booted last time (when the
computer system 10 was powered on last time or the
computer system 10 resumes from the hibernation mode).
Therefore, the user can easily evaluate whether the computer
system 10 has been used without authorization 1n a period
from the last cold boot to the present cold boot.

In addition, as one of operation methods of the BIS, in

such an form that the BOAC i1s written in the EEPROM 50
of the PC 12 before shipping of the PC 12 1n a factory or the
like, for example, it 1s assumed that a document where the
number ol power-on times 1n a period until the PC 12 1s
shipped 1s written expressly 1s attached to the PC 12. Then,
an administrator can verity the number of power-on, which
1s displayed on the LCD 28, against the number of power-on
times written expressly in the document attached to the PC
12 when the administrator cold-boots the PC 12 (computer
system 10) so as to rewrite the BOAC, which 1s written 1n
the EEPROM 50 of the PC 12 delivered, mto a unique
BOAC. Owing to this, the administrator can easily evaluate
whether the computer system 10 has been used without
authorization. Therefore, 1t 1s possible to 1ncrease security 1n
the form described above.

In addition, the number of power-on times can be dis-
played, for example, only in a predetermined period (e.g.,
several seconds). Furthermore, the number of power-on
times can be continuously displayed until a user completes
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specific operation (e.g., pressing an enter key i a keyboard)
(other display of utilization described later 1s also similar to
this). At the next step 108, the computer system 10 judges
whether a password entry screen (password prompt) 1s
displayed on the LCD 28, by judging whether the password
for authenticating the user 1s registered. If the password 1s
not registered, judgment at the step 108 1s negated, and the
process goes to step 114. At the step 114, the computer
system 10 locks a predetermined block, where the storage
area of the number of power-on times 1s provided, among a
plurality of blocks 1n the EEPROM 50, and the process goes
to step 116.

This can be implemented by modifying a value of the PBx
bits of the predetermined block into 00b, O1b, or 10b, and
modlfymg a value of the SBx bit into Ob, 11 the EEPROM 50
1s an AT24RF0O8 described above. Owing to this, it 1s
possible to prevent the number of power-on, which 1s stored
in the storage area of the number of power-on times 1n the
EEPROM 30, from being rewritten without authorization.
Furthermore, even 11 the computer system 10 1s used without
authorization, the number of power-on times can be surely
updated according to the number of use.

In addition, 1 the password 1s registered, the judgment at
the step 108 1s aflirmed, and the process goes to step 110 for
the computer system 10 to display the password prompt on
the LCD 28. Furthermore, 1f the password 1s registered,
utilization such as the number of power-on times can be also
displayed with the password prompt. If an authorized pass-
word (password registered or predetermined supervisor
password) 1s entered, the process goes to step 112 for the
computer system 10 to judge whether the password entered
1s the supervisor password.

I1 the password registered 1s entered, judgment at the step
112 1s negated, and the process goes to step 114 for the
computer system 10 to lock the predetermined block of the
EEPROM 50 as described above. Then, the process goes to
step 116. On the other hand, if the supervisor password 1s
entered, the process goes to step 116 without executing the
processing at the step 114 (without locking the predeter-
mined block of the EEPROM 50). Owing to this, 1t 1s
possible to modity the number of power-on times stored in
the storage area of the number of power-on times in the
EEPROM 50, if a program 1s debugged or some accident
arises.

At the next step 116, the computer system 10 performs
other processing to be executed at the time of the cold boot,
and activates another program so that the operating system
(OS) may be booted. Then, the computer system 10 com-
pletes the processing.

Next, as another example being realized by the program
for preventing an unauthorized access that 1s embedded 1n
the BIOS, such an form that information representing the
number of resumes from the suspend mode (hereinafter, the
number of suspend-to-resume times) 1s obtained as the
utilization information of the computer system 10 will be
described with reference to a tlow chart 1n FIG. 4.

In this form, a storage area for storing the number of
suspend-to-resume times 1n a predetermined block of the
EEPROM 50 1s provided. The storage area of the number of
suspend-to-resume times 1s 1nitialized beforehand at 0 when
the PC 12 1s manufactured.

At step 130, 1t 1s judged whether a factor of the BIOS
being activated this time 1s a resume from a suspend mode.
If the activation factor of the BIOS 1s not the resume from
the suspend mode, the judgment 1s negated, and the process
goes to step 132 for the computer system 10 to execute
predetermined processing according to the activation factor.
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On the other hand, i1t the activation factor 1s the resume
from the suspend mode, the judgment at the step 130 1s
allirmed, and the process goes to step 134. The computer
system 10 reads the number of suspend-to-resume times
from the storage area of the number of suspend-to-resume
times that 1s provided in the predetermined block of the
EEPROM 50, and increments the number of suspend-to-
resume times, which i1s read, by one. Owing to this, the
present utilization of the computer system 10 (total number
ol suspend-to-resume times since the PC 12 being manu-
factured) 1s obtained. Moreover, at the step 134, the com-
puter system 10 writes the number of suspend-to-resume
times after the increment in the storage area of the number
ol suspend-to-resume times.

At the next step 136, the computer system 10 locks a
predetermined block, where the storage area of the number
of suspend-to-resume times 1s provided, among a plurality
of blocks 1n the EEPROM 50, and the process goes to step
138. Therefore, 1t 1s possible to prevent the number of
suspend-to-resume times, which 1s stored 1n the storage area
of the number of suspend-to-resume times 1n the EEPROM
50, from being rewritten without authorization. Further-
more, even 1i the computer system 10 1s used without
authorization during the suspend mode, the number of
suspend-to-resume times can be surely updated according to
the number of use.

At the next step 138, the computer system 10 displays the
number of suspend-to-resume times aiter the increment on
the LCD 28. In this manner, 1n the processing shown 1n FIG.
4, the number of suspend-to-resume times 1s displayed on
the LCD 28 every time the computer system 10 resumes
from the suspend mode. Hence the authorized user can
verily the number of suspend-to-resume times, which 1s
taught this time, against the number of suspend-to-resume
times that was displayed when the computer system 10
resumed from the suspend mode last time. Therefore, the
user can easily evaluate whether the computer system 10 has
been used without authorization by being made resumed
from the suspend mode in a period when the computer
system 10 has not been used with being made 1n the suspend
mode.

At the next step 140, the computer system 10 judges
whether the number of suspend-to-resume times has been
displayed in a predetermined period, and waits until the
judgment 1s athrmed. If the number of suspend-to-resume
times has been displayed in the predetermined period, the
computer system 10 deletes the display of the number of
suspend-to-resume times at step 142. At the next step 144,
the computer system 10 performs other processing to be
executed at the time of resuming from the suspend mode to
complete the processing.

In addition, in the processing shown 1n FIG. 4, similarly
to the processing shown in FIG. 3, the predetermined block
of the EEPROM 50 may not be locked if the supervisor
password 1s entered.

Next, as still another example of processing realized by a
method for preventing an unauthorized access that 1s embed-
ded 1n a BIOS, such an form that information representing
a date and time when the computer system 10 was cold-
booted (heremaftter, this 1s called a power-on date and time)
1s obtained as the utilization information of the computer
system 10 will be described with reference to a flow chart 1n
FIG. 5. Nevertheless, the following description includes
only the parts different from those i FIG. 3 that are
described above.

In this form, a storage area for storing the power-on date

and time 1n a predetermined block of the EEPROM 50 1is
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provided. The storage area of the power-on date and time 1s
initialized beforehand at a predetermined value representing
that no data 1s stored, when the PC 12 i1s manufactured.

In the processing shown 1n FIG. 3, 1f judgment at step 100
1s aflirmed (a case that a factor of the BIOS being activated
this time 1s a cold boot), it 1s judged at step 150 whether data
1s stored in the storage area of the power-on date and time
in the EEPROM 30.

I1 the present cold boot 1s the first cold boot since the PC
12 was manufactured, the storage area of the power-on date
and time stores the value representing that no data 1s stored.
Therefore, the judgment at the step 150 1s negated, and the
process goes to step 156 for the computer system 10 to fetch
the present date and time (i.e., the power-on date and time
this time) from a real-time clock and write the present
power-on date and time into the storage area of the power-on
date and time in the EEPROM 50. In the EEPROM 50 where
data (the present power-on date and time) 1s written 1n the
storage area of the power-on date and time, similarly to the
step 114 1n the flow chart shown 1n FIG. 3, a predetermined
block where the storage area of the power-on date and time
1s provided is locked at step 158.

Owing to the above processing, 1n the cold boot that 1s the
second one or later after the PC 12 was manutfactured, the
judgment at the step 150 1s atlirmed, and the process goes to
step 152. At the step 152, the computer system 10 reads the
power-on date and time (i.e., the last power-on date and
time) from the storage area of the power-on date and time 1n
the EEPROM 50. Owing to this, the present utilization of the
computer system 10 (the last power-on date and time) can be
obtained.

Then, at step 154, the computer system 10 displays the
last power-on date and time, which 1s read, on the LCD 28.
In this manner, 1n the processing shown in FIG. 3, the last
power-on date and time 1s displayed on the LCD 28 every
time the computer system 10 1s powered on. Therefore, the
authorized user can verily the last power-on date and time,
which 1s displayed, against the last power-on date and time
that the user himself/herself remembers. Therefore, the user
can easily evaluate whether the computer system 10 has
been used without authorization 1n a period from the last
cold boot to the present cold boot.

In addition, in the processing shown i FIG. S5, as
described above, the computer system 10 fetches the present
power-on date and time and writes the present power-on date
and time 1nto the storage area of the power-on date and time
in the EEPROM 50 (step 156) every time the computer

system 10 1s cold-booted.

Furthermore, the computer system 10 locks the predeter-
mined block of the EEPROM 50 where the storage area of
the power-on date and time 1s provided. Therefore, 1t 1s
possible to prevent the power-on date and time, which 1s
stored 1n the storage area of the power-on date and time 1n
the EEPROM 50, from being rewritten without authoriza-
tion. Furthermore, even 1f the computer system 10 1s used
without authorization, the power-on date and time that 1s
stored 1n the EEPROM 50 can be surely updated according
to a power-on date and time at that time.

Subsequently, as another example of processing realized
by a method for preventing the unauthorized access, such a
form that information representing total use time (a sum of
power-on time except periods 1n the suspend mode: herein-
alter, total power-on time) of the computer system 10 1is
obtained as the utilization information of the computer
system 10 will be described.

In this form, a total power-on time storage area for storing,
the total power-on time and a storage area of a starting date
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and time of use for storing the starting date and time of use
of the computer system 10 are provided 1n a predetermined
block (this 1s called a first block) of the EEPROM 50. In
addition, a storage area of a completion date and time of use
for storing the completion date and time of use of the
computer system 10 1s provided 1n a block of the EEPROM
50 different from the first block (heremaftter, this 1s called a
second block). The total power-on time storage area 1s
initialized beforehand at O when the PC 12 1s manufactured.
Furthermore, the storage area of the starting date and time of
use and the storage area of the completion date and time of
use each are 1nitialized beforehand at a predetermined value
representing that no data 1s stored, when the PC 12 1s
manufactured.

In addition, 1n this form, a first program for preventing the
unauthorized access 1s embedded 1n a BIOS, and a second
program for preventing the unauthorized access 1s embedded
in an SMI (System Management Interrupt) handler. Further-
more, the second program for preventing the unauthorized
access can be also installed 1n the computer system 10 with
the procedure similar to that for the first program ifor
preventing the unauthorized access.

Hereinafter, the processing realized by the second pro-
gram for preventing an unauthorized access that 1s embed-
ded 1n the SMI handler will be described with reference to
a flow chart in FIG. 7. When the SMI handler 1s activated,
first at step 200, the SMI handler judges whether a factor of
the SMI handler bemg actlvated (an interrupt factor) is
power-oil (the power 1s turned ofl, or a mode 1s shifted to the
hibernation mode), or shift to the suspend mode. If the
activation factor of the SMI handler 1s neither the power-oif
nor the shift to the suspend mode, the judgment 1s negated,
and the process goes to step 202 for the computer system 10
to execute predetermined processing (primary processing of
the SMI handler) according to the activation factor (an
interrupt factor).

On the other hand, 11 the interrupt factor 1s the power-oil
or the shift to the suspend mode, the judgment at the step 200
1s ailirmed, and the process goes to step 204. Then, the
computer system 10 fetches a present date and time (1.e., a
present completion date and time of use) from the real-time
clock, and writes the present completion date and time of use
into the storage area of the completion date and time of use
in the second block of the EEPROM 50. Furthermore, at the
step 208, the computer system 10 executes predetermined
processing (primary processing of the SMI handler) accord-
ing to the mterrupt factor (the power-ofl or the shift to the
suspend mode), and completes the processing.

Next, the processing realized by the first program for
preventing an unauthorized access that 1s embedded 1n the
BIOS will be described with reference to a tlow chart in FIG.
6. When the BIOS is activated, first at step 170, it 1s judged
whether a factor of the BIOS being activated 1s a cold boot
or a resume from the suspend mode. If the activation factor
of the BIOS 1s neither the cold boot nor the resume from the
suspend mode, the judgment 1s negated, and the process
goes to step 172 for the computer system 10 to execute
predetermined processing according to the activation factor.

In addition, i1t the activation factor of the BIOS 1s the cold
boot or the resume from the suspend mode, the judgment at
the step 170 1s afhirmed, and the process goes to step 174.
Then the computer system 10 judges whether data 1s stored

in the storage area of the completion date and time of use 1n
the EEPROM 50.

If the present activation of the BIOS 1s the first cold boot
since the PC 12 was manufactured, the step 204 that 1s
described above has been never executed. Theretfore, the
storage arca of the completion date and time of use 1n the
EEPROM 50 stores the predetermined value representing
that no data 1s stored. Hence the judgment at the step 174 1s
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negated, and the process goes to step 186. Then the com-
puter system 10 fetches the present date and time (i.e., the
present starting date and time of use) from the real-time
clock, and writes the present starting date and time of use 1n

the storage area of the starting date and time of use 1n the
first block of the EEPROM 50.

The next steps 188 to 192 are the same as the steps 108
to 112 1n the flow chart of FIG. 3. Except a case that the
supervisor password 1s entered, the process goes to step 194,
and the computer system 10 locks the first block of the
EEPROM 50 where the storage area of the starting date and
time of use and the storage area of the total power-on time
are provided. Owing to thuis, it 1s possible to prevent the data,
which 1s stored in the storage area of the starting date and
time of use and the storage area of the total power-on time,
from being rewritten. Furthermore, at the next step 196, the
computer system 10 performs other processing to be
executed at the time of the cold boot or the resume from the
suspend mode, and completes the processing. In addition, at
the step 194, the second block of the EEPROM 50 where the
storage arca of the completion date and time of use 1s
provided 1s not locked. Therefore, 1t 1s possible at the step
204 shown 1n FIG. 7, which 1s described above, to write the
completion date and time of use 1n the storage area of the

completion date and time of use 1n the second block of the
EEPROM 50.

Furthermore, at the time of the second or later cold boot
or resume from the suspend mode since the PC 12 was
manufactured, the last starting date and time of use 1s stored
in the storage area of the starting date and time of use 1n the
EEPROM 50 at the time of the last cold boot (or the resume
from the suspend mode) at the step 186. Furthermore, at the
time of the last power-ofl or shift to the suspend mode, the
completion date and time of use 1s stored 1n the storage area
of the completion date and time of use in the EEPROM 50
at the step 204 shown 1n FIG. 7. Therefore, the judgment at
the step 174 1s allirmed, and the process goes to step 176.

At the step 176, the computer system 10 reads the last
completion date and time of use (date-time B) from the
storage area of the completion date and time of use 1n the
EEPROM 30. In addition, at step 178, the computer system
10 reads the last starting date and time of use (date-time A)
from the storage area of the starting date and time of use 1n
the EEPROM 50. At next step 180, the computer system 10
subtracts the last starting date and time of use, which 1s read
at the step 178, from the last completion date and time of use
that 1s read at the step 176 ((date-time B)-(date-time A)).

Owing to this, the last power-on time (use time) 1s calcu-
lated.

At step 182, the computer system 10 reads the total
power-on time from the total power-on time storage area in
the EEPROM 50 (mmitial value: 0). Then, the computer
system 10 adds the calculation result (the last power-on
time), obtained at the step 180, to the total power-on time
that 1s read. Owing to this, the present utilization (the total
power-on time since the PC 12 was manufactured) of the
computer system 10 can be obtained. In addition, at the step
182, the computer system 10 writes the present total power-
on time into the total power-on time storage area of the

EEPROM 50.

Then, at step 184, the computer system 10 displays the
total power-on time, which 1s calculated at the step 182, on
the LCD 28. In this manner, 1n the processing shown 1n FIG.
6 (and FIG. 7), the total power-on time 1s displayed on the
LCD 28 every time the computer system 10 1s cold-booted
or resumes from the suspend mode. Therefore, the autho-
rized user can verily the total power-on time, which 1s
displayed this time, against the last total power-on time,
which was displayed last time, and the last use time that the
user himself’herself remembers. Therefore, the user can
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casily evaluate whether the computer system 10 has been
used without authorization 1n a period from the completion
of the last use to the start of the present use.

In addition, 1n the processing shown 1n FIGS. 6 and 7, the
starting date and time of use and total power-on time are
written 1n respective storage areas, corresponding to them, in
the EEPROM 50 when the computer system 10 1s cold
booted or resumes from the suspend mode. Furthermore, the
first block of the EEPROM 50 where both storage areas are
provided 1s locked. The completion date and time of use 1s
written 1n the storage area of the completlon date and time
of use when the computer system 10 1s powered ofl or
shifted to the suspend mode (although the computer system
10 does not lock the second block of the EEPROM 50 where
the storage area 1s provided, the computer system 10 1s
powered ofl or shifted to the suspend mode just after writing
the completion date and time of use). Therefore, 1t 1s
possible to prevent the data, which 1s stored 1n each storage
area of the FEPROM 50, from being rewritten without
authorization. Furthermore, even 1f the computer system 10
1s used without authorization, the total power-on time that 1s
stored 1n the EEPROM 30 can be surely updated according
to a power-on time at that time. Furthermore, 1n the above
embodiments, the utilization of the computer system 10 1s
displayed every time the BIOS i1s executed and the utiliza-
tion 1nformation 1s obtained. Nevertheless, the present
imnvention 1s not limited to this, but the utilization can be
displayed only when a user performs predetermined opera-
tion (e.g., the utilization information 1s displayed on a BIOS
setup screen when the user instructs the computer system 10
to display the BIOS setup screen). In addition, the utilization
can be steadily displayed 1n such a state that execution of the
BIOS 1s completed and the operating system 1s operating.

Moreover, in the above embodiments, the number of
power-on, number of resumes from the suspend mode, last
power-on date and time, and total power-on time are sepa-
rately described as each example of the utilization of the
computer system 10 that 1s taught to a user. Nevertheless, all
of these can be shown, or several kinds of utilization can be
selectively taught. In addition, for example, at least one of
the number of activation times of the computer system 10
(the sum of the boot number and number of resumes from
the suspend mode), the last power-oil date and time of the
computer system 10, the last date and time of the computer
system 10 shifting to the suspend mode, and the last date and
time of the computer system 10 resuming from the suspend

mode can be used as the utilization of the computer system
10.

In addition, 1n the above embodiments, as each example
of methods for informing a user of the utilization of the
computer system 10, such a case that the utilization 1is
displayed on the LCD 28 1s described. Nevertheless, the
present invention 1s not limited to this, but 1t can be used to
show the utilization of the computer system 10 to a user by
voice or the like.

Furthermore, 1n the above embodiments, as each example
of computers, the notebook PC 12 1s described. Neverthe-
less, the present invention 1s not limited to this, but a
computer according to the present invention includes a
desktop PC, another type of computer, or each of various
types of information equipment incorporating a computer.

Moreover, mnformation equipment according to the
present 1nvention includes various types ol information
equipment such as a PDA and a cellular phone. These
information equipment does not have such configuration that
a user can make an arbitrary program executed by an
embedded CPU 14, but has such configuration that the
embedded CPU 14 executes only the predetermined pro-
gram. Therefore, 1t 1s not easy to rewrite the mmformation
(utilization information to be obtained next time, or infor-
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mation necessary for obtaining the utilization information
next time) stored in storage means of the above described
information equipment without authorization. Therefore,
when the present invention 1s applied to the above described
information equipment, 1t 1s possible to prevent the infor-
mation, written in the storage means, from being rewritten
without writing the information into the non-volatile storage
means, which can lock the storage contents, and locking the
storage contents of the storage means. In addition, since 1t 1s
not necessary to lock the storage contents, it 1s possible to
write information 1n the storage means 1n the timing difl

erent
from the specific timing such as the timing just aiter power-
on, and the timing just after a resume from the power saving
mode. Hence, for example, there can be informed at least
one of the number of a specific function being selected, the
last date and time when the specific function was selected,
and the last date and time when the use of the specific
function was completed, when the specific function such as
E-mail transmission, reference of a telephone book with an
address book to which an E-mail receives refers, a balance
inquiry of a bank account, funds transier, and securities
trading 1s selected 1 an advanced cellular phone that 1s a
kind of information equipment.

ADVANTAGES OF THE INVENTION

As described above, the present invention obtains current
utilization information of information equipment at any
timing ol when the information equipment 1s powered on,
when the information equipment resumes from a power
saving mode, and when a specific function of the informa-
tion equipment 1s selected, and informs a user of the current
utilization information. Furthermore, the present invention
writes 1nto storage means utilization information to be
obtained next time, or information necessary for obtaining
utilization information next time. Therefore, since an autho-
rized user can surely evaluate whether the information
equipment has been used without authorization, it 1s possible
to prevent an unauthorized access to the information equip-
ment. These are excellent eflects of the present invention.

In addition, the present invention obtains current utiliza-
tion information of a computer 1n at least any one of the
timing just aiter the computer 1s powered on, and the timing
just after the computer resumes from a power saving mode.
Furthermore, the present invention writes utilization infor-
mation to be obtained next time, or information necessary
for obtaining utilization information next time into a non-
volatile storage means that can lock storage contents, and
locks the storage contents. Moreover, the present mnvention
informs a user of the current utilization information that 1s
obtained. Therefore, since the authorized user can easily and
surely evaluate whether the computer has been used without
authorization, i1t 1s possible to prevent an unauthorized
access to the computer. These are excellent effects of the
present 1nvention.

What 1s claimed 1s:

1. A method for preventing an unauthorized access to
information equipment 1n addition to the use of a password
comprising the steps of:

storing utilization information of previous access to the

information equipment along with at least one pass-
word 1 an electrically writeable read only memory
having access controls that control access to reading
and/or writing the utilization information and the pass-
word;

informing a current user of the utilization information of

previous accesses when the current user obtains access
to the mformation equipment;

writing utilization information of the current user’s access

into the electrically writeable read only memory for
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informing a future user of the current user’s access and
using the access controls to read and/or write utilization
information and to block access of the current user for
modification of such utilization information; and

writing the utilization information when the mformation
equipment resumes Ifrom a power saving mode,
wherein the current utilization information includes
one of:

the number of power-on times of the mformation equip-
ment;

the number of resumes of the information equipment from
a power saving modes;

the number of activation times of the information equip-
ment including the number of power-on times and the
number of resumes from the power saving mode;

the last date and time of power-on or the last date and time
of power-oif of the information equipment;

the last date and time of shifting the imformation equip-
ment to the power saving mode or the last date and time
of resuming the information equipment from the power

saving mode; and

the total use time of the information equipment.

2. The method for preventing an unauthorized access to
information equipment according to claim 1, wherein the
utilization information includes at least one of each of:

the number of selections of a specific function of the
information equipment; and

the number of activation times of the information equip-
ment 1ncluding:

the last date and time when a specific function of the
information equipment was selected or the last date and
time when use of the specific function of the informa-
tion equipment was completed.

3. The method for preventing an unauthorized access to
information equipment according to claim 1, wherein the
utilization nformation of the information equipment 1s
obtained by reading utilization information that should be
obtained next time and 1s written in the storage means, or by
reading mformation necessary for obtaining the utilization
information written in the storage means and performing
predetermined calculation with using the information that 1s
read.

4. A computer comprising:

a nonvolatile storage means for storing passwords that can

lock storage contents against modification by users;

a utilization information management unit for obtaining
utilization information about time of use of the com-
puter when the computer resumes from a power saving
mode, and writing the utilization information 1nto the
nonvolatile storage means, and locking storage con-

tents; and
a teaching unit for informing a user of the utilization

information obtained by the utilization nformation

management unit and stored 1n the nonvolatile storage

means where 1t cannot be modified by the user, wherein

the utilization information includes at least one of:

the number of power-on times of the computer;

the number of resumes of the computer from a power
saving mode;

the number of activation times of the computer 1includ-
ing the number of power-on times and the number of
resumes from the power saving mode;

the last date and time of power-on or the last date and
time of power-oil of the computer;

the last date and time of shifting the computer to the
power saving mode or the last date and time of
resuming the computer from the power saving mode;
and

the total use time of the computer.
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5. The computer according to claim 4, wherein the storage
means comprises an EEPROM that can lock storage con-
tents from modification by a user.

6. An information equipment program product on an
information equipment usable medium method for prevent-
ing an unauthorized access to the information equipment the
program product comprising the steps of:

software for obtaining utilization information about time

of use of the information equipment;

software for using the controls for controlling access to
passwords to write and/or read and to lock utilization

information into a writeable read only storage means
used to store the passwords;

software for informing a user of the previous utilization
information; and

software for writing utilization information by the user
into storage means to be obtained next time the equip-
ment 1s used by an authorized user, said utilized nfor-
mation 1including when the information equipment
resumes from a power saving mode, wherein the cur-
rent utilization information includes at least one of each

of:

the number of power-on times of the mnformation equip-

ment,

the number of resumes of the information equipment from
a power saving mode;

the number of selections of a specific function of the
information equipment;

the number of activation times of the information equip-
ment mcluding at least one of:
the number of power-on times and the number of

resumes irom the power saving mode;

the last date and time of power-on or the last date and
time of power-ofl of the information equipment;

the last date and time of shifting the information
equipment to the power saving mode or the last date
and lime of resuming the information equipment
from the power saving mode;

the last date and time when a specific function of the
information equipment was selected or the last date
and time when use of the specific function of the
information equipment was completed; and

a total use time of the information equipment.
7. The program product according to claim 6 including:

software for writing utilization information to be obtained
or information necessary for obtaining utilization infor-
mation into a nonvolatile storage means that can lock
storage contents, and locking the storage contents of
the storage means.

8. The method of claim 1 including the steps of:
providing the writeable read only store with access con-
trol with the ability of providing 1n the alternative

a) NO access
b) read only access
C) no access constraints

and with an access control to permit or not permit
changing between the alorementioned states.

9. The method of claim 6 including:

software providing the writeable read only store with
access control with the ability of providing in the
alternative

a) N0 access

b) read only access

C) no access constraints

and with an access control to permit or not permit
changing between the aforementioned states.
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