United States Patent

US007170998B2

(12) (10) Patent No.: US 7,170,998 B2
McLintock et al. 45) Date of Patent: Jan. 30, 2007
(54) DOOR ACCESS CONTROL AND KEY 5,850,753 A * 12/1998 Varma .........c..cccouuo.... 70/278.7
MANAGEMENT SYSTEM AND THE 5,897,884 A * 4/1999 Calabria et al. ............ 425/116
METHOD THEREOF 5,898,230 A 4/1999 Bartel et al.
5,979,754 A * 11/1999 Martin et al. ............... 235/382
(75) IIlVBIltOfSZ GaVill A- MCLiIltOCk,, Gloucester (CA),, 5,983,218 A : 11/1999 Syedf'tl-Mahm'OOd ............ 707/3
Michael D. Caughey, Arnprior (CA) 6,000,258 A 12/1999 Kalajan e 709/219
} ’ 6,049,287 A * 4/2000 Yulkowski ............. 340/693.12
: 6,064,316 A 5/2000 Glick et al.

(73) Assignee: Lochlsle Inc., Gloucester (CA) 6,130,606 A * 10/2000 Flick w.ovveevvererrene. 340/426.14
. | | o | 6,269.365 B1* 7/2001 Kiyoki et al. ..coecevvnr.... 707/6
(*) Notice:  Subject to any disclaimer, the term of this 6,549,130 B1*  4/2003 J0AO ..oveoveververrernennn. 307/10.2
patent 1s extended or adjusted under 35 | |

U.S.C. 154(b) by 790 days. FOREIGN PATENT DOCUMENTS
DE 196 21 909 12/1997
(21)  Appl. No.: 10/004,340 EP 0 716 399 6/1996
_ EP 1 024 239 8/2000
(22) Filed: Oct. 25, 2001 GB 2 344 670 6/2000
WO WO 98/12650 3/1998
(65) Prior Publication Data _ _
* cited by examiner
US 2002/0099945 Al Jul. 25, 2002 _ _,
Primary Examiner—Gilberto Barron, Jr.
(30) Foreign Application Priority Data Assistant Examiner—Lan-Da1 Thi Truong
(74) Attorney, Agent, or Firm—Peame & Gordon LLP
Oct. 26, 2000 (CA) e, 2324679
(37) ABSTRACT
(51) Int. CIL
HO04L 9/14 (2006.01) A door access control and key management system 1s
(52) US.CL i, 380/277; 340/5.23 disclosed, in which a number of doors and door users are
(58) Field of Classification Search ................ 380/277;  1nvolved. The system comprises a door/key administering
713/182, 185; 709/201; 340/5.23, 5.25. system and a door lock/control assembly mounted on each
340/5.7 door, which are communicatively mterconnected with each
See application file for complete search history. other via a communications network. The door/key admin-
_ istering system serves to store a key unmique to each of the
(56) References Cited users, store an identification code unique to each of the

U.S. PATENT DOCUMENTS

4,760,393 A 7/1988 Mauch

5,337,043 A 8/1994 Gokcebay

5,513,244 A * 4/1996 Joao et al. ............... 455/404.1
5,541,583 A 7/1996 Mandelbaum

5,541,585 A * 7/1996 Duhame et al. ........... 340/5.62
5,614,703 A 3/1997 Martin et al.

5,774,059 A * 6/1998 Henry et al. ............... 340/5.54
5,790,977 A 8/1998 Ezekiel

doors, and assign access authorization to at least one user for
cach door. The door lock/control assembly serves to read the
key presented by the user, verity that the key has access
authorization, and operate the door in response to the
authorization for access. Each user can gain access to the
doors authorized to the user with a unique key and each door
can provide access to the user or users assigned thereto.

45 Claims, 3 Drawing Sheets

7 60

Duor Adminisiening System
80 { Door Server Sysle

« Copwol Commande
- 13 Inlcymaiion

ID Dalehage
Dont Jmvenioty Detobase

mmﬂ%ﬂ'{ﬁﬁ elc
H

62

Kay lmven
| Lasge

— Comlroliet

Sarvet
-Conticl
~Eneryplion

28 40 { -Reporiing

2 Comun | Admmiisianing System
Kanuf &aﬂm I g Kay . ng .
26

I Delekase
Dalhass

Other O ] ] Schadul onen
Dotk e

-Lompare
-Palling Doors

50




éuiadey - - OF Q¢

[ =l s100q Bunjod - Qc
L O | +00 Sulod
— wopdA aug-
. 1" IORU0N - S W

JEYNE =

US 7,170,998 B2

4 B {1 1{a%
SRS i BU NER] 35
Go1 afasn
e pseqece Lojuam)) fay
S oseqejaq d
. N
& (wejsAg 190188 Aay)
@nu aredtua) - wayshe Bunaisiutupy Ay
LeondA ug - |
[ORLEQD) -
oAl
~
S (YiomisN i)
ey NIOMISN
& _..___mm _ SUO!)EIUNUILOY) . e
= 719 SURAeI/EUNN YOS v
= ¢9 GoT 20esM N Y.
~ 3sgqejeq £:03u9au} 100g 2ISNIVLSUBI |
aseqejeqd A 9SBIOIIAA

SULIEY -

UONRLWIOJY| () - Mﬂ& S}008Y -
SPUBLLLLIC.) [OHUOD -

E,.m_.wim_ Eau.w _Sn_,__n_ ) 08
NiajsAg Buugsiuiupy 100

09 G

U.S. Patent
\



US 7,170,998 B2

Sheet 2 of 3

Jan. 30, 2007

U.S. Patent

AISHEE
el — 10SLSS _.“Dﬂﬁ:c..u h._m.—uﬁm
: S S E —
7 sfiuneg
rojsilfel BEn B {|leucyda) su0suaR 1840
asaqeep o e (jeuoido) euaydonitu
SISSH US0IL pug juanbe: 4 -«—O0 -
= ; ;
= —o (teuctjdo) uoyng e,
oy e
» 105U3% Luado 100(]
-
M
Qe 2 ,
3 (Jevoijdo) seamap Qy 1oU0
m" e
— (lenandad snnep at
A |
% | IUOHIUN) 130 n
® Feb 18A18S 0} Suodsl - s Kihen I
= _mmm.._wﬁm. .
_ 1 T ,
. M.WMQEGW. | .h_mzﬁﬁewﬁﬁm_y /0 18y
ONITS Emﬂﬂﬂﬁm_mﬁﬂ” S (reuondo) eyeads gipny
8¢ m 121|020 1900 . BT ALY
~ o 18772Ng
13]G U0 Q™ il |

0¢

¢ Old

P9e

9GC

QGc

eG¢E

~~eyg

Ve

e
qee
24

ce



US 7,170,998 B2

Sheet 3 of 3

Jan. 30, 2007

U.S. Patent

aotl

RAL

aseqeleq

4

[ k * B 1 -] ] r B N [ = 1 & I ¢ @ . B k 1 F t ® ®» F =B =

4 aseqejed Au. n.v 1DAIBS d“ .

AEmE__Am _mzmm mmx\m
7 Washg Gunsjsiuiupy AS%

“aseqgereq

(wmpyshg Eiww ._.nom ,.
Z WwaisAg Bupasiupy 100

7 Ws)sAg Bungjsiuwpy Aayicoq |

I _ul.jc._ MAI(] 4
. _m._—O_-—-hS ARIET 1 4 [J gt TR+l

7 QAUIassy N0 |C4iL0D) 1000

Z Wayshg juawsbeuey Loy
puE [0)jU0Q §8800Y 100(]

iiiiiiiiiiiiiiiiiiii

& i

(*Hamian di)
NIOMJSN .
SUOHEIIUNWILOY D S e
19AI9S ”
.. m (W2 |SAS 19A18G ADY ) :
_, L usHSAS GuriaSiLIELDY .Amv_ .
08l : “

aseqejeq

(WNSAS IDAIBS Soo v
| wajsAg Sunajsiulupy ioeqg

.\\4 1 wajsAg Bunlajsiuiwpy Aaynaoqg |

" . _

0L} =
EEL UaHEAKUSD]

L AlQuiassyy scopiolae) 100Qg

R

IS 0U)

L, WIBISAS juawabeuely Aa)
pug joHUQY) $5800Y Bao

O_w e e e ara e i 8 F % £ = 5 ® 4 + & Bp B m B ¥ w



Uus 7,170,998 B2

1

DOOR ACCESS CONTROL AND KEY
MANAGEMENT SYSTEM AND THE
METHOD THEREOF

FIELD OF THE INVENTION

The 1invention relates generally to a security system and
particularly to a system and method for controlling physical
access to doors and managing keys via a communication
network.

BACKGROUND OF THE INVENTION

Virtually all private residences, businesses and govern-
ments employ locks on all exterior doors and many 1nterior
doors to control physical access to premises and vehicles,
and to protect valuable contents and occupants from outsid-
ers. The technology of locks and related security products
have developed to provide a very wide range of choices in
security levels, locking mechanisms, key types and other
features. Available “key” technologies include, among oth-
ers, various kinds of mechanical keys, magnetically coded
swipe cards, so-called “smart” cards with embedded micro-
clectronic devices, plastic or metal cards coded with
mechanical holes, short range radio frequency (RF) or
infrared (IR) transmitters with coded signals, and various
keypad arrangements requiring the user to mput a predeter-
mined unlocking code.

Presently, keys are generally associated with one or a few
doors, and therefore, access to the keys, 1.e., the use of the
doors, 1s controlled by the owner of the premises or vehicle

to which the door allows access. The current system of lock
usage leads to a number of problems both for the owners of
premises and vehicles with lockable doors and for individual
users. Most individual users are forced to carry and manage
a large number of mechanical keys anchor cards. Also, 1t 1s
an 1ssue to remember a number of passwords or keypad
numbers and which key fits which lock, especially for keys
which are used infrequently. Lost keys may result, in the
case of mechanical keys, 1n a need to replace or re-key all
locks with which the keys were associated. If a number of
individual users have keys to a single door and one 1s lost,
all key holders must be contacted and provided with new
keys.

As well, passwords or keypad numbers can be inadvert-
ently or deliberately revealed, thereby lessening security and
usually resulting 1n a need to re-program the lock to accept
a new code. Then, when code locks must be re-programmed,
all authorized users must be mnformed of the new code and
they must, therefore remember yet another code.

Also, keeping track of who has keys to which doors can
be an 1ssue and this becomes more complex, as in many
business situations, the more doors and employees there are.

Further, if individuals are permitted to access some parts
of a facility but not others, Then a multiplicity of keys 1s
required, adding to the problem of key management for both
business and individual. And temporary access to premises
by, for example, cleaning stail or neighbours, 1s diflicult to
control and monitor and, thus, reduces security.

Access to premises 1n emergency or potential emergency
situations, such as by fire departments in the event of a fire
alarm, usually requires forced entry if normally-authornized
persons are not available to unlock doors, thereby causing
structural damage and consequent repair expenses.
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Most businesses and many homes make use of monitored
alarm systems in addition to door locks, requiring individual
users both to carry keys for the premises and to remember
alarm codes.

Access control systems exist that solve some of the
problems by means of wired connections to the doors for
which access 1s being controlled. Some of these systems can
communicate between locations via wide area networks.
Generally, such systems require special software and com-
puter systems on or near the premises being protected. Often
dedicated monitoring equipment and stations are required.
These systems are costly to install and operate and are
oriented towards larger organizations. These systems also do
not extend to controlling access to locations where wired
connections are impractical.

A number of other locking and access control systems
have been devised. For example, 1t 1s known to employ
wireless communication between a secure door and remote
site 1n order to obtain authorization. While these systems are
successiul 1n solving some of the problems mentioned
above, they are usually too costly or require too much
technical support to be of use to private residences or small
businesses. In addition, none of the technologies employed
thus far address the problems of the individual user who
must deal with a large number of keys and/or codes.

Accordingly, there 1s a need to provide an improved
system and method for physical access control, 1n which
most of the above conventional problems and disadvantages
can be solved.

SUMMARY OF THE INVENTION

According to one aspect of the present invention, there 1s
provided a system for door access control and key manage-
ment. The system 1ncludes: (1) a door administering system
for admimistering access to one or more doors, the door
administering system having: (a) a module for managing
access privilege of one or more individuals for each door and
assigning access authorization to each individual for the
door, (b) a door database for storing a door i1dentification
umquely assigned to each door and information on each
authorized individual for each door, and (¢) a module for
changing data stored in the door database; (2) a key admi-
inistering system for administering one or more keys sepa-
rately from the administration of the access to the door, each
key being uniquely assigned to a key owner, the key
administering system having: (d) a key database for storing
one or more keys for each key owner, and (e) a module for
changing data stored in the key database, (3) a door control/
lock assembly mounted on each door, the door control/lock
assembly, the door administering system and the key admin-
1stering system communicating with each other through a
communications network, the door control/lock assembly
for identitying a user key when 1t 1s presented by a user, and
for operating the door based on access privilege of the user
when the 1dentified key of the user 1s the key of a key owner
who 1s an authorized individual having access authorization
to the door.

According to a further aspect of the present invention,
there 1s provided a method of implementing door access
control and key management via a communications net-
work. The method includes: steps of: (1) at a door server,
administering access to one or more doors, including: (a)
managing access privilege of one or more individuals for
cach door and assigning access authorization to each 1ndi-
vidual for the door; and (b) at a door database, storing a door
identification uniquely assigned to each door and 1informa-
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tion on each authorized individual for each door, data stored
in the door database being updatable; (2) at a key server,
administering one or more keys separately from the admin-
istration of the access to the door, each key being uniquely
assigned to a key owner, including: (¢) at a key database,
storing one or more keys for each key owner, the keys being
implemented by key signatures, data stored in the key
database being updatable; (3) at a door control/lock assem-
bly, identitying a user key presented by a user; (4) compar-
ing the identified key to the keys of the key owners and
verilying that the identified key 1s a key of a key owner who
1s an authorized in individual having access authorization to
the door; (35) operating the door based on the access privilege
of the individual, wherein the authorization step 1s carried
out through the communications network between the door
server and the key server.

According to a further aspect of the present invention,
there 1s provided a system architecture for controlling door
access and key management. The system architecture
includes: (a) a plurality of door access control and key
management systems noted above, the systems being com-
municatively and operatively connected to a communication
network; and (b) a Meta server being adapted to serve as an
address reference among the door administering system and
the key management system, which are separately part of
cach door access control and key management system, the
Meta server being communicatively and operatively con-
nected to each of the door access control and key manage-
ment systems via the communications network, wherein the
Meta server contains the address of each separate door
administering system and key administering system each
with 1ts associated unique key ID codes and unique door 1D
codes, and each door access control and key management
system contains the address of the Meta server such that any
key owner, whose keys are administered by any key admin-
istrating system, can be granted access privileges at any door
which 1s administered by any door administering system.

Other aspects and advantages of the invention, as well as
the structure and operation of various embodiments of the
invention, will become apparent to those ordinarily skilled
in the art upon review of the following description of the
invention 1n conjunction with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the mnvention will be described with
reference to the accompanying drawings, wherein:

FIG. 1 illustrates a door access control and key manage-
ment system with a door administering system and a key
administering system according to one embodiment of the
present mvention;

FIG. 2 1illustrates the details of the door control/lock
assembly of FIG. 1; and

FIG. 3 illustrates a system architecture according to
another embodiment of the present mnvention for controlling
a number of door access control and key management
systems of FIG. 1.

DETAILED DESCRIPTION OF TH.
PREFERRED EMBODIMENTS

(Ll

In FIG. 1 there 1s shown a door access control and key
management system according to the first embodiment of
the present invention, which 1s generally denoted by refer-
ence numeral 10, and involves a plurality of doors and door
users although a single door and user are 1llustrated for the
convenience of description and understanding. Throughout
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the description and claims, the door includes all kinds of
doors for access thereto to be controlled, including building
entrance doors or mterior doors, private house doors, vehicle
doors, and safe doors, or all kinds of locks for other devices
such as bicycles, padlocks. However, this invention 1s not
limited to the doors and locks noted above.

Referring to FIG. 1, the system generally comprises a
door control/lock assembly 20, a key administering system
40, a door administering system 60, and a communications
network 80. The door control/lock assembly 20 1s mounted
on each door and communicatively connected to the key and
door administering systems 40 and 60 via the communica-
tions network 80. In practice, the door administering system
60 and the key administering system 40 can be implemented
as one single system equipped with the appropriate software
program for carrying out both functions for the convenience
of people who are door administrators, who control doors
and the access thereto, and who also have keys authorized
for access for the doors that they administer or for doors to
which access 1s controlled by other door administrators. In
general, the door control/lock assembly 20 1dentifies a user
32 wanting to gain access to a door 30, and communicate
with the key and door administering systems 40 and 60 to
obtain authorization for access thereto.

In this embodiment, the communications network 80
includes an IP (Internet Protocol) communications network,
which 1s accessible by the door control/lock assembly 20 via
an HT'TPS (Hyper Text Transport Protocol Secure) server. In
such an Internet communication environment, the key
administering system 40 and the door administering system
60 can be referred to as a key server system and a door server
system as shown 1n FIG. 1. However, the communications
network can employ any suitable network protocol.

All communication lines connecting the components of
the system 10 employ encryption means for improved
security.

The connection between the communications network 80
and the door control/lock assembly 20 can be accomplished
via a wireless communication line. In such a case, an
intermediate wireless transmitter/recerver 82 between them
1s provided as illustrated 1in FIG. 1. The means of wireless
communication includes Bluetooth® or other short-range
wireless communications circuitry, or a network access
module consisting of Bluetooth® wireless communications
circuitry, an Ethernet network interface and a battery backed
up power supply. The network access module 1s located at an
Ethernet port within the range of the Bluetooth® or other
short-range wireless communications circuitry.

Alternatively, the means of wireless communication can
include digital cellular wireless Internet access circuitry to
provide greater range or for use where an Ethernet networks
port 1s not convenient or available.

The system 10 further includes several other elements,
which will be hereafter described.

FIG. 2 presents a detailed view of the door control/lock
assembly 20 of the system 10. As 1illustrated 1n FIGS. 1 and
2, the door control/lock assembly 20 mounted on each door
30 includes an electric door lock 22, an 1dentification device
24, an embedded controller 28, a communicating means 26,
and a battery for supplying power. The communicating
means 26 establishes two-way communications with the
communication network 80 via a wireless transmitter/re-
ceiver 82. The embedded controller 28 has appropnate
soltware for controlling the door control/lock assembly 20
and any communications with other system components via
the communications network 80. During operation, the door
control/lock assembly 20 transmits via the communication



Uus 7,170,998 B2

S

network the identification data read by the identification
device 24 to the key-door administering systems 40 and 60
and receives messages or signals from the administering
systems as to whether the identified key 1s authorized.
Details of the operation will be hereafter described.

The door lock 22 includes any lock that can operate in
response to an authorization signal or message from the key
and door administering system 40/60, or, in certain situa-
tions, from the embedded controller 28 of the door assembly
20.

The 1dentification device 24 identifies the key wishing to
gain access to the door. The 1dentification device 24 can be
a proximity card reader or swipe card reader or any other
such device. Also, the 1dentification device 24 can include a
wireless recerver employing public key cryptography (PKI)
technology or other secure communications technology to
receive signals from a device carried by the user 32. In such
a case, the key can be an electronic key such as a Dallas
Semiconductor 1Button®, a cell phone, a portable digital
assistant (PDA) equipped with digital wireless capability, a
personal communicator device, and an RF (Radio Fre-
quency) tag device. For example, the tag device provides a
short-range radio frequency signal that 1s coded to provide
identification of the individual user. In addition, a biometric
recognition device such as thumb-print reader or face-
recognition device can be used as the identification device
24. A numeric or alphanumeric key pad device can also be
used. The key includes any device that can be sensed by the
identification device used. For example, where the 1dentifi-
cation device 1s a numeric keypad, the key can be a numeric
code.

As depicted 1 FIG. 2, the door control/lock assembly 20
can be equipped with more than one identification devices
24 and 24q to improve security or convemence. In such a
case, Tor improved security, all keys are required 1n order for
the system 10 to grant access. Also, for improved conve-
nience, any one key can be required to gain access, there-
tore, the user 32 can carry one or more of a variety of key
types, which correspond to the identification devices 24,
24a.

In the door control/lock assembly 20, the embedded
controller 28 runs appropriate software for controlling the
assembly 20 and carrying out an 1dentification/authorization
process by cooperating with the 1dentification device 24 and
communicating with the door and key server systems 40 and
60 via the communications network 80. Various identifica-
tion/authorization soitware applications are well known in
the art and any suitable one can be used. The embedded
controller 28 comprises a local database or a memory 28a as
shown 1n FIG. 2. The local database or memory 28a stores,
for example, data of the most recent and most frequent users
of the door in encrypted form for security reasons. These
data serve to speed up authorization process, or provides
back-up capability 1n the event that the connection between
the door assembly 20 and the administering systems 40 and
60 failed or 1s disrupted for any reason.

The embedded controller 28 1n the door control/lock
assembly 20 periodically conducts a seli-test of its own
functionality and records data from status sensors, which
will be hereafter detailed.

Each door control lock assembly 20 1s provided with a
unique 1dentification code that 1s encoded 1n hardware and
can be recognized by software programs running in the door
control/lock assembly 20 and other software programs run-
ning 1n the system 10 The door administering system 60
serves to store the unique 1dentification code for each of the
doors and manage these ID codes. Also, each door 1is
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assigned an authorized user or users for access to the door
from the door administering system 60. The door adminis-
tering system 60 includes a database 62 where the unique 1D
code and the authorized users for each door are maintained
and updated, when required, by a door administrator.

The door control/lock assembly 20 and the door server
system 60 work together to provide a number of functions.
For example, the door server system 60 records all uses of
the door lock 22, including authorized entries and unautho-
rized attempts to enter. The door server system 60 also
provides the necessary controls and communications capa-
bility to allow the door administrator to configure various
security settings of the operation of the door control/lock
assembly 20, 1in addition to the basic authorization settings
of which keys are allowed to unlock which doors. These
security settings include such functions as to who 1s autho-
rized at specific times. Other additional functions include
settings as to who 1s to be notified 1n the event of an alarm
of low battery condition or a detection of hardware failure
condition and how such notification is to take place (e.g.,
¢-mail, pager, automated phone call, or the like.) Such
factors as the amount of lead-time to report that low battery
condition can also be set.

In this embodiment, the door administering system 60
periodically polls all connected door control/lock assemblies
20 to update frequent or most recent users saved in the
embedded controller 28 and receive reports from the embed-
ded controller seli-test routines. If the embedded controller
28 1n the door control/lock assembly 20 does not receive a
poll from the door server system 60 within a pre-set interval,
it can 1nitiate a report to the server on 1ts own.

A single door server system can provide these functions
for a number of doors controlled by the same door admin-
istrator, or multiple door servers can be used. The same door
server can also provide these functions for a number of
different door administrators, but each door administrator 1s
prevented from accessing the information pertaiming to
doors controlled by others. Any number of door server
systems can run on the system at the same time. The
information recorded 1n each door server database concern-
ing the authorized entrances and exits through the door and
the unauthorized attempted entrances and exits may be used
in several ways. Reports can be generated when required.

The key administering system or server 40 serves to store
a unique key for each of the users. The unique key is
implemented by a key signature. The key signatures consist
of the unique codes associated with each key, 1.e., each user.
The key signature serves to distinguish a key from any other
keys. The type of these codes depends on the identification
device 22 used on the door control/lock assembly 20. As
examples, the key signatures can consist of coded numbers
that have been magnetically written onto a normal magnet
swipe card, 11 a swipe card reader 1s used as the 1dentification
device 24. The key signatures can be the unique hardware
with embedded serial numbers assigned at manufacture to
1Buttons® 11 an 1Button® reader 1s used as the 1dentification
device. The key signatures can be a signal unique to each
user, 1 the identification device at the door 1s adapted to
identify the unique signal from, for example, a Bluetooth®
cnabled cell phone or PDA (Portable Digital Assistant)
carded by the user. The key signature can be a fingerprint
recognition code if the 1dentification device at the door 1s a
fingerprint reader. The key signatures are stored in encrypted
form 1n the key administering system 40.

The key administering server system 40 includes a data-
base 42 that contains information on the keys and the doors
to which each key 1s allowed access. The key server system
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40 provides a number of functions by working together with
the door control/lock assembly 20. In particular, the key
server system records all use of the key, including authorized
entries and attempts to enter using the key that were not
authorized on a door-by-door basis.

As 15 the situation for the door server systems and door
administrators, a single key server system can provide these
functions for a number of keys controlled by the same key
administrator, or multiple key servers can be used. The same
key server can also provide these functions for a number of
different key admimistrators, but each key administrator is
prevented from accessing the information pertaining to keys
controlled by others. Any number of key server systems can
run on the system at the same time.

The information recorded in the key server database 42
concerning the uses of the key to unlock various doors and
any unauthorized attempted entrances and exits 1s used 1n
various ways. Reports can be generated when required.

The key server system 40 can further provide the key
administrator with reports of every instance of the use of the
key that has been recorded anywhere on the system 10.

The key and door server databases 42 and 62 can be
updated and viewed from a Web browser 52 connected to the
communications network 80.

Since the door/key administering system 60/40 maintains
logs of entries and exits, 1t 1s possible to access the database
and determine whether anyone 1s 1n a secured area, and the
identity of the person, 1f anyone 1s indeed 1n a particular
area.

The system of FIG. 1 provides security means to control
access by persons to building, rooms or vehicles, while
gathering useful information. The system provides a means
for one or more door administrators to allow a person access
to some locations, while, at the same time, excluding access
to other locations, this may be accomplished with only one
access key per individual as defined in that person’s key
server system database 42. Such access privileges can be
variable according to time. The system provides a means to
change the security settings such as access privileges of an
individual quickly and easily from any location where an
Internet connection and browser software are available.
Information gathered by the system includes the time of all
attempts to access the door and the identification of the
individual attempting such access (1f known) or the fact that
an unknown individual attempted to gain access. Further-
more, the access privileges associated with the ‘key’ may be
casily changed as circumstances change. This allows people
potential to have only one ‘key’ to open all of the doors in
their lives while, at the same time, increasing security and
convenience, since each person can be their own key admin-
istrator.

To deal with the occasional 1nstance that the communi-
cations network 80 1s not available and to speed up access
for frequent users of a door, a local database 28a of frequent
and most recent user authorized key signatures 1s stored 1n
encrypted form 1n the door control/lock assembly 20 itself.
Before sending a request message for authorization over the
communications network 80 to the door server system 60,
the embedded controller 28 1n the door control/lock assem-
bly 20 checks 1ts own local database 28a and unlocks the
door 1f a match 1s found between the signature of the key
being presented and one that 1s stored in the local database
28a. The information that this action has taken place 1s then
transmitted to the door server system 60 for storage subse-
quent to the door having been unlocked. Periodically the
authorized keys in the local database 28a of the door
assembly 20 are confirmed between the door assembly 20
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and the door server system 60 by a series of encrypted
messages over the communications network 80. This con-
firmation process can be initiated by the door control/lock
assembly 20, or the door administering system or server 60.
If a key signature that has been authorized 1s no longer

authorized, then the key signature 1s removed from the local
database 28a of the embedded controller of the door assem-
bly 20.

Referring to FIG. 2, the door control/lock assembly 20
further includes other components to provide additional
functions. Such a device can include a microphone and
speaker assembly 23¢ and 25¢. This serves to communicate
with the door admimistering system or server 60 via the
communications network 80, which then communicates
with a designated door administrator 52 or other systems
using e-mail, telephone or pager according to predetermined
istructions stored in the door server system.

A doorbell/intercom signalling device can be provided
and configured to send a message via email, pager or
telephone to a designated monitoring administrator. The
designated monitoring administrator can be located any-
where that an Internet connection and browser soiftware are
available.

As well, alarm devices such as motion detectors, smoke
detectors, or water detectors etc. can be installed in the door
control/lock assembly 20. The alarm device communicates
with the door server system 60, which 1n turn communicates
the alarm administrator according to instructions included in
the database 62. Any other additional alarm components can
be provided and configured to signal their condition in
various ways and to monitor multiple locations that can be
altered easily over time.

The door control/lock assembly 20 can further include a
door open sensor 234 that detects whether the door 1s open
or closed. A buzzer device 23a can also be included. If the
door remains open for a period of time longer than a preset
interval, then, the buzzer 1s sounded for a brief period before
an alarm condition message 1s sent to the door administrator
to deal with such alarms. If the door 1s closed after the
sounding of the buzzer but before the sending of the alarm
message, the alarm 1s not sent. Alternatively, the buzzer 1s
not sounded and the alarm condition message 1s sent 1imme-
diately. In either case, the information that the door open
alarm condition was encountered 1s stored 1n the door server
60 as a reporting function. The pre-set interval for which the
door may remain open before the buzzer sounds may be
changed and may vary with time of day or 1t may be disabled
for specific periods to accommodate various situations. Such
changes or scheduling are accomplished by the door admin-
istrator accessing the door server system 60 via the browser
52.

Other system status sensors that may be part of the door
control/lock assembly include a battery voltage sensor and a
temperature sensor.

The door control/lock assembly 20 can also include a
digital camera (still or video) that 1s configured to provide an
image of the individual attempting to gain access to a person
assigned to make human judgement on whether such 1ndi-
viduals, not identified by the system should be allowed
access. The judging person may then allow the individual 1n,
if desired, by signalling the door control/lock assembly 20
from the Web browser 52. The camera may also be config-
ured to record in the network databases, an 1mage of all
individuals attempting to gain access.

In FIG. 3, there 1s shown a system architecture according,
to the second embodiment of the imnvention, which 1s gen-
erally denoted by reference numeral 100, and can control a
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group ol individual door access control and key manage-
ment systems, for example, of the first embodiment of the
invention, as shown FIG. 1. The system architecture 100, 1n
general, comprises a plurality of door access control and key
management systems 110q and 1105, a Meta server 140, and
a communications network 180. The communications net-
work 180 includes an IP (Internet Protocol) communications
network. For the convenience of description and understand-
ing, two door access control and key management systems
110q and 1104 are illustrated in FIG. 2, but a number of
individual systems can be involved 1n to be controlled within
a single system architecture.

Each door access control and key management system
110a or 11056 mnvolves a plurality of doors and door users,
and includes a door control/lock assembly mounted on each
door, a door/key administering system comprised of a door
administering system and a separate key administering sys-
tem, and a communications network communicatively inter-
connecting the door control/lock assemblies and the admin-
istering system, as noted above 1n conjunction with the first
embodiment of the invention of FIG. 1.

As depicted 1 FIG. 3, each door access control and key
management system 1s communicatively connected to one
another and the Meta server 140 via the communications
network 180. The Meta server 140 1s adapted to be aware of
all instances of each door/key administering system and
know how to contact them over the communications net-
work 180. The Meta server 140 comprises a database 142,
which contains unique ID numbers and the addresses of their
associated administering systems. For example, the data
base can contain a look-up table that associates each unique
key ID code with the address of the corresponding key/door
administering system, and also another look-up table that
associates each umique door ID code with the address of the
corresponding administering system.

Also, each door access control and key management
system, 1.€., each door/key administering system knows the
location (1.e. network address) of the Meta server 140. The
administering system contains the address of the Meta server
140.

The Meta server 140 1s adapted to serve as an address
reference, 1.€., as a directory of addresses for those 1instances
where the door/key administering system of one user needs
to communicate with the door/key administering system of
another user and the first system does not know the address
of the second system. Therefore, the first system can locate
the second system through the Meta server via the commu-
nications network.

The Meta server can be accessed by an administrator
responsible to maintain 1t, for example, through a Web
browser 152 communicatively connected to the Meta server
via the communications network 180, as shown in FIG. 3.
Also, the database can be updated by the administrator when
required.

Therelfore, the door access control and key management
system 110a communicates with other system 11056 via the
Meta server 140 such that the system 110a can provide
access to 1ts own doors for a user or users from other system
1105 and whose unique key ID numbers are stored on the
other system.

The Meta server 140 may be mirrored 1n a number of
locations, 1 which case each Meta server 1s updated regu-
larly so that all Meta servers can remain 1n the same state,
for example, contain the same data.

When a door/key administering system has a new key 1D
number or door 1D number added to it, the door/key admin-
istering system updates the mformation 1n the meta server
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database so that other door/key administering systems can
communicate with the new key or door.

Other additional features and advantages according to the
present invention are described below:

The door/key administering system has all of the unique
ID codes of all of the doors and keys, and 1s aware of which
door provides access for which key or keys. Thus, 1f a key
ID code 1s required to be changed or deleted, 1ts associated
door/key administering system sends messages to all of the
other door’key administering systems so that they can
update their own relevant data. If a key 1s lost or stolen, its
ID code 1s quickly and easily removed from all of the
systems and then, the lost or stolen ‘key” may not be used by
unauthorized persons. Attempts by someone to use the lost
or stolen ‘key’ can be reported to, for example, the key
server or the door server and such information may be useful
in locating the missing key and the unauthorized key holder.

A special case exists for use 1n hotels, where the system
of the invention allows the potential for hotel guests to avoid
registering at the front desk. Instead, they can proceed
directly to their rooms where ‘registration’ occurs as they are
recognized at the hotel room door via their pre-arranged
access 1dentification or ‘key’. The network databases can be
connected to the hotel guest reservation and registration
system.

Also, the system of the invention permits line-ups at hotel
check 1ns or car rental agencies to be avoided while ensuring
security for both the patron and the hotel or car rental
agency. As well, keys not returned to hotels or car rental
agencies are an expense and a potential security problem.
The system removes both the expense and the security
threat. Further, 1n a hotel with this system 1installed, hotel
stafls have the means to know i1f someone 1s 1n a room
without disturbing the occupant. The need for ‘do not
disturb’ signs 1s eliminated and hotel guests will be disturbed
much less frequently.

Fire Departments and other emergency crews can be
allowed easy access to a building in emergency situations 1f
door administrators authorize the use of a Fire department
key. Emergency workers can also be allowed access to
information on the door server which allows them to deter-
mine with much greater certainty whether anyone 1s actually
in a burning building.

Many home owners with pets can configure a residential
door to be operable by the pets themselves such to allow the
pets access to and from the house while still providing
security against access by other amimals or by human
intruders. A key can be assigned to allow the pet to use a pet
door at will while keeping 1t locked to others. Times of
operation can be set by the pet owner via a Web browser. Via
the browser, as well, the pet owner can be informed as to
whether the pet 1s 1n or out, how may times the pet has gone
in/out etc. An example of such a key 1s an RF tag device.
These tags provide a short-range radio frequency signal that
1s coded such that the animal (and possibly 1ts owner) can be
identified by reference to a registry of such tags. The tag may
either be implanted or mounted 1n a pet collar.

If a ‘key’ 1s lost or stolen 1t can be quickly and easily
replaced for all 1ts uses with no chance that the lost or stolen
‘key’ may be used by unauthorized persons. The replace-
ment 1s ellected by the key administrator accessing the key
database via a browser and deleting or deactivating the
unmique key ID number associated with the lost or stolen key,
and adding a new unique key ID number associated with a
replacement key. This new key 1s then propagated to the
access control databases. Attempts by someone to use the
lost or stolen ‘key’ can be reported to the key server database
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owned by the nghtful key owner and such imnformation may
be useful 1n locating the missing key and possibly in
apprehending the thief.

When an employee 1s terminated or quits a position, keys,
which are not a returned to the employer, are an expense and
a potential security threat. This system removes both the
expense and threat.

No special user software 1s required. The required soft-
ware systems run within the doors for which access 1s being,
controlled and on servers that may be run by third party
service providers.

Information logs on use of the physical access control
system 1s recorded remotely from the door over the com-
munications network.

There 1s no physical limit to the number of individuals
that can be granted access to any door on the system.

The system allows the possibility for individuals to have
one key that can be used for multiple situations, including
their residences, various work situations, vehicles or any
other places to which they may need access on a regular or
occasional basis. These access privileges can be altered or
scheduled easily and quickly to apply to specific times or to
adapt to changing circumstances. Such changing circum-
stances may include moving to a new house, acquiring
vacation property, changing jobs, acquiring a new vehicle,
renting a vehicle, renting a hotel room, temporarily access-
ing the house of a iriend or neighbour, or losing a ‘key’. In
the case of a lost or stolen ‘key” (where biometric identifi-
cation systems are not being used) the old key can be
cancelled for all of 1ts uses and a new ‘key’ can be authorized
quickly and easily from any place where an Internet con-
nection and browser software are available. Each individual
can act as the door administrator for doors under their
control, such as those in their house or car, and can act as
theirr own key administrator, such that door administrators
for, say, their place of work, their friends or relatives, can
grant them access to doors for which these other door
administrators administer access privileges.

While the mnvention has been described according to what
are presently considered to be the most practical and pre-
ferred embodiments, it must be understood that the inven-
tion 1s not limited to the disclosed embodiments. Those
ordinarily skilled in the art will understand that various
modifications and equivalent structures and functions may
be made without departing from the spirit and scope of the
invention as defined 1n the claims. Therefore, the invention
as defined in the claims must be accorded the broadest
possible interpretation so as to encompass all such modifi-
cations and equivalent structures and functions.

What 1s claimed 1s:

1. A system for door access control and key management,
the system comprising:

(1) a door administering system for administering access
to one or more doors, the door administering system
having:

(a) a module for managing access privilege of one or
more 1individuals for each door and assigning access
authorization to each individual for the door,

(b) a door database for storing a door identification
uniquely assigned to each door and information on
each authorized individual for each door, and

(c) a module for changing data stored in the door
database;

(2) a key administering system for administering one or
more keys separately from the administration of the
access to the door, each key being uniquely assigned to
a key owner, the key administering system having:
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(d) a module for managing the one or more keys and
assigning a key to the key owner independently from
the access privilege for each door,

(¢) a key database for storing one or more keys for each
key owner, and

(1) a module for changing data stored in the key
database,

(3) a door control/lock assembly mounted on each door,
the door control/lock assembly, the door administering
system and the key administering system communicat-
ing with each other through a communications net-
work, the door control/lock assembly for 1dentifying a
user key presented by a key user, and for operating the
door based on the access privilege of the key user when
the 1dentified user key 1s a key administered by the key
administering system, and the key user 1s an individual
authorized to any of the one or more doors by the door
administering system and having access authorization
to the door.

2. The system as claimed 1n claim 1, wherein the door
control/lock assembly carries out the authorization process
when the commumnication between the door control/lock
assembly and the door and key administering systems 1s
interrupted.

3. The system as claimed in claim 1, wherein the com-
munications network includes a wireless communications
network.

4. The system as claimed in claim 1, wherein the com-
munications network includes an IP (Internet Protocol)
communications network, and the door administering sys-
tem and the key administering system include a door admin-
istering server system and a key administering server sys-
tem, respectively.

5. The system as claimed in claim 1, wherein the key of
the key owner includes a key signature unique to the
respective key owner, which 1s not unique to the door and 1s
recognizable by the door control/lock assembly.

6. The system as claimed 1n claimed 1n claim 1, wherein
the communication and authorization process between the
door and key admimistering systems and the door control/
lock assembly are carried out 1n a form of encrypted signals
Or messages.

7. The system as claimed 1n claim 1, wherein each door
control/lock assembly includes;

an 1dentification device for reading the user key presented
by the key user;

a lock adapted to be operated 1n response to the authori-
zation from the door and key administering systems;
and

an embedded controller for controlling the operation of
the 1dentification device and the lock, and the authori-
zation process.

8. The system as claimed 1n claim 1, wherein the door
administering system 1s physically separated from the key
administering system.

9. The system as claimed 1n claim 1, wherein the stored
data pertaining to the doors can be updated when required by

a door administrator and the stored data pertaining to the
keys can be updated when required by a key administrator.

10. The system as claimed 1n claim 1, wherein the door
control/lock assembly, and the door administering system
and key administering system are adapted to be controlled
by a web browser operatively connected to the communi-
cations network.

11. A system architecture for controlling door access and
key management, the system architecture comprising:
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(a) a plurality of door access control and key management
systems, each of which 1s the system for door access
control and key management according to claim 1, the
systems being communicatively and operatively con-
nected to a communication network; and

(b) a Meta server being adapted to serve as an address
reference among the door administering systems and
the key administering systems, which are separately
part of each door access control and key management
system, the Meta server being communicatively and
operatively connected to each of the door access con-
trol and key management systems via the communica-
tions network, wherein the Meta server contains the
address of each separate door administering system and
key administering system each with 1ts associated
umque key Ip codes and unique door Ip codes, and each
door access control and key management system con-
tains the address of the Meta server such that any key
owner, whose keys are administered by any key admin-
1stering system, can be granted access privileges at any
door which 1s administered by any door administering
system.

12. The system as claimed 1n claim 1, wherein the key
owner of a key 1s capable of changing the key of that key
owner at the key database.

13. The system as claimed 1n claim 1, wherein the door 1s
assigned to one or more door administrators, the door
administrator being capable of changing information stored
at the door database and associated with the assigned doors.

14. The system as claimed in claim 1, wherein the door
administering system 1s administered by one or more door
administrators, and the key administering system 1s admin-
istered by one or more key administrators.

15. The system as claimed in claim 1, wherein the door
control/lock assembly sends the identified key to the key
administering system, the door administering system or a
combination thereof to obtain access authorization.

16. The system as claimed in claim 1, wherein the door
administering system assigns, to each door, the key uniquely
assigned to each key owner who 1s an individual having
access authorization to the door.

17. The system as claimed in claim 1, wherein the door
administering system records authorized entries to the doors
and unauthorized attempts to unlock the door.

18. The system as claimed 1n claim 1, wherein the key
database records use of the keys, including authorized access
to the door and unauthorized attempt to unlock the door.

19. The system as claimed in claim 1, wherein the door
administering system and/or the key admimistering system

maintains logs of entries and exits of each user through the
door.

20. The system as claimed 1n claim 1, wherein the system
gathers information which includes (1) time of attempts to
access a door, (11) an 1dentification of a user who attempted
the access, and (111) information on attempts to gain access
to the door by an unknown individual.

21. The system as claimed 1n claim 3, wherein the door
control/lock assembly further includes a wireless transmit-
ter/receiver.

22. The system as claimed 1n claim 4, wherein the door
control/lock assembly and the door and key administering
systems are adapted to be controlled via a web browser
operatively connected to the IP communications network.

23. The system as claimed in claim 5, wherein the key
signature mcludes a numeric code, a sequence of numbers,
a unique signal, or a biometric recognition code.
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24. The system as claimed 1n claim 7, wherein each key
owner has one or more keys for the door, and the door
control/lock assembly includes two or more 1dentification
devices which are diflerent from each other.

25. The system as claimed 1n claim 7, wherein the door
control/lock assembly further includes a module for assist-
ing in the operation of the door control/lock assembly and
sensing the status of the door, the assisting and sensing
module including one or more of the following: a door open
sensor, a speaker and microphone assembly, a camera, an
activity light, a buzzer, a call button, a battery condition
sensor, a smoke sensor, a temperature sensor.

26. The system as claimed 1n claim 7, wherein the
embedded controller includes a database for storing infor-
mation on the keys and users such that, when the commu-
nication between the door control/lock assembly and the
door and key administering systems 1s interrupted, the door
control/lock assembly can carry out the authorization pro-
cess for the door associated therewith.

27. The system architecture as claimed in claim 11,
wherein the communications network includes an IP com-
munications network.

28. The system architecture as claimed 1n claim 11,
wherein the Meta server 1s adapted to be controlled via a
web browser communicatively and operatively connected to
the Meta server through the communications network.

29. The system architecture as claimed in claim 11,
wherein more than one Meta server 1s provided to the door
access control and key management systems.

30. The system as claimed 1n claim 13, wherein the door
administering system allows the door administrator to con-
figure a plurality of security settings for the operation of the
door control/lock assembly.

31. The system as claimed in claim 14, wherein the access
given to a particular key to a particular door 1s communi-
cated to the key administrator for that particular key and/or
the door administrator by the door control/lock assembly.

32. The system as claimed in claim 16, wherein the
identified key 1s compared with the key or keys of the key
owners who are the individuals having access authorization
to the door for the verification.

33. The system as claimed in claim 18, wherein the key
administering system 1s controlled by one or more key
administrators and the key administering system provides
the key administrator with a report of every instance of the
use of the key that has been recorded.

34. The system as claimed 1n claim 19, wherein based on
the logs, 1t 1s determined who 1s 1n a specific area through the
door.

35. The system as claimed in claim 24, wherein the key
owner 1s authorized for access to the door by using all or
several of the keys.

36. The system as claimed in claim 30, wherein the
security settings include a setting specitying who 1s autho-
rized at specific times to the door.

37. The system as claimed in claim 30, wherein the
security setting includes access privileges of each user,
which 1s changeable by the door administrator.

38. The system as claimed 1n claim 30, wherein the door
control/lock assembly has an alarm device, which commu-
nicates with the door administering system, the door admin-
1stering system communicating with an alarm administrator
in accordance with the security setting.

39. The system as claimed in claim 36, wherein the
security settings include a setting specifying who 1s to be
notified 1 an event of an alarm and how the alarm 1s
notified.




Uus 7,170,998 B2

15

40. A method of implementing door access control and
key management via a communications network, the method
comprising steps of:

(1) at a door server, administering access to one or more

doors, icluding;

(a) managing access privilege ol one or more mdividu-
als for each door and assigning access authorization
to each individual for the door; and

(b) at a door database, storing a door identification
uniquely assigned to each door and information on
each authorized individual for each door, data stored
in the door database being updatable;

(2) at a key server, administering one or more keys
separately from the administration of the access to the
door, each key being uniquely assigned to a key owner,
including;:

(c) managing the one or more keys and assigning a key
to the key owner independently from the access
privilege for each door;

(d) at a key database, storing one or more keys for each
key owner, the keys being implemented by key
signatures, data stored in the key database being
updatable;

(3) at a door control/lock assembly, 1dentifying a user key
presented by a key user;

(4) comparing the i1dentified user key to the keys of the
key owners; and
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(5) operating the door based on the access privilege of the
key user by verifving that the i1dentified user key 1s a
key administered by the key server and the key user 1s
an 1ndividual authorized to any of the one or more
doors by the door server and having access authoriza-
tion to the door,

wherein the authorization step 1s carried out through the
communications network between the door server and
the key server.

41. The method as claimed in claim 40, further compris-
ing a step of storing two or more diflerent unique key
signatures for the user whereby all of the different key
signatures are required to gain access to the door.

42. The method as claimed in claim 40, wherein the
communications networks includes an IP communications
network.

43. The method as claimed 1n claim 40, wherein the
communications networks includes a wireless communica-
tions network.

44. The method as claimed 1n claim 40, wherein the
assigning step assigns access authorization to an individual
having a key stored in the key database.

45. The method as claimed in claim 41, wherein any one
of the different key signatures 1s required to gain access to
the door.
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