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SYSTEM AND METHOD FOR USING AN
AD-HOC ROUTING ALGORITHM BASED
ON ACTIVITY DETECTION IN AN AD-HOC
NETWORK

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to a system and method for
managing node communications in a wireless ad-hoc net-
work based upon node activity status. More particularly, the
present invention relates to a system and method for detect-
Ing communication requirements 1 a network and placing
nodes 1n an 1nactive state where conditions allow. Detection
ol increased communication requirements 1s used to place
nodes 1n various stages of activity and to alter network
communication routes based upon node activity levels 1n the
network.

2. Description of the Related Art

In recent years, a type ol mobile communications network
known as an “ad-hoc” network has been developed to
address the needs of multiple mobile device communication
beyond traditional infrastructure coverage. In this type of
network, each user terminal (hereinafter “mobile node”) 1s
capable of operating as a base station or router for other
mobile nodes within the network, thus eliminating the need
for a fixed infrastructure of base stations. Accordingly, data
packets being sent from a source mobile node to a destina-
tion mobile node are typically routed through a number of
intermediate mobile nodes before reaching the destination
node.

More sophisticated ad-hoc networks are also being devel-
oped which, 1n addition to enabling mobile nodes to com-
municate with each other as in conventional ad-hoc net-
works, further enable the mobile nodes to access fixed
networks and communicate with other types of user termi-
nals, such as those on the public switched telephone network
(PSTN) and the Internet. Details of these advanced types of
ad-hoc networks are described in U.S. patent application
Ser. No. 09/897,790 entitled “Ad Hoc Peer-to-Peer Mobile
Radio Access System Interfaced to the PSTN and Cellular
Networks™, filed on Jun. 29, 2001, 1n U.S. patent application
Ser. No. 09/815,157 entitled “Time Division Protocol for an
Ad-Hoc, Peer-to-Peer Radio Network Having Coordinating
Channel Access to Shared Parallel Data Channels with
Separate Reservation Channel”, filed on Mar. 22, 2001, and
in U.S. patent application Ser. No. 09/815,164 entitled
“Prioritized-Routing for an Ad-Hoc, Peer-to-Peer, Mobile
Radio Access System™, filed on Mar. 22, 2001, the entire
content of each being imcorporated herein by reference.

In such ad-hoc networks, data flow 1s from node to node,
and relies heavily on optimum route selection. Factors such
as transmission power consumption and pipeline delays play
a critical role 1n selecting transmission routes through the
network. For example, certain service classes such as voice
data, requires mimimal pipeline delays during transmission.
However, minimizing pipeline delays often increases trans-
mission power levels, which may overly burden the limited
power supply of mobile nodes. One approach to improving
mobile node power consumption efliciency includes placing
nodes 1nto varying degrees ol inactivity, as allowed by
communication requirements.

For example, when a node 1n a network 1s not active, it can
go 1nto a more dormant state where it can send fewer
packets, thus reducing 1ts over-the-air bandwidth consump-
tion, and significantly reduce the power drain on 1ts battery
and the batteries of other nodes which receive those packets,
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to achieve maximum useful life for the node batteries. This
1s especially useful when considering the deployment of
remote sensor nodes where long life of node batteries 1s
critical. Sensor nodes are nodes which are capable of per-
forming the node functions described above, but can also
monitor, for example, environmental conditions such as
temperature, humidity, wind, and so on. Such sensor nodes,
or sensors, belong to a class of devices that need to have
network capability, but utilize the network sporadically, and
are potentially inactive for long periods of time.

As can be appreciated by one skilled in the art, nodes 1n
a network not only transmit, receive and route packets of
information from node to node within the network, but also
transmit, receive and route packets to and from nodes
located beyond the network. Nodes 1n the ad-hoc network
generate these packets, which may be classified as either
data packets or control packets. The distinction between data
and control packets allows node participation within the
network to be modified based on whether or not the node 1s
active at a given point 1n time. That 1s, data packets include
packets which are generated by the user and perform some
activity, such as using streaming video applications. Control
packets are created to discover other nodes, build routing
tables and share network topology between nodes. There-
fore, as among network nodes, sending and receiving control
packets with greater frequency results 1n more accurate and
complete knowledge of the network.

A problem with frequent packet transmission, however, 1s
that node transmitters used 1n packet transmission typically
are the largest power consuming component of the node.
Therefore, for each instance where node transmitter use may
be avoided by not sending messages, significant power
consumption savings can be achieved. However data pack-
ets, as compared to control packets, may not be avoided to
the same extent, as data packets are generated by the user
and perform some activity. Control packet transmissions
however, may be reduced 1n situations where the need for
node updates are smaller.

Ad-hoc networks typically require a mechamism by which
to discover other nodes, build routing tables and share
network topology amongst the nodes. This 1s achieved using
messaging that 1s typically described as overhead messag-
ing, and may contain control packet transmissions. Control
packet transmissions are required, for example, to the extent
node updates are needed. Therefore, reducing the need for
frequent node updates 1s one approach to reducing trans-
mitter usage i network nodes. Many ad-hoc networks
typically have update rates that are i1n the order of 1 to 5
seconds, based on the presumption of high rates of change
and high tratflic demand. One approach to reducing node
updates has been to design a network where the network
nodes are synchronized and all “wake up” at the same time
to share mformation. However, this 1s not always an eflec-
tive techmque of achieving power savings through reduced
node activity. For example, 1n such an arrangement, because
a node cannot transfer data until the “wake up” time,
frequent update delays may result. Furthermore, the network
nodes cannot always be easily synchronized with one
another. Implementing data updates at “wake up” 1s particu-
larly diflicult in a mobile ad-hoc network where nodes join
and leave the network arbitrarily and on a regular basis.

Accordingly, a need exists for a system and method to
reduce the frequency of control packet transmissions in an
ad-hoc network, thereby reducing demand on limited power
supplies at mobile nodes.



US 7,142,524 B2

3
SUMMARY OF THE INVENTION

An object of the present invention 1s to provide a system
and method for placing nodes within an ad-hoc network into
various stages of inactivity based upon network communi-
cation requirements.

Another object of the present invention 1s to provide a
system and method for calculating required data updates for
nodes within an ad-hoc network based upon node activity
levels.

Still another object of the present invention 1s to calculate
transmission routes based upon node activity levels.

These and other objects are substantially achieved by
providing a system and method for determining communi-
cation requirements and placing nodes within an ad-hoc
network ito various stages of inactivity. The system and
method provides an algorithm to detect changes 1n node
activity levels and alter operations, such as update transmis-
sions and route selections, based upon changes detected. In
particular, the algorithm determines activity level at a node
at each routing update interval based on factors such as a
number of new destinations the node can reach, a number of
route modifications that the node can implement, a number
of routes from the node whose lengths have changed and a
number of destinations the node can no longer reach. The
node can then increase or decrease the rate that 1t exchanges
its routing information with neighboring nodes based on an
increase or decrease 1n this activity level.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other objects, advantages and novel features of
the mnvention will be more readily appreciated from the
following detailed description when read in conjunction
with the accompanying drawings, in which:

FIG. 1 1s a block diagram of an example of an ad-hoc
wireless communications network including a plurality of
nodes employing an embodiment of the present imnvention;
and

FIG. 2 1s a block diagram of an example of a wireless
node as shown in FIG. 1.

DETAILED DESCRIPTION OF TH.
PREFERRED EMBODIMENTS

L1

FIG. 1 1s a block diagram illustrating an example of an
ad-hoc packet-switched wireless communications network
100 employing an embodiment of the present invention.
Specifically, the network 100 includes a plurality of mobile
wireless user terminals 102-1 through 102-n (referred to
generally as nodes 102 or mobile nodes 102), and can, but
1s not required to, include a fixed network 104 having a
plurality of access points 106-1, 106-2, . . . 106-n (referred
to generally as nodes 106 or access points 106), for provid-
ing nodes 102 with access to the fixed network 104. The
fixed network 104 can include, for example, a core local
access network (LAN), and a plurality of servers and gate-
way routers, to provide network nodes with access to other
networks, such as other ad-hoc networks, the public
switched telephone network (PSTN) and the Internet. The
network 100 further can mnclude a plurality of fixed routers
107-1 through 107-n (referred to generally as nodes 107 or
fixed routers 107) for routing data packets between other
nodes 102, 106 or 107. It 1s noted that for purposes of this
discussion, the nodes discussed above can be collectively
referred to as “nodes 102, 106 and 107", or stmply “nodes”.
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4

Depending on the type of application or environment 1n
which the network 100 1s being used, the mobile nodes 102,
as well as the fixed routers 107, can be configured as sensor
nodes. Sensor nodes, or sensors, belong to a class of devices
that need to have network capability, but utilize the network
sporadically, potentially being inactive for long periods of
time. Sensor nodes can monitor conditions, for example,
environmental data such as temperature, humidity, wind
velocity and so on, and can provide that information to a
central collection. Typically, a network 100 whose nodes
102 and/or 107 are configured as sensor nodes would not
include a fixed network 104 and IAPs 106 as described
above. A sensor network will perform the same operations as
a traditional network, however a sensor network allows
slightly different operational tuning, such as minimum
update times. Furthermore, the network 100 typically would
not commingle regular mobile nodes 102 and regular fixed
routers 107 with mobile nodes 102 and fixed routers 107 that
are configured as sensors. In other words, the network 100

would typically include either sensor-type nodes, or regular
nodes and routers (and possibly LAPs 106), but not both.
However, the scope of the mvention 1s not limited to this
restriction, and circumstances may arise in which sensor
nodes and “regular” nodes are used in a common network
100.

As can be appreciated by one skilled 1n the art, the nodes
102, 106 and 107 are capable of communicating with each
other directly, or via one or more other nodes 102, 106 or
107 operating as a router or routers for packets being sent
between nodes, as described 1n U.S. Pat. No. 5,943,322 to
Mayor, which 1s incorporated herein by reference, and 1n
U.S. patent application Ser. Nos. 09/897,790, 09/813,157
and 09/815,164, referenced above.

As shown 1n FIG. 2, each node 102, 106 and 107 includes
a transcerver 108 which 1s coupled to an antenna 110 and 1s
capable of receiving and transmitting signals, such as pack-
ctized signals, to and from the node 102, 106 or 107, under
the control of a controller 112. The packetized data signals
can 1nclude, for example, voice, data or multimedia infor-
mation, and packetized control signals, including node
update information.

Each node 102, 106 and 107 further includes a memory
114, such as a random access memory (RAM), that 1s
capable of storing, among other things, routing information
pertaining to itself and other nodes in the network 100. The
nodes 102, 106 and 107 exchange their respective routing
information, referred to as routing advertisements or routing
table information, with each other via a broadcasting mecha-
nism periodically, for example, when a new node enters the
network 100, or when existing nodes 1n the network 100
move.

As further shown in FIG. 2, certain nodes, especially
mobile nodes 102, can include a host 116 which may consist
of any number of devices, such as a notebook computer
terminal, mobile telephone unit, mobile data unit, or any
other suitable device. Each node 102, 106 and 107 also
includes the appropriate hardware and software to perform
Internet Protocol (IP) and Address Resolution Protocol
(ARP), the purposes of which can be readily appreciated by
one skilled 1n the art. The appropriate hardware and software
to perform transmission control protocol (TCP) and user

datagram protocol (UDP) may also be included.
As shown 1n FIG. 1, the deployment of nodes 102, 106

and 107 within network 100 are of mixed characteristics,
ranging irom highly mobile devices to full stationary
devices, each potentially having a broad range of node
activity profiles. The activity of a node 102, 106 or 107 1n
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FIG. 1 has two components. The first component 1s defined
by the frequency with which the node wants to communicate
with other nodes and/or other networks. The second com-
ponent of node activity 1s defined by the rate at which the
node’s location within the network changes. An example of
the manner in which this rate of change, or in other words,

the mobility of the node, can be measured and monitored 1s
described 1n U.S. patent application Ser. No. 09/987,102,
entitled “System and Method for Determining the Measure
of Mobility of a Subscriber Device 1n an Ad-Hoc Wireless
Network with Fixed Wireless Routers and Wide Area Net-
work (WAN) Access Points”, filed on Nov. 13, 2001, the
entire contents of which being incorporated herein by ret-
erence. The node 1s mnactive if 1t 1s both stationary and silent
(1.e. not communicating), but 1f the node starts moving, or
wants to communicate something, it 1s becoming more
active. The embodiment of the present invention described
below presents a method and system for managing the rate
of change for a node 102, 106 or 107 from 1nactive to active,
and vice-versa.

To date, the deployment of network architectures has been
tor wide area, highly mobile applications. However, there
are scenarios where a mobile ad-hoc network 1s appropriate,
but will exhibit reduced node activity behavior. Knowledge
of the activity of network nodes can be used to greatly
reduce the amount of mformation that needs to be distrib-
uted in periodic control messages that are exchanged
between nodes. An 1nactive node 102, 106 or 107 can reduce
the frequency of its control packet information exchange.
Other nodes of the network 100 will not be required to share
information about these inactive nodes as frequently with
other nodes due to the fact that, while 1n an inactive state, the
inactive node 1s not being used, and no outside entities are
trying to make contact with them.

When a node 102, 106 or 107 becomes active, either due
to node movement or node commumcation activity, the
controller 112, for example, of the node becoming active
will execute a setup control message exchange bringing the
state of that node to active to the key members of the
network 100, such as other neighboring nodes 102, 106 or
107, required to eflectively route the information between
the node and the external entity. At that point, the newly
active node’s control information will become more wide-
spread through the part of the network 100 local to the node
(1.e., the nodes neighbors that are within the nodes broadcast
range), to thus assist with the effective and reliable delivery
of data payloads.

Typically, when nodes 102, 106 and 107 of network 100
are 1nactive, the update rates can be as slow as 30 seconds
or longer, which can be referred to as the passive refresh
rate. While the nodes are simply maintaining basic connec-
tivity, the age of update information 1s not critical. However
once a node 102, 106 or 107 wants to send or receive
information, the node needs more accurate network infor-
mation, so update rates are increased. When each node of
network 100 1s 1n a passive listening mode, each 1s routinely
receiving routing and network update messages, at a slow
rate, and sending update messages at the same slow rate,
until there 1s a demand for network tratfic.

When a node 102, 106 or 107 senses a request to send
data, the node increases 1t’s update rate (for example, to a
new rate equal to twice the passive refresh rate). If the node,
or terminal, 1s actively involved 1n the routing of informa-
tion, as the source, sink or an intermediate router, 1t waill
increase 1ts update rate even further (for example, to a new
rate equal to four times the passive refresh rate). Once the

5

10

15

20

25

30

35

40

45

50

55

60

65

6

traffic subsides, the node will slowly reduce the raised
update rate back down to the passive rate.

In network 100 of FIG. 1, a node listens for activity on the
reservation channel after power on to discover nodes that are
participating in the network. Once the node has built a
preliminary network map, 1t advertises 1tself and 1t’s view of
the network 100 as a precursor to actively participating in
the network 100, and sending routine updates. However, 1t
1s possible that all nodes 102, 106 and 107 within the node’s
neighborhood may currently be hibernating. Therefore, even
i the node does not see any network ftraflic, 1t 1s not
necessarily the only node in the neighborhood. The node
should thus send a broadcast message to see 1f 1t can wake
any sleeping neighbors nodes 1n the network 100.

Also 1 accordance with an embodiment of the present
invention, a “power on” algorithm, in use with nodes 102,
106 and 107 operating at various levels of activity, may be
used to determine routing table update intervals. As dis-
cussed earlier, updates to the routing table requires control
packet transmissions which adversely ail

ect mobile node
power consumption levels. In an embodiment of the present
invention discussed below, the frequency of required
updates 1s determined, and a maximum interval between
updates 1s calculated. Using a maximum 1interval between
updates, the lowest possible number of transmissions are
achieved.

In addition, each node 102, 106 and 107 maintains basic
connectivity and continually exchanges updates with other
nodes to some extent. When nodes are active, updates may
be received with greater frequency. When nodes are 1nactive,
updates may be received with less frequency, and are
constantly monitored for the deviations which result 1n a
transition from an 1nactive to active state. The route interval
1s based on the rate of change of entries and their routing
locations within a routing table.

The routing metric for each node can be computed by, for
example, 1ts controller 112 as the sum of deviations from the
previous update. For purposes of the following discussion, a
node for which a routing metric 1s being calculated will be
referred to as a “subject node” to distinguish 1t from its
neighboring nodes. The deviations are computed as follows:

Sum=new destinations+new next hops+new routing
lengths+deleted destinations

(1)

Each term of equation (1) has an integer value. The “new
destinations” variable represents the number of new desti-
nations that the node can reach, the “new next hops™ variable
represents the route modifications caused by alternate paths
which come about as the changes 1n neighbor routing tables
are mcorporated, the “new routing lengths™ represents the
number of routes that the node can use whose lengths have
changed, and the “deleted destinations™ represents the num-
ber of destinations that the node can no longer reach. The
sum produced by equation (1) can be extended to include
other routing metrics such as bandwidth utilization, conges-
tion (both nodal and within the neighborhood), battery level,
and network fragmentation (strongly connected with mul-
tiple alternate routes or weakly connected where each route
1s 1mportant).

It 1s noted that over a period of time, the sum calculated
by equation (1) at each update interval will produce a series
of sum values. By plotting these values with respect to time,
a function of the trend in the sum values will be created.
Hence, the degree by which the rate of exchange of routing
information by that node should be increased or decreased
can be determined based on the derivative of that function.
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For example, when the subject node remains stationary,
and all of its neighboring nodes remain stationary, the value
of sum calculated by equation (1) above 1s zero. That 1s, a
network of stationary nodes will not generate any “new
destinations”, “new next hops”, “new routing lengths™ or
“deleted destinations™, as no position changes occur. If the
subject node and 1ts neighboring nodes remain constant for
several updates, the function of the plot of sum values over
time does not increase or decrease. For instance, a constant
routing table, such as would be expected 1n a deployed
closed network of static sensors, would yield a derivative of
zero. Hence, the derivative of that function (which 1s a
straight horizontal line) taken at any routing update interval
1s zero. Accordingly, no increase or decrease in the rate of
exchange of routing information by the subject node 1is
necessary. Rather, where a derivative of zero 1s produced,
the routing algorithm run by the controller 112 of the subject
node directs the use of maximum time intervals between
routing updates, where the time 1ntervals may be selectable
based upon network requirements or other design factors.

This 1s likewise the case when the sum values remain at
a certain value over a period of time. For example, assuming
that the variables of equation (1) result in a value of 5 for
several updates, then the function 1s also a straight horizontal
line for that period, and the derivative of the function taken
at any of those update intervals 1s thus zero. Hence, even
though movement may be occurring by the subject node or
he other nodes 1n the network, 1f that movement 1s such that

t
the sum value does not change from update to update, then
t

[

ne rate at which the subject node exchanges routing infor-
mation with 1ts neighboring nodes does not change.

On the contrary, 1f the movement of the subject node
and/or the other nodes 1n the network 1s such that the sum
values change from update to update, the dernivative of the
function taken at those updates will change from update to
update. For example, 11 the movement of the subject node
and/or 1ts neighboring nodes produces a certain sum value
from equation (1) at an update interval, and then produces a
larger sum value at the next update interval, the function
plotted between those intervals will be an increasing line.
The derivative of that function will thus be a positive value.
If the sum value continues to increase from update interval
to update interval, the derivative taken at each interval will
be a positive value, and can increase if the increase in the
sum value 1s larger from update interval to update interval.

Accordingly, as the derivative of the sum increases, the
rate of routing updates must be increased to respond to
increased dynamism within the network and force the net-
work connectivity to a steady state. That is, as the denivative
of the algorithm becomes positive, the rate of routing
information exchange increases to respond to the change 1n
the routing tables. Once a steady state has been achieved, the
rate of routing updates can be reduced again to save battery
power.

On the other hand, if the sum values decrease from update
interval to update interval, the function plotted between
those intervals will be a decreasing line. Accordingly, the
derivative taken at any of those intervals will be negative. As
the derivative becomes negative, the rate of routing infor-
mation exchange 1s slowed to recover the bandwidth which
1s no longer required due to lack of change in the routing
tables.

In the case of an istantaneous positive change, followed
by a zero derivative, the rate of exchange 1s slowed gradu-
ally to insure that the algorithm does not lead to an oscil-
lating exchange rate. An example of an instantaneous
change that could lead to oscillation 1s the activation of a
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new node. In this case, routing information 1s exchanged at
a rate greater than the minimum rate to insure that the
locality information of the new node 1s propagated to
destinations which might seek to find 1t. Without a gradual
slowdown, nodes which advertise this new node could cause
a rapid reaction to the new next hops and routing lengths
which may rise as the network converges to the optimum
routes.

Additionally, 1nactive nodes are better candidates for use
as a router 1n the case where routes are chosen between
active nodes and inactive nodes. Using an active node would
result in the further decrease of throughput for the active
node 1t it were chosen as a router because 1t 1s transmitting
its own data as well as the data for the node using the active
node as a router. This knowledge 1s propagated to other
nodes by including 1t 1n periodic control traflic as a routing
metric enabling these mformed decisions.

Another benefit of the present invention 1s the ability to
clevate the prionity of the active nodes within the network
100, making the assumption that other nodes will be more
likely to perform operations ivolving the active node, and
thus can elevate the priority of data involving the active
nodes, thus increasing the over-all efliciency of how nodes
process data. This priornity elevation will also cause the
network itself to increase the distribution of the active
node’s control information to a wider area to give the data
stream more routing options through the network increasing,
the robustness and reliability of that data stream.

Although only a few exemplary embodiments of the
present invention have been described 1n detail above, those
skilled 1n the art will readily appreciate that many modifi-
cations are possible in the exemplary embodiments without
materially departing from the novel teachings and advan-
tages of this mvention. Accordingly, all such modifications
are mtended to be included within the scope of this inven-
tion.

What 1s claimed 1s:
1. A method for controlling communication 1n an ad-hoc
wireless network based upon node activity, comprising:

determining an activity level at a node using an algorithm,
said node having an information exchange rate at which
saild node sends information to at least one other
neighboring node in said network; and

changing said information exchange rate in response to a
change 1n said activity level, wherein said algorithm
determines said activity level according to the follow-
Ing equation:

Sum =new destinations+new next hops+new routing
lengths+deleted destinations

where sum represents a sum of one or more deviations from
a previous information update, new destination represents a
number of new destinations said node can reach, new next
hops represents a number of route modifications said node
can 1mplement, new routing lengths represents a number of
routes from said node whose lengths have changed and
deleted destinations represents a number of destinations said
node can no longer reach.

2. A method as claimed 1n claim 1, wherein said activity

level comprises:

a first component defined by a frequency with which said
node wants to communicate with other nodes and/or
other networks; and

a second component defined by the rate at which said
node’s location within said network changes.

3. A method as claimed 1n claim 1, wherein said node

sends said information 1n the form of data packets.
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4. A method as claimed 1n claam 1, wherein said infor-
mation includes routing information pertaining to said node.

5. A method as claimed in claim 1, wherein said changing
increases or decreases said information exchange rate in
response to an increase or decrease, respectively, 1n said
activity.

6. A method as claimed in claim 1, wherein said infor-
mation exchange rate has a minimum value when said
activity level 1s at a minimum.

7. A method as claimed in claim 1, wherein said node
includes a sensor, mobile device, router or intelligent access
point.

8. A node 1n an ad-hoc communication network, adapted
to control 1ts communication based upon node activity, said
node comprising:

a controller, adapted to determine an activity level at said
node using a first algorithm, said node having an
information exchange rate at which said node sends
information to at least one other neighboring node 1n
sald network; and

said controller being further adapted to change said infor-
mation exchange rate in response to a change in said
activity level,

wherein said algorithm determines said activity level
according to the following equation:

Sum=new destinations+new next hops+new routing
lengths+deleted destinations

where sum represents a sum of one or more deviations from
a previous mformation update, new destination represents a
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number of new destinations said node can reach, new next
hops represents a number of route modifications said node
can 1mplement, new routing lengths represents a number of
routes from said node whose lengths have changed and
deleted destinations represents a number of destinations said
node can no longer reach.

9. A node as claimed in claim 8, wherein said activity
level comprises:

a first component defined by a frequency with which said
node wants to communicate with other nodes and/or
other networks; and

a second component defined by the rate at which said
node’s location within said network changes.

10. A node as claimed 1n claim 8, further comprising a
transmitter which 1s adapted to send said information in the
form of data packets.

11. A node as claimed 1n claim 8, wherein said informa-
tion includes routing information pertaining to said node.

12. A node as claimed 1n claim 8, wherein said controller
increases or decreases said information exchange rate 1n
response to an increase or decrease, respectively, m said
activity.

13. A node as claimed 1n claim 8, wherein said informa-
tion exchange rate has a minimum value when said activity
level 1s at a minimum.

14. A node as claimed i1n claim 8, wherein said node
includes a sensor, mobile device, router or intelligent access
point.
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