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QUICK STARTING EXTERNAL
PROGRAMMER FOR IMPLANTABLE
MEDICAL DEVICE

CROSS-REFERENCE TO RELATED
APPLICATION(S)

This application 1s a continuation of U.S. patent Ser. No.
10/673,766, filed on Sep. 29, 2003, now U.S. Pat No.

6,915,417, which 1s a continuation of U.S. patent application
Ser. No. 09/474,842, filed on Dec. 30, 1999, now 1ssued as

U.S. Pat. No. 6,636,963, the specifications of which are
incorporated herein by reference.

FIELD OF THE INVENTION

This 1nvention relates to systems and methods for oper-
ating computers and other types of microprocessor-based
systems. In particular, the invention relates to a system and
method for quickly starting up a microprocessor-based sys-
tem such as an external programmer used gather data from
and program a cardiac rhythm management device.

BACKGROUND

In order for a computer or other microprocessor-based
system to be in an operational state capable of executing
multiple application programs (i.e., those programs that give
the system specific functionality), the system must be under
the supervisory control of operating system (OS) software.
This operational state involves particular code and data
being stored 1n memory that enable the OS to maintain
supervisory control over how the system resources are
allocated to the various application processes. The usual
means by which the operational state 1s attained 1s through
a boot sequence, 1n which the processor (CPU) first begins
executing (e.g., upon powering up ifrom a powered down
condition) at a specific location 1n a non-volatile read-only
memory (ROM). That 1s, the program counter of the CPU
(or mstruction pointer 1n Intel x86 architectures) 1s mitially
loaded with the starting address of software in the ROM,
usually referred to as the BIOS (basic input/output system)
because of other functions performed by the software. The
BIOS code contained in the ROM defines the basic steps
taken by the system when it starts, including hardware
detection and initialization and loading of the operating
system by a bootstrap loader. Execution of the bootstrap
loader causes the boot record of the storage medium con-
taining the operating system software (e.g., a hard disk,
floppy, or CD-ROM) to be read into system memory, which
i1s usually wvolatile dynamic random access memory
(DRAM). The boot record contains a boot program which 1s
then executed to begin the process of loading the operating,
system 1nto memory from the storage medium.

The process of booting the system 1s time-consuming
because the operating system must perform certain compu-
tations 1n order to configure itself to the particular system,
including hardware detection/initialization and the building
of various data structures to be used 1n the management of
system resources such as memory and processor time. In
certain situations, it would be advantageous for a system to
be able to transition quickly to a booted operational state
without going through a lengthy boot process. It 1s toward
that general objective that the present invention 1s primarily
directed.

SUMMARY OF THE INVENTION

The present invention is a system and method for enabling
a computer or other microprocessor-based system to transi-
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tion to a target state without going through a boot process.
The target state 1s a booted operational state 1n which the
operating system 1s in control of system resources, and
application programs are either loaded in memory or avail-
able for loading from a storage medium by the operating
system. In accordance with the invention, an 1mage of the
target state 1s captured and saved in a nonvolatile 1image
storage medium. The 1image of the target state includes the
contents of volatile DRAM memory and the values stored 1n
processor registers when the system 1s 1n the target state. In
one embodiment, a restore routine contained in a nonvolatile
memory 1s executed upon power-up ol the system. The
restore routine then extracts the target state image from the
image storage medium and begins the process of restoring
the target state. After the system memory and registers are
loaded with values corresponding to the target state, pro-
cessor execution 1s transferred to an operating system return
routine that returns control of the system to the operating
system soltware.

In accordance with the invention, the target state 1mage
contained 1n the image storage medium includes a memory
image and a target state data structure. The target state data
structure contains values to be stored in the processor’s
registers and information enabling the restore routine to
properly store the memory 1mage into system memory. In
one embodiment the memory 1mage 1s formed by directly
copying contents of the system volatile memory. The copied
contents are then stored in the 1mage storage medium, with
or without data compression. The memory 1image can then
be copied directly from the image storage medium into
appropriate memory locations by the restore routine. In
another embodiment, the target state 1mage 1s generated by
an 1mage saving routine that uses the paging scheme 1mple-
mented by the operating system to create a memory 1image
made up of page frames, 1.¢., corresponding only to memory
locations actually used by the system in the target state.
Information from the page tables maintained by the operat-
ing system are then copied to the target state data structure
for enabling restoration of the page frames 1n memory by the
restore routine.

BRIEF DESCRIPTION OF THE

DRAWINGS

FIG. 1 1s a system diagram of a microprocessor-based
system suitable for incorporating a system 1n accordance
with the mvention.

FIG. 2 1s a block diagram of the software components for
a particular implementation of the imvention.

DETAILED DESCRIPTION OF TH.
INVENTION

(Ll

The present invention may be embodied as a system for
transitioning a microprocessor-based system to a target state
booted with operating system software. The system employs
a restore routine to restore the system’s volatile memory and
processor registers to correspond to the target state. An
image storage medium contains an 1image of the target state
made up of a memory 1mage and a target state data stricture.
The 1mage storage medium 1s a nonvolatile memory or
storage device such as an electrically erasable program-
mable read-only memory (EEPROM, a.k.a. flash ROM), a
hard disk, floppy disk, ferro-electric memory, battery-
backed RAM, or an optical storage medium. The restore
routine 1s contained 1n a non-volatile memory such as a flash
ROM or battery-backed RAM, but may relocate 1tself during
execution to an area of volatile memory known to be unused
in the target state. The restore routine would typically be
contained in the same medium as the system BIOS and
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execute 1 lieu of the BIOS’s boot program. The image
storage medium may be a flash ROM or other non-volatile
medium with suflicient storage capacity such as a hard disk.
The restore routine includes code for retrieving the memory
image and the target state data structure from the image
storage medium. After restoration of volatile memory and
processor registers to correspond to the target state, proces-
sor execution 1s transierred to an operating system return
routine by loading the processor’s instruction pointer with
the routine’s address. The operating system return routine
then returns control of the system to the operating system
software after making any further needed adjustments.

A target state 1mage saving routine executed by the
operating system may be used to generate and save the target
state image. In one embodiment, a copy of the contents of all
of volatile memory in the target state 1s stored as part of the
target state 1mage. In order to reduce to size of the target
state 1mage, data compression techniques can be applied to
the memory contents before storing. In another embodiment
of the invention, rather than storing the entire contents of
volatile memory, only the contents of locations in volatile
memory that are actually in use by the system in the target
state are saved as a memory 1mage. The size of the memory
image that must be stored in order to restore the target state
1s thus decreased. (Further decreases can be obtained by
using data compression techniques to compress the memory
image.) In order to accomplish this, the image saving routing
uses the paging scheme of the operating system in order to
identily used memory locations 1n a target state. Paging 1s a
technique 1n which the operating system allocates units of
memory called pages 1n a linear address space and maps
those pages to page frames 1n physical address space (1.e., to
physical locations in memory). The linear address space may
be larger than the physical address space with unmapped
pages kept on a storage medium such as a hard disk and
copied into memory as needed, thus providing one way of
implementing a virtual memory. Page tables maintained by
the operating system and the paging mechanism of the
processor provide the page to page frame mapping function.
The memory image corresponds to pages 1n linear address
space that are mapped 1nto page frames of physical address
space by the paging scheme of the operating system 1n the
target state. It thus represents only the contents of those
memory locations that are actually 1n use 1n the target state.
The target state data structure contains information derived
from the operating system’s page tables that relates the
stored memory 1mage to physical addresses. The restore
routine retrieves the target state data structure from a known
location 1n the image storage medium. Code in the restore
routine then copies the memory 1mage to volatile memory in
a manner that restores the page frames of the target state.
The target state data structure also contains the contents of
the processor’s registers in the target state so that the
registers can be reloaded with the values by the restore
routine.

As aforesaid, a target state 1mage saving routine 1s
executed 1n order to take a snapshot of the target state. A
target state process may first be executed 1n order to move
the system to the desired target state before the image saving
routine 1s called. In order to 1solate the system resources and
allow unlimited access to memory while an 1mage of the
system 1s captured, the image saving routine 1s implemented
as an interrupt servicing routine which executes at the kernel
privilege level and with interrupts disabled. So that no
changes will be made to the hard disk files during the image
capturing process, the disk file system 1s unmounted by the
image saving routine. After the image 1s saved in the image
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storage medium, execution jumps to the operating system
return routine which remounts the file system, re-enables
interrupts, and executes an interrupt return to the target state
process 1n order to relinquish control back to the operating
system. This 1s the same operating system return routine
jumped to by the restore routine 1n the final stages of
restoring the target state. The operating system return rou-
tine 1s thus contained 1n the page frames of the target state.

In capturing the target state image, the image saving
routine scans the presently used paging directory and paging
tables and generates a copy of the page directory filled with
linecar addresses of paging tables. This structure enables
translation of linear addresses to physical addresses. The
image saving routine further generates a list of physical
addresses of page frames stored in volatile memory loca-
tions from the contents of page tables. A list of linear
addresses of pages that are mapped to page frames 1n
memory 1n the target state 1s also created to enable transla-
tion ol physical addresses to linear addresses by indexing
into the list with a physical address. The target state image
saving routine uses the list of linear addresses of mapped
pages and the list of physical addresses of page frames to
create the memory 1mage for storing in the image storage
medium.

In the case where the 1image storage medium 1s flash
ROM, the image saving routine must use the paging scheme
to access 1t. Accordingly, code 1s provided 1n the target state
image saving routine for: (a) obtaining a physical address of
the 1mage storage medium from a hardware configuration
file, (b) patching a blank entry of the page directory with the
physical address of a page table created to contain the
physical addresses of the image storage medium, (c) access-
ing the storage device with a linear address corresponding to
the patched entry in the page directory and the page table
pointed to thereby, and (d) storing the memory 1mage and
target state data structure 1n the image storage medium. If the
image storage medium 1s a hard disk, on the other hand, the
file system 1s unmounted and interrupts disabled during the
image capture process for the reasons stated above. There-
fore, code 1s provided 1n the target state 1mage saving routine
for: (a) accessing the hard disk without mterrupts, (b)
interpreting a partition table of the hard disk to find a
designated storage file and calculate a linear block address
thereof, and (c) storing the target state data structure and
memory 1mage 1n the designated storage file.

Since there 1s no operating system present before the
target state 1s reached, the retrieval and storing of the
memory 1mage by the restore routine 1s performed using
physical addresses with paging switched ofl. The target state
data structure includes a list of physical addresses that
corresponds to volatile memory locations 1 which page
frames are stored in the target state. The list 1s then
employed by the restore routine to store the memory image
retrieved from the storage device into volatile memory at
selected locations. The restore routine then switches on
paging before transier to the operating system return routine.
The target state data structure contains the physical address
of the page directory in the target state, and the restore
routine then includes code for: (a) patching the page direc-
tory so that physical addresses of restore routine nstructions
are mapped to the same physical addresses, (b) saving
information for unpatching the page directory in the target
state data structure, and (¢) enabling paging before jumping,
to the operating system return routine. The target state data
structure contains the physical address corresponding to the
memory location of the target state data structure in the
target state, enabling the restore routine to write to the target
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state data structure. Code 1n the operating system return
routine then invalidates translation lookaside buflers of the
paging mechanism, and unpatches the page directory with
information contained 1n the target state data structure.

The following 1s a description of an exemplary imple-
mentation 1n which a system 1n accordance with the inven-
tion 1s incorporated into an external programmer for a
cardiac rhythm management device (e.g., a pacemaker). The
programmer 1s thus provided with the capability of quick
starting from a powered down condition without going
through a lengthy boot process, thus saving time for the
clinician and patient when the pacemaker i1s monitored
and/or programmed either at the time of implant or during
tollow-up. The implementation as described has been shown
to be capable of transitioning from a powered down to an
operational state 1n less than twenty seconds, a result that has
heretofore not been achieved by any currently available
external programmer using a 16-bit or greater microproces-
SOF.

As 1llustrated 1n FIG. 1, the programmer 1n this example
1s a microprocessor-based system 10 that includes a Pentium
processor 12, a DRAM memory 14, a hard disk drive 16
with 1ntegrated controller, a video adapter 18 for driving a
display, a keyboard/mouse controller 20, and a non-volatile
flash ROM memory 35. The components connect to the
system over a system bus 30 or a PCI bus 40. Also intertaced
to the system over an ISA bus 1s an I/O subsystem 22 that
includes telemetry and EKG circuits, each with a processor,
memory, and I/O interface circuitry. The flash ROM 20
contains the BIOS (basic input/output system) and a restore
routine that restores the DRAM memory and processor
registers to a target state upon powering up the unit. When
configured to do so, the BIOS startup routine transiers
control to the restore routine after completing the normal
hardware detection and 1nitialization tasks, rather than boot-
ing the operating system software from the hard drive. The
target state 1mage, which includes a memory 1mage and a
target state data structure, 1s stored in either the hard drive
or the flash ROM and is extracted by the restore routine for
loading into memory and the processor registers 1n order to
move the system to the target state. The /O subsystem 22
also has tlash ROM memories for the EKG and telemetry
circuits which may contain restore routines to facilitate
quicker booting of those systems. The telemetry and EKG
circuits also contain DSPs (digital signal processors) that
have flash memory for their boot Lip as well as for filtering,
control and functional algorithms. Using flash ROM memo-
ries as target state 1mage storage media for both the main
system 10 and I/O subsystem 22 provides a quicker startup
than a hard disk drive, as the flash memory 1s initialized
immediately after power 1s established, whereas the hard
drive takes 3 to 5 seconds to 1itialize due to the motor spin
up time. Access times are also faster with flash ROM
memory.

In this exemplary implementation, the operating system
(OS) software used 1s the QNX operating system along with
the QNX Windows graphical user interface. QNX 1s a
real-time OS that provides memory management and
resource allocation for application programs running under
it that provide specific functionality to the programmer (e.g.,
telemetry and EKG processing). The target state image may
include only QNX, with all application processes being
loaded from the hard drive, or may additionally include one
or more application processes that are started immediately
upon attaining the target state. Additional application pro-
cesses may then loaded from the hard drive by the OS as
they are needed in the normal manner.

10

15

20

25

30

35

40

45

50

55

60

65

6

As described above, the quick starting system that is
incorporated into the programmer 1s made up of three main
soltware components as shown 1n FIG. 2: a restore routine
200, a target state image saving routine 100, and an oper-
ating system return routine 300. The restore routine includes
all of the code and data structures used in restoring the
system to the target state and 1s located 1n the BIOS address
space (1.¢., in the ROM or flash ROM containing the BIOS).
It 1s executed 1n place of the BIOS’s boot program after the
BIOS completes its hardware 1nitialization tasks. Since the
hardware components are known beforehand 1n this 1mple-
mentation, initialization code 1n the BIOS 1s modified to
store preset values 1n hardware registers rather than going
through an algorithmic hardware detection and initialization
procedure 1n order to further decrease the startup time. After
completion of the state restoration procedure, a jump 1s
made to the operating system return routine 300 1n the QNX
address space which, as described below, 1s also the endpoint
of the target state 1mage saving routine. The target state
image saving routine 100 and operating system return rou-
tine 300 are QNX processes located 1n the address space
allocated by QNX. Another QNX process, the target state
process 99, 1s run when 1t 1s desired to save a target state
image. The target state process moves the system toward a
target state, as defined by a configuration file and/or com-
mand line parameters, and then calls the image saving
routine 100 as an mterrupt servicing routine. After the target
state 1mage 1s saved 1n the 1mage storage medium, the 1mage
saving routine jumps to the operating system return routine
300 which then returns to the target process 99 by executing
a return from interrupt 1nstruction. Target state process 99
then exits and control 1s returned to QNX.

The function of the restore routine 200 1s to bring the
system from a non-operational (e.g., powered down) state to
a target state 1n which the OS 1s loaded and applications are
ready to run. Most of the time during booting of the OS 1s
dedicated to loading the OS files and reading configuration
files, and detecting hardware, which 1nvolves various tim-
couts and port scans. Since the hardware in this implemen-
tation 1s fixed, a snapshot can be taken of the system
memory, CPU registers and all hardware that has been
initialized by the OS at the time snapshot 1s taken to generate
an 1mage of the target state. Bringing the system later to this
target state from the 1image makes the OS believe that 1t just
passed through the complete booting process, because there
1s no difference between the booted state and restored state
with respect to anything accessible to and used by the OS.
Additional 1ssues involved are making the OS aware of the
time difference between saved image and current time, and
possible file system changes.

Saving the i1mage involves accessing the lowest-level
system resources, and this has to be done by code operating
in the kernel or ring 0 privilege level. This 1s achieved by
attaching the code of the saving routine 200 to an interrupt
handler and then generating an interrupt, thus giving control
to the saving code which 1s then guaranteed to run in ring 0.
The 1mage saving procedure 1s imitiated by the OS first
running the target state process 99 which moves the system
toward the target state before the 1image saving routine 100
1s executed. The priornity of the target state process 99 1is
boosted, since there 1s nothing else that 1s of higher priority.

Several processes are run after the target state 1s restored.
The real-time clock 1s synchronized to the hardware clock,
the mouse driver 1s reinitialized, and the windows graphical
user interface 1s restarted. In addition, at least one applica-
tion should be run as well, since the goal of the implemen-
tation 1s to start a functioning external programmer for a
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cardiac rhythm management device. Starting an application
requires reading the file from hard disk, and this 1s a slow
process. Unmix operating systems such as QNX allow an
application to be loaded into memory and then held n a
suspended state until a signal 1s received to start the actual
execution. This 1s the approach taken 1n this implementation
where several processes are read from the hard disk before
the system’s image 1s saved, thus lessening the time spent in
getting the applications to run after image 1s restored.
Depending on the command line parameters that are iput
when the target state process 99 1s executed, one or more
programs are read from disk and loaded into memory where
they are held 1n a suspended state. The target state 1image
captured by the image saving process then contains these
suspended processes i the process tables of the OS. The
process 99 also reads system timer granularity by calling the
QNX function gnx_osinfo. The timer granularnty value will
have to be restored after the target state 1s restored because
the BIOS setting of the timer 1s not guaranteed to be the
same as QNX’s.

The file system 1s then unmounted by the target state
process 99, because the application may make changes on
the hard drive, and the restored target state will not know
about these changes. Unmounting the file system guarantees
that all the files are closed during the 1mage saving proce-
dure, and subsequent remounting of the file system during
the target state restoration procedure will cause the directory
of the hard disk to be reread, thus tracking all the changes
that have happened since the time the image was saved.
Additionally, the cache buflers will hold file data of the
recently opened files. Even though the disk directory will be
reread, 1f the system attempts to open and read the file that
has been changed, the OS will provide the data from cache
instead of reading 1t from the hard disk. Theretfore, the cache
butlers are 1nvalidated.

The target state image saving function 100 1s attached to
the non-maskable interrupt (NMI) as an interrupt handler.
The target state process therefore generates an NMI to pass
control to the image saving routine 100. The code is then
executing 1n ring 0, ready to save the system image. The
SaveState function 110 1s then called which saves all CPU’s
general use registers and segment registers on the stack, with
the data segment registers tracking the target state process’s
data segment. Then 1t sets the FS register to point to that data
segment, since 1t 1s much more convenient to have the data
segment register to be O-based. Segment registers DS and ES
are then set with the QNX_FLAT_SEG value, defining a
0-based, 4 GB segment.

The QNX OS uses the paging mechanism of the Pentium
processor, which means that physical addresses of memory
are not easily calculated. Since 1t 1s an 1mage of physical
memory that 1s to be saved, however, extensive use must be
made of information contained 1n the page tables. Since this
1s a time-consuming process, some preliminary work 1s done
by the Savelnit function 120 to help with the translation. The
system 1nformation saved in the target state image 1s kept 1n
a target state data structure, referred to 1n this implementa-
tion as the CSS structure 400. The Pentium control register
CR3 holds the physical address of the page directory, and 1s
saved 1n the CSS. Every translation of address will involve
walking through the page directory, and it contains physical
addresses of page tables. Since using physical addresses
requires another translation, the page directory 1s scanned
and copied to Page Xdir array 140, filled with translated
linear addresses. This way, any time a physical address 1s
needed, a page table can be found by 1ts linear address from
the translated page directory. The FixPageTable function
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130 walks through the page directory and translates all used
entries, stuthng them into Page Xdir array 140. The linear

address of the page directory itself 1s saved 1n a variable
PageDirAddr 145.

To save time during the restoration procedure and save
space 1n storing the target state 1mage, the image saving
routine saves only pages of memory that are present in
physical memory, not full of zeroes, and actually used (1.e.,
page frames). Again, the starting addresses of these pages
are found 1n the page tables, and these addresses are physi-
cal, but linear addresses are needed to be able to get to the
pages. So, an array of linear addresses 1s built and filled with
starting addresses of every used page. Along with this list,
the list of exclusions 1s built, and this list 1s a part of the CSS
structure. It contains physical address of the last page to be
saved before the gap, and then the first page that 1s used
again. The target state restoration procedure will walk
through this list, picking up start and stop addresses. The
lists are built by the FixPagelist function 150, the array of
linear addresses 1s called the Pagelist array 152, and the

array of start/stop addresses 1s called the BlocklList array
154.

If a problem 1s encountered during creating the list of
translated addresses, for example, memory 1s too fragmented
and the list can not {it into the CSS, the BreakFlag variable
156 1s set to 1. As soon as Savelnit returns, this flag 1s
checked. If 1t 1s set, control returns directly to the image
process 99 without going through actual saving of the target
state 1mage. After Savelnit returns, control 1s given to the
SetupFsBase function 160. This function calculates the
O-based linear address of the start of the image saving
routine’s code/data segment. This way, for any calculations
that will require identity mapped address (same with and
without paging, so that the linear address equals the physical
address), the oflset within the code or data segment 1s added
to this base. The function takes the value of the code
segment register and walks through the GDT (global
descriptor table), and possibly the LDT (local descriptor
table), to find the descriptor for the code segment, which
descriptor contains the segment base.

If the hard disk 1s used as the 1mage storage medium, a file
for storing the image 1s located on the disk by the FileFound
function 170. It uses low-level IDFE disk access to read/write,
without using interrupts. This code knows how to interpret
the partition table, locate FAT16 partitions and find the first
cluster of a file called FLASHIMG.DAT 1n which the target
state image will be stored. The ClusterToLBA function 172
calculates the LBA (linear block address) of the first cluster

of the file FLASHIMG.DAT, so that the saving functions
will know where on the disk to write data.

If a flash ROM 1s used as the 1image storage medium, then
the page directory has to be patched to make addresses used
by flash accessible by the CPU. First, the physical address of
flash 1s acquired from the PCI configuration data, and this
address 1s used in the page directory fields. The linear
address available 1s found by scannming page directory for
two consecutive blank entries, to allow 8 MB of flash space.
These two entries are patched with the addresses of tvo page
tables, that we create 1n our own data segment. The starting
address of the page tables 1s aligned on the 4K boundary, and
the resulting linear address 1s converted to the 0-based linear
address by adding the FS base to 1t, and then finally 1t 1s
converted to the physical address that can be stufled 1nto the

page directory. Then all the entries in the page tables are
filled with physical addresses of flash ROM, and the flash

ROM 1s erased.
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Now control 1s passed to the Write function 180 that will
actually save all the system information into the flash ROM
or hard disk. The following Pentium registers are saved 1n
the CSS: flags, CS:EIP, SS:ESP, CR0, CR2, CR3, CR4, TR,
GDTR, LDTR and IDTR. The interrupt masks are read from
the PIC (programmable interrupt controller) and saved 1n the
CSS. The 1dent command 1s sent to the hard drive, and the
setting for the multiple sector transfers and currently set
geometry 1s extracted from the i1dent data and saved 1n the
local variables. There 1s no need to save this data 1 the CSS
structure, since 1t will not be used by restore process. When
restore routine jumps back to the QNX code, this code can
casily locate 1its local variables. The address of the CSS
structure 1s converted 1nto 0-based linear and then physical,
and saved inside of CSS. This way the restore routine 200
can actually write data 1nto the CSS so that the final restore
phases can use this data. The cache 1s invalidated and flushed
to ensure memory coherency, and the CSS 1s written to the
image storage medium. Now the saving procedure goes into
a cycle, where all addresses from 0 to the top of RAM are
converted 1nto linear addresses and saved to the image
storage medium. However, some pages are not saved. The
addresses that marked 1n the BlockList as not present are not
saved, and addresses from A0Q000 to 100000 are not saved,
since they do not contain RAM, but rather system BIOS and
ROM extensions. The conversion from physical addresses to
linear addresses 1s done by simply indexing into the Page-
List array. All saves are done 1n chunks of 4K, the size of a
page.

When the save process 1s complete, a jump 1s made to the
operating system return routine, designated as the OS_RET
routine 300. This 1s the same code as the restore process will
jump to aiter restoring the target state image. From this point
the code does not really know whether the target state image
was just saved or restored. The oflset of OS_RET 1s saved
in the CSS from the CS:EIP register value, and the restoring
code will pick 1t up and jump there. OS_RET completes the
target state restoration procedure, and in case of a save, it
just reloads the values of the registers that are already
loaded. One mmportant 1ssue here 1s to ivalidate and flush
cache and ftranslation lookaside buflers (TLBs), used as
cache 1n the paging mechanism of the Pentium, since the
restore code has just switched on paging, and the TLBs in
the CPU are invalid. First, segment registers are restored
along with stack pointer. Then IDTR, TR, CR2 and CR4
restored. The target state restoration procedure requires
some patching of the page tables, and by that time these
patches are no longer needed, so the page tables are restored
from the values saved 1n the CSS. Then hard drive geometry
settings are set according to the values saved in the local
variables. The saving and restoring process did not use IDE
interrupts and they were disabled on the controller, so at this
moment they are re-enabled again. Then PIC is mitialized in
the same way as QNX does 1t during its boot. Finally, the
masks of the PIC and CPU flags are restored, enabling
interrupts to happen.

OS_RET now returns to the caller of the image saving
routine, which pops all general usage registers from stack
and returns from the NMI originally mitiated for the image
saving procedure. Now execution 1s back at the target state
process 99 code, the timer 1s remitialized with the values
acquired during save, and the file system 1s remounted.
Finally, the programs that were loaded into memory 1n a held
state are allowed to run to remnitialize mouse driver, syn-
chronize system timer with hardware clock and restore the
windows GUI. If a user application was specified in the
command line, 1t 1s allowed to start only after windows GUI
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1s completely loaded. If the image saving routine reports to
the target state process that more data was saved than the
image storage medium allows, then the processes loaded
into memory are not continued, but killed instead and the
error message 1s displayed.

The target state restoration procedure starts with the BIOS
giving control to the restore routine, located in the BIOS
address space. Since the restore routine code will need to use
RAM for data buflers and local variables, 1t relocates itself
into the middle of physical RAM, since QNX i1s known not
to use this memory. The code 1s thus relocated, and the new
GDT 1s set up. It 1s then loaded into the GDTR, and since
this moment the code does not rely on anything else but its
own settings. The restore code reserves space for the bullers
and stack; the DS, ES and SS are normally code32 based, but
will change to O- based selectors quite often. If hard disk 1s
used as the 1mage storage medium, the data file 1s located by
using the same function as was used during the image saving
procedure to find the file’s first cluster and convert this value
into an LBA. Then the CSS 1s read into a local bufler, since
it 1s occupies the first 4K of the file data and contains vital
information on how to allocate the rest of data. Then the
pages are read one at a time, and the pointer 1s compared to
the start/stop list stored 1n the CSS. When the stop address
encountered, the memory 1s filled with 0 until the next start
address, and the process of reading data from file 1s resumed.
Special caution 1s taken when addresses are close to the
execution address of the restore code by advancing the
memory address to skip over the restore code and prevent
overwrite. If flash ROM 1s used, then its address 1s fetched
from the PCI configuration. Page tables are not used at this
time, so the linear address 1s the same as the physical
address. The flash ROM 1s not read in 4K pages, but rather
in chunks depending on the start/stop addresses. Again, the
addresses between stop and start are filled with 0, and the
memory region around the restore code 1s preserved.

The jump 1nto the operating system return code 1s a far
jump 1nstruction, at the end of the restore routine’s code. The
target CS:EIP values in the jump instruction opcode are
loaded with values found 1n the CSS. Since QNX 1s using
paging, and the restore code does not, the instruction that
enables paging in CR0 and the following jump instruction
must be located 1n an 1dentity mapped page. For this purpose
the page directory 1s patched to track the restore code’s base
address 1n such a way that 1ts linear address will be the same
as 1ts physical address. The original value from the page
directory 1s saved in the CSS. Note that this CSS 1s the
restore code’s local copy of CSS and not the one that 1s
located 1n the QNX code’s data space. The critical values
like this one will be copied there later. The address of the
CSS structure 1s fetched from the local copy and loaded nto
register EBX. At that moment the total number of bytes
restored 1s loaded into the CSS, as well as the address of
patched page directory entry and 1ts original value. Jumping
into the QNX code 1s performed 1n two steps. First, the
paging 1s switched on, then target LDT and GDT are loaded
into the CPU registers, and then the far jump 1s taken into the
ONX code. From there, the execution continues at the
address of OS_RET which is the same execution point as at
the end of the image saving procedure.

Although the invention has been described 1n conjunction
with the foregoing specific embodiment, many alternatives,
variations, and modifications will be apparent to those of
ordinary skill 1n the art. Such alternatives, variations, and
modifications are intended to fall within the scope of the
following appended claims.
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What 1s claimed 1s:

1. A device, comprising:

a Processor;

a volatile system memory for containing executable oper-
ating system and application code;

a nonvolatile 1mage storage medium;

a paging mechanism;

a target state 1image saving routine for creating an image
of a target state which includes those pages 1n linear
address space that are mapped into page frames of
physical address space by the paging mechanism 1n the
target state;

an operating system return routine for returning control of
the device to the operating system solftware after execus-
tion of the target state 1mage saving routine; and,

a restore routine for transitioning the device from a
non-operational state to the target state by restoring the
contents of volatile memory and processor registers to
the target state 1n accordance with the target state image
contained 1n the 1mage storage medium and executing
the operating system return routine.

2. The device of claim 1 wherein the target state image
comprises a compressed copy of selected contents of non-
volatile memory 1n the target state.

3. The device of claiam 1 wherein the image storage
medium 1s flash ROM memory.

4. The device of claim 1 wherein the target state 1image
saving routing stores the target state 1mage as a target state
data structure and a target state memory image in the image
storage medium and further comprising;:

code 1n the target state 1image saving routine for storing
the target state memory 1mage as those pages in linear
address space that are mapped into page frames of
physical address space by a paging mechanism 1n the
target state, and further wherein the target state data
structure contains mnformation derived from page tables
defining the mapping of the page frames 1n the target
state and values of processor registers in the target
state; and,

code 1n the restore routine for loading processor registers
with the values contained 1n the target state data struc-
ture and for storing the memory image in volatile
memory 1n a manner that restores the page frames of
the target state in accordance with the information
derived from page tables contained in the target state
data structure.

5. The device of claim 1 wherein the target state 1image
contained 1n the image storage medium includes contents of
video memory.

6. The device of claim 1 wherein further comprising
startup code that initializes hardware registers with preset
values prior to execution of the restore routine.

7. The device of claim 4 wherein the operating system
return routine 1s contained in the page frames of the target
state.

8. The device of claim 1 wherein the operating system
return routine 1s within an interrupt servicing routine of the
operating system software.

9. The device of claam 1 wherein the image storage
medium 1s a processor-executable storage medium and the
restore routine 1s contained in the 1mage storage medium.
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10. The device of claim 4 wherein the retrieval and storing
of the memory i1mage by the restore routine 1s performed
using physical addresses with paging switched ofl, and
further wherein the restore routine switches on paging
before transier to the operating system return routine.

11. The device of claim 4 wherein the restore routine
relocates 1tsell during execution to memory locations in
volatile memory that unused 1n the target state.

12. The device of claim 4 wherein the target state 1image
saving routine scans the presently used paging directory and
paging tables and generates a copy of the page directory
filled with linear addresses of paging tables to enable
translation of linear addresses to physical addresses.

13. The device of claim 12 wherein the target state 1image
saving routine further generates a list of physical addresses
of page frames stored 1n volatile memory locations from the
contents of page tables.

14. The device of claim 12 wherein the target state image
saving routine further generates a list of linear addresses of
pages that are mapped to page frames 1n memory in the
target state to enable translation of physical addresses to
linear addresses by indexing into the list with a physical
address.

15. The device of claim 14 wherein the target state image
saving routine uses the list of linear addresses of mapped
pages and the list of physical addresses of page frames to
store the memory 1image 1n the image storage medium.

16. The device of claim 4 wherein the target state data
structure includes a list of physical addresses that corre-
sponds to volatile memory locations 1n which page frames
are stored 1n the target state, the list being employed by the
restore routine in storing the memory 1mage retrieved from

the storage device imto volatile memory at selected loca-
tions.

17. The device of claim 4 wherein the restore routine
retrieves the target state data structure from a known loca-
tion in the 1mage storage medium.

18. The device of claim 4 wherein the target state data
structure contains the physical address corresponding to the
memory location of the target state data structure in the

target state, enabling the restore routine to write to the target
state data structure.

19. The device of claim 4 wherein the target state data
structure contains the physical address of the page directory
in the target state, and further comprising code 1n the restore
routine for: (a) patching the page directory so that physical
addresses of restore routine instructions are mapped to the
same physical addresses, (b) saving information for
unpatchuing the page directory in the target state data struc-
ture, and (¢) enabling paging before jumping to the operating
system return routine.

20. The device of claim 1 further comprising telemetry
circuitry for communicating with an implantable medical
device.
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