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METHOD, SYSTEM, AND PROGRAM FOR
DIAGNOSING A COMPUTER IN A

NETWORK SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATION

This application 1s a continuation of and claims the benefit
of application Ser. No. 09/388,139 filed on Sep. 1, 1999 now

U.S. Pat. No. 6,697,969, which application 1s incorporated
herein by reference 1n 1ts entirety.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to a method, system and
program for diagnosing a computer 1n a network system and,
in particular, gathering network and application perfor-
mance data to use 1n diagnosing the computer.

2. Description of the Related Art

Many businesses that sell computer related services and
products transact with customers over the Internet, 1.e.,
World Wide Web, or Intranet. One problem with transacting
business over the Internet 1s the delays customers experience
to execute transactions to access information. Lengthy
delays may frustrate customers and cause them to associate
access delays and problems with the business with which
they are transacting, even if the business 1s not at fault for
the delays. Many computer related businesses provide tech-
nical support to help customers diagnose their computer
problems. Providing support technicians to assist customers
with computer problems can be a very expensive service
because of the labor intensive nature of the technical support
function. One of the major determining factors in the eflec-
tiveness of live technical support i1s the ability of the
technician to adequately diagnose the problem 1n a timely
manner. Diagnosing problems may depend to some extent
on the customer, whose lack of knowledge may hinder the
diagnostic process. Any factors that hinder and delay the
ability of the technician to diagnoses the problem will

increase the businesses technical support costs and further
frustrate the customer.

When a technician speaks with a customer over the phone
to diagnose the computer problem, the technician may
request the customer to perform certain tasks on the com-
puter to assist with the diagnosis. Involving the customer to
perform the diagnosis could complicate and delay the diag-
nostic process 11 the customer has limited technical knowl-
edge of the computer and needs significant time to perform
the requested operations. When information 1s obtained
verbally from a customer, the accuracy of the information 1s
“only as good as” the technical knowledge of the end-user.
Moreover, the customer may not perform the operations
correctly or lack the technical knowledge to execute the
operations requested by the technician. Still further on-line
assistance where the customer seli-diagnoses problems can
also lead to frustration 1f the customers do not perform the
self-diagnosis properly and fix the problem. All these factors
can significantly lengthen the diagnostic process, increase
the cost of the diagnostic process, increase the inaccuracy of
diagnosis, and further erode customer confidence.

For these reasons, there 1s a need 1n the art to provide
improved systems for diagnosing computer related problems
when providing technical support.
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SUMMARY OF THE PREFERRED
EMBODIMENTS

To overcome the limitations in the prior art described
above, preferred embodiments disclose a method, system,
and program for diagnosing a computer over a network. A
program 1s provided that executes on the computer. The
program causes the computer to download at least one object
from a server over the network. Performance data 1s deter-
mined with respect to downloading the object from the
server to the computer over the network 1n order to diagnose
performance problems with the computer. The determined
performance data 1s then transmitted to a diagnostic system
over the network.

In further embodiments, the process of determining the
performance data comprises determining a sever and net-
work transmission time to download the object from the
server and a display time to execute the object within the
computer and display content of the object at the computer.

In still further embodiments, the diagnostic system dis-
plays the performance data transmitted from the computer
being diagnosed and average performance data determined
from a database of previously gathered performance data to
provide mformation to diagnose the computer.

Preferred embodiments provide a program to monitor
network transmissions at a computer, such as a customer’s
computer, for the purpose of gathering performance data.
The program or applet executing in the customer computer
transmits the gathered performance data to a diagnostic
system. In preferred embodiments, the applet will further
analyze the data and perform calculations on the data, such
that the data transmitted to the diagnostic system 1s a
complete report. Previously, reliance on the customer to
perform diagnostic actions would result 1n significant delays
to determine the source of the problem because the customer
often lacks the computer technical knowledge to quickly
perform the requested diagnostic action or may incorrectly
execute the operation, which would require the technician to
determine that customer mistakes occurred and request the
customer to again perform the diagnostic operation. Further,
reliance on customers to diagnose the system may result in
inaccuracy of the findings.

Once the performance data 1s gathered, 1t can be 1mme-
diately presented to both the customer on a customer display
and a technician operating the diagnostic system from the
database. In this way, diagnostic mnformation 1s automati-
cally gathered and provided to the technician without having
to rely on the technical acumen of the customer. The
technician would then use the diagnostic information to
determine the source of the problem the customer i1s expe-
riencing. Further, preferred embodiments would allow the
customer to execute the applet program on the computer to
seli-diagnose of the problem without the assistance of a
support technician. The performance data would still be
uploaded to the help desk to store 1n the database for future
use. An Internet web site may provide solutions to known
problems for the customer to attempt after seli-diagnosing,
the problem.

BRIEF DESCRIPTION OF THE DRAWINGS

Referring now to the drawings in which like reference
numbers represent corresponding parts throughout:

FIG. 1 illustrates a computing environment in which
preferred embodiments of the present mvention are 1imple-
mented;
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FIG. 2 illustrates logic to gather customer performance
data 1n accordance with preferred embodiments of the
present mvention; and

FIGS. 3 and 4 1illustrates a display of performance data
information gathered in accordance with preferred embodi-
ments ol the present invention; and

FIGS. 5 and 6 illustrate data records to store customer
performance data 1n accordance with preferred embodi-
ments of the present invention.

DETAILED DESCRIPTION OF TH.
PREFERRED EMBODIMENTS

L1

In the following description, reference 1s made to the
accompanying drawings which form a part hereof and which
illustrate several embodiments of the present invention. It 1s
understood that other embodiments may be utilized and
structural and operational changes may be made without
departing from the scope of the present invention.

Computing Environment

FI1G. 1 illustrates a hardware and software environment in
which preferred embodiments are implemented. A comput-
ing environment 2 comprises a server 4, a help desk system
6, a customer system 8, and a network 10 providing com-
munication therebetween. The server 4 may be any server
device known 1n the art capable of servicing network
requests, e.g., IBM NETFINITY®, AS/400®, and
RS/6000®; and POWEREDGE® from Dell Computer Cor-
poration.** In preferred embodiments, the server 4 would
include Hypertext Transier Protocol (HTTP) software to
service HT'TP requests from the customer system 8. The
server 6 and help desk system 6 may also include software
to handle document requests 1n data transfer protocols other
than HTTP, such FTP, Gopher, WAIS, NNTP, SMTP, eftc.

The customer system 8 1s any computer system used by a
customer or other end user of a computer related product or
service, which may comprise a personal computer, server,
laptop, etc. "

The customer system 8 includes a browser
program 12 that can submit document requests to the server
4. In preferred embodiments, the browser program 12 i1s a

Hypertext Markup-Language (HTML) browser, e.g.,
NETSCAPE Communicator, the MICROSOFT Internet

Explorer, Spry Mosaic, NCSA Mosaic, Lynx, Opera, GNUs-
cape Navigator, etc.**, that include HTTP software to
tfunction as HTTP clients capable of transierring requests for
documents to the server 4. The HTTP server protocol 1s
described 1n “Hypertext Transfer Protocol-—HTTP/1.1,”
Network Working Group, Request for Comments No. 2068
(January, 1997), which publication 1s incorporated herein by
reference 1n 1ts entirety. The browser program 12 may also

include plug-ins or additional program features to process
files 1n other media formats, such as sound files, movie files,

JAVA applets®*, etc.

In preferred embodiments, a diagnostic applet 14, which
the customer system 8 downloads from the help desk system
6 over the network by 1ssuing an HTTP GET request,
executes within the customer system 8. In preferred embodi-
ments, the diagnostic applet 14 comprises a Java program
applet and the browser 12 includes code to function as a Java
Virtual Machine. In this way, the browser 12 can download
the diagnostic applet 14 from the help desk system 6 and
execute the Java applet 14 within the browser 12.

The help desk system 6 may comprise any known com-
puter system. The help desk system 6 may access a database
16 that stores performance data gathered for all the customer
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systems 8 1n the network 10. The help desk system 6 would
include a database management program to access, query,
and analyze the customer data 1in the database 16.

The network 10 may be a TCP/IP network, such as the
Internet and World Wide Web, or any other network system
known 1n the art, e.g., LAN, Ethemet, WAN, System Area
Network (SAN), Token Ring, LocalTalk, TCP/IP, the Inter-

L ] e

net, etc. Alternatively, there may be separate and diflerent
networks between the server 4, help desk system 6, and
customer system 8.

The server 4 further includes a storage area, e.g., hard disk
drive, tape drive, cache, etc., objects 20a, b, ¢, to maintain
files intended for transmittal over the network 10. The
objects 20a, b, c may comprise any text or media data known
in the art, such as HIML files, text, graphical images, sound
files, movies, Java applets, etc. These objects 20a, b, ¢ are
intended for transmittal to the customer system 8 to measure
the customer 8 response and performance time. Further,
certain objects 20a, b, ¢ may be embedded 1n other objects.
For instance, one object may be an HTML page that has an
embedded object, such as a frame, 1mage, sound {ile, etc.,
that displays within the HTML object.

A server probe 18 comprises a system similar to the
customer systems 8, including a browser 18 typical of the
browser 12 at the customer systems 8 and the same diag-
nostic applet 14 used at the customer systems 8. In preferred
embodiments, the server probe 18 and server 4 are in the
same geographical location 26, e.g., the same building,
room, City, plant site, etc. Preferably the server probe 18 1s
located within only one hop, 1.e., router, of the server 4 1n the
network 10.

In preferred embodiments, the server probe 18 1s com-
prised of a typical customer computer system, such as a
personal computer processor and operating system, e.g., as
an INTEL PENTIUM processor at a speed that 1s commonly
used, a common operating system, such as Microsoit WIN-
DOWS®, O5/2®, etc., and a common browser 12, e.g.,
Netscape, etc.** For istance, if the customers are mostly
individual home computer users, then an Intel Pentium type
machine with Microsoft Windows may be used to imple-
ment the server probe 18. However, if the customers are
more “high-end” users runmng UNIX** based products,
then the server probe 18 would be implemented 1n hardware
and software typically used by UNIX users. Further, the
probe 18 would include the same diagnostic applet 14 and

similar browser 12 as those used 1n customer systems 8.

ENETSCAPE 1s a registered trademark of the Netscape Communications
Corporation; WINDOWS and MICROSOFT are registered trademarks of

Microsoft Corporation; OS/2, NETFINITY, AS/400, and RS/6000 are regis-
tered trademarks of International Business Machines Corporation; UNIX is a

registered trademark licensed by the X/Open Company LTD; INTEL and
PENTIUM are registered trademarks of Intel Corporation; JAVA 1s a trade-
mark of Sun Microsystems, Inc; POWEREDGE i1s a registered trademark of

the Dell Computer Corporation.

The primary function of the server probe 18 1s to measure
network performance with respect to the server 4 that 1s not
subject to distance factors. In other words, the network
transmission time for the server probe 18 reflects primarily
server delay time or the time for the server 4 to process and
return the request. Server delay time may be allected by the
current load of the server, size of the requested file, whether
the request requires a search and retrieval of data from a
database, etc. To best determine the server delay component
of network transmission time, the server probe 18 would
include a commumnication device typical of the customer
systems 8. Alternatively, the server probe 18 may include
multiple communication devices to determine the transmis-

sion time with the server 4 using different communication
devices, e.g., phone line modems, cable modems, DSL, T1,
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etc. If all communication factors for the server probe 18 and
customer system 8 are similar except for the distance, then
the difference 1n network transmission or download times
between the server probe 18 and customer system 8 would
reflect delay time due to the distance between the customer
system 8 and the server 4. Increasing the distance of the

server 4 and customer system 8 results in a greater number
of routes and hops transmitted packets must travel.

Gathering Performance Measurement Data to
Diagnose Problems

Preferred embodiments provide customers at computers 8
with the diagnostic applet 14 to execute. If a customer has
a technical problem accessing data from the server 4, the
customer may call a technician operating a help desk system
6. During the call, the technician would have the customer
automatically download the diagnostic applet 14, which
would mnclude Universal Resource Locator (URL) addresses
ol objects for the customer system 8 to access for testing
purposes. The customer could proceed to a web page,
click-on an icon, which would then cause the diagnostic
applet 14 to download and execute on the customer 8
machine. The diagnostic applet 14 1s capable of openming
numerous application programs on the client, such as Lotus
Notes, Internet Explorer, Netscape, etc., and operating the
customer system’s 8 graphical user interface (GUI) to per-
form operations. In this way, the diagnostic applet 14 can
emulate user behavior. The co-pending and commonly
assigned patent application, entitled “System, Method, and
Program for Measuring Performance 1n a Network System,”
having U.S. Ser. No. 09/310,502 and filed on May 12, 1999,
which patent application 1s incorporated herein by reference
in 1ts entirety, describes a program for gathering perfor-
mance data from remote systems.

FIG. 2 1llustrates logic implemented 1n the diagnostic
applet 14 to perform diagnostic operations on the customer
system 8. The diagnostic applet 14 1s capable of gathering
performance data on the time to download objects 20a, b, ¢
from the server 4. Control begins at block 50 with the
browser 12 executing the diagnostic applet 14 downloaded
from the help desk system 6 to perform diagnosis of network
and system operations. The diagnostic applet 14 then
executes (at block 32) a trace route utility known 1n the art
to transmit a packet from the customer system 8 to the server
4 to determine how many hops the packet requires to reach
the server 4 and how long each hop takes. A hop 1s an
instance of a packet being forwarded to a next router. The
results from the trace rout request may be piped to a file
maintained by the diagnostic applet 14 to include i the
performance data report sent to the help desk 6. Using a trace
route utility known 1n the art would allow the technician to
determine whether any particular hops are the cause of any
delays. At block 56, the diagnostic applet 14 begins a loop
to download n objects from the server 4. These objects may
include HTML pages, text, graphic images, sound files,
motion picture files, etc.

For each object 1, the diagnostic applet 14 generates and
transmits (at block 538) an HT'TP GET command to the server
4 requesting the object 1. A particular request for an object
may be for an object 20q, b, ¢, such as an 1mage, embedded
another object, such as an HI' ML pages including the object.
The diagnostic applet 14 then monitors (at block 60) the port
providing the connection i1n the customer system 8 to the
network 10 to monitor the progress of the object 1 being

downloaded.
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The term “‘performance time” with respect to objects
refers to the time to download the object 1. In this way, the
performance time captures the network transmission time to
download an object and system performance time 1n pro-
cessing the transmitted data. Total performance time 1is
impacted by both the network transmission time, which 1s
allected by network factors and connection capabilities,
server performance and load, and the client’s 4 processing
capabilities. After determining the download time for object
1, the customer system 8 stores (at block 66) the measured
performance time for object 1, along with other information,
such as the time and date the performance time was mea-
sured and the URL address of the object 1. At block 68, the
diagnostic applet 14 returns to block 56 to gather perfor-
mance data for another object. After gathering all the data,
the diagnostic applet 14 executing 1n the customer 8 would
perform analysis and calculations on the gathered data to
generate a performance data report to then upload the help
desk system 6.

In preferred embodiments, the diagnostic applet 14 would
display performance data on a monitor at the customer
system 2. The diagnostic applet 14 could display the
progress of downloading the objects at a URL to inform the
customer about the current activity. After determining the
performance times for all the objects, the diagnostic program
14 would then display on the customer system 8 monitor
information on the performance times for each object, the
URL of the object, time measurement occurred, etc. The
help desk system 6 may then provide the diagnostic applet
14 over the network 10 information on average perior-
mances for the object 1 the network 10. This allows the
customer to determine how the customer system 8 1s per-
forming with respect to other users and customers in the
system. After gathering the data, the diagnostic applet 14
would transmit, via an FTP site, all the gathered data to the
help desk system 6. The help desk system 6 would then store
all customer performance information in the database 16.
FIG. 3 illustrates an example of what the diagnostic applet
14 would display 1n the customer 6 browser 12, including
the time to download for the customer and average network
data. FIG. 4 1llustrates data the diagnostic applet 14 would
generate on response times at different hubs at different
times of day.

In still further embodiments, additional historical data can
be combined for trending. Still further, the customer system
8 can execute the applet at predetermined intervals auto-
matically, such as 1n autopilot mode, to send the help desk
6 performance data over a period of time. The customer may
be allowed to set the duration and number of times the applet
1s executed to generate performance data in this autopilot
mode. This would allow the technician at the help desk 6
and/or the customer to determine trends 1n data, 1.e., whether
at certain periods network transmission improved.

Utilizing Performance Data During Diagnosis

As discussed, the diagnostic applet 16 gathers two com-
ponents of the performance time to download objects 20q, b,
c. One 1s network transmission time, which 1s dependent on
the route used to download the information, 1.e., number of
hops, customer system 8 connection, 1.e., modem, cable
mode, T2, etc., and server 4 delay times. The download time
the diagnostic applet 14 measures includes both the network
transmission time and server delay time, individually and
collectively.

FIGS. 5 and 6 1llustrates a preferred embodiment of data
structures the help desk system 6 would use to group the
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performance data received from the diagnostic applet 14 into
various fields. The grouped fields of data may be stored in
the database 16. FIG. 5 illustrates the fields 1n a customer
record to store information on a particular customer system
8. Each customer record would be associated with one or
more of the performance test records, shown 1n FIG. 6, that
maintain performance data gathered during each perfor-
mance test.

With respect to FIG. 5, field 150 includes a customer
system ID; field 152 indicates the hardware and operating
system for the customer system 8; field 154 indicates the
connection device included 1n the customer system 8, e.g.,
cable modem, telephone modem, T-1 line, etc.; and field 156
indicates the geographical location of the customer system

8.

The fields 160—172 in FIG. 6 comprise performance data
record indicating performance times related to downloading
object 20a, b, c¢. In preferred embodiments, there i1s an
instance or record of fields 160—170 for each object 20q, b,
¢ downloaded as part of a performance test at a particular
customer system 8 identified 1 an associated customer
record having fields 150-156. Thus, for each group of fields
150156 that identify a customer system 8, there may be
numerous associated performance tests, wherein each per-
formance test 1s described 1n a record including fields
160-172.

Field 160 includes information on the object 20a, b, ¢
subject to the performance test, including information on the
object size; field 162 indicates the time and date of the
performance test for the object 20a, b, ¢ indicated 1n field
160; field 164 provides the trace route results to trace a
packet from the server 4 to the customer system 8; field 166
includes the time to download the object from the server 4
to the customer system 8; field 170 includes the server 4 to
server probe 18 network transmission time, which primarily
reflects the delay time for the server 4 to process and return
the requested object. The information 1n field 170 may only
be maintained 1n the database 16 and not presented to the
customer system 8. In such case, the performance informa-
tion displayed by the diagnostic applet 14 at the customer
system 8 may include only the download and display time.
In such case, field 170 would be used primarily by the help
desk system 6 when diagnosing customer problems. Field
172 mdicates the network delay time calculated subtracting
the estimated server 4 delay time in field 170 from the
download time 1n field 166.

The network delay time 1n field 172 indicates a network
transmission time that includes primarily network transmis-
s1on delay factors to route a page through the network 10 and
across the geographical distance between the server 4 and
the customer system 8. For instance, transmission from the
server 4 to the customer system 8 may involve the trans-
mission ol the file 1n multiple packets through multiple
routers, 1.€., hops. At the routers, the transmission may be
routed to various imtermediary routers before reaching the
target location indicated by the IP address. Thus, the network
delay time 1n field 172 indicates delays associated with
routing the transmission packets through multiple routers
between the server 4 and customer system 8, including the
multiple routers, regional network traflic, and the router
traflic management algorithms that affect transmissions. The
performance time, indicated 1n field 172, for transmissions
between the server 4 and server probe 18 is typically less
than the download time indicated 1n field 166, because the
transmission between the server 4 and physically proximate
server probe 18 requires far fewer hops than the transmis-
s1on between the customer system 8 and the server 4. In this
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way, by subtracting the performance time 1n field 170, delay
times due primarily to server 4 factors are removed, such as
server load, server tratlic, and the server mput/output pro-
cessing capabilities.

Other techniques may be used to calculate the perfor-
mance related values described above. For instance, during
data gathering, instead of measuring the performance time
between the customer system 8 and server 4, the perfor-
mance time can be measured between the server probe 18
and customer system 8 by having the customer system 8
request and submit pages to the server probe 6 1n the same
manner the remote probe 8a, b, ¢, d would request and
submit pages to the server 4. The logic of FIGS. 2 and 3 and
may be used to gather performance time data for operations
between the customer system 8 and server probe 18. Per-
formance times between the server probe 18 and customer
system 8 would reflect a network transmission time that does
not incorporate load and tratfic burdens on the server 4 as the
server probe 18 does not experience the network traffic that
the server 4 experiences. This would allow a technician to
determine problems associated with the network 10 and.
customer system 8 in downloading documents, as any prob-
lems from server 4 load are removed from the performance
data when downloading data from the server probe 18.
Alternatively, to incorporate some, but not all, of the delays
due to server load and trailic, the performance time between
the server 4 and the customer system 8 1n field 166 can be
calculated by averaging the performance time between the
customer system 8 and server probe 18 and customer system
8 and server 4. This will incorporate some aspect of server
4 load and trafiic as such server load and tratlic factors effect
the real network transmission time customer systems 8
actually experience.

In further embodiments, 11 an error occurs while an object
1s being downloaded during execution of the diagnostic
applet 14, the diagnostic applet could capture information
about the error, such as determining the cause of the error or
capturing a copy of a screen 1image displaying information
on the error, and generate an e-mail including information on
the error to transmit to the help desk system 6. In this way,
the technician at the help desk system 6 1s immediately
informed of any errors that may provide useful information
to diagnose the customer problems. Still further, after gath-
ering the performance data, the diagnostic applet 14 could
compare the gathered data against thresholds the applet
maintains, 1.¢., download time thresholds. If the data gath-
ered at the customer system 8 exceeds any of the thresholds,
the diagnostic applet 14 could immediately build an e-mail
to the help desk system 6 including information on the
gathered performance data that exceeded the threshold to
immediately inform the technician at the help desk system 4
of the problem.

As discussed, after the customer system 8 executes the
diagnostic applet 14, the diagnostic applet 14 would display
performance time data and average performance data across
all customers, as shown i FIG. 3. Such average perfor-
mance data across all customers can be obtained by per-
forming SQL operations on the database 16. Further, when
the customer system 8 uploads the gathered performance
data to the help desk system 6, the help desk system 6 would
form performance data records including the fields shown 1n
FIG. 6, and store such records i1n the database 16 for the
customer system 8.

After the customer system 8 runs the diagnostic applet 14
and transmits the gathered performance data to the help desk
system 6, a technician at the help desk system 6 can then
review the performance data to diagnose the problems with
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the customer system 8. Alternatively, the end user, customer,
can perform self-diagnosis based upon the performance data
and search an Internet web on-line help site to determine
solutions and fixes for the diagnosed problem. For instance,
if the network transmission time 1s a significant drag on
performance and the trace route indicates that network 10
route for the customer system 8 to communicate with the
server 4 1s exceptionally long, then most of the performance
problems may be due to distance, which 1s outside of the
control of the customer. Further, if the trace route was not
particularly long, then poor network performance could be
due to the customer system 8 configuration, e.g., slow
modem, slow processor to gather downloaded data.

With preferred embodiments a technician can have the
customer system automatically execute the diagnostic applet
14 and immediately obtain performance data to better diag-
nose the cause of the problem. Moreover, the help desk
system 6 may analyze performance data in the database 16
to compare the just obtained performance data with average
customer performance data from the database 16 to 1identily
problems 1n the network 10 path to the browser 12 appli-
cation. Preferred embodiments allow the technician to per-
form diagnostic operations and obtain data without having to
rely on the customer performing the operations under tele-
phone instruction. In this way, the customer 1s relieved of
having to perform the testing. Further, by having the diag-
nostic applet 14 perform diagnostic operations, problems
due to customer error, such as mnaccuracies 1n the findings,
are eliminated. Moreover, the help desk system 6 may
display the performance results along with other network 10
performance data to the technician to allow the technician to
immediately review all relevant data, including relevant
performance data just gathered and relevant statistics across
all customers that can help the technician identify the reason
for the performance problems at the customer system 8
being diagnosed.

The preferred diagnostic applet 14 will also substantially
reduce the time a technician needs to spend with a customer
to diagnose the problems because all the pertinent data 1s
obtained automatically and relatively quickly from a pro-
gram. This will reduce the cost of providing technical
support. Moreover, by providing the customer immediate
teedback of the performance test, the customer may better
understand the causes of delays 1n retrieving information,
which may be primarily due to factors outside of the server
4 operators control, such as the speed of the customer system
4 modem, processor, and software, and the distance of the
customer system 8 from the server 4.

Alternative Embodiments and Conclusions

This concludes the description of the preferred embodi-
ments of the invention. The following describes some alter-
native embodiments for accomplishing the present inven-
tion.

The preferred embodiments may be implemented as a
method, apparatus or article of manufacture using standard
programming and/or engineering techniques to produce
soltware, firmware, hardware, or any combination thereof.
The term “article of manufacture” (or alternatively, “com-
puter program product”) as used heremn 1s intended to
encompass one or more computer programs and data files
accessible from one or more computer-readable devices,
carriers, or media, such as a magnetic storage media, “floppy
disk,” CD-ROM, a file server providing access to the
programs via a network transmission line, holographic unait,
etc. Of course, those skilled 1n the art will recognize many
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modifications may be made to this configuration without
departing from the scope of the present invention.

In preferred embodiments the customer system 8 and
server 4 were described as having particular configurations.
However, in further embodiments the customer system 8 and
server probe 18 may be comprised of any network client
device and the server 4 may be comprised of any network
server device.

Preferred embodiments were described with respect to
customer systems, such as a customer that may access data
from a remote system. However, the customer systems may
comprise any user system, such as a user of network
services, which may include employees or other persons.

Preferred embodiments of the data fields used to maintain
performance data were described with respect to FIGS. §
and 6. However, 1n alternative embodiments, additional data
types may be added or data fields removed. Further, alter-
native arrangements and relations of the fields and perfor-
mance data may be provided according to database man-
agement techniques known 1n the art, including relational
database management techniques.

Preferred embodiments were described with respect to a
customer. However, in further embodiments the end user
receiving the diagnostic program from the server may be any
end user, and not just a consumer of commercial computer
or on-line products.

In preferred embodiments, the diagnostic applet 14 gath-
cered information on network performance time, such as
download time and application processing time. However,
the diagnostic applet can be used to gather any type of
performance data on the customer system that could be
helptul to a technician attempting to diagnose the cause for
the customer’s dissatisfaction.

Preferred embodiments were described with respect to
determining performance of downloading and displaying
objects or files from a server. However, in alternative
embodiments, the diagnostic applet may be use to gather
performance information for customer operations unrelated
to downloading files, such as the performance of particular
soltware programs or hardware components running on the
customer system. In this way, hardware and software ven-
dors could run a diagnostic applet to gather performance
data related to the operation of the vendor’s software and
hardware that the vendor could then use to diagnose the
problems the customer i1s experiencing with the vendor
software and hardware.

In preferred embodiments, the customer system 8 receives
the diagnostic applet 14 when contacting a technician for
assistance. In alternative embodiments, the diagnostic applet
14 may remain as a program within the customer system 8
that 1s executed to gather performance data. In such case,
there 1s no need to have the customer system 8 download the
applet 14 each time the customer requests diagnosis and
assistance.

In summary, preferred embodiments disclose a method,
system, and program for or diagnosing a computer over a
network. A program 1s provided that executes on the com-
puter. The program causes the computer to download at least
one object from a server over the network. Performance data
1s determined with respect to downloading the object from
the server to the computer over the network in order to
diagnose performance problems with the computer. The
determined performance data 1s then transmitted to a diag-
nostic system over the network.

The foregoing description of the preferred embodiments
of the mmvention has been presented for the purposes of
illustration and description. It 1s not intended to be exhaus-
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tive or to limit the mvention to the precise form disclosed.
Many modifications and variations are possible in light of
the above teaching. It 1s intended that the scope of the
invention be limited not by this detailed description, but
rather by the claims appended hereto. The above specifica-
tion, examples and data provide a complete description of
the manufacture and use of the composition of the invention.
Since many embodiments of the invention can be made
without departing from the spirit and scope of the invention,
the invention resides 1n the claims heremafter appended.

What 1s claimed 1s:

1. A method for diagnosing a customer computer over a
network, comprising;:

initiating a customer service session to provide technical

support of the customer computer;

transmitting a program to execute on the customer com-

puter, wherein the program causes the customer com-

puter to perform:

(1) downloading at least one object from a server to the
customer computer over the network;

(11) determining performance data comprising a net-
work transmission time to download the object from
the server to the customer computer over the network
to diagnose performance problems with the customer
computer;

(111) displaying at the customer computer being diag-
nosed both the determined performance data for the
customer computer and average performance data to
provide information to diagnose the customer com-
puter, wherein the average performance data
includes network performance data for other com-
puters in the network;

(1v) transmitting the determined performance data to a
diagnostic system over the network; and

using the performance data transmitted to the diagnostic

system to provide technical support for the customer

computer.

2. The method of claim 1, wherein the diagnostic com-
puter stores the performance data as a record 1n a database.

3. The method of claim 2, wherein the diagnostic program
displays the performance data from the customer computer
being diagnosed and average performance data determined
from the database at the server to provide information to
diagnose the customer computer.

4. The method of claim 1, wherein providing the program
comprises transmitting the program over the network to
diagnose the customer computer.

5. The method of claim 1, wherein the program causes the
customer computer to further perform:

detecting a presence of a condition occurring as a result of

downloading the at least one object from the server;

building an electronic message addressed to the diagnos-
tic computer including information on the detected
condition; and

transmitting the electronic message to the diagnostic

computer over the network.

6. The method of claim 1, wherein the performance data
includes trace route data indicating the route packets com-
prising the object travel through the network when trans-
mitted from the server to the customer computer.

7. The method of claim 1, wherein the diagnostic program
comprises an applet that executes within an Internet web
browser program executing on the customer computer.

8. The method of claim 1, wherein the average perfor-
mance data 1s provided from information in a database
having network performance data for multiple computers in
the network.
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9. The method of claim 8, wherein the network perfor-
mance data 1s gathered from the computers in the network by
transmitting the program to the computers in the network to
cause the computers to transmit their determined perfor-
mance data, wherein the determined performance data from
the computers 1s stored in the database.

10. A computer system for diagnosing a customer com-
puter over a network, wherein a server 1s coupled to the
network, comprising:

means for initiating a customer service session to provide

technical support of the customer computer;

means for transmitting a program to execute on the

customer computer, wherein the program causes the

customer computer to perform:

(1) downloading at least one object from the server to
the customer computer over the network;

(11) determining performance data comprising a net-
work transmission time to download the object from
the server to the customer computer over the network
to diagnose performance problems with the customer
computer;

(111) transmitting the determined performance data over
the network; and

(1v) displaying at the customer computer being diag-
nosed both the determined performance data for the
customer computer and average performance data to
provide mformation to diagnose the customer com-
puter, wherein the average performance data
includes network performance data for other com-
puters in the network;

means for receiving the performance data transmitted

from the customer computer; and

means for using the received performance data transmuit-

ted to provide techmical support for the customer com-

puter.

11. The system of claim 10, further comprising means for
storing the performance data as a record 1n a database.

12. The system of claim 11, wherein the program displays
at the customer computer being diagnosed both the deter-
mined performance data for the customer computer and
average performance data determined from the database to
provide mformation to diagnose the customer computer.

13. The system of claim 11, further comprising means for
displaying the performance data from the customer com-
puter being diagnosed and average performance data deter-
mined from the database to provide information to diagnose
the customer computer.

14. The system of claim 10, wherein the program 1s
transmitted over the network to diagnose the customer
computer.

15. The system of claim 10, wherein the program causes
the customer computer to further perform:

detecting a presence of a condition occurring as a result of

downloading the at least one object from the server;

building an electronic message addressed to the diagnos-
tic computer including information on the detected
condition;

transmitting the electronic message to the diagnostic

computer over the network.

16. The system of claim 10, wherein the performance data
includes trace route data indicating the route packets com-
prising the object travel through the network when trans-
mitted from the server to the customer computer.

17. The system of claim 10, wherein the diagnostic
program comprises an applet that executes within an Internet
web browser program executing on the customer computer.
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18. The system of claim 10, wherein the average pertor-
mance data 1s provided from information in a database
having network performance data for multiple computers in
the network.

19. The system of claim 18, wherein the network perfor-
mance data 1s gathered from the computers in the network by
transmitting the program to the computers 1n the network to
cause the computers to transmit their determined perfor-
mance data, wherein the determined performance data from
the computers 1s stored in the database.

20. An article of manufacture for use 1 diagnosing a
customer computer over a network, wherein a server 1s
coupled to the network, and wherein the article of manu-
facture comprises computer readable storage medium
including at least one computer program embedded therein
that causes a diagnostic system to perform:

initiating a customer service session to provide technical

support of the customer computer;

transmitting a diagnostic program to execute on the

computer, wherein the program causes the customer

computer to perform:

(1) downloading at least one object from the server to
the customer computer over the network;

(11) determining performance data comprising a net-
work transmission time to download the object from
the server to the customer computer over the network
to diagnose performance problems with the customer
computer;

(111) transmitting the determined performance data to
the diagnostic system over the network; and

(1v) displaying at the customer computer being diag-
nosed both the determined performance data for the
customer computer and average performance data to
provide mnformation to diagnose the customer com-
puter, wherein the average performance data
includes network performance data for other com-
puters in the network; and

using the performance data transmitted to the diagnostic

system to provide technical support for the customer

computer.
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21. The article of manufacture of claim 20, wherein the
diagnostic computer stores the performance data as a record
in a database.
22. The article of manufacture of claim 21, wherein the
diagnostic program displays the performance data from the
customer computer being diagnosed and average perfor-
mance data determined from the database at the server to
provide mformation to diagnose the customer computer.
23. The article of manufacture of claim 20, wherein
providing the program comprises transmitting the program
over the network to diagnose the customer computer.
24. The article of manufacture of claim 20, wherein the
program causes the customer computer to further perform;
detecting a presence of a condition occurring as a result of
downloading the at least one object from the server;

building an electronic message addressed to the diagnos-
tic computer including information on the detected
condition; and

transmitting the electromic message to the diagnostic

computer over the network.

25. The article of manufacture of claim 20, wherein the
performance data includes trace route data indicating the
route packets comprising the object travel through the
network when transmitted from the server to the computer.

26. The article of manufacture of claim 20, wherein the
diagnostic program comprises an applet that executes within
an Internet web browser program executing on the customer
computer.

27. The article of manufacture of claim 20, wherein the
average performance data 1s provided from 1information in a
database having network performance data for multiple
computers in the network.

28. The article of manufacture of claim 27, wherein the
network performance data 1s gathered from the computers in
the network by transmitting the program to the computers in
the network to cause the computers to transmit their deter-
mined performance data, wherein the determined perfor-
mance data from the computers 1s stored in the database.
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