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FINDING LOCATION AND RANGING
EXPLORER

FIELD OF THE INVENTION

This mvention relates 1n general to the field of radio
frequency 1dentification (RFID) tags. More particularly, this
invention relates to the use of RFID tags to establish the
presence of users and control devices accordingly.

BACKGROUND OF THE INVENTION

Radio frequency identification (RFID) transponders or
tags are well known and come 1n a wide variety of shapes
and sizes. They can be as small as a pencil lead 1n diameter
and one-half inch 1n length. They can be credit-card shaped
for combined use with barcode visual spection applica-
tions. RFID tags can also be used for inventory and security
purposes. For example, the anti-theft hard plastic tags
attached to merchandise 1n stores are RFID tags.

RFID tags are categorized as either active or passive.
Active RFID tags are powered by an internal battery and are
typically read/write, 1.e., tag data can be rewritten and/or
modified, and typically last up to four years. However, active
tags are less desirable in many applications due to their cost,
s1ze, and longevity limitations.

Passive RFID tags operate without a separate external
power source and obtain operating power from a reader.
Passive tags are consequently much lighter than active tags,
less expensive, and offer a virtually unlimited operational
lifetime. Read-only tags are typically passive and generally

are programmed with a unique set of data (usually 32 to 128
bits) that cannot be modified.

RFID-based designs provide for noncontact, non-line-oi-
sight sensing. Tags can be employed by a vendor for
different purposes during the entire life-cycle of the equip-
ment, from manufacturing to distribution to sales to deploy-
ment to services and finally disposal. Tags can be employed
by the customers for a wide range of purposes as well,
including site capacity planning, asset management, and
protection.

Determining an individual user’s presence 1s vital for the
growing adoption of realtime commumnications. Existing
methods rely upon direct user interaction with an input
device, such as a keyboard or mouse, to determine a user’s
status, 1.e., 1if a user 1s online or away from his computer.
Computers, devices, and other resources that may be used by
an 1mndividual or group of individuals are generally not able
to recognize the presence ol a user or group of users without
such direct iteraction. Thus, although a user may be near
his device such as a computer, 1f he 1s not actively directly
interacting with 1t (e.g., by pressing a key or moving a
pointer) within a certain predetermined time period, the
device may go into a power saving mode (e.g., blank the
screen), log the user out, or otherwise prohibit the user from
immediately accessing the system. This 1s undesirable 11, for
example, the user 1s present and would like the device to
remain 1n the normal operating mode although he i1s not
directly interacting with 1it.

Similarly, 1n a conventional system, i a user directly
interacts with the device and then, for example, leaves the
room, the device typically remains powered on 1n the regular
operating mode for a predetermined time. This 1s a security
concern, as another user could enter the room and access the
computer, although he may not be authorized to do so.
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Moreover, energy 1s wasted if the device remains powered
on 1n the regular operating mode for a predetermined time
after a user leaves the room.

In view of the foregoing, there 1s a need for systems and
methods that overcome the limitations and drawbacks of the
prior art.

SUMMARY OF THE

INVENTION

The present invention 1s directed to the use of a radio
frequency 1dentification (RFID) tag to determine the pres-
ence or absence of a user. Rules or instructions responsive
to this presence or absence are implemented to control a
device or multiple devices accordingly. In this manner, a
device can be maintained 1n a normal operating mode if a
user 1s present, even though a user 1s not actively interacting
with the device. Moreover, the device can be shut down or
locked or be on restricted access 1f an authorized user 1s no
longer 1n the presence of the device.

Exemplary embodiments include an RFID tag; a detector
comprising an antenna, an RF interrogator, and an RF
controller; and a central controller remote from the detector.
The detector transmuits interrogation signals to the RFID tag,
receives and decodes presence signals from the RFID tag,
and generates instruction signals. The central controller
receives the istruction signals and controls at least one
associated device in accordance with the mstruction signals.
The device(s) being controlled can include a personal com-
puter, a telephone, a fax machine, and a photocopier, for
example.

According to aspects of the invention, the detector is
disposed within a keyboard, and the central controller i1s
disposed within a computer, with the keyboard and the
computer connected using wireless or wired technologies.

According to further aspects of the invention, the range of
the RFID tag relative to the detector 1s determined, and the
device, such as the computer, 1s controlled accordingly.
Moreover, presence of multiple RFID tags (and hence
multiple users) may be determined by the detector and the
devices can be directed to operate in accordance with the
individual users’ predetermined authorizations and/or pret-
erences.

Additional features and advantages of the invention will
be made apparent from the following detailed description of
illustrative embodiments that proceeds with reference to the
accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing summary, as well as the following detailed
description of preferred embodiments, 1s better understood
when read 1n conjunction with the appended drawings. For
the purpose of illustrating the mvention, there 1s shown in
the drawings exemplary constructions of the invention;
however, the invention 1s not limited to the specific methods
and instrumentalities disclosed. In the drawings:

FIG. 1 1s a block diagram of an exemplary RFID system
in accordance with the present invention;

FIG. 2 1s a block diagram of an exemplary RFID system
including a keyboard in accordance with the present mven-
tion;

FIG. 3 1s a flow diagram of an exemplary method of

determining the presence of a user 1 accordance with the
present 1nvention;

FIG. 4 1s a block diagram of an exemplary RFID system
including sonar 1n accordance with the present invention;
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FIG. 5 15 a flow diagram of another exemplary method of
determining the presence of a user in accordance with the
present mvention;

FIG. 6 1s a block diagram of an exemplary RFID system
including multiple devices to be controlled 1n accordance
with the present mvention;

FIG. 7 1s a flow diagram of an exemplary method of
controlling devices by determining the presence of a user 1n
accordance with the present invention; and

FIG. 8 1s a block diagram showing an exemplary com-
puting environment 1n which aspects of the invention may
be implemented.

DETAILED DESCRIPTION OF PR
EMBODIMENTS

1]
=]

ERRED

The present invention determines presence using radio
frequency i1dentification (RFID) wireless technology, and 1s
independent of a user’s interaction with a computer. Pret-
erably, an RFID controller/reader 1s comprised within a
keyboard used in conjunction with a computer.

FIG. 1 1s a block diagram of an exemplary RFID system
in accordance with the present invention. An RF controller
40, which may be under control of a central controller 60,
directs an RF interrogator 35 to search for the presence of an
RFID transponder (referred to herein as an RFID tag) 10 by
sending signals through an antenna 30. As used herein, a
detector comprises the antenna 30, the RF interrogator 35,
and the RF controller 40, for example.

More particularly, the RFID tag 10 1s preferably a passive
device that does not require a battery and contains integrated
non-volatile memory that allows data to be written to and
read from the tag. The tag can be programmed with the
information either at installation or before installation (e.g.,
at a factory during manufacture). The mmformation that can
be programmed on the tag includes, for example, an 1den-
tifier, access codes, and/or authorization codes. It 1s con-
templated that the RFID tag 10 can be an active device,
instead of a passive device. For example, active devices
might become preferred for use in accordance with the
present invention over passive devices as, e€.g., active tag
costs decline, active tag battery life 1s extended, active tag
s1ze decreases, and active tag reader/antennae form factors
decrease, etc.

In accordance with the present invention, the tag 10 1s
used to signal the presence of a user to the RF controller 40
(via the RF interrogator 35 and the antenna 30), and ulti-
mately the controller 60, 1f desired. The RF interrogator 35
generates an interrogatory signal and transmits this signal
through the antenna 30 to the surrounding area. The antenna
30 may comprise a single antenna or multiple antennae and
can be any type ol appropriate antenna, such as an omnidi-
rectional antenna.

Preferably, the RF interrogator 35 interrogates the sur-
rounding area (via the antenna 30) for an RFID tag or tags
a predetermined (and preferably programmable) number of
times per a predetermined (and preferably programmable)
period. For example, the surrounding area could be mterro-
gated approximately 50 times per second. It 1s desirable that
the antenna 30 and RF interrogator 35 can record a target
RFID tag 10 at a range of 20 feet, though the range can be
changed according to suit a user’s desires. Characteristics
that can be modified to aflect the range include the inter-
rogatory signal power level of the RF interrogator 35, the
presence signal power level of the RFID tag 10, the detec-
tion threshold of the RF interrogator 30, and the character-
istics of the antenna 30.
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A presence signal from the RFID tag 10 1s received by the
antenna 30 and provided to the RFID controller 40 via the
RFID interrogator 35. A microprocessor (within the control-
ler 40 or separate from the controller 40) including decoder
teatures, for example, can then act on the received signal to
generate an appropriate output signal. This output signal can
be provided via wired or wireless technologies to a remote
computer (comprising central controller 60, for example), as
described in further detail below.

The RFID controller 40 preferably 1s able to detect
multiple RFID tags, desirably simultaneously. This allows
multiple users to have their presence established.

It 1s desirable to determine 11 a user 1s in the presence of
a device, such as a computer, and to provide that information
to a realtime client. The realtime client then acts on the
information. In this way, 1t a user 1s 1n the room, but not
using the laptop computer, this information associated with
the user’s presence can be used to alert the laptop to enter (or
not enter) an appropriate mode, such as standby or sleep.

FIG. 2 1s a block diagram of an exemplary RFID system
including a keyboard in accordance with the present inven-
tion. FIG. 3 1s a flow diagram of an exemplary method of
determining the presence of a user 1 accordance with the
present invention. FIG. 2 contains elements similar to those
described above with respect to FIG. 1. These elements are
labeled 1dentically are their description 1s omitted for brev-
ty.

In FIG. 2, the detector, comprising the antenna 30, the

RFID interrogator 35, and the RFID controller 40, 1s dis-
posed within a keyboard 20. The keyboard 20 i1s connected
by either wired or wireless technologies to a computer, such
as a personal computer (PC) 50, which comprises the central
controller 60. For example, the keyboard 20 might have a
USB hub and the PC 50 might have a USB port, and a USB
cable connects the keyboard 20 and the PC 30. It 1s con-
templated that any device, and not only the keyboard 20, can
be used to house the detector. Similarly, any device, and not
only the PC 350, can be used to house the central controller
60. Moreover, the detector system can be disposed within
the PC 50.
The RFID tag 10 1s preferably disposed on a card or badge
5 that will be desirably be present with the user, such as
embedded 1n an employee 1dentification badge worn by the
user.

The antenna 30, which desirably resides on the keyboard
20, broadcasts interrogating signals, at step 100. The elec-
tromagnetic field produced by the antenna 30 can be con-
stantly present or pulsed at a given interval, such as every
three seconds. The passive RFID tag 10 associated with the
user recognizes the interrogating signals and responds with
a presence signal, at step 110. The presence signal preferably
comprises data that identifies the user or tag data. According
to an example, the tag data 1s divided into three fields, each
1s 32-bit in length. The fields could be, for example, “Device
ID” (user’s name would be 1n this field), “Location Data™
(mobile or fixed), and “Serial Number”. This schema can be
customized.

The RFID controller 40 receives the tag data (via the
antenna 30 and the RFID interrogator 35) and decodes 1t, 1f
desired, at step 120. The RFID controller 40 then sends the
information to an optional authentication system, which may
reside locally or within the PC 50, for example. Then,
optionally, the RFID tag 1s authenticated, at step 130.

It 1s desirable to have the antenna disposed on the key-
board or near the desktop, because the RFID detector system
can be used for other tasks such as scanning for security
purposes and/or used in conjunction with secure login
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procedures. For example, the user ID could be authenticated
for the system the user 1s working on. The authentication
system, 11 any, uses conventional authentication techmques
to verily that the ID tag 1s authentic (e.g., has not be spoofed,
and 1s accurate). If the tag 1s determined to be not authentic
and hence 1nvalid, 1ts processing discontinues, and the
overall process resumes at step 100.

After the tag 1s authenticated, or 11 authentication 1s not
implemented 1n the system, then system control istructions
associated with the tag are retrieved or otherwise deter-
mined, at step 140. More particularly, the PC 50 acts upon
the information contained within the received RFID tag
data, either directly (e.g., the mnformation contains instruc-
tions) or by accessing a storage device and looking up
predetermined rules or instructions associated with the
received RFID tag data. Lookup tables or other data storage
and retrieval techniques may be implemented to associate
RFID tag data with system control instructions. The rules or
instructions are then implemented, at step 150. These rules
or instructions can be used to switch the operating mode of
the PC 50, for example. Processing continues at step 100.

The RFID controller 40 1s desirably deployed 1n one of
four configurations: fixed mount, PCMCIA device, PCI
card, or integrated on the motherboard.

The distance from the RFID tag 10 to the detector (and
hence the keyboard) can also be determined. The detector,
comprising the antenna 30, the RF interrogator 35, and the
RF controller 40, can determine the range of the RFID tag
10 by measuring the time of a returned signal from the RFID
tag 10. Alternatively, the strength of the returned signal from
the RFID tag 10 or 1ts waveform shape may be used by the
detector to determine the range of the RFID tag 10. As the
time, strength, or waveform changes with each receirved
RFID tag signal (transmitted to the detector responsive to
successive cycles of interrogating signals), 1t can be deter-
mined whether the RFID tag 10, and hence the user, 1s
approaching the keyboard 20 or moving away from the

keyboard 20.

This movement detection can be used by the central
controller 60, for example, to determine whether to activate
the computer 50 (e.g., maintain the monitor 1n the on state)
or deactivate the computer 30 (e.g., put the computer 1n a
sleep mode, lock the computer, or turn the computer off) 1n
accordance with the instructions that have been determined
pursuant to the received tag data. Thus, the location of the
user (1.e., the RFID tag) 1s determined with respect to the
keyboard. Preferably, this information can be used to deter-
mine the distance and bearing of the user (e.g., moving away
or toward the desktop or laptop). This would allow the
devices to be instructed to appropriately enter standby or
sleep or wake mode. For example, 11 1t 1s determined that the
user 1s moving away from the keyboard, toward the door, the
laptop could enter sleep mode. If the user 1s moving toward
the keyboard, the laptop could awaken and be ready for
usage as the user approaches the keyboard. This will save
time for the user and power for the laptop.

According to an embodiment, the reader determines the
user’s presence by detecting the tag on the user’s 1D, reading
the device ID field, and calculating the response time
between when the signal 1s sent to the tag and received from
the tag to determine relative distance and bearing, similar to
sonar. Alternatively, after reading the device ID field, a tag
residing in a fixed location (e.g., the user’s phone or monitor,
a phone 1 a conference room) can be read, and that
information provided to the PC 50 (or other computer) to
triangulate the user’s location.
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According to a further embodiment, sonar could be used
in conjunction with the RFID tag to determine distance and
bearing of the user. For example, after recognizing a user
with the RFID tag, then the sonar 1s activated. FIG. 4 1s a
block diagram of an exemplary RFID system including
sonar 1n accordance with the present invention, and FIG. 5
1s a flow diagram of an exemplary corresponding method.
FIG. 4 contains elements similar to those described above
with respect to FIG. 2, and FIG. 3 contains elements similar
to those described above with respect to FIG. 3. These
clements are labeled i1dentically are their description is
omitted for brevity.

A sonar umt 45 1s desirably incorporated into the key-
board, but can be incorporated elsewhere. For example, the
sonar unit can be disposed as a standalone unit, or can be
incorporated into another device, such as the PC 50. After
the RFID tag 10 sends 1ts presence signal to the detector, and
1s authenticated at optional step 130, the RF controller 40
directs the sonar unit 45 to activate, at step 135. At that point,
the sonar unit 45 locates and tracks the RFID tag 10. The
distance and bearing of the RFID tag 10, and thus the user,
can be determined using sonar techniques.

The user distance and bearing information 1s desirably
provided to the central controller 60. The central controller
60 acts on this information accordingly. For example, 11 the
central controller 60 determines that the user 1s leaving the
room, (e.g., using predetermined rules and/or algorithms),
the central controller 60 puts the computer in standby or
sleep mode, or disables the computer. In this manner, an
unauthorized user will not then be able to see the screen or
otherwise legitimately access the original user’s data. More-
over, power savings can be realized. The predetermined
rules and/or algorithms can be stored in memory 1n the PC
50 that 1s accessible to the central controller 60. The pre-
determined rules and/or algorithms may also be stored 1n
memory associated with the detection system (e.g., reside
within the keyboard 20).

The sonar can also be used to recognize when a user 1s
approaching the keyboard 20, and thus it can be assumed the
user will be approaching to use the keyboard 20 and PC 50.
In such a case, the central controller 60 can recognize the
approaching user and, based on stored rules, power up
and/or log 1n the user.

When multiple devices are present or available, 1t would
be desirable to know which users are present and the
device(s) each user i1s authorized to access. For example,
certain users will be authorized to use certain devices and
not others. According to an embodiment of the mvention, a
list of valid users and rules 1s maintained in storage, and
these users will be authorized to access various devices in
the system, pursuant to the rules 1n storage. For example, 1
a user 1s 1n the room, and his RFID tag identifies him as
being authorized, he will have access to use the telephone
and computer, for example. Unauthorized persons will be
prevented from using these devices (1.e., locked out).

FIG. 6 1s a block diagram of an exemplary RFID system
including multiple devices to be controlled 1n accordance
with the present invention, and FIG. 7 1s a flow diagram of
a corresponding exemplary method. FIG. 6 contains ele-
ments similar to those described above with respect to FIG.
2, and FIG. 7 contains elements similar to those described
above with respect to FIG. 3. These elements are labeled
identically are their description 1s omitted for brevity.

Various devices, such as a telephone 63, a fax machine 67,
and a photocopier 69, are connected to the PC 50, either
through wired or wireless technologies. The stored rules or
instructions associated with the various user’s tags (and thus
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the various users) provide authorization to use, and activate,
the various devices 65, 67, 69 11 the user 1s permitted access
to use these devices. The access will be granted pursuant to
the tag data 1n the RFID tag 10 and the rules and instructions
provided to the central controller 60. After the user 1s
authenticated at optional step 130, the system control
instructions and rules associated with the tag (and thus the
user) are determined and implemented on the local system
50 (as set forth above with respect to FIGS. 2 and 3) and on
the remote systems or devices which may include devices
65, 67, 69. In this manner, one user may be granted access
to a telephone 65, but be prevented from using the fax
machine 67 and photocopier 69, while another user may
have access to the fax machine 67 and photocopier 69 and
not be permitted to use the telephone 65. It 1s contemplated
that the devices 65, 67, 69 can be 1n the same room as the
user (and thus the RFID tag 10) and/or the PC 50 or remotely
located (e.g., the user, the telephone 65, and the PC 50 are
in the user’s oflice, and the fax machine 67 and photocopier
69 arc located 1n a shared printer center).

Moreover, lights and other devices 1n the room could be
set up so that when a person enters the room, his RFID tag
1s 1dentified, and the devices are put into the operating
modes predetermined by a set of rules for that user. In other
words, the desktop could control other devices such as
telephones and lights based on user-programmed or other
predetermined policies or rules. The policies or rules could
be stored at the desktop, for example. The set of rules may
be determined by the user and/or by a central authority or
administrator.

Another contemplated embodiment 1s directed to the
handling of an mmcoming telephone call. If a telephone call
comes 1n to the telephone associated with central controller
60 (c.g., to telephone 65), the system determines 11 the user
1s 1n the room. This determination can be performed using
the mterrogation described with respect to FIGS. 2 and 3, for
example. If the RFID tag 10 of one authorized to use the
telephone 65 responds to the interrogation signal, then 1t 1s
determined that an authorized user 1s 1n the room, and the
call 1s rung through to the telephone 65. However, 11 there 1s
no response from an RFID tag 10 of an authorized user to the
interrogation signal, 1t 1s determined that such a user 1s not
available (e.g., 1s not 1n the room), and the call 1s otherwise
disposed of (e.g., forwarded to a voice messaging system).

Another contemplated embodiment involves the recogni-
tion of multiple RFID tags concurrently to determine which
users are in the room. The detector and/or the PC 350
preferably maintains a record or log of the RFID tags that are
present (within range, for example) at a particular time. This
record or log can be stored 1n a storage device (not shown)
and updated at predetermined intervals or other times. In this
manner, multiple users can be tracked and can be 1dentified
when they are 1 a room, for example. This would allow a
teleconferencing system to recognize everyone who 1s in a
room, entering a room, or leaving a room, for example.

It 1s contemplated that collisions can occur, for example,
when multiple RFID tags occupy the same RF channel.
Accordingly, collision detection 1s preferably used to avoid
or otherwise overcome the collisions between the data
packets or signals of the variously transmitting RFID tags.
For example, where collisions occur, repeat transmissions
are desirably used until all the data packets are properly
received.

Although the above embodiments have been described
with respect to the RFID reader (detector system) residing in
a keyboard, the RFID reader can be disposed within any
device, such as encapsulated within a PCMCIA device or
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integrated on a PCI card/motherboard. Alternatively, the
reader could be portable, such as 1n a Windows CE-based
portable device.

Exemplary Computing Environment

FIG. 8 illustrates an example of a suitable computing
system environment 800 in which the invention may be
implemented. The computing system environment 800 is
only one example of a suitable computing environment and
1s not mtended to suggest any limitation as to the scope of
use or functionality of the invention. Neither should the
computing environment 800 be interpreted as having any
dependency or requirement relating to any one or combina-
tion of components illustrated in the exemplary operating
environment 800.

The invention 1s operational with numerous other general
purpose or special purpose computing system environments
or configurations. Examples of well known computing sys-
tems, environments, and/or configurations that may be suit-
able for use with the invention include, but are not limited
to, personal computers, server computers, hand-held or
laptop devices, multiprocessor systems, miCroprocessor-
based systems, set top boxes, programmable consumer elec-
tronics, network PCs, minicomputers, mainframe comput-
ers, distributed computing environments that include any of
the above systems or devices, and the like.

The invention may be described 1n the general context of
computer-executable instructions, such as program modules,
being executed by a computer. Generally, program modules
include routines, programs, objects, components, data struc-
tures, etc. that perform particular tasks or implement par-
ticular abstract data types. The invention may also be
practiced 1 distributed computing environments where
tasks are performed by remote processing devices that are
linked through a communications network or other data
transmission medium. In a distributed computing environ-
ment, program modules and other data may be located 1n
both local and remote computer storage media including
memory storage devices.

With reference to FIG. 8, an exemplary system for imple-
menting the invention includes a general purpose computing
device in the form of a computer 810. Components of
computer 810 may include, but are not limited to, a pro-
cessing umt 820, a system memory 830, and a system bus
821 that couples various system components including the
system memory to the processing unit 820. The system bus
821 may be any of several types of bus structures including
a memory bus or memory controller, a peripheral bus, and a
local bus using any of a variety of bus architectures. By way

of example, and not limitation, such architectures include
Industry Standard Architecture (ISA) bus, Micro Channel

Architecture (MCA) bus, Enhanced ISA (FISA) bus, Video
Electronics Standards Association (VESA) local bus, and
Peripheral Component Interconnect (PCI) bus (also known
as Mezzanine bus).

Computer 810 typically includes a variety of computer
readable media. Computer readable media can be any avail-
able media that can be accessed by computer 810 and
includes both volatile and non-volatile media, removable
and non-removable media. By way of example, and not
limitation, computer readable media may comprise com-
puter storage media and communication media. Computer
storage media includes both volatile and non-volatile,
removable and non-removable media implemented in any
method or technology for storage of information such as
computer readable instructions, data structures, program
modules or other data. Computer storage media includes, but
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1s not limited to, RAM, ROM, EEPROM, flash memory or
other memory technology, CD-ROM, digital versatile disks
(DVD) or other optical disk storage, magnetic cassettes,
magnetic tape, magnetic disk storage or other magnetic
storage devices, or any other medium which can be used to
store the desired immformation and which can accessed by
computer 810. Communication media typically embodies
computer readable instructions, data structures, program
modules or other data in a modulated data signal such as a
carrier wave or other transport mechanism and includes any
information delivery media. The term “modulated data sig-
nal” means a signal that has one or more of its characteristics
set or changed 1n such a manner as to encode information 1n
the signal. By way of example, and not limitation, commu-
nication media includes wired media such as a wired net-
work or direct-wired connection, and wireless media such as
acoustic, RF, infrared and other wireless media. Combina-
tions of any of the above should also be included within the
scope of computer readable media.

The system memory 830 includes computer storage media
in the form of volatile and/or non-volatile memory such as
ROM 831 and RAM 832. A basic input/output system 833
(BIOS), containing the basic routines that help to transfer
information between elements within computer 810, such as
during start-up, 1s typically stored in ROM 831. RAM 832
typically contains data and/or program modules that are
immediately accessible to and/or presently being operated
on by processing unit 820. By way of example, and not
limitation, FIG. 8 illustrates operating system 834, applica-
tion programs 835, other program modules 836, and pro-
gram data 837.

The computer 810 may also include other removable/non-
removable, volatile/non-volatile computer storage media.
By way of example only, FIG. 8 illustrates a hard disk drive
840 that reads from or writes to non-removable, non-volatile
magnetic media, a magnetic disk drive 851 that reads from
or writes to a removable, non-volatile magnetic disk 852,
and an optical disk drive 8353 that reads from or writes to a
removable, non-volatile optical disk 856, such as a CD-
ROM or other optical media. Other removable/non-remov-
able, volatile/non-volatile computer storage media that can
be used 1n the exemplary operating environment include, but
are not limited to, magnetic tape cassettes, flash memory
cards, digital versatile disks, digital video tape, solid state
RAM, solid state ROM, and the like. The hard disk drive 841
1s typically connected to the system bus 821 through a
non-removable memory 1nterface such as iterface 840, and
magnetic disk drive 851 and optical disk drive 855 are
typically connected to the system bus 821 by a removable
memory interface, such as interface 850.

The drives and their associated computer storage media
provide storage of computer readable instructions, data
structures, program modules and other data for the computer
810. In FIG. 8, for example, hard disk drive 841 1s illustrated
as storing operating system 844, application programs 845,
other program modules 846, and program data 847. Note
that these components can either be the same as or different
from operating system 834, application programs 835, other
program modules 836, and program data 837. Operating
system 844, application programs 845, other program mod-
ules 846, and program data 847 are given different numbers
here to illustrate that, at a mimmum, they are diflerent
copies. A user may enter commands and information into the
computer 810 through input devices such as a keyboard 862
and pointing device 861, commonly referred to as a mouse,
trackball or touch pad. Other input devices (not shown) may
include a microphone, joystick, game pad, satellite dish,
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scanner, or the like. These and other mnput devices are often
connected to the processing umt 820 through a user input
interface 860 that 1s coupled to the system bus, but may be
connected by other interface and bus structures, such as a
parallel port, game port or a universal serial bus (USB). A
monitor 891 or other type of display device 1s also connected
to the system bus 821 via an interface, such as a video
interface 890. In addition to the monitor, computers may
also 1include other peripheral output devices such as speakers
897 and printer 896, which may be connected through an
output peripheral interface 895.

The computer 810 may operate 1n a networked environ-
ment using logical connections to one or more remote
computers, such as a remote computer 880. The remote
computer 880 may be a personal computer, a server, a router,
a network PC, a peer device or other common network node,
and typically includes many or all of the elements described
above relative to the computer 810, although only a memory
storage device 881 has been 1llustrated in FIG. 8. The logical
connections depicted include a LAN 871 and a WAN 873,
but may also include other networks. Such networking
environments are commonplace in oflices, enterprise-wide
computer networks, intranets and the internet.

When used in a LAN networking environment, the com-
puter 810 1s connected to the LAN 871 through a network
interface or adapter 870. When used in a WAN networking
environment, the computer 810 typically includes a modem
872 or other means for establishing communications over
the WAN 873, such as the internet. The modem 872, which
may be 1nternal or external, may be connected to the system
bus 821 via the user input interface 860, or other appropnate
mechanism. In a networked environment, program modules
depicted relative to the computer 810, or portions thereof,
may be stored in the remote memory storage device. By way
of example, and not limitation, FIG. 8 illustrates remote
application programs 885 as residing on memory device
881. It will be appreciated that the network connections
shown are exemplary and other means of establishing a
communications link between the computers may be used.

As mentioned above, while exemplary embodiments of
the present invention have been described in connection
with various computing devices, the underlying concepts
may be applied to any computing device or system.

The various techniques described herein may be imple-
mented 1n connection with hardware or software or, where
appropriate, with a combination of both. Thus, the methods
and apparatus of the present invention, or certain aspects or
portions thereof, may take the form of program code (1.¢.,
instructions) embodied 1n tangible media, such as tloppy
diskettes, CD-ROMs, hard drives, or any other machine-
readable storage medium, wherein, when the program code
1s loaded ito and executed by a machine, such as a
computer, the machine becomes an apparatus for practicing
the invention. In the case of program code execution on
programmable computers, the computing device will gen-
erally include a processor, a storage medium readable by the
processor (including volatile and non-volatile memory and/
or storage elements), at least one input device, and at least
one output device. The program(s) can be implemented 1n
assembly or machine language, 1f desired. In any case, the
language may be a compiled or interpreted language, and
combined with hardware implementations.

The methods and apparatus of the present invention may
also be practiced via communications embodied 1n the form
of program code that 1s transmitted over some transmission
medium, such as over electrical wiring or cabling, through
fiber optics, or via any other form of transmission, wherein,
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when the program code 1s received and loaded into and
executed by a machine, such as an EPROM, a gate array, a
programmable logic device (PLD), a client computer, or the
like, the machine becomes an apparatus for practicing the
invention. When implemented on a general-purpose proces-
sor, the program code combines with the processor to
provide a unique apparatus that operates to imvoke the
functionality of the present invention. Additionally, any
storage techmiques used in connection with the present
invention may invariably be a combination of hardware and
soltware.

While the present invention has been described in con-
nection with the preferred embodiments of the various
figures, 1t 1s to be understood that other similar embodiments
may be used or modifications and additions may be made to
the described embodiments for performing the same func-
tion of the present invention without deviating therefrom.
Theretore, the present invention should not be limited to any
single embodiment, but rather should be construed in
breadth and scope 1n accordance with the appended claims.

What 1s claimed 1s:

1. A system for determiming presence and providing
control, comprising:

a radio frequency identification (RFID) tag;

a detector comprising an antenna, an RE interrogator, and
an RF controller, the detector adapted to transmit
interrogation signals to the RFID tag, to receive and
decode presence signals from the RFID tag to deter-
mine whether the RFID tag 1s approaching the detector
or moving away Irom the detector, and to generate
istruction signals based on whether the RFID tag is
approaching the detector or moving away from the
detector; and

a central controller remote from the detector and adapted
to receive the instruction signals and control at least
one associated device 1 accordance with the instruc-
tion signals.

2. The system of claim 1, further comprising a card

comprising the RFID tag.

3. The system of claim 1, wherein the at least one device
comprises a computer, and the computer comprises the
central controller.

4. The system of claim 3, further comprising a keyboard
comprising the detector.

5. The system of claim 1, wherein the central controller
determines control signals based on the recerved instruction
signals and controls the at least one device 1n accordance
with the control signals.

6. The system of claim 1, wherein the 1nstruction signals
comprise rules associated with the RFID tag.

7. The system of claim 1, wherein the detector determines
the range of the RFID tag and transmits the range to the
central controller, the central controller controlling the
device based on the range.

8. The system of claim 7, wherein the central controller
deactivates the device 1f the range 1s beyond a threshold.

9. The system of claim 7, wherein the central controller
maintains the current operating status of the device 1if the
range 1s less than a threshold.

10. The system of claim 7, wherein the central controller
changes the operating mode of the device as the range
changes.

11. The system of claim 7, wherein the central controller
prevents access to the device if the range 1s beyond a
threshold.

12. The system of claim 7, wherein the central controller
provides login information to the device, the login informa-
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tion associated with the RFID tag, when the range 1s less
than a threshold and the current operating status of the
device 1s ofl or if the device 1s locked.

13. The system of claim 1, wherein the central controller
maintains the operating mode of the device based on the

detection of the RFID tag.
14. The system of claim 1, further comprising sonar for

determining the range of the RFID tag.

15. The system of claim 14, wherein the detector com-
prises the sonar.

16. The system of claim 1, wherein the at least one device
comprises at least one of a telephone, a fax machine, and a
photocopier.

17. The system of claim 1, wherein the detector 1s adapted
to receive presence signals from a plurality of RFID tags,
and the central controller controls the at least one device 1n
accordance with the information received from the RFID
tags.

18. A method for determining presence and providing
control, comprising;:

recerving a presence signal from at least one radio fre-

quency identification (RFID) tag at a detector compris-
ing an RF controller;

determining whether the RFID tag 1s approaching the

detector or moving away from the detector based on the
presence signal;
generating an output signal 1n response to the presence
signal and whether the RFID tag 1s approaching the
detector or moving away from the detector;

providing the output signal to a remote central controller;
and

controlling at least one device, via the remote central

controller, based on the output signal.

19. The method of claim 18, further comprising searching
for the presence of the RFID tag by transmitting an inter-
rogating signal at predetermined intervals.

20. The method of claim 18, further comprising receiving,
a plurality of presence signals, each signal associated with a
different one of a plurality of RFID tags, and controlling the
at least one device in accordance with the information
received from the RFID tags.

21. The method of claim 18, further comprising decoding,
the presence signal prior and generating the output signal
based on the decoded presence signal.

22. The method of claim 18, wherein the output signal
comprises 1structions and rules for the remote controller to
implement on the at least one device.

23. The method of claim 18, further comprising deter-
mining the range of the RFID tag.

24. The method of claim 23, wherein determining the
range comprises using sonar to determine the range.

25. The method of claim 23, further comprising changing
the operating mode of the at least one device based on the
range of the RFID tag.

26. The method of claim 25, wherein changing the oper-
ating mode comprises preventing access to the device of the
range 1s beyond a threshold.

277. The method of claim 25, wherein changing the oper-
ating mode comprises deactivating the device 1t the range 1s
beyond a threshold.

28. The method of claim 25, wherein changing the oper-
ating mode comprises maintaining the current operating
status of the device 1s the range 1s less than a threshold.

29. The method of claim 18, further comprising embed-
ding the RFID tag into a portable card, and disposing the
detector 1n a keyboard.
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30. The method of claim 18, further comprising providing, 31. The method of claim 18, wherein the at least one
information to the device, the login information associated device comprises at least one of a computer, a telephone, a

with the RFID tag, when the range is less than a threshold fax machine, and a photocopier.

and the current operating status of the device 1s off or 1f the
device 1s locked. £ % ok % ok
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