US007055752B2
a2 United States Patent (10) Patent No.:  US 7,055,752 B2
Yoshimoto et al. 45) Date of Patent: Jun. 6, 2006
(54) 1IC CARD 4,575,621 A * 3/1986 Dretfus ...ccooevvvvinninnnnn. 235/380
4,625,241 A * 11/1986 Ohzeki ...coevvvvvvennen.nnn. 348/464
(75) Inventors: Tetsuro Yoshimoto, Kadoma (JP); Joji 4,814,595 A * 3/1989 Gilboa ......ccceoevuinnnn. 235/492
Katsura, Nishinomiya (JP); Shota 4,918,416 A * 4/1990 Walton et al. .............. 235/493
Nakashima, Hirakata (JP); Takeshi 4924075 A *  5/1990 Tanaka ........coceeveenennnn 235/380
Yamamoto, Hirataka (JP); Miki 4,962,485 A * 10/1990 Kato et al. .................. 365/229
Mizushima, Toyonaka (JP); Rie Ito, 5,101,410 A * 3/1992 Niimura et al. ............... 714/45
Hirakata (JP) 5,129,091 A * 7/1992 Yorimoto et al. ........... 713/323
(73) Assignee: Matsushita Electric Industrial Co., 5,179,661 A * /1993 Copeland et al. 710/29
Ltd., Osaka (JP) 5,365,047 A * 11/1994 Yamaguchi ............... 235/380
N _ _ _ _ _ 5,382,778 A * 1/1995 Takahira et al. ............ 235/380
(*) Notice:  Subject to any disclaimer, the term of thus 5410,714 A *  4/1995 Yorimoto et al. ........... 713/323
patent 1s extended or adjusted under 33 5477215 A * 12/1995 Mandelbaum ............ 340/5.61
U.S.C. 154(b) by 0 days.
(21) Appl. No.:  10/030,252 (Continued)
(22) PCT Filed: May 21, 2001 FOREIGN PATENT DOCUMENTS
(86) PCT No.: PCT/JP01/04213 IP 56096303 A ™ /1981
§ 371 (c)(1), (Continued)

2), (4) Date:  Jan. 9, 2002 _
(2), (4) Date ah Primary Examiner—Thien M. Le

(87) PCT Pub. No.: WO001/91046 Assistant Examiner—Kumiko C. Koyama
(74) Attorney, Agent, or Firm—McDermott Will & Emery
PCT Pub. Date: Nov. 29, 2001 LLP
(65) Prior Publication Data
US 2002/0104890 A1 Aug. 8, 2002 (57) ABSTRACT

(30) Foreign Application Priority Data S S _
A state control circuit gives an 1nactive state control signal

May 22, 2000 (JP) e, 2000-149759 to a CPU and an active state control signal to a data
transmission circuit. In response to this, the CPU goes 1nto

(51) Int. Cl. the halt state and the data transmission circuit goes into the

GO6K 19/06 (2006.01) receive state. When receive processing 1s completed, the
(52) US.CL .., 235/492; 235/487 state control circuit gives an active state control signal to the
(58) Field of Classification Search .............. 235/492; CPU. In response to this, the CPU restores from the halt state
‘34(‘)/ 825, 455,370; 713/322, 323_; 365/229 to the operative state. The CPU gives an instruction signal to
See application file for complete search history. the state control circuit. The state control circuit gives an
_ iactive state control signal to the data transmission circuit.
(56) References Cited In response to this, the data transmission circuit goes into the

halt state.

U.S. PATENT DOCUMENTS
4,315,330 A * 2/1982 Brickman et al. .......... 370/241 19 Claims, 19 Drawing Sheets
104
/
DALA >| DATA RAM
102 > 106
\ 103 105 ]Dm /
\ 4 |
101~ % DATA DATA DMA DATA | NONVOLATILE
TRANSMISSIONfE—> CPU [e—>|
CTRCUTT CIRCUIT MEMORY
M A
CMD1
R S5| D5 > 7
54 3
S3 STATE CONTROL Sl
5 CIRCUIT
Cl1~C3 \

107



US 7,055,752 B2

Page 2

U.S. PATENT DOCUMENTS 6,728,812 B1* 4/2004 Kato .....cccevvivivienennn.. 710/303
5,500,650 A * 3/1996 Snodgrass et al. ............ 342/42 FORFIGN PATENT DOCUMENTS
5,670,772 A *  9/1997 GOtO .ccvvrviiiiiiinenennn, 235/493 i
5,729,004 A * 3/1998 Kim et al. ......coco....... 235/492 P 09151274 8/1984
5,787,101 A * 7/1998 Kelly ....ccoovvvvvvvrnnnnnen. 714/800 JP 61-283979 12/1986
5,845,134 A * 12/1998 Aral ..ccovvvvvviininiinininnnn. 713/322 JP 02-048757 2/1990
5,875,480 A 2/1999 Le Roux et al. JP 02-232793 9/1990
5,959,276 A *  9/1999 Inyma .......coceeevvvvnennnnn. 235/380 JP 04-005783 1/1992
5,968,166 A * 10/1999 Kakiage et al. ............. 712/225 JP 04-127290 4/1992
6,036,100 A * 3/2000 Asami ......cccvvvvvnvennnnnn. 235/492 JP 04115614 A 4/1992
6,045,042 A * 4/2000 Ohno .....ccoevvevvvvinnen.n. 235/440 TP 04-153793 5/199?2
6,061,357 A * 5/2000 Olshansky et al. ......... 370/401 TP 04-241082 Q/1002
6,079,622 A * 6/2000 GO0 .cevvvvrviriniinininnnnnns 235/492 TP 06-149686 5/1994
6,161,762 A * 12/2000 Bashan et al. .............. 235/492 TP 2-167014 6/1006
6,266,810 B1* 7/2001 Tanaka et al. .............. 717/173 TP 10-105659 4/1998
6,434,161 B1* 8/2002 Higbee etal. .............. 370/413 TP 11-194996 7/1999
6,563,618 B1* 5/2003 Morrow et al. ............. 398/135 TP 2000-172805 A 6/2000
6,615,167 B1* 9/2003 Devins et al. ................ 703/28
6,625,683 B1* 9/2003 Khan et al. ................. 710/313 * cited by examiner




US 7,055,752 B2

Sheet 1 of 19

Jun. 6, 2006

U.S. Patent

_ HTILVIOANON | VIV

-/

AJONAN

— ]

901

IS TOMLNOD dLV.LS
_!Illluq. —T

g

Wvd VLIV ¢|L

|

40

!

LO1
— mv:;;;;;s;;;. e)~T10
| LINO¥TH S |
e
R
GAND |
58| |raio > _
—
_ LIND¥ID
do | LA NOTSSTIHSNVAL
- VId VIVa | VIVQ
AR COT ﬁ

601
LARTU

V14

|

c01 ﬂ

101



US 7,055,752 B2

Sheet 2 of 19

Jun. 6, 2006

U.S. Patent

AHONAN HTILVTOANON

NOTSSTIWSNVAL VIVA(E) NT QVEM/ALTNA (Z) AATHOAY VIV (T)
INIL | “ m J
S m Lm...... _” .
THIVIS anas | ALYLS AATANTY ¢01
= T LINOYID NOISSINSNVYL VIVQ
|
m (ED) 1(£D)
ep| | ep _ 2 ]9
ofl |0 ol o c01 LINOYID VNd
~Z)
P || €P m _ TP| || TP
| - awis aavaado || [o]l| o 0| vO1 WYY viva
1 s ws] ©
 HIVLS FAILVAdO LOT
_ Q_, = i IﬂT LINOUTD TONINOD ALVLS
IS~ 1S~ | 1S~ _Hm;
H 5 . | 901
7S 7Q ~GS 7Q~ AJOWHN H1ILVIOANON
varo| T vao|l | eamo
2D GAND ~+ GP I~ I°F 1AW
can |y, |eann
0 ALV1S JATLVIELO 0| S0T Ndo

¢ Ild



AJOWAW H11LV IOANON

 NOISSTWSNVYIL VIVa(e) NI Qvad/diTdm(z) ~ JATHO®M vIva(r)
< S () — < 7

US 7,055,752 B2

] i
] i
) 1
[ | |

~ ldod vava [dos]
ALVLS QNIS ) mﬁﬁaﬁﬁ&\\\\\\\m ILYLS HAIHOH

2 X227 35 S 7777 RN 7
“ ALYLS GAILVIEd0 \%\\@@@\\\%\m
“m e VIS anoviae
= —

IO OO SIS

§ BRI s viee  G7IETRTIG
- m m

= o Jld

:

-

TYNDLS (NHS

TYNOLS HALHDHY

| 601

LINDYLD NOLSSINSNVEL VIV

cO1 LINOdLID VA

POT Wvd VLV

.01
LINOHID "T04INOD dLVIS

901
AJONHIW H'IT LV TOANON

GOT [1dO



US 7,055,752 B2

Sheet 4 of 19

Jun. 6, 2006

U.S. Patent

LI[1Dd1D

104.LNOD
HLVLS

o

—
LO1

| LINDYID LINJYID
NOTLVYANE) ONINIL (S e ONISSHI0Nd
- YAJISNVEL YIVA | AATAOHY/ANAS
I |
10%
4017
00T
v Dl

Ld¥d LINDAID DO TVNY
0L "TYNOIS (NS

>

T4Vd LINOYID DOTYNY
WO¥d "TVNDLS HAIHOHY




US 7,055,752 B2

Sheet 5 of 19

Jun. 6, 2006

U.S. Patent

404

e e Jduk i NS Sy el AR BN

HATL NOILOALOdd
+ LId dOLS

LId LAVLS

vIvad LI4-§

el e oo ahills ks

LId LdVLS

vivd LI9-8

SR

H0S



US 7,055,752 B2

Sheet 6 of 19

Jun. 6, 2006

U.S. Patent

dJALL

HNTL NOILOHLOAd
+ LId dOLS

HNIL NOILOHLOAd
+ 119 dOLS

LId LaV.IS LId LdVLS

e s s JWE

YIVd 1I4-Y

il e . el .

€0 TYNOIS NOILANYYHINI

TYNOIS (NHS

| 4O JATHOHY



US 7,055,752 B2

Sheet 7 of 19

Jun. 6, 2006

U.S. Patent

JATHOHdd NO INHdS NS NO INHAIS HATADHY NO JINAdS

ANLL WALSAS ~ HNIL WHLSAS | | HALL WALSAS

MIL S > > S S
.m.l_“ ) " S m ) N ——

ik e Sk skl

: 7777777 LI 0

(R ———— N T Y ----.--—-*1--- L ¥ L R F K F B _J N B 1 § N} J L N8 5 1 CF WL L

L Dld

GO1 [1dO

nler b ol ol - PR R SN B R R S - n R 8 R N ]

LSS

LINOYIO NOISSIWSNVAL VIV

N

e e s s e s s wmm sher s alis e ol e

TYNDTS NS

TYNDIS HATHOHY

< (0 XA YIIU7K 0 )G AIs VI

( 4I1VIS NS Y H ZXALVIS HATHOHY)
................. b bod vavalod | b
s0d] viva Jogi 3 [0a] viva [0S

< >



US 7,055,752 B2

Sheet 8 of 19

Jun. 6, 2006

U.S. Patent

F1G. 8

10etu

[ Iéillll



US 7,055,752 B2

LINOYIO HNTLOALAA I4Vd LINDJID HOTYNV
—  WIOJIAVH FATAOHY 0¥ TYNDIS FATIOTY

LINOYID c0.

> mﬁ%mm < | ONIIVIIOD L, _ LINOYID ONI¥OLS

S | qa1omeion " zmwwwﬁmwﬁ RIOATAVH MONIH ATISSOd

3 ¢0.

7 LINDYID
70/ ONTNOLS WJOJAHAVA TYIION

2 104

T —

= 00

U.S. Patent




U.S. Patent Jun. 6, 2006 Sheet 10 of 19 US 7,055,752 B2

Fl1G. 10

>11001 ——
\
'RECEIVE WAVEFORM DETECTION
l ST1/002

| WAVEFORM PATTERN COLLATION

NORMAL_WAVEFORM ]
PATTERN

RECEIVE WAVEFORM

PATTERN COLLATION-
T - POSSTBLE ERROR |
4 . WAVEFORM PATTERN
ST1003

ACCORD WITH
EITHER?

YES

OUTPUT NORMAL WAVEFORM

PATTERN AS CORRECTED
RECEIVE SIGNAL

>11004



US 7,055,752 B2

Sheet 11 of 19

Jun. 6, 2006

U.S. Patent

[1dO

SNV N
NOILVAHUNAD
TVNDIS 1dSd4d

[TTT

OLLT

dd

LINO¥ID NOISSIKSNVIL VIVQ
L4Vd LINOYID HOTYNY~

- IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII J.

LIMOYID

INIALHIHY
/ONIANAS

LINOYID
INLLV INIAONAQ

¢OT1

rlllllllll .II.I.Illll-l'llll'l-'lll'-l‘lll

- e T T T O T e arra e T e

01T

LT D14

VNNHINV WO¥H



US 7,055,752 B2

Sheet 12 of 19

Jun. 6, 2006

U.S. Patent

HAI L

- S ALL e v EEe oS ki s oEs oy gEn L el bhle SR e

dd TYNDIS LHSHUd

;

| TYNDIS ANFS

J0H]  YIVAD HOS

404t VIVA HOS

408] viva [HoS TYNDIS JAIFOAY

- BN BN g ml Emh W --Iﬂ-----ﬂ--—-jﬂ'.‘-".'--'#-‘.'

|

ALYLS AATANHY NVHL MAHIO ALVLS

-t T

¢l I1d



US 7,055,752 B2

Sheet 13 of 19

Jun. 6, 2006

U.S. Patent

[1d D

SNVHN

NOLLVIHNH)
'TVNDIS {7I0H

[OET

0011

'IH

LINOYIO NOISSIWSNVML VIV(
I¥vd 1INONID DOTYNV~

LINDYID
ONIATHDAY
/ONIANAS

LINJ4ID
ONILVINAONAA

6011

- N ey eeh des S G Ol s .III'III.‘--IIII'I.III"!'IIIII

0011

ol D14

YNNALINY HNOYA



HNIL

US 7,055,752 B2

=

= _
S | A0d] VIVA_ }0S “

g m |

” d0d| VLvd 0S| 1H0g3[  VIVQ [4OS
M._, i JLVLS HAIHOHY NVHL ¥dHILO ALVIS

=

2

U.S. Patent

V1L D14

-

‘IH "TYNOIS {'JOH

TYNOIS (ANAS

TVNOILS HATHOHY



U.S. Patent Jun. 6, 2006 Sheet 15 of 19 US 7,055,752 B2

Fl1G. 15
105 106
CPU DATA NOl\l]\fIVE?VIL(;qRTYI (R
CMD3

107

1001

o1
RESUME CIRCUIT




U.S. Patent Jun. 6, 2006 Sheet 16 of 19 US 7,055,752 B2

OPERATIVE ]
CPU 105 | OFERRLL
CMD3 d2
~— CS;% > ' 1 oMD3
d2 CMD2 I CMD4
NONVOLATILE MEMORY 1
106 Ol “I
31 31 31 l"l 51
VI - - A
STé%ECS?¥T§8% | OPERATIVE STATE )
B _i ; __ ﬁ - ]
] 54 | k- 54 ;
Y | e+ s
1S3 | )
OPERATIVE! |
DATA RAM 104 |OPERATIVE! 0 [’():]
- a3 , f
DMA CIRCUIT 103 S 0 ;
o d3 | E
) )
DATA TRANSMISSION R N :
CIRCUIT 102 - SEND STATE f
—
o <> TIME
ms 3MsS



U.S. Patent Jun. 6, 2006 Sheet 17 of 19 US 7,055,752 B2

FLG. 17

YES

ST1702

PREVIOUS WRITE NO
PROCESSING ——
INTERRUPTED?
ST1703 S11704 |
N - NV
START WRITE PROCESSING AND START WRITE
TIME COUNT FROM PREVIOUS PROCESSING AND
STATE TIME COUNT |
ST1705
SEND/RECEIVE NO
START?
YES -
ST1706 ST1707

[f}NTERRUPT WRITE PROCESSING TIME

10ms ELAPSED?

NO |

ST1;708 TES

END OF WRITE PROCESSING

l




U.S. Patent Jun. 6, 2006 Sheet 18 of 19 US 7,055,752 B2

105
102 - ePU
DATA
TRANSMISSTON %ﬁﬁi; COUNTED VALUE
CTRCUIT
C2 TIME COUNTING
circurT 11801

107



U.S. Patent Jun. 6, 2006 Sheet 19 of 19 US 7,055,752 B2

F1G. 19

100

102

DATA
TRANSMISSTON CMD1 TO

CIRCULT

C2

TIME MONITORING _ 1901

CIRCUILIT




US 7,055,752 B2

1
IC CARD

TECHNICAL FIELD

The present mvention relates to an IC card, and more
particularly, 1t relates to a contactless IC card that sends/
receives data to/from the outside and 1s supplied with power
from the outside 1n a contactless manner.

BACKGROUND ART

Recently, commercialization of an IC card system has
been actively proceeded 1n various industries 1n Japan. For
example, 1n the telephone industry, IC telephone cards have
already been on sale and public telephones complying with
IC cards have already been installed. Also, in the railway
industry, an IC commutation ticket system 1s scheduled to be
put in practical use in a few years. Furthermore, introduction
of IC cards as substitution for identification cards such as a
license and a health msurance card i1s under examination.

IC cards are classified into contact cards and contactless
cards. In a contact IC card, an external terminal 1s brought
into contact with a reader/writer so as to send/receive data
and be supplied with power. In contrast, in a contactless IC
card, data are sent to and received from a reader/writer and
power 1s supplied from a reader/writer 1n a contactless
manner by using a self-contained antenna. Furthermore,
contactless IC cards under development 1n various compa-
nies are to comply with the anti-collision function of ISO
14443-3 for allowing one reader/writer to simultaneously
write/read data in/from a plurality of IC cards. Owing to this
anti-collision function, an effect that, for example, exchange
ol information on medical examination results and payment
for the examination can be simultaneously completed by
simultaneously subjecting a contactless IC card for hospital
use and a contactless IC card for financial use to a reader/
writer can be expected.

In a contactless IC card, since power 1s supplied through
radio connection, the power supply 1s less stable than 1n a
contact IC card. Therefore, 1 receiving a data from a
reader/writer to store 1t 1n a self-contained nonvolatile
memory or 1n reading a data from the nonvolatile memory
to send 1t to a reader/writer, the data may not be normally
received/sent due to the influence of noise caused by the
operation of the nonvolatile memory. Furthermore, also 1n
the case where one reader/writer simultaneously writes/
reads data mn/from a plurality of IC cards, data transmission
of one IC card may not be normally conducted because of
the influence of noise caused 1n another contactless 1C card
in storing a received data in the nonvolatile memory or
sending a data read from a nonvolatile memory to the
reader/writer.

DISCLOSURE OF THE INVENTION

An object of the invention 1s providing an IC card capable
of suppressing the influence of noise caused by the operation
ol a nonvolatile memory.

According to the mvention, the IC card of this invention
1s a contactless IC card that sends/receives data to/from the
outside and 1s supplied with power from the outside in a
contactless manner and includes a transmission circuit, a
bufler memory, a DMA circuit, a nonvolatile memory, a
CPU and state control means. The transmission circuit
sends/receives data to/from the outside. The DMA circuit
transmits a data received by the transmission circuit to the
bufler memory and transmits a data stored in the bufler
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2

memory to the transmission circuit. The CPU writes/reads
data 1n/from the bufler memory and the nonvolatile memory.
The state control circuit halts the operations of the nonvola-
tile memory and the CPU while the transmission circuit 1s
sending/receiving data to/from the outside.

In the IC card, the nonvolatile memory and the CPU halt
their operations while the transmission circuit 1s sending/
receiving data to/from the outside. Therefore, the influence
on the transmission circuit of noise caused by the operations
of the nonvolatile memory and the CPU can be suppressed.
As a result, the reliability 1n send/receive processing by the
transmission circuit can be improved. Furthermore, also in
the case where one reader/writer reads/writes data in/from a
plurality of IC cards, the nonvolatile memories and the
CPUs of the respective 1C cards halt their operations while
the transmission circuits of the respective IC cards are
sending/receiving data to/from the outside. Therefore,
mutual interference by noise caused in the respective IC
cards can be avoided, so as to improve the reliability 1n the
send/recerve processing of the plural IC cards.

Preferably, a data bit appears every predetermined period
in data sent/received by the transmission circuit. Also, the
transmission circuit generates an interruption signal at tim-
ing between a period for sending/recerving one data bit and
a period for sending/receiving another data bit. The DMA
circuit executes transmission processing in response to the
interruption signal.

In the IC card, the DMA circuit executes the transmission
processing at timing between a period when one data bit 1s
sent/received by the transmission circuit and a period when
another data bit 1s sent/received. Therefore, data sent/re-
ceived by the transmission circuit can be prevented from
being changed due to the influence of noise caused by the
operation of the DMA circuit.

Preferably, a data received by the transmission circuit has
a structure in accordance with the standard of ISO/IEC
14443-3, and the transmission circuit includes normal wave-
form storing means, possible error waveform storing means,
wavelorm detecting means and collating means.

The normal waveform storing means stores a waveform
pattern standardized by ISO/IEC 14443-3. The possible
error wavelorm storing means stores a wavelorm pattern
including a possible error predicted with respect to a data
received by the transmission circuit. The wavelorm detect-
ing means detects a wavelorm pattern of a data received by
the transmission circuit. The collating means corrects the
data received by the transmission circuit on the basis of the
normal wavelorm pattern when the wavelorm pattern
detected by the wavelorm detecting means accords with the
wavelorm pattern stored in the normal waveform storing
means or the waveform pattern stored 1n the possible error
wavelorm storing means.

In the IC card, when a data received by the transmission
circuit includes an error, the error can be corrected.

Preferably, a data received by the transmission circuit has
a structure in accordance with the standard of ISO/IEC
14443-3, and the transmission circuit icludes an analog
circuit part. The analog circuit part modulates a data
received from the outside 1nto a digital data and outputs the
digital data. The IC card further includes preset signal
generation means. The preset signal generation means gives
the analog circuit part a preset signal that 1s active during a
period other than a period when the transmission circuit 1s
receiving a data. The analog circuit part sets an output
thereof to a logical high level in response to the active preset
signal.
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In the IC card, even though the signal output by the analog
circuit part falls to a logical low level 1n a period other than
the period when the transmission circuit 1s receiving a data,
the transmission circuit can be prevented from going into the

receive state with the signal output by the analog circuit part
at the logical low level.

Preferably, a data received by the transmission circuit has
a structure in accordance with the standard of ISO/IEC
14443-3, and the transmission circuit includes an analog
circuit part. The analog circuit part modulates a data
received from the outside 1nto a digital data and outputs the
digital data. The IC card further includes hold signal gen-
cration means. The hold signal generation means gives the
analog circuit part a hold signal that 1s active during a period
other than a period when the transmission circuit 1s rece1ving
a data. The analog circuit part sets, in response to the active
hold signal, an output thereof to a logical high level during
a period other than the period when the transmission circuit
1s recerving a data.

In the IC card, the hold signal generation means gives the
analog circuit part a hold signal that 1s active during a period
other than a period when the transmission circuit 1s rece1ving
a data. In response to this active hold signal, the analog
circuit part sets 1ts output to a logical high level. Therefore,
the transmaission circuit can be prevented from going into the
receive state with the signal output by the analog circuit part
at a logical low level.

Preferably, the IC card further includes a resume circuit.
When data write processing on the nonvolatile memory
executed by the CPU 1s interrupted, the resume circuit stores
a proceeding state of the write processing up to time of
interruption. The CPU resumes the write processing on the
nonvolatile memory on the basis of the proceeding state
stored 1n the resume circuit.

In the IC card, even when the write processing on the
nonvolatile memory 1s interrupted, the write processing can
be resumed from the state attained at time of the interrup-
tion.

Preferably, the state control circuit includes a time count-
ing circuit. The time counting circuit starts counting time 1n
response to the CPU going into a halt state, stops counting,
the time 1n response to restoration of the CPU to an operative
state and outputs a counted value to the CPU.

When the CPU restores from the halt state to the operative
state, 1t should be informed of time during which it was 1n
the halt state. If an accessory timer of the CPU 1is used for
informing the time during which 1t was 1n the halt state, the
CPU 1s operated at time 1ntervals even when the transmis-
sion circuit 1s sending/recerving data. Noise can be caused
by this operation of the CPU, and the noise can aflect the
data transmission circuit.

In the IC card, the CPU can be completely placed in the
halt state while the transmission circuit 1s sending/receiving,
data owing to the time counting circuit. Therefore, the CPU
can be informed of the time during which 1t was in the halt
state without causing noise by the operation of the CPU.

Preferably, the IC card further includes a time monitoring,
circuit. The time monitoring circuit starts counting time 1n
response to the CPU going into a halt state and outputs a
timeout signal to the CPU when the CPU does not restore to
an operative state before a counted value reaches a given
value. The CPU goes into the operative state in response to
the timeout signal output by the time monitoring circuit.

In the IC card, the CPU can be prevented from being kept
in the halt state owing to the time monitoring circuit.
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BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 1s a block diagram for showing the configuration
of an IC card according to Embodiment 1 of the invention.

FIG. 2 1s a diagram for showing flow of processing in the
IC card of FIG. 1.

FIG. 3 1s a diagram for showing transition of states of a
CPU, a nonvolatile memory, a state control circuit, a data
RAM, a DMA circuit and a data transmission circuit shown
in FIG. 1.

FIG. 4 1s a block diagram for showing the configuration
ol a data transmission circuit included 1n an IC card accord-
ing to Embodiment 2 of the invention.

FIG. 5 1s a diagram of a character format standardized by
ISO/IEC 14443-3.

FIG. 6 1s a diagram for showing timing of a receive signal,
a send signal and an interruption signal.

FIG. 7 1s a diagram for showing states of a receive signal,
a send signal, a data transmission circuit and a CPU.

FIG. 8 1s a diagram for showing the structure of an SOF
standardized by ISO/IEC 14443-3.

FIG. 9 1s a block diagram for showing the configuration
of a data transmission circuit included 1n an IC card accord-
ing to Embodiment 3 of the invention.

FIG. 10 1s a flowchart for showing the operation of the IC
card of Embodiment 3 of the invention.

FIG. 11 1s a block diagram for showing the configuration
ol a data transmission circuit and a CPU included 1n an IC
card according to Embodiment 4 of the invention.

FIG. 12 1s a diagram for showing the relationship between
a receive signal and a preset signal.

FIG. 13 1s a block diagram for showing the configuration
ol a data transmission circuit and a CPU included 1n an IC
card according to Embodiment 5 of the imnvention.

FIG. 14 1s a diagram for showing the relationship between
a recerve signal and a hold signal.

FIG. 15 1s a block diagram for showing the configuration
of a principal part of an IC card according to Embodiment
6 of the mvention.

FIG. 16 1s a diagram for explaining the operation of the
IC card shown in FIG. 15.

FIG. 17 1s a flowchart for showing flow of write process-
ing on a nonvolatile memory 1n the IC card shown 1n FIG.
15.

FIG. 18 1s a block diagram for showing the configuration
of a principal part of an IC card according to Embodiment
7 of the ivention.

FIG. 19 1s a block diagram for showing the configuration
of a principal part of an IC card according to Embodiment
8 of the mvention.

BEST MODE FOR CARRYING OUT TH.
INVENTION

(Ll

Preferred embodiments of the invention will now be
described 1n detail with reference to the accompanying
drawings. In the drawings, like reference numerals are used
to refer to like or corresponding elements so as to avoid
repeating the description.

Embodiment 1

<Configuration>

FIG. 1 1s a block diagram for showing the configuration
of an IC card according to Embodiment 1 of the invention.
Referring to FIG. 1, the IC card includes an antenna 101, a
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data transmission circuit 102, a DMA circuit 103, a data
RAM 104, a CPU 105, a nonvolatile memory 106 and a state
control circuit 107.

The antenna 101 receives a signal sent from a reader/
writer (not shown) and sends a signal to the reader/writer.
This sending/receiving 1s carried out 1n a contactless manner
by using electric waves as a medium. Also, the antenna 101
receives power from the reader/writer by using electromag-
netic waves as a medium. This power serves as the operation
power of the IC card.

The data transmission circuit 102 processes a signal
received by the antenna 101 and transmits the processed
signal to the DMA circuit 103. Also, the data transmission
circuit 102 processes a signal transmitted from the DMA
circuit 103 and transmits the processed signal to the antenna
101. Furthermore, the data transmission circuit 102 gives an
interruption signal C1 to the state control circuit 110 1n
predetermined cases.

The DMA circuit 103 writes a signal from the data
transmission circuit 102 in the data RAM 104, and transmits
a signal read from the data RAM 104 to the data transmis-
sion circuit 102,

The CPU 105 writes/reads data in/from the data RAM 104
and the nonvolatile memory 106. Also, the CPU 105 gives
an 1nstruction signal CMD to the state control circuit 107.

The sate control circuit 107 gives a state control signal S1
to the nonvolatile memory 106, a state control signal S2 to
the CPU 1035, a state control signal S3 to the data transmis-
s1on circuit 102, a state control signal S4 to the DMA circuit
103 and a state control signal S5 to the data RAM 104.

The nonvolatile memory 106, the CPU 105, the data
transmission circuit 102, the DMA circuit 103 and the data
RAM 104 go into the operative/halt state 1n response to the
state control signals S1 through S35, respectively.

<Operation>

Next, the operation of the IC card having the aforemen-
tioned configuration will be described with reference to FIG.
2. FIG. 2 1s a diagram for showing flow of processing carried
out 1 the IC card of FIG. 1. Herein, the operation will be
dividedly described with respect to (1) the case of data
receive, (2) the case of data write/read 1n the nonvolatile
memory and (3) the case of data transmission.

(1) Case of Data Recerve:

It 1s first assumed that the CPU 105 is in the operative
state and that the data transmission circuit 102 1s in the halt
state. Under these conditions, the CPU 105 gives an instruc-
tion signal CMD1 to the state control circuit 107. The
instruction signal CMD1 is an instruction to “place the data
transmission circuit 102 in the receive state”.

When the mstruction signal CMDI1 1s received, the state
control circuit 107 gives an inactive state control signal S2
to the CPU 105. In response to the imnactive state control
signal S2, the CPU 105 stops 1ts operation. Also, the state
control circuit 107 gives an active state control signal S3 to
the data transmission circuit 102. In response to the active
state control signal S3, the data transmission circuit 102 goes
into the receive state from the halt state.

The data transmission circuit 102 processes a signal
received by the antenna 101 so as to extract data d1 each
having 8 bits. Also, the data transmission circuit 102 gives
an interruption signal C1 to the state control circuit 107. The
interruption signal C1 is a signal corresponding to a request
to “place the DMA circuit 103 in the operative state”.

When the interruption signal C1 1s received, the state
control circuit 107 gives an active state control signal S4 to
the DMA circuit 103. In response to the active state control
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signal S4, the DMA circuit 103 goes 1nto the operative state
from the halt state. Then, the DMA circuit 103 controls to
place the data RAM 104 in the operative state so as to write
the data d1 each having 8 bits from the data transmission
circuit 102 1n the data RAM 104.

When the writing 1s completed, the DMA circuit 103 and
the data RAM 104 go into the halt state.

The processing from the extraction of the data d1 each
having 8 bits by the data transmission circuit 102 to the
writing 1n the data RAM 104 by the DMA circuit 103 1s
repeatedly executed on each data having 8 bits.

When the processing of all the data 1s completed, namely,
when the receive processing 1s completed, the data trans-
mission circuit 102 gives an interruption signal C2 to the
state control circuit 107. The interruption signal C2 1s a
signal corresponding to a request to “place the CPU 105 1n
the operative state”.

When the interruption signal C2 1s received, the state
control circuit 107 gives an active state control signal S2 to
the CPU 105. In response to the active state control signal
S2, the CPU 105 restores to the operative state from the halt
state. The restored CPU 105 gives an instruction signal
CMD2 to the state control circuit 107. The instruction signal
CMD2 i1s an 1nstruction to “place the data transmission
circuit 102 in the halt state”.

When the nstruction signal CMD2 1s received, the state
control circuit 107 gives an inactive state control signal S3
to the data transmission circuit 102. In response to the
inactive state control signal S3, the data transmission circuit
102 goes 1nto the halt state from the receive state.

(2) Case of Data Write/Read in Nonvolatile Memory:

It 1s first assumed that the CPU 1035 1s in the operative
state and that the nonvolatile memory 106 1s 1n the halt state.
Under these conditions, the CPU 105 gives an instruction
signal CMD3 to the state control circuit 107. The instruction
signal CMD3 1s an instruction to “place the nonvolatile
memory 106 in the operative state”.

When the mstruction signal CMD3 1s received, the state
control circuit 107 gives an active state control signal S1 to
the nonvolatile memory 106. In response to the active state
control signal S1, the nonvolatile memory 106 goes 1nto the
operative state from the halt state. Then, the CPU 105
writes/reads data d2 in/from the nonvolatile memory 106.

When the wnting/reading of the data d2 in/from the
nonvolatile memory 106 1s completed, the CPU 1035 gives an
instruction signal CMD4 to the state control circuit 107. The
istruction signal CMD4 1s an instruction to “place the
nonvolatile memory 106 1n the halt state”.

When the mstruction signal CMD4 1s received, the state
control circuit 107 gives an inactive state control signal S1
to the nonvolatile memory 106. In response to the mactive
state control signal S1, the nonvolatile memory 106 stops 1ts
operation.

(3) Case of Data Transmission:

It 1s first assumed that the CPU 105 1s 1n the operative
state and that the data transmission circuit 102 1s 1n the halt
state. At this point, the CPU 105 stores data to be sent 1n the
data RAM 104. Then, the CPU 105 gives an 1nstruction
signal CMDS3 to the state control circuit 107. The nstruction
signal CMD35 1s an instruction to “place the data transmis-
sion circuit 102 1n the send state”.

When the mstruction signal CMDS5 1s received, the state
control circuit 107 gives an inactive state control signal S2
to the CPU 103. In response to the inactive state control
signal S2, the CPU 105 stops 1ts operation. Also, the state
control circuit 107 gives an active state control signal S3 to
the data transmission circuit 102. In response to the active
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state control signal S3, the data transmission circuit 102 goes
into the send state from the halt state.

The data transmission circuit 102 gives an interruption
signal C1 to the state control circuit 107. The interruption
signal C1 1s a signal corresponding to a request to “place the
DMA circuit 103 1n the operative state”.

When the interruption signal C1 1s received, the state
control circuit 107 gives an active state control signal S4 to
the DMA circuit 103. In response to the active state control
signal S4, the DMA circuit 103 goes into the operative state
from the halt state. Then, the DMA circuit 103 controls to
place the data RAM 104 1n the operative state, so as to read
data d3 each having 8 bits from the data RAM 104 to transier
them to the data transmission circuit 102. When the transier
1s completed, the DMA circuit 103 and the data RAM 104
g0 1nto the halt state.

The data transmission circuit 102 processes the data d3
cach having 8 bits from the DMA circuit 103 and sends the
processed data to the antenna 101.

The processing from the read by the DMA circuit 103 to
the transmission by the data transmission circuit 102 1s
repeatedly executed on each data having 8 bats.

When the processing of all the data to be sent 1s com-
pleted, namely, when the send processing 1s completed, the
data transmission circuit 102 gives an mterruption signal C2
to the state control circuit 107. The interruption signal C2 1s
a signal corresponding to a request to “place the CPU 105 1n
the operative state”.

In response to the mterruption signal C2, the state control
circuit 107 gives an active state control signal S2 to the CPU
105. In response to the active state control signal S2, the
CPU 105 restores to the operative state from the halt state.
The restored CPU 105 gives an instruction signal CMD?2 to
the state control circuit 107. The mnstruction signal CMD2 1s
an 1nstruction to “place the data transmission circuit 102 1n
the halt state”.

When the struction signal CMD2 i1s received, the state
control circuit 107 gives an inactive state control signal S3
to the data transmission circuit 102. In response to the
inactive state control signal S3, the data transmission circuit
102 goes into the halt state from the send state.

<Transition of States>

FIG. 3 1s a diagram for showing the transition of the states
of the CPU 105, the nonvolatile memory 106, the state
control circuit 107, the data RAM 104, the DMA circuit 103
and the data transmission circuit 102 of FIG. 1. In FIG. 3,
periods (1) through (3) respectively correspond to periods
(1) through (3) shown i FIG. 2. Also, “O” means “the
operative state” and “H” means “the halt state”.

Referring to FIG. 3, during a period when the data
transmission circuit 102 1s 1n the receive state for processing
a recerve signal, the CPU 105 and the nonvolatile memory
106 are 1n the halt state.

Furthermore, also during a period when the data trans-
mission circuit 102 1s in the send state for outputting a send
signal, the CPU 103 and the nonvolatile memory 106 are 1n
the halt state.

On the other hand, during a period when the CPU 105 1s
in the operative state, the data transmission circuit 102 1s 1n
the halt state.

In this manner, the data transmission circuit 102 1s oper-
ated exclusively with the CPU 105 and the nonvolatile
memory 106.

The DMA circuit 103 1s 1n the operative state during a
period for transferring data while the data transmission
circuit 102 1s 1n the receive state or in the send state. The data
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RAM 104 1s i the operative state during a period when the
data transmission circuit 102 1s 1n the receive state or in the
send state and the DMA circuit 103 1s 1n the operative state
and during a period when the CPU 105 1s in the operative
state. The state control circuit 107 1s always 1n the operative
state.

Each of a receive signal and a send signal 1s composed of
an SOF (start of frame), a data portion and an EOF (end of
frame) 1 accordance with the standard of ISO/IEC 14443-3.

In this manner, 1n the IC card of Embodiment 1, the CPU
105 and the nonvolatile memory 106 are 1n the halt state
during a period when the data transmission circuit 102 is 1n
the recerve state for processing a recerve signal and during
a period when the data transmission circuit 102 1s 1n the send
state for outputting a send signal. Therefore, the influence on
the data transmission circuit 102 of noise caused by the
operations of the CPU 105 and the nonvolatile memory 106
can be suppressed. Accordingly, the reliability of the data
transmission circuit 102 1n the receive/send processing can
be improved. Similarly, also in the case where one reader/
writer simultaneously writes/reads data in/from a plurality of
IC cards, the nonvolatile memory and the CPU included 1n
cach of the IC cards stop their operations while the trans-
mission circuit of each IC card i1s sending/receiving data
to/from the outside. Therefore, mutual interference due to
noise caused in the respective IC cards can be prevented, so
as to improve the reliability 1n recerving/sending data of the
plural I1C cards.

Embodiment 2

<Configuration>

An IC card according to Embodiment 2 of the invention
includes a data transmission circuit 400 shown 1n FIG. 4
instead of the data transmission circuit 102 of FIG. 1.
Retferring to FIG. 4, the data transmission circuit 400
includes, 1n addition to the function of the data transmission
circuit 102 of FIG. 1, a send/receive processing circuit 401
and a data transfer timing generation circuit 402.

-

The send/receive processing circuit 401 determines the
state of a receive signal and a send signal from and to an
analog circuit part (not shown) included 1n the data trans-
mission circuit 400 in accordance with the standard of
ISO/IEC 14443-3, and outputs state information SMT cor-

responding to the state.

The data transfer timing generation circuit 402 outputs an
interruption signal C3 to the state control circuit 107 1n
response to state mmformation SMT corresponding to “a
signal currently recerved by the data transmission circuit 400
being 1 a period of a stop bit”, state imformation SMT
corresponding to “a signal currently sent by the data trans-
mission circuit 400 being 1n a period of H level (logical H
level) of the SOF”, or state information SMT corresponding
to “a signal currently sent by the data transmission circuit

400 being 1n a period of a stop bit”.

<Operation>

The operation of the IC card having the aforementioned
configuration will now be described.

As described above, data to be sent or received 1s com-
posed of an SOF, a data portion and an EOF 1n accordance
with the standard of ISO/IEC 14443-3. The data portion
complies with a character format standardized by ISO/IEC
14443-3 as shown 1n FIG. 5. A character includes a start bat
at a first logical level, an 8-bit data at a second logical level
and a stop bit and protection time at a third logical level.




US 7,055,752 B2

9

Now, the operation will be dividedly described with
respect to (a) the case of data receive and (b) the case of data
transmission.

(a) Case of Data Receive:

This corresponds to (1) the case of data receive shown in
FIG. 2.

First, when the data transmission circuit 102 1s 1n the
receive state, a receive signal 1s mput to the send/receive
processing circuit 401.

The send/receive processing circuit 401 determines the
state of the receive signal 1n accordance with the standard of
ISO/IEC 14443-3, and outputs state information SMT cor-
responding to the state.

When the state information SMT i1s received from the
send/receive processing circuit 401, a data transier state
control circuit 403 determines whether or not the state
information SMT corresponds to “a signal currently
received by the data transmission circuit 400 being 1n a
period of a stop bit”. As a result, when the state information
SMT 1s determined to correspond to “a signal currently
received by the data transmission circuit 400 being 1n a
period of a stop bit”, an interruption signal C3 is output to
the state control circuit 107. This corresponds to the pro-
cessing for giving the interruption signal C1 1n FIG. 2.

In response to the mterruption signal C3, the state control
circuit 107 gives an active state control signal S4 to the
DMA circuit 103. This corresponds to the case of giving the
active state signal S4 i FIG. 2.

In response to the active state control signal S4, the DMA
circuit 103 goes 1nto the operative state from the halt state.
Then, the DMA circuit 103 controls to place the data RAM
104 1n the operative state so as to write data d1 each having
8 bits from the data transmission circuit 102 1n the data

RAM 104. When the transfer 1s completed, the DMA circuit
103 and the data RAM 104 go into the halt state.

(b) Case of Data Transmission:

This corresponds to (3) the case of transmission shown in
FIG. 2.

The send/receive processing circuit 401 recerves a signal
sent by the data transmission circuit 102. Then, the send/
receive processing circuit 401 determines the state of the
receive signal i accordance with the standard of ISO/IEC
14443-3, and outputs state information SMT corresponding
to the state.

When the state information SMT 1s received from the
send/receive processing circuit 401, the data transier state
control circuit 403 determines whether or not the state
information SMT corresponds to “a signal currently sent by
the data transmission circuit 400 being 1n a period of H level
(logical H level) of the SOF” or *““a signal currently sent by
the data transmission circuit 400 being 1n a period of a stop
bit”. As a result, when the state information SMT 1s deter-
mined to be either, an interruption signal C3 1s output to the
state control circuit 107. This corresponds to the processing
for giving the interruption signal C1 i FIG. 2.

In response to the iterruption signal C3, the state control
circuit 107 gives an active state control signal S4 to the
DMA circuit 103. This corresponds to the case of giving the
active state signal S4 1 FIG. 2.

In response to the active state control signal S4, the DMA
circuit 103 goes 1nto the operative state from the halt state.
Then, the DMA circuit 103 controls to place the data RAM
104 in the operative state so as to read data d3 each having
8 bits from the data RAM 104 to transfer them to the data

transmission circuit 102. When the transfer 1s completed, the
DMA circuit 103 and the data RAM 104 go into the halt
state.
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FIG. 6 1s a diagram for showing timing of a receive signal,
a send signal and an interruption signal C3. As shown 1n
FIG. 6, the data transfer timing generation circuit 402
outputs an interruption signal C3 1n a period between one
8-bit data period and another 8-bit data period in the receive
signal or the send signal.

In this manner, according to Embodiment 2, since the
send/receive processing circuit 401 and the data transfer
timing generation circuit 402 are provided, data can be
transierred by the DMA circuit 102 at timing between a
period corresponding to one 8-bit data and a period corre-
sponding to another 8-bit data 1n a signal received or sent by
the data transmission circuit 102. As a result, the signal
received/sent by the data transmission circuit 102 can be
prevented from being changed due to the imnfluence of noise
caused by the operation of the DMA circuit 102.

Embodiment 3

In the data transmission circuit 102 of FIG. 1, a signal
received by the antenna 101 1s modulated into digital data by
an analog circuit part (not shown) such as a modulator, so as
to obtain a receive signal as shown i FIG. 7. As shown 1n
FIG. 7, a receive signal 1s composed of an SOF, a data
portion and an EOF and 1s at a logical high level when the
data transmission circuit 102 1s 1n a state other than the
receive state. Also, the SOF has a structure according with
the standard of ISO/IEC 14443-3 as shown in FIG. 5. The
SOF 1s composed of a fall at a first logical level, 10-etu
period low (logical low level) at a second logical level, a rise
within 1 etu at a third logical level and 2 through 3-etu
period high (logical high level) at a fourth logical level. It 1s
noted that etu 1s a unit of time.

However, when the data transmission circuit 102 1s 1n a
state other than the receive state, the analog circuit part can
be aflected by noise caused by the operations of the CPU
105, the nonvolatile memory 106 and the like, so that a
receive signal may fall to a logical low level when the data
transmission circuit 102 1s 1n a state other than the receive
state. As a result, there arises a problem that the SOF cannot
be correctly i1dentified 1n a logic circuit part following the
analog circuit part. The object of an IC card according to
Embodiment 3 i1s overcoming this problem.

<Configuration>

The IC card of Embodiment 3 of this invention includes
a data transmission circuit 700 of FIG. 9 instead of the data
transmission circuit 102 of FIG. 1. Referring to FIG. 9, the
data transmission circuit 700 has the function of the data
transmission circuit 102 of FIG. 1 and additionally includes
a normal waveform storing circuit 701, a possible error
wavelorm storing circuit 702, a recerve wavelorm detecting
circuit 703 and a waveform pattern collating circuit 704.

The normal waveform storing circuit 701 stores a wave-
form pattern of the SOF according to the standard of
ISO/IEC 14443-3. The possible error wavelorm storing
circuit 702 stores a previously predicted error waveiform
pattern. For example, 1n the case where the analog circuit
part 1s aflected by noise caused by the operations of the CPU
105, the nonvolatile memory 106 and the like when the data
transmission circuit 102 1s 1n a state other than the receive
state, the SOF of a receive signal has a wavelorm pattern
having a fall earlier than the fall at a first logical level
according to the standard of ISO/IEC 14443-3. Such a
previously predicted error wavelorm pattern 1s stored. The
receive wavelorm detecting circuit 703 detects the wave-
form pattern of the SOF of a receive signal output from the
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analog circuit part. The waveform pattern collating circuit
704 determines whether or not the waveform pattern of the
SOF detected by the recerve wavetorm detecting circuit 703
accords with the waveform pattern stored in the normal
wavelorm storing circuit 701 or the wavetorm pattern stored
in the possible error wavetform storing circuit 702. When 1t
accords with either waveform pattern, the waveform pattern
of the SOF of the recerve signal 1s corrected to the wavelorm
pattern stored 1n the normal waveform storing circuit 701.

<Operation>

Now, the operation of the IC card having the aforemen-
tioned configuration will be described with reference to FIG.
10.

Previously, a wavelorm pattern according to the standard
of ISO/IEC 14443-3 i1s stored in the normal waveform
storing circuit 701 and a predicted error wavetorm pattern 1s
stored 1n the possible error waveform storing circuit 702.

In step ST1001, a wavelorm pattern of the SOF of a
receive signal output from the analog circuit part 1s detected
by the receive wavetorm detecting circuit 703.

Subsequently, 1n step ST1002, the waveform pattern of
the SOF of the recerve signal 1s collated with the waveform
pattern stored in the normal wavelorm storing circuit 701
and the wavelorm pattern stored 1n the possible error wave-
form storing circuit 702.

Next, i step ST1003, 1t 1s determined whether or not the
wavelorm pattern of the SOF of the receive signal accords
with the waveform pattern stored 1n the normal waveform
storing circuit 701 or the waveform pattern stored in the
possible error wavelorm storing circuit 702.

When 1t 1s determined that the waveform pattern accords
with either, the procedure proceeds to step ST1004. Then, in
step ST1004, the wavelorm pattern of the SOF of the receive
signal 1s corrected to the waveform pattern stored in the
normal waveform storing circuit 701.

When 1t 1s determined that the waveform pattern accords
with neither, the procedure returns to step ST1001.

In this manner, according to Embodiment 3, when a
receive signal includes a previously predicted error, 1t can be
corrected. Accordingly, the problem that the SOF cannot be
correctly 1dentified in the logic circuit part following the
analog circuit part can be avoided.

Although the number of possible error wavelorm storing
circuit 702 1s herein one, 1t can be plural 1n number. Thus,
a larger number of pattern errors possibly included 1 a
receive signal can be corrected.

Embodiment 4

<Configuration>

An IC card according to Embodiment 4 of the invention
includes a data transmission circuit 1100 and a CPU 1110 of
FIG. 11 instead of the data transmission circuit 102 and the
CPU 105 of FIG. 1.

Referring to FIG. 11, the data transmission circuit 1100
includes a sending/receiving circuit 1101 and a demodulat-
ing circuit 1102. The sending/receiving circuit 1101 trans-
mits a signal received by the antenna 101 to the demodu-
lating circuit 1102. The demodulating circuit 1102
demodulates the signal from the sending/receiving circuit
1101 into a digital signal to be output. The signal output
from the demodulating circuit 1102 1s similar to the receive
signal shown in FIG. 7. The signal output from the demodu-
lating circuit 1102 1s processed by a following logical circuit
part (not shown) to be transmitted by the DMA circuit 103.
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Also, the demodulating circuit 102 sets the level of its output
signal to a logical high level 1n response to an active preset
signal PR.

The CPU 1110 includes preset signal generation means
1111. The preset signal generation means 1111 gives the
demodulating circuit 1102 a preset signal PR that 1s active
for a predetermined period while the data transmission
circuit 1100 1s 1n a state other than the receive state.

<Operation>

As shown 1n FIG. 7, the signal output from the demodu-
lating circuit 1102 1s at a logical high level when the data
transmission circuit 102 1s 1n a state other than the receive
state. However, 1n the case where the demodulating circuit
1102 malfunctions due to noise caused by the operations of
the CPU 105 and the nonvolatile memory 106 or by con-
ducting the send processing when the data transmission
circuit 102 1s 1n a state other than the receive state, the signal
output from the demodulating circuit 1102 may fall to a
logical low level as shown in FIG. 12. If the data transmis-
sion circuit 1100 goes 1nto the receive state with the signal
output from the demodulating circuit 1102 at a logical low
level, a fall of the SOF cannot be correctly 1dentified 1n the
following logical circuit part.

In the IC card of Embodiment 4, as shown 1n FIG. 12, the
preset signal generation means 1111 gives the demodulating
circuit 1102 a preset signal PR that 1s active during a
predetermined period while the data transmission circuit
1100 1s 1n a state other than the receive state. In response to
the active preset signal PR, the demodulating circuit 1102
sets the level of 1ts output signal to a logical high level.
Theretfore, even when the signal output from the demodu-
lating circuit 1102 falls to a logical low level, the data
transmission circuit can be prevented from going into the
receive state with the signal output from the demodulating
circuit 1102 at a logical low level. As a result, a fall of the
SOF can be correctly 1dentified 1n the following logic circuit
part.

Embodiment 5

<Configuration>
An IC card according to Embodiment 5 of the mvention
1s characterized by including hold signal generation means

1301 of FIG. 13 instead of the preset signal generation
means 1111 of FIG. 11.

Referring to FIG. 13, the hold signal generation means
1301 gives the demodulating circuit 1102 a hold signal HL
that 1s active during a period while the data transmission
circuit 1100 1s 1n a state other than the receive state. In
response to the active hold signal HL, the demodulating
circuit 1102 sets the level of 1ts output signal to a logical high
level.

<Operation>

In the IC card having the aforementioned configuration,
as shown 1n FIG. 14, the hold signal generation means 1301
gives the demodulating circuit 1102 a hold signal HL that 1s
active during a period while the data transmission circuit
1100 1s 1n a state other than the receive state. In response to
the active hold signal HL., the demodulating circuit 1102 sets
the level of 1ts output signal to a logical hugh level. Thus, the
data transmission circuit can be prevented from going into
the receive state with the signal output from the demodu-
lating circuit 1102 at a logical low level. As a result, a fall
of the SOF can be correctly identified 1n the following logic
circuit part.
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Embodiment 6

FIG. 15 15 a block diagram for showing the configuration
ol a principal part of an IC card according to Embodiment
6 of the mvention. Refernng to FIG. 15, the IC card 1s
characterized by including a resume circuit 1501 within the
state control circuit 107. The rest of the configuration 1s the
same as that of the IC card shown 1n FIG. 1.

When the nonvolatile memory 106 goes 1nto the halt state
from the operative state, the resume circuit 1501 stores time
spent on the write processing on the nonvolatile memory
106, and an address and data for the write processing.

Next, the operation of the IC card having the aforemen-
tioned configuration will be described with reference to FIG.
16.

In the case where a data 1s to be written 1n the nonvolatile
memory 106, the CPU 105 gives an instruction signal
CMD3 to the state control circuit 107 first. The instruction
signal CMD3 1s an instruction to “place the nonvolatile
memory 106 in the operative state”.

When the istruction signal CMD3 1s received, the state
control circuit 107 gives an active state control signal S1 to
the nonvolatile memory 106. In response to the active state
control signal S1, the nonvolatile memory 106 goes nto the
operative state from the halt state.

On the other hand, the resume circuit 1501 starts counting,
time 1n response to the instruction signal CMD3.

In order to completely write a data 1n the nonvolatile
memory 106, a voltage should be applied for a predeter-
mined time period. Herein, it 1s assumed that a voltage
should be applied for a period of 10 ms. After starting the
write processing in the nonvolatile memory 106, the CPU
105 refers the time shown by the resume circuit 1501. When
the time reaches 10 ms, 1t 1s determined that the data has
been completely wrtten. Then, the CPU 105 gives an
instruction signal CMD4 to the state control circuit 107. The
instruction signal CMD4 1s an instruction to “place the
nonvolatile memory 106 1n the halt state”.

When the instruction signal CMD4 1s received, the state
control circuit 107 gives an inactive state control signal S1
to the nonvolatile memory 106. In response to the mactive
state control signal S1, the nonvolatile memory 106 stops its
operation.

At this point, processing to be conducted when a send
processing instruction 1s 1ssued by the CPU 105 after the
write processing on the nonvolatile memory 106 1s started
and before the time shown by the resume circuit 1501
reaches 10 ms will be described.

It 1s herein assumed that the CPU 105 gives an instruction
signal CMDS5 to the state control circuit 107 before the time
shown by the resume circuit 1501 reaches 10 ms, namely,
when the time 1s, for example, 7 ms. The instruction signal
CMD3 1s an instruction to *“place the data transmission
circuit 102 1n the send state™.

In response to the instruction signal CMDS5, the resume
circuit 107 stores a state of the write processing attained at
this point, namely, an address and data for the write pro-
cessing and time spent on the write processing up to this
point (herein 7 ms).

On the other hand, when the instruction signal CMDS3 1s
received, the state control circuit 107 gives an inactive state
control signal S2 to the CPU 103. In response to the mactive
state control signal S2, the CPU 105 stops 1ts operation.
Also, the state control circuit 107 gives an active state
control signal S3 to the data transmission circuit 102. In
response to the active state control signal S3, the data
transmission circuit 102 goes into the send state from the
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halt state. Thereatter, the send processing 1s carried out in the
same manner as shown in FIG. 2.

When the send processing 1s completed, the data trans-
mission circuit 102 gives an interruption signal C2 to the
state control circuit 107. The mterruption signal C2 1s a
signal corresponding to a request to “place the CPU 103 1n
the operative state”.

In response to the mterruption signal C2, the state control
circuit 107 gives an active state control signal S2 to the CPU
105. In response to the active state control signal S2, the
CPU 105 restores to the operative state from the halt state.

The restored CPU 105 gives an instruction signal CMD?2
to the state control circuit 107. The instruction signal CMD2
1s an 1nstruction to “place the data transmission circuit 102
in the halt state”. When the instruction signal CMD2 1is
received, the state control circuit 107 gives an inactive state
control signal S3 to the data transmission circuit 102. In
response to the inactive state control signal S3, the data
transmission circuit 102 goes into the halt state from the
send state.

Furthermore, the restored CPU 105 gives an nstruction
signal CMD3 to the state control circuit 107. The instruction
signal CMD3 1s an instruction to “place the nonvolatile
memory 106 in the operative state”. When the istruction
signal CMD3 is recerved, the state control circuit 107 gives
an active state control signal S1. In response to the active
state control signal S1, the nonvolatile memory 106 goes
into the operative state. The CPU 105 resumes the write
processing from the state (the address, the data and the time
spent on the processing) stored in the resume circuit 1501.
The resume circuit 1501 counts time continuously from the
stored time (herein 7 ms).

When the time reaches 10 ms, the CPU 105 gives an
instruction signal CMD4 to the state control circuit 107. The
instruction signal CMD4 1s an mstruction to “place the
nonvolatile memory 106 1n the halt state”. When the nstruc-
tion signal CMD4 1s received, the state control circuit 107
gives an 1nactive state control signal S1 to the nonvolatile
memory 106. In response to the 1nactive state control signal
S1, the nonvolatile memory 106 stops its operation.

Also 1n the case where the CPU 103 issues a receive
processing 1nstruction aiter the write processing 1s started in
the nonvolatile memory 106 and before the time shown by
the resume circuit 1501 reaches 10 ms, the processing 1s
carried out 1n the same manner as described above.

<Flowchart>

FIG. 17 1s a flowchart for showing the flow of the write
processing on the nonvolatile memory of the IC card of FIG.
15. The flow of the processing will now be described with
reterence to FIG. 17.

First, in step ST1701, 1t 1s determined whether or not the
write processing 1s to be executed on the nonvolatile
memory 106. In the case where the write processing 1s to be
executed, the procedure proceeds to step ST1701.

Next, i step ST1702, it 1s determined whether or not
previous write processing 1s completely ended. This 1s
determined by referring the time stored 1n the resume circuit
1501. When the time stored 1n the resume circuit 1501 does
not reach time required for completing the write processing,
it 1s determined that the previous write processing 1s inter-
rupted, and the procedure proceeds to step ST1703.

In step ST1703, the CPU 105 resumes the write process-
ing {from the state (the address, the data and the time spent
on the processing) stored in the resume circuit 1501. The
resume circuit 1501 counts time continuously from the
stored time.
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On the other hand, when the time stored in the resume
circuit 1501 has reached the time required for completing
the write processing 1n step ST1702, 1t 1s determined that the
previous write processing has been completely ended, and
the procedure proceeds to step ST1704.

In step ST1704, the CPU 105 starts the write operation
from the beginning. The resume circuit 1501 starts counting
time from the beginning.

Next, in step ST1703, 1n the case where the send/receive
processing 1s started before the time counted by the resume
circuit 1501 reaches the time required for completing the
write processing, the procedure proceeds to step ST1706.

In step ST1706, the resume circuit 107 stores a state of the
write operation attained at this point, namely, an address and
data for the write processing and time spent on the write
processing up to this point. Then, the procedure returns to
step S11701.

On the other hand, when the send/receive processing 1s
not started in step ST1705, the procedure proceeds to step
ST1707. In step ST1707, 1t 1s determined whether or not the
time counted by the resume circuit 1501 reaches the time
required for completing the write processing, and when it
reaches, the procedure proceeds to step ST1708, where the
write processing 1s ended.

In this manner, since the IC card of Embodiment 6 of the
invention includes the resume circuit 1501, even when the
write processing on the nonvolatile memory 106 1s inter-
rupted by a send/receive processing instruction, the write
processing can be resumed from the state attained when it
was 1nterrupted.

Embodiment 7

FIG. 18 1s a block diagram for showing the configuration
of a principal part of an IC card according to Embodiment
7 of the mvention. Referring to FIG. 18, the IC card 1s
characterized by including a time counting circuit 1801
within the state control circuit 107. The rest of the configu-
ration 1s the same as that of the IC card of FIG. 1.

The time counting circuit 1801 starts counting time in
response to instruction signals CMD1 and CMD35 output
from the CPU 105. The mstruction signal CMD1 i1s an
instruction to “place the data transmission circuit 102 1n the
receive state”. The instruction signal CMDS 1s an instruction
to “place the data transmission circuit 102 in the send state”.
The time count 1s stopped 1n response to an interruption
signal C2 from the data transmission circuit 102, and a
counted value 1s output to the CPU 105.

Next, the operation of the IC card having the aforemen-
tioned configuration will be described.

When the CPU 103 gives an instruction signal CMDI1 or
CMD3 to the state control circuit 107, the time counting
circuit 1801 starts counting time. In response to the mstruc-
tion signal CMD1 or CMDS3, the IC card carries out the
receive processing or the send processing.

When the recerve processing or the send processing 1s
completed, the data transmission circuit 102 gives an inter-
ruption signal C2 to the state control circuit 107. The
interruption signal C2 is a signal corresponding to a request
to “place the CPU 105 1n the operative state”.

In response to the mterruption signal C2, the time count-
ing circuit 1801 stops counting time and outputs a counted
value to the CPU 105.

As shown 1n FIG. 7, the CPU 105 1s 1n the halt state when

the data transmission circuit 102 i1s 1n the receive or send
state. When the CPU 105 restores tfrom the halt state to the
operative state, however, 1t should be mformed of time
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during which i1t was in the halt state (that 1s, system time
spent on receive processing or system time spent on send
processing shown in FIG. 7). In the case where an accessory
timer of the CPU 103 1s used for being informed of the time
during which 1t was 1n the halt state, the CPU 105 1s operated
at predetermined time intervals while the data transmission
circuit 102 1s in the receive state or in the send state. Noise
1s caused by this operation of the CPU 105, and the noise can
aflect the data transmission circuit 102 1n the recerve state or
in the send state.

Since the IC card of FIG. 18 includes the time counting
circuit 1801, the CPU 105 can be completely placed 1n the
halt state while the data transmaission circuit 102 is in the
receive state or in the send state. Accordingly, the CPU 105
can be informed of the time during which 1t was in the halt
state without causing noise by the operation of the CPU 105.

Embodiment 8

FIG. 19 1s a block diagram for showing the configuration
of a principal part of an IC card according to Embodiment
8 of the invention. Referring to FIG. 19, the IC card 1s
characterized by including a time momnitoring circuit 1901
within the state control circuit 107. The rest of the configu-
ration 1s the same as that of the IC card of FIG. 1.

The time monitoring circuit 1901 starts counting time 1n
response to an instruction signal CMD1 from the CPU 105.
The instruction signal CMDI1 1s an nstruction to “place the
data transmaission circuit 102 1n the receive state”. The time
monitoring circuit 1901 stops counting time in response 1o
an interruption signal C2 from the data transmission circuit
102 and resets a counted value. On the other hand, when the
counted time value reaches a predetermined value, namely,
when an interruption signal C2 1s not given to the state
control circuit 107 until the counted value reaches a prede-
termined value, the time monitoring circuit 1901 outputs a
timeout signal TO to the CPU 105.

Next, the operation of the IC card having the aloremen-
tioned configuration will be described.

When the CPU 105 gives an instruction signal CMD1 to
the state control circuit 107, the time monitoring circuit 1901
starts counting time. In response to the instruction signal
CMD1, the data transmission circuit 102 goes into the
receive state.

When the receive processing 1s completed, the data trans-
mission circuit 102 gives an interruption signal C2 to the
state control circuit 107. The interruption signal C2 1s a
signal corresponding to a request to “place the CPU 105 1n
the operative state”.

In response to the interruption signal C2, the time moni-
toring circuit 1901 stops counting time and resets the
counted value.

When an interruption signal C2 1s not given to the state
control circuit 107 until the counted time value of the time
monitoring circuit 1901 reaches a predetermined value, the
time monitoring circuit 1901 outputs a timeout signal TO to
the CPU 105.

In response to the timeout signal TO, the CPU 105
restores to the operative state and carries out timeout pro-
cessing.

In this manner, since the IC card of Embodiment
91includes the time momtoring circuit 1901, the CPU 105 can
restore from the halt state to the operative state when an
interruption signal C2 is not given to the state control circuit
107 until a counted value reaches a predetermined value.
Accordingly, the CPU 1035 can be prevented from being kept
in the halt state, for example, when a receive data cannot be
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received for a long period of time after the data transmission
circuit 102 going into the receive state.

The invention claimed 1s:

1. A contactless integrated circuit (IC) card tat sends/
receives data to/from outside and i1s supplied with power
from the outside in a contactless manner, comprising:

a transmission circuit for sending/receiving data to/from

the outside;
a bufler memory;
a direct memory access (DMA) circuit for transmitting,
data received by said transmission circuit to said bufler
memory and transmitting data stored in said bufler
memory to said transmission circuit;
a nonvolatile memory;
a central processing unit (CPU) for executing write and
read processing on said bufler memory and said non-
volatile memory; and
state control means for halting the write and read pro-
cessing on said bufler memory and said nonvolatile
memory of said CPU while said transmission circuit 1s
sending/receiving data to/from the outside.
2. The IC card of claim 1, wherein a data bit appears every
predetermined period in data sent/recerved by said transmis-
sion circuit,
said transmission circuit generates an interruption signal
at timing between a period for sending/receiving one
data bit and a period for sending/receiving another data
bit, and
said DMA circuit executes transmission processing 1n
response to the mterruption signal.
3. The IC card of claim 1, wherein a data received by said
transmission circuit has a structure in accordance with the
standard of ISO/IEC 14443-3, and
said transmission circuit icludes:
normal wavelform storing means for storing a wave-
form pattern standardized by ISO/IEC 14443-3;

possible error wavelorm storing means for storing a
wavelorm pattern including a possible error pre-
dicted with respect to a data received by said trans-
mission circuit;

wavelorm detecting means for detecting a wavelorm
pattern of a data received by said transmission Cir-
cuit; and

collating means for correcting the data received by said
transmission circuit on the basis of said normal
wavelorm pattern when said wavelorm pattern
detected by said wavelorm detecting means accords
with said waveform pattern stored in said normal
wavelorm storing means or said wavelorm pattern
stored 1 said possible error wavelorm storing
means.

4. The IC card of claim 1, wherein a data received by said
transmission circuit has a structure in accordance with the
standard of ISO/IEC 14443-3,

said transmission circuit includes an analog circuit part
for modulating a data recetved from the outside mto a
digital data and outputting said digital data,

said IC card further comprises preset signal generation
means for giving said analog circuit part a preset signal
that 1s active during a period other than a period when
said transmission circuit 1s recerving a data, and

said analog circuit part sets an output thereof to a logical
high level in response to the active preset signal.

5. The IC card of claim 1,

wherein a data received by said transmission circuit has a
structure 1 accordance with the standard of ISO/IEC
14443-3,
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said transmission circuit includes an analog circuit part
for modulating a data received from the outside mnto a
digital data and outputting said digital data,

said IC card further comprises hold signal generation

means for giving said analog circuit part a hold signal
that 1s active during a period other than a period when
said transmission circuit 1s recerving a data, and

said analog circuit part sets, 1 response to the active hold

signal, an output thereof to a logical high level during
a period other than the period when said transmission
circuit 1s recerving a data.

6. The IC card of claim 1, further comprising a resume
circuit for storing, when data write processing on said
nonvolatile memory executed by said CPU 1s interrupted, a
proceeding state of the write processing up to time of
interruption,

wherein said CPU rusumes the write processing on said

nonvolatile memory on the basis of said proceeding
state stored in said resume circuit.

7. The IC card of claim 1, wherein said state control
circuit includes a time counting circuit for starting counting
time 1n response to said CPU going into a halt state, stopping
counting the time 1n response to restoration of said CPU to
an operative state and outputting a counted value to said
CPU.

8. The IC card of claam 1, further comprising a time
monitoring circuit for starting counting time in response to
said CPU going into a halt state and outputting a timeout
signal to said CPU when said CPU does not restore to an
operative state before a counted value reaches a given value,

wherein said CPU goes into the operative state 1n

response to the timeout signal output by said time
monitoring circuit.

9. The IC card of claim 1, wherein said state control
means operates to halt said nonvolatile memory while said
transmission circuit 1s sending/receiving data to/ifrom the
outside.

10. The IC card of claim 1, wherein said DMA circuit
transmit data when said CPU 1s 1n a halt state.

11. The IC card of claim 1, wherein said state control
means 1S 1n an operative state when said CPU 1s 1n a halt
state.

12. The IC card of claam 11, wherein said state control
means gives an active state control signal to said CPU
whereby the CPU 1s restored to the operative state from the
halt state, when said transmission circuit completes the
send/receive operation.

13. The IC card of claim 1, wherein said state control
means operates to halt all write and read processing of said
CPU while said transmission circuit 1s sending/receiving
data to/from the outside.

14. The IC card of claim 1, wherein said DMA circuit
transmits data received by said transmission circuit to said
bufler memory and transmitting data stored in said bufler
memory to said transmission circuit without using the CPU.

15. The IC card of claim 1, wherein said state control
means operates to halt all operation of said nonvolatile
memory while said transmission circuit 1s sending/receiving,
data to/from the outside.

16. A contactless integrated circuit (IC) card that sends/
receives data to/from outside and i1s supplied with power
from the outside in a contactless manner, comprising:

a transmission circuit for sending/receiving data to/from

the outside;

a buller memory;

a direct memory access (DMA) circuit for transmitting

data received by said transmission circuit to said butler
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memory and transmitting data stored in said builler
memory to said transmission circuit

a nonvolatile memory; and

a central processing unit (CPU) for executing write and
read processing on said bufler memory and said non- 5
volatile memory,

wherein the write and read processing on said builer
memory and said nonvolatile memory of said CPU is in
a halt state while said transmission circuit 1s sending/
receiving data to/from the outside. 10

17. The IC card of claam 16, wherein all write and read
processing of said CPU 1s 1n a halt state while said trans-
mission circuit 1s sending/receiving data to/from the outside.

18. The IC card of claim 16, wherein all operation of said
nonvolatile memory 1s 1n a halt state while said transmission 15
circuit 1s sending/recerving data to/from the outside.

19. A contactless integrated circuit (IC) card that sends/
receives data to/from outside and i1s supplied with power
from the outside in a contactless manner, comprising:

a transmission circuit for sending/receiving data to/from 20

the outside;

a builer memory;

a direct memory access (DMA) circuit for transmitting,
data received by said transmission circuit to said butler
memory and transmitting data stored in said bufler 25
memory to said transmission circuit;

a nonvolatile memory;

a central processing unit (CPU) for executing write and
read processing on said bufler memory and said non-
volatile memory; and

20

state control means for halting operations of at least one
of said nonvolatile memory and said CPU while said
transmission circuit 1s sending/receiving data to/from

the outside,

wherein a data received by said transmission circuit has a
structure 1n accordance with the standard of ISO/IEC
14443-3, and

said transmission circuit includes:

normal waveform storing means for storing a wave-
form pattern standardized by ISO/IEC 14443-3;

possible error wavelform storing means for storing a
wavelorm pattern including a possible error pre-
dicted with respect to a data received by said trans-
mission circuit;

wavelorm detecting means for detecting a waveform
pattern ol a data received by said transmission cir-
cuit; and

collating means for correcting the data received by said
transmission circuit on the basis of said normal
wavelform pattern when said wavelorm pattern
detected by said wavelform detecting means accords
with said waveform pattern stored in said normal
wavelorm storing means or said wavelorm pattern
stored 1n said possible error wavelorm storing
means.
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