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<XML> 110
<Information Account>
204 <Account Name> John Doe 5 </Account Name>
!E! i! ! .-..: No> 34153443.3.2 </Account No>
<First Name> John </First Name> N 200
<Last Name> Doe </Last Name> >—/
y <Middle Name> Michael </Middle Name>
<Title> Mr. </Title>
SN <Suffix> Jr. </Suffix> -
202 </Name>
<DOB>

<PDOB Month> January </DOB Month>
<DOB Day> 1 </DOB_ Day>
<DOB Year> 1960 </DOB_Year>

</DOB> K 208
<Personal Contact Info>

<Home Phone preferred="ves"> 555.555.555 </ Home Phone>

<Work Phone> 555.555.1111 </ Work Phone>
<Cell Phone> 222.333.444 </ Cell_Phone>

<Home Email> doe@homeisp.com.</ Home Email>
<Work Email> jdoe@workisp.com.</ Work Email>

<Home Addressl>

. </Home Addressi>

</Personal Contact Info>

<My Documents>
<Docl>

</Docl>

<My Documents>

</Information Account>

</XML>

FIG. 2
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400

N

VaultData
Consg.me%' (Product)
Authentication
(key) UserID
(key) UserlD | 1 A (key) PRID
UserName | I DataQOld
Password A Version
Email LastWrite
Attempts Data
Last Attempt 404 L___
Challenge >—~/ -
Response
eTicket-1 202 8 /_‘ 406
eTicket-2 a
eTicket-3 \ Transaction Log
e?dl:?; / (Actions)
eTicket- L
OwnerSPID Profile (key) TransactionID ™
Action
UserID

(key) UserlD InizrntiveID

Profile Data SPID -

DataOld PRID

Version T 1 DateT 408

[ actWrite ransactionbate ime

Dat

aH / 304 \
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1101

Receive User Supplied Consumer Authentication Information Via
First Web-site that Requires Sign-on to Access Information Account

Determine Browser Identifier and Sign-On Time

EEEEE— — . 1106
Consumer Authentication Information, Browser Identifier and

Sign-on Time Stored in Authentication Table

Detect Subsequent Request for Access to Information
—p Account From Subsequent Web-Site That Requires Sign-on
to Access Information Account

—

1108

1110

Determine Browser and Sign-On Time

Based on Browser Identifier, Look Up Consumer |/
Authentication Information in Authentication Table

1114

Preference
Set to Indicate Single Sign-On
Activated?

NoO

Yes 1118

Has

User Already Been
A uthenticated?

: 1122

User’s Previous
Authentication
Remains Valid:;
By-Pass Sign-On | N0
Interface

[ 1116

Prompt User To
Ves >' Sign-On Again

Yes 1120 i

Time-Out Interva
Expired?

FIG. 11
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— —

[ <XMI> 122
| <Tickets>
12072 <Ticket 1>
204 _/ Valid Period,
Number of Uses,
Read/Write/Modt1

Service Provider [, 1206
Data ID,

Filter ID,

</Ticket 1>

<Ticket 2>
Valid Period,
Number of Uses,

Read/Write/Modity,

Service Provider ID,
Data 1D,

l Filter 1D,

</Ticket 2 >

</Tickets>
</XML>

FIG. 12
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CONSUMER-CONTROLLED LIMITED AND
CONSTRAINED ACCESS TO A CENTRALLY
STORED INFORMATION ACCOUNT

RELATED APPLICATIONS

The present application claims the benefit of U.S. Provi-
sional Patent Application Ser. No. 60/245,8677 filed Nov. 7,
2000, which 1s hereby incorporated by reference as if set
forth fully herein, and 1s further a continuation-in-part of
cach of the following co-pending applications, all of which
are hereby incorporated by reference as if set forth fully
herein:

U.S. application Ser. No. 09/974,766 filed Oct. 9, 2001
(which claims the benefit U.S. Provisional Patent
Application Ser. No. 60/238,847 filed Oct. 6, 2000);

U.S. application Ser. No. 09/933,567 filed Aug. 20, 2001
(which claims the benefit of U.S. Provisional Patent
Application Ser. No. 60/226,117, filed Aug. 18, 2000);
and

a U.S. application Ser. No. 09/923,285 filed on Aug. 6,
2001 (which claims the benefit of U.S. Provisional
Patent Application Ser. No. 60/223,232, filed Aug. 4,
2000.

TECHNICAL FIELD

The field of the present invention relates generally to
systems and methods for the storage, management, and
delivery of user or consumer information on or over a
network. More particularly, the present invention relates to
systems and methods for providing third-parties with access
to user or consumer information stored 1n a network-acces-
sible information account.

BACKGROUND OF THE INVENTION

In many situations, it 1S necessary or desirable for con-
sumers or others to provide personal information to third
parties, such as vendors or service providers, to obtain goods
or services, facilitate transactions, or for other purposes.
However, providing personal information to third parties,
whether 1n verbal, written or electronic form, can be a
tedious, mmconvenient and repetitious task. Each time an
individual provides personal information to a new recipient,
a possibility exists that errors will occur, particularly if the
information 1s conveyed orally. Moreover, when personal
information 1s provided or stored 1n paper form, 1t can be
burdensome to carry, deliver and/or manage paper files in
order to conduct personal and business affairs. In the context
of electronic data transactions, such as those conducted over
the Internet, consumers are often reluctant to convey per-
sonal mformation due to security concerns. Also, certain
aspects of a consumer’s personal information (e.g., address,
phone number, etc.) may change from time to time, which
can cause third party records (paper or electronic) to become
maccurate or out of date. Thus, there 1s a need for a
convenient, less error-prone and more secure system for
allowing the consumer the ability to conveniently manage,
distribute and update the consumer’s information, to ensure
that third parties are provided with accurate and up-to-date
information, and to prevent unauthorized access to the
information.

Furthermore, as information technology and network
technology become more prolific, people find themselves
repeatedly and manually inputting the same data into dif-
ferent computer systems. For example, consumers may find
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themselves having to manually mput their personal and
billing information via each vendor website through which
they choose to complete an electronic commerce (“e-com-
merce”) or mobile commerce (“m-commerce’) transaction.
As the number of secure websites grows, consumers also
find themselves having to manage numerous usernames and
passwords. Thus, there 1s a further need for a convenient and
secure system for automating the management of consumer
information.

Automated or partially automated solutions for managing
information historically have largely been localized pro-
cesses. Using conventional techniques, users are able to
create and store data files containing personal information
on their personal computers or other client devices, such as
personal digital assistants (“PDAs”), pagers, mobile tele-
phones, etc. The data elements 1n such data files can be
shared using specialized applications for filtering data out of
the data file and into another application. However, such
systems typically require a permanent download of propri-
ctary data management software that might not be compat-
ible among different devices. In addition, the data manage-
ment software and data files are often stored on only a single
personal computer or computerized device. If the personal
computer or other computerized device becomes lost or
stolen, the user’s data may no longer be accessible, and
might end up 1n the possession of another person. If the
personal computer or other computerized device crashes, the
data can easily be lost.

Accordingly, there remains a need for a more secure,
flexible and convenient system for storing information and
a method for allowing the user to manage and distribute that
information using a personal computer or other network-
connected device. There further remains a need for such a
system and method that provides central information storage
and does not necessarily require a permanent download of
proprietary software to a client device for management and
distribution of the information. Additionally, there 1s a need
for a mechanism that provides the consumer with a conve-
nient means for making information available to third par-
ties, and for updating the information when necessary or

allowing others to update the information on the consumer’s
behalf.

SUMMARY OF THE INVENTION

The present invention generally relates to systems and
methods for storing, managing and distributing consumer
information via a distributed network, such as the Internet.
In general, a system and method are provided for allowing
a consumer to authorize trusted third parties to access a
central information storage and retrieve and/or update mfor-
mation on behalf of the consumer.

In one embodiment, a data repository accessible via a
distributed network stores an information account compris-
ing a plurality of consumer information elements associated
with a consumer. The consumer mformation elements may
generally be accessed, retrieved and altered by the con-
sumer. Access to the mnformation account may be condi-
tioned upon receipt and verification of authentication infor-
mation (e.g., username, password, etc.,). At the user’s
request, one or more temporary authorizations (also referred
to herein as “tickets,” authorization codes or authorization
identifiers) may be associated with the information account.
The temporary authorization has associated therewith con-
sumer-defined attributes (also referred to as authorization
parameters) that define access privileges which are to be
oranted to a person or other entity that presents the tempo-
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rary authorization along with a request for further access to
the information account. The consumer-defined attributes
may specily, for example, a number of times that the
temporary authorization may be used to access the informa-
fion account, a pertod of validity associated with the tem-
porary authorization, a type of consumer mformation ele-
ments that can be accessed, and a specification of read, write
and/or modily privileges, and so on. The consumer-defined
attributes may further specity a filter identifier that 1identifies
a speciiic filter or filter type to be used to ensure that only
authorized data 1s filtered for release to the party who
presents the temporary authorization.

Authorization to access the mnformation account may be
oranted 1n any of a variety of ways, depending upon the
nature of the system and the form in which the temporary
authorization 1s implemented. According to one technique
disclosed herein, a temporary authorization is provided to a
third-party requiring access to at least a portion of the
information account. For example, a temporary authoriza-
fion may be transmitted to the consumer for presentation to
a third-party of the consumer’s choice. Alternately, the
temporary authorization may be transmitted to a designated
third-party on behalf of the consumer, such as by emailing
the temporary authorization to an email account designated
by the consumer or by storing the temporary authorization in
a third-party’s mmformation account stored 1n the central data
repository. The temporary authorization may also be embed-
ded as a parameter 1n a uniform resource locator, which may
be used to re-direct a browser operated by the consumer to
a web page associated with the third-party. In such an
embodiment, a server hosting the web page may be config-
ured to extract the temporary authorization from the uniform
resource locator and to transmit a request for access to the
information account along with the temporary authorization
on behalf of the third-party.

Additional embodiments, examples, variations and modi-
fications are also disclosed herein.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a high-level block diagram 1llustrating a system
in accordance with one or more exemplary embodiments as
disclosed herein.

FIG. 2 1s an abstract illustration of an information account
in accordance with exemplary embodiments as may be used,
for example, 1n the system 1illustrated in FIG. 1.

FIG. 3 1s an abstract illustration of another information
account 1n accordance with other exemplary embodiments
as may be used, for example, 1n the system 1llustrated in FIG.
1.

FIG. 4 1s an abstract illustration of an exemplary database
schema 1n accordance with certain exemplary embodiments.

FIG. 5 1s a generalized interaction diagram 1llustrating the
interaction between various system components of certain
exemplary embodiments as disclosed herein.

FIG. 6 1s a generalized interaction diagram 1llustrating the
interaction between various system components when a new
information account 1s created by a consumer via a vendor’s
website, 1n accordance with one or more exemplary embodi-
ments.

FIG. 7 1s a generalized interaction diagram 1llustrating the
interaction between various system components 1n an exem-
plary wireless environment.

FIG. 8 1s a high-level block diagram illustrating logical
ogrouping of vendor servers 1nto exchanges 1n accordance
with one or more exemplary embodiments as disclosed
herein.
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FIG. 9 1s an 1llustration of a web page displaying logos
that 1dentify a branded mformation account and exchange
membership 1n accordance with one or more exemplary
embodiments as disclosed herein.

FIG. 10 1s an abstract illustration of exemplary system
components for implementing revenue sharing models in
accordance with certain exemplary embodiments.

FIG. 11 1s a flow chart illustrating an exemplary single
sign-on method 1n accordance with an exemplary embodi-
ment of the present mnvention.

FIG. 12 1s an abstract 1llustration of an exemplary “ticket”
authentication table implemented as an XML data structure
in accordance with certain exemplary embodiments.

DETAILED DESCRIPTION OF EXEMPLARY
EMBODIMENTS

In one or more embodiments, a system and method are
provided for enabling consumers to store and maintain a
comprehensive information profile (hereinafter “informa-
tion account”) in a centralized data repository that is acces-
sible over a distributed electronic network, such as the
Internet. The mnformation account may be used to store any
type of data desired by the consumer, including, for
example, demographic information, financial information,
medical information, family information, contact informa-
fion, documents, 1mage files, multimedia files, etc. The
centralized data repository 1s preferably accessible via a
network by any authorized network device. In various
embodiments, no specialized application programs are
required to be permanently downloaded to the consumer’s
network device 1n order to access the information account.

According to certain embodiments, at the consumer’s
direction, selected information i the imnformation account
may be accessed and, if desired, shared with authorized
vendors, business partners or any other enfity that requires
certain of the consumer’s mformation. The terms “vendor”
and “business partner” are used herein 1n a general sense to
refer to persons, businesses, enterprises or entities that make
products or services available to consumers. As used herein,
the terms “consumer,” “buyer,” and “user” are interchange-
able.

Server-side software or temporary client-side software
may, in some embodiments, be used to manage communi-
cations with the information account and to automatically
integrate that consumer information into a process executed
by a network device. As an example, the network device
may execute a business process relating to a consumer-
initiated activity, such as a retail transaction. The server-side
software or temporary client-side software may receive
consumer information from the information account and use
that information to automatically populate the mput fields of
a form or the input requirements of a process that 1s to be
submitted to a vendor’s server or other network device
during an application, registration or transaction process.

The data in the information account 1s preferably stored
using a tagged data format. In one embodiment, the data in
the information account may be stored using the e Xtensible
Markup Language (“XML”) data format, which 1s an open
standard for describing data from the World Wide Web
Consortium (“W3C”). As is known in the art, XML tags are
used to define the types of information that are represented
by the data element. The XML standard provides a great deal
of flexibility 1n that custom tags may be defined for any type
of information that the consumer may desire to store in the
information account. Using any well-known XML-related
querying, parsing, transtorming and/or filtering techniques,
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individual data elements 1n the information account may be
accessed, updated, deleted, created, or otherwise manipu-
lated.

The 1nformation account may be structured as one or
more data aggregates, e.g., XML data ageregates. An entire
XML data aggregate 1s stored within a data field of a
database table. This data field 1s a long text field containing
all of the mmformation associated with the given record. In
one embodiment, all consumer information 1n the informa-
fion account may be stored 1n a single XML data aggregate
comprising consumer information elements and sub-ele-
ments. Attributes may also be associated with any element
and sub-element 1n order to provide additional information.
A transtormation or filtering mechanism, such as “Style
Sheets,” may be applied to the single XML data stream 1n
order to extract only selected data elements therefrom at the
direction of the consumer.

In an alternative embodiment, the information account
may be normalized into a plurality of discrete data aggre-
gates, each aggregate representing a predetermined “infor-
mation product.” An information product refers to a package
of consumer 1nformation relating to, for example, a speciiic
product or service offered by a vendor or that 1s important to
vendors with similar consumer information needs. For
example, a mortgage mnformation product might contain all
consumer mnformation that would be required to complete a
lender’s mortgage application. Individual information prod-
ucts may be retrieved from the information account and
transmitted to authorized vendors at the request of the
consumer.

Access constraints may be utilized in one or more
embodiments as described herein to allow for the establish-
ment of “exchanges.” An exchange generally refers to a
group ol entities that are authorized to accept consumer
information from the information account at the request of
the consumer. The information account may be accessed for
retrieval of information to be used 1n commerce with any
vendor or entity that 1s a member of the exchange. In much
the same way that a consumer may have several different
credit cards or debit cards that are each accepted only by
certain merchants, the consumer may have several informa-
fion accounts that are each valid only on specified
exchanges.

Exchanges may be implemented, for example, through
“inflow” and/or “outflow” constraints 1mposed by the
exchanges. An inflow constraint imposed by an exchange
may, for example, dictate that only information accounts
assoclated with specific other exchanges will be accepted or
that no 1nformation accounts associated with other
exchanges will be accepted. An outflow constraint may
dictate that information accounts associated with an
exchange may only be used within that exchange and within
no other exchanges. Various business situations and part-
nerships may drive the implementation of inflow and out-
flow constraints. Revenue sharing models may be estab-
lished 1n order to provide financial incentives to exchanges
and/or mndividual vendors that facilitate the creation of an
information account or the use of an information account to
complete a transaction.

Exemplary embodiments will now be described with
reference to the drawings, in which like numerals represent
like elements throughout the several figures. A high-level
block diagram of a system in accordance with an exemplary
embodiment 1s shown 1n and described with reference to
FIG. 1. As shown, a central data repository 102 1s provided
for storing consumer information that may be easily
accessed from any network device attached to the network
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106. The network 106 may comprise any telecommunication
and/or data network, whether public or private, such as a
local area network, a wide area network, an intranet, an
internet and any combination thereof and may be wireline
and/or wireless. Various methodologies as described herein
may be practiced 1n the context of distributed computing
environments. The network 106 thus provides for the open
and seamless distribution of consumer information to and
from the mnformation account 110.

In the system illustrated 1n FIG. 1, the exemplary oper-
ating environment encompasses various network devices for
accessing and reading associated computer-readable media
having stored thereon data and/or computer-executable
instructions for 1mplementing various methods of the
present invention of data storage, management and distri-
bution. Generally, a network device includes a communica-
fion device for transmitting and receiving data and/or com-
puter-executable instructions over the network 106, and a
memory for storing data and/or computer-executable
instructions. A network device may also include a processor
for processing data and executing computer-executable
instructions, as well as other internal and peripheral com-
ponents that are well known in the art (e.g., input and output
devices.) As used herein, the term “computer-readable
medium” describes any form of computer memory or a
propagated signal transmission medium. Propagated signals
representing data and computer-executable instructions are
transterred between network devices.

A network device may generally comprise any device that
1s capable of communicating with the resources of the
network 106. A network device may comprise, for example,
a network server 108 & 114, a client device 104, a wireless
client device 104a or a dedicated storage device (e.g., the
central data repository 102.) In the embodiment shown in
FIG. 1, a host server 108 hosts the software for interacting
with the central data repository 102 and for communicating
with other network devices. The host server 108 may
interact with the central data repository 102 via the network
106 or via a direct communication link 111. A vendor server
114 hosts vendor web page files 116 comprising a vendor
website, through which products or services may be offered
to consumers.

A client device 104 may comprise a desktop computer, a
laptop computer and the like. A wireless client device 1044
may comprise a personal digital assistant (PDA), a digital
and/or cellular telephone or pager, a handheld computer, or
any other mobile device. These and other types of client
devices 104 & 104a will be apparent to one of ordinary skill
in the art. For convenience, the following explanation will
be made with reference to a client device 104 generically,
but, unless otherwise indicated, 1t will be understood that the
principles and concepts described will also encompass wired
or wireless devices, such as wireless client device 104a
illustrated 1in FIG. 1. Moreover, although exemplary embodi-
ments will be described herein 1n the context of the Internet
or a web-based environment, 1t will be appreciated that the
various principles and methods of operation will be appli-
cable or may be practiced 1n other environments as well.

According to a preferred embodiment, a client device 104
may execute a browser 112 or another suitable application
for interacting with web page files 116 hosted by a vendor
server 114 and other network devices. Through the graphical
user interface provided by a displayed web page file 116, the
vendor may require the consumer (i.e., the operator of the
client device 104) to input certain information pertaining to
or associated with the consumer. According to certain
embodiments, a consumer may be permitted to direct that
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the requested mformation be transmitted from the 1nforma-
tion account 110 to the client device 104 for processing.
Although exemplary embodiments will be described herein
in the context of a web-based environment, those skilled 1n

the art will appreciate that other environments are suitable as
well.

The description of exemplary embodiments with refer-
ence to FIG. 1 assumes the existence of a previously created
information account 110. An example illustrating actual
creation of an mformation account 110 will be described
below with reference to FIG. 6. In general, the information
account 110 may be any data structure for storing consumer
information. Preferably, however, the information account
110 1s stored as a tagged data structure, such as one or more
XML data aggregates. The data in the information account
110 1s preferably encrypted so that anyone gaining unau-
thorized access to the mformation account 110 will not be
able to read the data. Also, 1in a preferred embodiment, each
information account 110 in the central data repository 102 1s
encrypted separately, so that someone authorized to access
the information account of one consumer may not also gain
access to the information account of another consumer.

In accordance with a preferred embodiment, the consum-
ers may maintain sole responsibility for storing and updating
the 1information 1n the information account 110. Only the
consumer, or those authorized by the consumer, may use the
information account 110 to complete e-commerce or
m-commerce activities. Consumers create an information
account 110 either through a website hosted by the host
server 108 or a website hosted by a vendor server 114. For
example, after manually completing a form displayed by a
vendor’s website, the consumer can choose to create an
information account 110 and have the consumer information
stored therein.

Upon creation of an information account 110, a consumer
may be given an 1dentification number, a username and/or a
password. Other types of consumer authentication informa-
tfion are known in the art and may also be used in the context
of the present 1nvention. The system of FIG. 1 provides the
consumer with a variety of methods of accessing the infor-
mation account 110, transferring selected information to a

vendor and/or allowing a vendor limited and constrained
access to the information account 110, as described 1n

further detail herein.

A web page file 116 displayed by the browser 112 may
include input fields for the mput of consumer 1information.
The web page file 116 may also include an instruction (e.g.,
a “call”) that causes the browser 112 to download and
execute a client-side application 105. JAVA applets are well
known client-side applications and are particularly suited for
use 1n various embodiments due to their platform-indepen-
dent nature. However, any other type of client-side applica-
tion may be used without departing from the spirit and scope
of the present invention. The client-side application 105
resides 1n temporary memory storage of the client device
104, such as cache memory or the like, and may be removed
from the client device 104 after its execution 1s complete.
The client-side application 105 1s speciiic to the browser
session only and not to the client device 104. Multiple
client-side applications 105 may be executed at the same
time 1f multiple browser windows are executed by the client
device 104. The client-side application 105 provides func-
tionality for facilitating communications between the
browser 112 executed by the client device 104 and the
database management system (“DBMS”) 109 of the host
server 108.
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One responsibility of the client-side application 103 1s to
provide authentication information associated with the con-
sumer and the vendor to the host server 108. Depending on
the desired level of security within the system, authentica-
tion information may comprise a username, user 1D, pass-
word, key, certificate and the like. Authentication informa-
tion regarding the vendor may be embedded within the web
page file 116 for extraction by the client-side application

105. Alternatively, the client-side application 105 may com-
municate with the vendor server 114 to retrieve such vendor
authentication 1nformation. Authentication 1nformation
regarding the consumer may be supplied by the consumer
via a user interface displayed by the client-side application
105 or by a displayed web-page file 116. Communications
relating to authentication information may be accomplished
using a secure transmission protocol or handshake, such as
the secure shell BSD, Point to Point Tunneling Protocol
(PPTP), also commonly know as Virtual Private Network,
and/or secure socket layering (SSL) protocol. Other methods
for achieving a secure connection over the network 106 will
be apparent to those of ordinary skill in the art. Authenti-
cation mformation may also be encrypted and transmitted
over an open network using any appropriate protocol.

The client-side application 105 1s also responsible for
determining the type of consumer information that is
required by the input fields of the displayed web page file
116. After determining the type of consumer information
that 1s required, the client-side application 105 may formu-
late a database query 1n a language that 1s understood by the
DBMS 109. At a mimmum, client-side application 105
communicates enough information to the DBMS 109
regarding the required consumer information so that the
DBMS can formulate a database query. In one embodiment,
the DBMS 109 exposes an application program interface
(“API”) that can be utilized by the client-side application
105. An example of one such API 1s known as the Simple
Object Access Protocol (“SOAP”). SOAP is a protocol that
provides for mteroperability between heterogeneous HTTP-
based software and XML-based software. SOAP provides
access to services, objects, and servers 1n a platform-inde-
pendent manner. Since SOAP relies on HT'TP as the trans-
port mechanism, and most firewalls allow HTTP to pass
through, SOAP endpoints may usually be mvoked from
either side of a firewall.

The client-side application 105 may transmit the database
query (or information to form the database query) to the host
server 108 along with the above-mentioned authentication
imnformation over a secure connection. In such a scenario, the
authentication information and the query information may
be passed to the DBMS 109. The DBMS 109 attempts to
authenticate the vendor and the consumer using the authen-
fication information and corresponding information that was
previously stored in the data repository 102. If authentica-
fion 1s successiul, the DBMS 109 queries the information
account 110 using the appropriate database connectivity
protocol, such as the Open Database Connectivity
(“ODBC”) protocol, the Java Database Connectivity Proto-
col (“JDBC”), or any other suitable protocol.

As mentioned above, the data 1n the information account
110 may be encrypted. Thus, in response to the query, the
DBMS 109 may receive an encrypted search result. The
search result, for example, may be 1n the form of a stream
of XML data that has been filtered from the information
account. The DBMS 109 or other program module executed
by the host server 108 may be responsible for decrypting the
scarch result. The decrypted search results may then be
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transmitted to the client-side application 105 via the previ-
ously established or a new secure connection.

In the alternative, the client-side application 105 may
manage authentication and querying as separate processes.
As an example, authentication may be handled using a
secure connection as described above. Upon acknowledg-
ment of authentication, the secure connection may be closed
and the query process may be handled using open network
communication protocols. In response to the query, the
encrypted search result may be transmitted to the client-side
application 105 over the open network and the client-side
application 105 may be responsible for decryption.

The client-side application 105 may also be responsible
for parsing the data elements included in the search result
and auto-populating the parsed data into the mnput fields of
the displayed web page file 116. Again, the client-side
application 105 may translate the XML data into HT'TP data
using SOAP or another suitable protocol. Those skilled in
the art will appreciate that in certain embodiments, espe-
cially where user verification of the consumer information 1s
not required, the client-side application 105 may transmit
the consumer 1information directly to the vendor server 114
without populating the consumer information into the dis-
played web page file 116. If the input fields are auto-
populated, the consumer has the opportunity to verity the
information displayed 1n the mput fields, make any neces-
sary modifications, and then interact with the displayed web
page file 116 to submit the information to the vendor server
114. Any modifications to the consumer information that are
made by the consumer may be detected by the client-side
application 105, which may then transmit the modified data
back to the host server 108 for an appropriate update of the
information account 110. In addition, the client-side appli-
cation 105 may determine whether the consumer 1mnputs new
data into the iput fields, and if so, transmit that new
information to the host server 108 for storage in the data
repository 102. The consumer may interact with the dis-
played web page file 116 to submit the consumer informa-
tion to the vendor server 114. The vendor server 114 may
then process the consumer information, as needed, by way
of a processing module.

In an alternative embodiment, a server-side application
107 may be employed instead of a client-side application
105 to manage communications with the host server 108. An
authorized server-side application 107 may receive con-
sumer information directly from the host server 108 and
present that consumer information to the client device 104
(c¢.g., via the browser 112) for display to the consumer. A
web page file 116 hosted by the vendor server 114 may be
accessed and displayed by the browser 112 of the client
device 104. The displayed web page file 116 may present a
user mterface for input of consumer authentication informa-
tion. In a preferred embodiment, the consumer authentica-
tion information 1s transmitted from the client device 104 to
the host server 108 for authentication of the consumer. In
addition, the client device 104 may also transmit a request
that a “ticket” be provided to the vendor server 114.

In addition, 1n various embodiments, the client device 104
may transmit a request for a ticket, or a request that a ticket
be provided to a vendor server 114. The term “ticket” in the
present context generally refers to a temporary authorization
(also referred to as an authorization code or authorization
identifier) for at least partial access to a consumer’s infor-
mation account 110. A wide variety of mechanisms may be
used to implement the provision of tickets in response to
user requests. As shown 1n FIG. 1, for example, an infor-
mation account 110 may be associated with information in
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a data table or other data structure, such as a ticket authen-
tication table 122, that correlates one or more tickets with a
set of consumer-defined attributes (also referred to as autho-
rization parameters). The ticket authentication table 122
may reside at the host server 108, 1n the data repository 102,
or 1n another suitable location.

The consumer-defined attributes of the ticket may be used
to define the access privileges that will be granted to the
person or other entity that presents the ticket 1n connection
with a request for access to the information account 110. The
consumer-defined attributes of the ticket may specily such
things as, for example, the number of times that the pass-
word may be used to access the mformation account 110
(e.g., one-time use), a period of validity associated with the
ticket (e.g., ticket expires one week from issuance), whether
the ticket carries read, write and/or modify privileges, etc.
These are merely examples of consumer-defined attributes;
in general, any type of restriction, limitation, condition or
requirement may be specified as a consumer-defined
attribute. Although a ticket 1s referred to herein as a tem-
porary authorization, 1t should be understood that a ticket
may have an indefinite period of wvalidity. The ticket
attributes may also include any other useful information, and
may, for example, include any number of identifiers, such as
a vendor identifier, a data i1dentifier, and filter 1dentifiers,
which may be used to ensure that the party using the ticket
1s 1 fact authorized to do so, and to ensure that only
authorized data 1s released to that party.

A ticket authenfication module 120 may be executed by
the host server 108 (or other network device, depending
upon the nature of the system) and may be configured to
receive and interpret (e.g., parse) a ticket, including any
associated 1dentifiers. The ticket authentication module 120
may further compare the ticket information against data in
the ticket authentication table 122 1 order to determine, for
example, whether the ticket 1s being used by the authorized
party during a valid time period and/or for an authorized
purpose, and whether the ticket has expired. The ticket
authentication module 120 may also use the ticket authen-
tication table 122 to determine the access privileges (read,
write and/or modify) associated with the ticket. Additional
verification checks may be performed by the authentication
module for added security. For example, a request for access
to an mmformation account may include a ticket as well as a
vendor identifier (or the like), which may be verified against
a ticket attribute defining authorized vendor identifiers. In
certain embodiments, ticket attributes relating to filter 1den-
fifiers may be passed from the ticket authentication module
120 to other program modules (not shown) in order to call
or establish filters that control the amount and/or type of
information to be released from the information account 110
to the third party.

An exemplary ticket authentication table 122 imple-
mented as an XML data structure 1s shown 1n FIG. 12 by
way of illustration (although the ticket authentication table
neced not be implement in an XML or other tageed data
format). As shown, the authentication table 122 may com-
prise a main “Ticket” data structure 1202 that 1s made up of
one or more “Ticket n” (n=1,2,3 . . . ) sub-data structures
1204. Each “Ticket n” sub-data structure 1204 may in turn
include any number of consumer-defined attributes 1206.
Those skilled in the art will appreciate that the authentica-
tion table 122 may be implemented as any searchable data
structure and 1s not limited to an XML embodiment. In
addition, those skilled in the art will recognize that the
architecture and program modules shown in FIG. 1 are for
illustrative purposes only. Other architectures, configura-
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tions and program modules may be implemented 1n accor-
dance with the spirit and scope of the present mnvention.

The use of tickets allows a consumer to provide select
third parties with access to the consumer’s information
account 110, on terms specified by the consumer. Thus, the
consumer 1s able to delegate certain responsibilities for
managing and/or accessing the data stored 1n the information
account 110. The use of tickets in conjunction with an
on-line central data repository 102 relieves the consumer
from the burden of having to carry, deliver and/or manage
paper files 1n order to conduct personal and business affairs.
Instead, the consumer may simply authorize a third party to
access the information account 110 and retrieve, insert
and/or modily any necessary information on behalf of the
consumer.

A ticket may be 1ssued by the consumer to any third party,
for any purpose. For example, the consumer may 1ssue to his
doctor a ticket that provides the doctor with access to the
consumer’s medical-related imnformation stored within the
information account 110. The doctor’s ticket may carry
read-only privileges or may allow the doctor to add new
medical information to or modily existing medical informa-
tion within the information account 110. The consumer may
issue multiple tickets to multiple third parties (e.g., doctors,
etc.) Each ticket may provide access to the same or different
information and carry the same or different privileges. Also,
the consumer may 1ssue the same ficket to multiple third
parties. In another example, the consumer may provide his
trusted agent or representative (€.g., manager or attorney)
with a ticket that authorizes full access to the mmformation
account 110 for an unspecified duration (i.e., until revoked
by the consumer). As may be seen the present invention
allows the consumer to control the types, amounts and
recipients of information stored 1n a central on-line data
repository. For clarity, 1t should be appreciated that the
“ticket” provided to a third-party may refer to a unique
authorization identifier or code, while the attributes associ-
ated with the ticket are stored separately therefrom, such as
in the ticket authentication table 122. Alternatively, how-
ever, a ticket may 1n some embodiments comprise a autho-
rization code or 1dentifier having one or more of the autho-
rization parameters 1mcorporated or encoded therein.

The consumer may generate requests for establishment of
tickets, for example, by interacting with an information
account enabled web page file 116. The information account
enabled web page file 116 may provide an interface for
allowing the consumer to select or create attributes for the
ticket. Tickets may be established for specific third-parties,
or for general types of third-parties. For example, a speciiic
ticket having specific attributes may be established for a
specific doctor, while a general “medical” ticket may be
established as a default ticket to be provided to a doctor in
the absence of a speciiic ticket.

Tickets may be granted to third parties by the consumer
or on behalf of the consumer. As an 1llustration, the con-
sumer may sign-on to access the iformation account 110
using a client device 104 or mobile client device 1044 and,
once authenticated, request that a ticket be established. The
ticket may be provided to the consumer, who may then
communicate the ticket manually, verbally, electronically,
etc. to a desired third-party. As another example, the con-
sumer may request that the host server 108 deliver the ticket
to a designated third-party via e-mail (e.g., to an email
address or email account designated by the consumer) or any
other suitable type of communication. A ticket may also the
inserted 1into an mformation account 110 owned by the third
party. The third party may then present the ticket to the host
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server 108, for example via an information account enabled
website, 1n order to be authenticated to access the consum-
er’s information account 110.

Tickets may also be delivered to a server associated with
the third-party on behalf of the consumer. As an example, the
host server 108 may authenticate the consumer using, €.g.,
standard browser authentication techniques. Upon authenti-
cating the consumer, the host server 108 may redirect the
browser 112 of the client device 104 to another web page
data file 116 (e.g., another web page data file 116 hosted by
of the vendor server 114), including the ticket as a parameter
in the URL. In response to detecting the ticket, the vendor
server may extract the ticket and pass it to a server-side
application 107. The server-side application 107 may then
use the ticket to authenticate itself to the host server 108, for
example using SOAP or another suitable protocol.

In accordance with one embodiment as described herein,
a ticket generated by the host server 108 may comprise a
“Globally Unique Identifier” (“GUID”). A GUID preferably
comprises a unique number that 1s computed by adding the
time and date to a network adapter’s internal serial number,
or by any other suitable technique. The ticket may be
encrypted. For example, the ticket may be encrypted using
the vendor’s public key and the resulting binary encrypted
blob may be base64 encoded so that it can be included as a
parameter in a URL. At the vendor server 114, the parameter
may be extracted from the URL, base64 decoded and then
decrypted using the vendor’s private key. Other encryption
techniques may also be used.

In various embodiments, consumer authentication infor-
mation may be submitted from the client device 104 to the
server-side application 107 at the vendor server 114. The
server-side application 107 may then transmit the consumer
authentication information and vendor authentication mfor-
mation to the host server 108 for authentication of both the
consumer and the vendor. The consumer authentication
information may be encrypted at the client device 104 and
decrypted only at the host server 108. Such an embodiment
tends to place a significant amount of control over the
consumer’s data 1n the hands of the vendor.

The server-side application may be 1identified by an appli-
cation identifier (“APPID”). The APPID may be associated

at the host server 108 (c.g., by the DBMS 109) with a
particular filtering mechanism. As mentioned, style sheets
are well-known and highly suitable filtering tools for use 1n
conjunction with XML data. In response to authenticating
the server-side application 107 and identifying the appro-
priate filter, consumer 1nformation may be filtered from the
information account 110 and transmitted back to the server-
side application 107. The server-side application 107 may
then parse the consumer 1nformation, for example, 1n order
to auto-populate a form, which may or may not have been
previously displayed to the consumer.

As 1n the case of the client-side application 105, the
server-side application 107 may receive decrypted consumer
information from the host server 108 via a secure connec-
tion, or may receive encrypted consumer information via the
open network. Thus, the server-side application 107 may be
configured to perform decryption as necessary. The con-
sumer 1mnformation thus received from the host server 108
may be presented to the consumer for verification. Any
modifications or additions made to the consumer informa-
fion may be submitted back to the server-side application
107 for communication to the host server 108. The DBMS
109 may then update and/or create the information account
110 1n the appropriate manner. The consumer may interact
with the displayed web page file 116 to submit the consumer
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information to the vendor server 114. The vendor server 114
may then process the consumer information, as needed, by
way of a processing module.

Those skilled 1n the art will appreciate that the 1llustration
and discussion of exemplary embodiments with reference to
FIG. 1 1s provided as a generalized example only. Speciiic
details regarding data formats and network communication
protocols have been omitted, as such details are well known
in the art. Furthermore, the present invention 1s not intended
to be limited to the use of any particular data formats or
protocols. Any existing or future formats or protocols may
be used without departing from the spirit and scope of the
invention. Furthermore, many network components were
not shown or discussed with reference to FIG. 1, such as
gateways, routers, hubs, switches, firewalls, DNS servers,
authentication servers, certificate authorities, and the like.
The functions and roles of such network components are
also well known 1n the art and need not be described 1n detail
herein.

FIG. 2 provides an abstract illustration of an information
account 110 1n accordance with an exemplary embodiment
as described herein. In the illustrated embodiment, the
consumer information 1s stored i1n the information account
110 as a single tagged (delimited) data stream. XML gen-
erally provides a suitable tagged data format; however, other
tageed data formats can be employed as well. Thus, refer-
ences to the XML standard in connection with exemplary
embodiments are not intended to limit the scope of the
present invention. The single XML data stream comprises a
plurality of consumer information elements 202, each hav-
ing a unique tag 204 or identifier. A consumer mnformation
clement 202 may be divided into any number and/or level of
sub-eclements 206. As 1s well known 1n the art, an XML
consumer information element 202 may also be associated
with one or more attributes 208. An attribute 208 may
provide additional information about the content, structure
or formatting of a consumer mformation element 202.

A consumer information element 202 may comprise any
type of data or information, including text strings, objects,
files, applications, etc. Obviously, the more consumer mfor-
mation that 1s stored in the information account 110, the
larger the XML data stream will be. The size of the XML
data stream 1s limited only by the hardware and software
limitations of the system (e.g., memory size, processor
speed, bandwidth, etc).

An mformation account 110 1s preferably unique to a
single customer. Each information account 110 stored 1n the
data repository 102 may thus comprise a discrete XML data
stream. Each information account 110 stored in the data
repository 102 may be individually encrypted. For example,
one method for encrypting an information account 110 may
involve use of the consumer’s public key. Accordingly, only
someone having access to the consumer’s private key will be
able to decrypt the consumer’s information. Many other
and/or additional methods {for encrypting information
accounts 110 and/or the entire data repository 102 will occur
to those skilled in the art.

Although not shown 1n FIG. 2, those skilled 1n the art will
appreciate that a consumer information element 202 in one
information account 110 may comprise a pointer or a
reference to another data element or to another information
account 110. In one embodiment, a consumer may create, for
example, a list of business contacts. A new information
account may be created for each individual specified as a
business contact by the consumer. Authentication data
within the new mformation account may be set as “anony-
mous~ so that the first consumer may retain access privi-
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leges. At some point later, however, the individual named as
the business contact may be given control of the new
information account by changing the associated authentica-
tion 1nformation to be unique to that individual. The first
consumer may then be granted limited access privileges to
confinue to access the new information account of the
business contact (e.g., by way of a ticket). Alternatively, the
first consumer may retain a copy of the business contact
information in his own information account.

FIG. 3 provides an abstract illustration of an information
account 110 1n accordance with other exemplary embodi-
ments. In the embodiment shown, an information account
110 1s structured as multiple discrete XML aggregates
302a—. The discrete XML aggregates 302a— may com-
prise one primary “profile” record 302a and one or more
information product records 302b6—c. The profile record
3024 may include a general profile of information elements
304 associated with the consumer. Information product
records 302b—c contain consumer information elements that,
for example, are speciiic to a particular product or service
offered by a vendor or that are 1important to vendors with
similar consumer information needs. Aggeregation of data
celements according to mformation products allows quick
and efficient retrieval of specific consumer information from
the imformation account 110 through a request-response
system.

The number of aggregates or records mncluded within the
information account 110 of a given consumer depends upon
the number of 1nformation products for which the consumer
has elected to store information. For example, a consumer
who has elected to store mformation about two separate
products, such as a car loan and a mortgage loan, would have
at least three data aggregates 1n his information account 110.
One such data aggregate would represent the primary proiile
record and each of the two other data aggregates would
include information about one of the information products.
Data aggregates may include but are not limited to the
following information products: Home Loan, Auto Loan,
Student Loan, Home Insurance, Auto Insurance, Life Insur-
ance, Online Banking, Credit Card, Government Services,
Education, Career, Travel, Retail, and Relocation. If a con-
sumer creates or updates an information account via a
vendor’s web site and thereby 1nputs information regarding
a new product, a new product record 302h— will be created
in the information account. Each product record 302b—
created for the consumer 1s of course associated with the
primary profile record 302a.

If an mnformation account 110 1s segmented nto multiple
discrete data aggregates, there may be a need for maintain-
ing consistency among redundant data elements stored in
multiple information products. “Latent referential process-
ing” 1s one method for maintaining data consistency, and in
this context refers to the use of a series of pointers or
references to flag data that 1s redundant across multiple
products. According to latent referential processing, when a
record 302a—c 1s created or updated, redundant information
clements that are stored 1n other data aggregates typically
are not also updated until the next time the information
account 1s accessed. For example, if salary information 1s
updated 1n a home loan information product record, redun-
dant salary imnformation in the consumer’s auto loan infor-
mation product record will generally not be immediately
updated. Thus, latent referential processing allows data
inconsistencies to exist within the information account after
an update.

As 1s shown and described with reference to FIG. 4, a
transaction log (e.g., a time stamp log) may be maintained
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for each redundantly stored aggregate in the information
account to record the date and time of the most recent update
for each data record 302a—c. Each time a request 1s made to
access the information account, the DBMS 109 may first
examine the time stamp log to determine which data element
in a set of redundant data elements has most recently been
updated. After determining the most recently updated data
clement, all other redundant data elements are updated to be
consistent with the most recently updated data element.
Upon completion of the latent referential processing, the
request to access the information account may be granted.
Accordingly, latent referential processing 1s a new way of
storing and tracking information that addresses the need of
providing quick access to information that will be accessed
more frequently than it will be updated.

In another embodiment, redundancy and consistency con-
cerns are addressed by normalizing the data aggregates of
the 1nformation account 110 to the extent possible. For
example, an information account 110 may be configured
such that the consumer’s profile record 302a stores the
majority of the consumer’s personal information. The profile
record 302a may comprise predefined data elements, such as
“first name,” “middle name,” “last name,” “date of birth,”
etc. The profile aggregate 3024 may also be expanded to
include any additional and/or custom fields. Additional
aggregates corresponding to information products 302¢ may
contain pointers 306 to the data fields within the profile
aggregate 302a. Thus, the information account 110 may be
configured to store within one aggregate a single 1nstance of
an 1nformation element that 1s referenced by other aggre-
gates. As information product ageregates 302¢ are formed
independently of the profile aggregate 302a, data elements
that are not unique to those information product aggregates
302¢ may be ported mto the profile ageregate 302a if
desired.

FIG. 4 illustrates an exemplary database schema 400 in
accordance with one or more exemplary embodiments as
disclosed herein. In particular, the database schema 400
represents the situation where the information account 110 1s
segmented 1nto multiple discrete data ageregates, as shown
in FIG. 3. The database schema 400 may include a consumer
authentication record 402 that stores consumer authentica-
tion i1nformation 404 such as, for example, a user 1D,
username, password, email address, access attempts, last
attempt date/time, challenge word or phrase, challenge
response, ticket parameters, and vendor credited with origi-
nation of the information account. These and other types of
authentication information may be used to authenticate a
consumer. The database schema 400 may also include a
profile record 3024 that stores a primary information profile
304 of the consumer. There will typically be a one to one
relationship between the consumer authentication table 402
and the profile record 302a. The exemplary database schema
400 also includes one or more mformation product records
302bH—c that store product-speciiic information. Each profile
record 302a may be associated with one or many 1nforma-
tion product records 302b—c.

The profile record 302a and each information product
record 302b— may further be associated with a transaction
log record 406. Each time the profile record 302a or an
information product record 302b—c 1s acted upon, detailed
fransaction information 408 may be recorded in a new
transaction log record 406 (not to be confused with the
above-mentioned time stamp log.) Transaction information
408 may provide the basis for all transaction billing and
revenue sharing events. By way of example only, the trans-
action record 406 may identily the vendor server through
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which the information account 110 was created. The trans-
action record 406 may also identily the vendor server
through which a transaction was completed using the infor-
mation account 110.

As used herein, the term “transaction” refers broadly to
any activity related to an information account, including, but
not limited to a create transaction, delete transaction, update
fransaction, authentication transaction, a request for infor-
mation from authorized vendors, a client device and/or
vendor server 114 request, a publishing and form filling
transaction, and a submit transaction where the mnformation
account 110 1s processed into the requesting vendors sys-
tems. A portion of any monies billed upon completion of a
transaction may be shared with each of the vendor servers
identified 1n the transaction record 406.

FIG. 5. 1s a generalized interaction diagram 1llustrating
the 1nteraction between various system components of cer-
tain exemplary embodiments 1n connection with consumer-
controlled storing, managing and/or distributing 1nforma-
tion. The exemplary embodiments discussed with reference
to FIG. 5 employ a client-side application 105, such as an
applet, to manage communication between the client device
104 and the host server 108. Alternative embodiments
employing a server-side application 107 instead of the
client-side application 105 have been discussed above.
Those skilled 1n the art will appreciate the differences
between the 1nteractions involving a client-side application
105 and a server-side application 107.

The generalized interaction diagram begins at step 501,
where the consumer operates a browser 112 to retrieve a web
page file 116 from the vendor server 114 via the network
106, using a consumer browser. The web page file 116
retrieved from the vendor server 114 may be enabled for
interaction with the consumer’s information account 110 and
may thus include an instruction that causes the browser 112
to download a client-side application from the host server
108. At step 502, the client-side application 1s downloaded
from the host server 108 to the browser 112. At step 504, the
consumer interacts with the browser 112 to request use of the
information account 110, which 1n this example has already
been created. The web page file 116 may display a selectable
icon or other indicia that allows the consumer to request use
of the information account 110. Alternatively, the client-side
application 105 may provide the interface for requesting use
of the information account 110.

Next at step 506, the client-side application 105 displays
a login mterface to the consumer. The login interface may be
displayed, for example, 1n the open display window of the
browser 112, in a pop-up window, or 1n any other suitable
manner. At step 508 the consumer 1mnputs consumer authen-
tication information, which 1s transferred from the browser
to the client-side application 105. Consumer authentication
information may comprise, for example, a username, user
ID, password, challenge phrase, email address, etc. At step
510, the user authentication information 1s combined with
vendor authentication information and 1s sent to the DBMS
109. Vendor authentication information may comprise a
vendor ID, password, product IP, application ID, and the
like. Vendor authentication information may be used to
authenticate the vendor and to determine the manner in
which consumer information 1s to be filtered from the
information account 110.

After the DBMS 109 receives the authentication infor-
mation, 1t submits an authentication request to the data
repository 102 at step 512. The authentication request may
be a database query to determine 1if the supplied consumer
authentication information and vendor authentication infor-
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mation are consistent with previously stored authentication
information. In response to authenticating the consumer and
the vendor, the DBMS 109 performs one or more database
queries at step 514 to retrieve consumer information ele-
ments from the information account 110. Depending on the
structure of the information account, the DBMS 109 may
retrieve certain products (identified by product ID) from the
information account 110, or may retrieve a set of data
elements filtered according to a vendor ID or an application
ID. If consumer information 1s retrieved according to prod-
ucts, an iterative lightweight transfer (“LWT”) process may
be performed 1n order to get the best set of data elements for
cach new product ID. Lightweight transfer techniques are
well-known 1n the art and generally involve the use of thin
protocols and/or smart proxies that can cache results and
perform buffered reads and writes, minimizing the number
of network calls.

Once the DBMS 109 has retrieved the relevant consumer
information, the consumer information elements may be
merged (if appropriate) decrypted (if appropriate) and/or
further filtered (if appropriate) at step 518. Then, at step 520,
the resulting information elements are transmitted to the
client-side application 105, for example 1n the form of an
XML data stream. At step 522, the client-side application
105 parses the received XML data and transforms 1t into the
required format for populating the mput fields of the dis-
played web page file 116. The client-side application 105
then auto-populates the mnput fields of the displayed web-
page file 116 at step 524. The consumer may interact with
the browser 112 to edit or modily the auto-populated infor-
mation at step 526. Because there may be multiple web page
files 116 associated with the vendor website, steps 524 and
526 are repeated until all data has been auto-populated
and/or edited on every included web page. The client-side
application 105 monitors the edit process to determine 1f the
consumer desires to modily and/or supplement any of the
consumer information elements.

The consumer may then interact with the browser 112 at
step 528 1n order to submit the consumer 1information that
has been entered into the displayed web page file(s) 116 to
the vendor server 114. The vendor server 114 receives and
processes the consumer mformation elements at step 530.
After processing the consumer information, the vendor
server 114 preferably transmits a “success page” or other
acknowledgement to the consumer’s browser 112 at step
532.

Either through a selectable 1con or other indicia displayed
on the success page or displayed by the client-side applica-
tion 105, or any other interactive means, the consumer may
interact with the browser 112 at step 534 to submit an update
request to the DBMS 109. Update 1s an event whereby the
information account 110 1s updated to reflect any edits that
the consumer may have made to the consumer information
at step 526. Thus, a consumer 1s permitted to update the
information account 110 via a vendor’s website. As another
option, the consumer may elect to update the immformation
account 110 at a later time directly via the host server 108.

At step 536 the client-side application submits the con-
sumer’s XML data (possibly only the edited data) and the
update request to the DBMS 109. Then at step 538 the
update request 1s submitted to the data repository for authen-
fication. In the authentication process, consumer authenti-
cation information, vendor authentication information and,
if appropriate, product identification information (which are
all included in the update request) are verified. Upon authen-
tication of the update request, the XML data 1s validated at

step 540 and the update 1s performed at step 542. The DBMS
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then sends the update result (success or failure) to the
client-side application 105 at step 544, which 1n turn dis-
plays the update result to the browser 112 at step 546. The
exemplary generalized interaction diagram then ends at step

548.

FIG. 6 1s a generalized interaction diagram 1llustrating the
interaction between main system components when a new
information account 1s created by a consumer via a vendor’s
website. As mentioned, the consumer may create an infor-
mation account by visiting a vendor’s website that has been
coniigured to allow creation of an information account. The
vendor’s website may, for example, require the user to
manually input consumer information into the input fields of
a form. The user may then direct that an information account
be created to store the consumer information, so that the
consumer will not be required to manually enter the con-
sumer information again on any participating website.

The exemplary embodiments discussed with reference to
FIG. 6 employ a client-side application 105, such as an
applet, to manage communication between the client device
104 and the host server 108. Alternative embodiments
employing a server-side application 107 instead of the
client-side application 105 have been discussed above.
Those skilled 1n the art will appreciate the differences
between the interactions involving a client-side application
105 and a server-side application 107.

The exemplary interaction diagram of FIG. 6 begins at
step 601, where the consumer operates a browser 112 to
retrieve a web page file 116 from the vendor server 114 via
the network 106, using a consumer browser. The web page
file 116 retrieved from the vendor server 114 may be enabled
for interaction with the consumer’s information account 110
and may thus include an instruction that causes the browser
112 to download a client-side application from the host
server 108. At step 602, the client-side application 1s down-
loaded from the host server 108 to the browser 112. At step
604, the consumer interacts with the browser 112 to input
consumer information into the input fields of the vendor’s
website. The client-side application 105 monitors the input
of consumer information at step 606.

Next at step 608 the consumer 1nteracts with the browser
112 1n order to submit the consumer information to the
vendor server 114. The vendor server 114 receives and
processes the consumer mformation elements at step 610.
After processing the consumer information, the vendor
server 114 transmits a “success page” or other acknowledge-
ment to the consumer’s browser 112 at step 612. Either
through a selectable 1con or other mdicia displayed on the
success page or displayed by the client-side application 1085,
the consumer may interact with the browser 112 at step 614
to submit a request for creation of an information account
110 to the DBMS 109. Thus, the consumer may be permitted
to create an information account 110 via a vendor’s website.
As another option, the consumer may elect to create an
information account 110 at a later time directly via the host
server 108.

At step 616 the client-side application submits the con-
sumer’'s XML data and the create request to the host server
108. Then at step 618 the host server 108 transmits an
information account creation interface to the browser 112.
The consumer inputs consumer authentication information
via the information account creation interface at step 622
and the browser 112 passes the create request (which may
include the consumer authentication information, the vendor
authentication information, etc.) to the client-side applica-

tion 105 at step 624.
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At step 626, the create request 1s combined with the
consumer’s XML data and 1s sent to the DBMS 109. In

response to receiwving the authentication information, the
DBMS 109 submits an authentication request to the data
repository 102 at step 628. The authentication request may
be a database query to determine 1if the supplied consumer
authentication information and vendor authentication infor-
mation are consistent with previously stored authentication
information. In response to authenticating the consumer and
the vendor, the DBMS 109 validates the consumer’s XML
data at step 630 and creates a new 1nformation account 110
at step 632.

Once the information account has been created, the
DBMS 109 sends the create result (success or failure) to the
client-side application 105 at step 634, which 1n turn dis-
plays the create result to the browser 112 at step 636. At step
638, the host server 108 creates an acknowledgment email
to be sent to the consumer’s email account. At step 640, the
host server requests and receives the consumer’s email
address from the DBMS 109. At step 642 the consumer’s
acknowledgment email 1s delivered to the consumer. The

exemplary generalized mteraction diagram then ends at step
644.

FIG. 7 1s a generalized interaction diagram 1llustrating the
interaction between various system components 1n an exem-
plary wireless environment suitable for implementation of
systems or methods for consumer-controlled storage, man-
agement and/or distribution of information. An exemplary
wireless environment 1s suited for wireless devices such as
digital or cellular telephones, personal digital assistants
(“PDAs”), portable computers, and the like. Such wireless
devices generally include a display device and an input
device (keypad, touch screen, microphone, etc.), each of
limited size and utility. The difficulty of inputting detailed
information and commands 1nto a wireless device makes 1t
desirable to provide a system whereby the backend DBMS
109 1s able to communicate directly with various remote
web servers, thus eliminating a significant amount of user-
interaction with the wireless device.

The generalized interaction diagram of FIG. 7 begins at
step 701, where the consumer operates a wireless client
device 104a to access the host server 108. Accessing the host
server 108 may involve, for example, calling a dedicated
access number using a mobile telephone device or two-way
pager. At step 702, the wireless client device 104a accesses
the host server 108 via a wireless application (“WAP”)
cgateway. At step 704, the host server 108 returns a login
interface to the wireless client device 104a. At step 706 the
consumer inputs consumer authentication information using
an 1nput device of the wireless client device 1044a. Consumer
authentication information may comprise, for example, a
username, user ID, password, challenge phrase, email
address, etc.

At step 708, the user authentication mmformation 1s com-
bined with vendor authentication and 1s sent to the DBMS
109. Vendor authentication information may comprise a
vendor ID, password, product IP, application ID, and the
like. Vendor authentication information may be used to
authenticate the vendor and to determine the manner 1n
which consumer information 1s to be filtered from the
information account 110. After the DBMS 109 receives the
authentication information, 1t submits an authentication
request to the data repository 102 at step 710. In response to
authenticating the consumer and the vendor, the DBMS 109
performs one or more database queries to retrieve consumer
information elements from the information account 110.
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Depending on the structure of the information account, the
DBMS 109 may retrieve certain products (identified by
product ID) from the information account 110, or may
retrieve a set of data elements filtered according to a vendor
ID or an application ID. If consumer information 1s retrieved
according to products, an iterative lightweight transfer
(“LWT”) process may be performed at step 712 1n order to
oet the best set of data elements for each new product ID.
Otherwise, the consumer information elements are retrieved
from the data repository 102 using appropriate filters at step
714.

Once the DBMS 109 has retrieved the relevant consumer
information, the consumer information elements may be
merged (if appropriate), decrypted (if appropriate) and/or
further filtered (if appropriate) at step 716. Then, at step 718,
the resulting mformation elements are transmitted to the
vendor server 114, for example, 1in the form of an XML data
stream. The vendor server 114 receives and processes the
consumer information elements at step 720. After processing
the consumer 1information, the vendor server 114 transmits a
delivery receipt acknowledgment to the host server 108 at
step 722. The host server 108 may then pass an acknowl-
edgment (success or failure) to the consumer (e.g., to the
wireless client device 104a or to another client device 104)
at step 724. The exemplary generalized interaction diagram
then ends at step 726.

As shown 1n FIG. 8, information accounts 110 may be
used 1n the context of one or more exchanges 802A&B. In
this context, an exchange 802A&B may comprises a group
of entities (e.g., vendor servers 114) that are authorized and
coniigured to accept consumer information from a particular
information account 110 at the request of the consumer. An
information account 110 may, 1n some embodiments, be
used to retrieve mnformation for use in commerce with any
vendor that 1s a member of the exchange 802A&B. An
information account 110 may be accepted 1n one or more
exchanges 802A&B according to various rules and relation-
ships, as 1llustrated by the examples set forth herein. A
consumer may also have several different information
accounts 110, each valid for use 1n one or more exchanges.

An exchange may comprise a logical grouping of servers
or other network devices, and those skilled 1n the art waill
appreciate that there are a variety of suitable methods for
implementing logical groupings of network devices on a
distributed network. For example, an exchange identifier
may be used to 1dentify an exchange and may be associated
with each network device that 1s a member of that exchange.
In such an embodiment, look-up table of exchange 1denti-
flers may be maintained at the host server 108, within the
central data repository 102 or at another suitable location
and may be used to authenticate an exchange identifier used
in connection with a request for access to an 1nformation
account 110.

Exchanges 802A&B may be implemented, for example,
through 1nflow and/or outflow constraints. An inflow con-
stramnt may, for example, dictate that only information
accounts 110 associated with specific other exchanges will
be accepted within an exchange or that no information
accounts 110 associated with other exchanges will be
accepted. An outllow constraint may dictate that information
accounts 110 associated with an exchange may be used
within that exchange and within no other exchanges (i.c., a
private exchange), or within only selected other exchanges.
Various business situations and partnerships may drive the
implementation of inflow and outiflow constraints.

In various embodiments, an information account 110 may
be branded so as to be associated with a particular vendor or
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other entity, product or service. By way of example only, it
a consumer creates an information account 110 via a website
maintained on behalf of a particular vendor, ¢.g., “Vendor
X,” the information account 110 may be branded as a
“Brand X” information account 110X. A BrandX information
account 110X may be stored 1n the central data repository 1n
association with a BrandX 1dentifier. BrandX logos or indi-
cia may be displayed to the consumer when the consumer
accesses the BrandX information account 110X. Thus,
although Vendor X “sponsors” the BrandX information
account 110X, the central data repository 102 that stores the
BrandX information account 110X may be maintained by
another entity.

An exchange 802A&B may be configured to accept one
or more differently branded information accounts 110. This
concept is similar to automated teller machine (ATM) net-
works, 1n which a customer of one bank may use his ATM
card (e.g., debit or credit card) to conduct transactions at the
ATM of another bank. Typically, an ATM card includes a
number of logos (also referred to as “bugs”™) that indicate the
financial networks that will accept the ATM card. ATMs also
display logos 1dentifying the financial networks to which
they are connected. Thus, a bank customer may have a
Wachovia® ATM card that 1s accepted in all Honor and
PLUS network AI'Ms. Similarly, the various vendor servers
114 that make up a particular exchange may mclude logos or
other indicia indicating the brands of information accounts
110 that will be accepted.

With reference to FIG. 8 and FIG. 9, a consumer inter-
acting with a browser 112 of a client device 104 may be
presented with a web page file 116Y by a vendor server 114Y
maintained by Vendor Y. The displayed web page file 116Y
may display an enrollment application link 902 that, when
selected, will cause an enrollment application to be pre-
sented to the consumer. An enrollment application may be a
form or other interface that prompts the consumer to input
selected 1nformation. The website of Vendor Y may be
configured, as described above, for interaction with the
central data repository 102 via the host server 108. Further-
more, the vendor server 114Y may be a member of
“Exchange B” 802B that also includes vendor server Z
1147. For the sake of example only, it may be assumed that
the 1nflow constraints of Exchange B 802B allow any
member vendor server (114Y&Z) to accept BrandY infor-
mation accounts 110Y, BrandZ information accounts 110Z
and BrandX information accounts 110X.

The displayed web page file 116Y may thus display one
or more brand logos 904 indicating the accepted brands of
information accounts. The displayed web page file 116Y
may also display one or more exchange logos 906 indicating
the exchanges of which the vendor server 114Y 1s a member.
In addition, the displayed web page file 116Y may display an
access/create link 908 for allowing a consumer to access or
create a BrandY information account 110Y. The displayed
web page file 116Y of FIG. 9 1s shown by way of example
only and that may other arrangements are possible. In
perhaps a more practical example, the brand logos 904, the
exchange logos 906 and the access/create link 908 might be
presented to the consumer only if the consumer selects the
enrollment application link 902. Other types of user inter-
faces may also be used.

When used in the context of a private exchange (e.g., an
exchange that does not accept foreign information accounts
110) an information account may take the form of a “pri-
vate” branded information account 110. As an example, if
Vendor X establishes a private Exchange A 802A that offers
a variety of financial services, a BrandX information account
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110X may be established for consumers who participate 1n
the private exchange. The BrandX information account
110X may be configured to store information that 1s relevant
to the financial services offered by Vendor X. If appropriate
outflow constraints are established, the Brand X immformation
account 110X may be accepted only within private
Exchange A 802A. Again, Vendor X may {facilitate or
otherwise sponsor the creation of the BrandX information
account 110X while another entity may server as the cus-
todian of the data repository 102 for storing the BrandX
information account 110X and provide the underlying mfor-
mation technology.

If private Exchange A 802A 1s not subject to outflow
constraints, a BrandX information account 110X may also
be accessed at websites hosted by or on behalf of other
vendors, such as Vendor Y and/or Vendor Z. Consequently,
an on-line form associated with Vendor Y web page files
116 or Vendor Z web page files 1167 may automatically be
populated based on information elements originating from
the BrandX 1nformation account 110X. Similarly, 1if
Exchange A 802A 1s subject to appropriate inflow con-
straints, a BrandY mnformation account 110Y and a BrandZ
information account 1107 may also be used at any website
hosted by a vendor server 114X that 1s a member of the
Exchange A 802A. In general, any number of vendors or
other entities may participate 1n an exchange.

Various licensing arrangements and revenue sharing
agreements may be established between the custodian of the
data repository 102 and the vendors that configure their
vendor servers 114 for interaction with information accounts
110. In particular, the custodian may choose to implement
revenue sharing models 1 order to provide vendors with an
incentive to promote and facilitate the creation and use of
information accounts 110. The custodian may earn revenues
in exchange for the service of providing access to 1nforma-
tion accounts 110 for completion of transactions. For
example, the custodian may be paid a per transaction com-
mission by the requesting exchange or vendor each time an
information account 110 1s used by a consumer to quickly fill
out a form or other document for completing a transaction
with a vendor. As another example, the custodian of the data
repository 102 may receive revenue from the requesting
exchange or vendor based on milestone transaction num-
bers. For example, the custodian may be paid a negotiated
dollar amount for a negotiated number of transactions (e.g.,
$100 for every 500 transactions completed using an infor-
mation account).

The more information accounts 110 that are 1n existence,
the more transactions that are likely to occur in commerce.
Accordingly, the custodian of the data repository 102 may
choose to implement various revenue sharing models in
order to financially encourage vendors and other entities to
promote and/or sponsor information accounts 110. As an
example, a revenue sharing model may specify that a
lifetime revenue stream be paid to the originating vendor or
entity that 1s credited with facilitating the creation of an
information account 110. A lifetime revenue stream may be
cifective for the life of the information account 110 and may
take the form of a credit 1ssued to the originating vendor or
enfity each time that information account 110 1s used to
complete a transaction. A credit may amount to a percentage
(anywhere from 0% to 100%) of the revenue earned by the
custodian of the data repository 102 1n connection with the
fransaction, or an otherwise arranged fee. Revenue sharing
models may also specify that credits be paid by the custodian
of the data repository 102 to a transacting vendor or entity
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that accepts consumer information elements from an infor-
mation account 110 in order to complete a transaction.

In the context of exchanges and branded information
accounts, the amounts credited to originating entities and
fransacting enfities may vary depending on the particular
exchange and/or which brand of branded information
account was used in order to complete a transaction. For
example, referring back to FIG. 9, the custodian of the
central data repository 102 may grant larger credits to a
transacting vendor (Vendor X) when a BrandY information
account 110Y (that is, an information account from another
exchange) 1s used to complete a transaction through the
vendor server 114X, as opposed to when a BrandX 1nfor-
mation account 110X (that is, an information account from
the same exchange) is used to complete a transaction
through the vendor server. As mentioned, any number of
factors or business relationships may affect the revenue
sharing models adopted by the custodian of the central data
repository 102. As will be appreciated by those of skill in the
art, different and/or multiple revenue sharing models may be
applied to different exchanges or associated with differently
branded information accounts. Members of an exchange
may also choose to establish their own additional revenue
sharing models, for example, 1n an attempt to maximize the
acceptance of a branded information account.

Revenue sharing models may further include credits paid
to OEMSs, consultants, software providers and/or any other
party who facilitates the creation and/or construction of an
exchange, 1ntroduces information accounts 110 to an
exchange, or otherwise assists the custodian of the central
data repository 102 in increasing its revenue base.

FIG. 10 1s an abstract illustration of system components
for implementing revenue sharing models 1n accordance
with certain exemplary embodiments as disclosed herein. As
shown, the central data repository 102 may store one or
more transaction logs 1002 containing information relevant
to any transaction that involved an information account 110.
The transaction log 1002 may identify, for example, the date,
time and nature of the transaction, the originating entity, the
transacting entity, whether the information account 110 was
branded, etc. Many alternatives for storing and 1dentifying
fransaction 1nformation are possible 1n the context of the
illustrated embodiment. For example, each information
account 110 may include or have associated therewith a
unique transaction log 1002. Alternatively, a transaction log
1002 may be used to store transaction information associ-
ated with multiple information accounts 110.

An extraction module 1004 may be used to facilitate the
extraction of transaction information from a transaction log
1002. The extraction module 1004 may be executed by the
host server 108 or by another network device that 1s 1n
communication with the host server 108 or the central data
repository 102. The extraction module 1004 may be
employed to extract selected transaction mformation from
the transaction log 1002 and to translate or transform the
extracted transaction information into a format that can be
interpreted by a financial processing system 1006. Thus, 1n
certain embodiments, the extraction module 1004 may be
configured to extract transaction data clements from a
tagged data stream representing or associated with an infor-
mation account 110. SOAP and/or other well-known proto-
cols may be used by the extraction module 1004 to interface
between the transaction log 1002 and the financial process-
ing system 1006. The financial processing system 1006 may
comprise any system for processing transaction information
and revenue sharing models 1n order to ensure that the
appropriate party 1s billed in connection with a transaction
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involving an mformation account and that revenues are
shared with the appropriate parties. By way of example only,
the financial processing system may be a custom software
module or an off-the-shelf software package, such as the
well-known “Oracle Financials” package.

Those skilled in the art will appreciate that the system
components and arrangement thercof shown 1n FIG. 10 are
by way of example only. Various other methods for record-
ing and processing transaction mmformation may be used in
accordance with the concepts and principals discussed or
suggested herein.

In connection with the creation of an information account
110, a consumer may be provided with consumer authenti-
cation 1nformation, which may include, for example, a
username, password, user 1D, biometric, challenge word,
phrase or response, etc. This consumer authentication infor-
mation may be stored 1n the consumer’s information account
110, along with other authentication-related information
such as, for example, email address, access attempts, last
attempt date/time, challenge query, ticket parameters, ven-
dor credited with origination of the information account, etc.
In certain embodiments as disclosed herein, a single sign-on
mechanism (also referred to herein as a single sign-on
feature) may be provided to allow a consumer to “sign-on”
(i.e., to provide consumer authentication information as may
be required) for authentication to securely access an infor-
mation account 110 at a first website. Since a consumer’s
information account 110 may be accessible from more than
onc website, the authentication status may be handled 1n
such a way so as to “follow” the consumer as the consumer
accesses subsequent websites. At such subsequent websites,
a consumer who has activated the single sign-on mechanism
need not re-enter authentication information, assuming cer-
tain conditions are present.

A preferred single sign-on mechanism can be 1mple-
mented, 1n certain embodiments, without requiring a manual
download or installation of any program modules on the
consumer’s client device 104. Nor does the single sign-on
mechanism, at least 1n a preferred embodiment, require
“add-ons™, “cookies” or other special configurations for a
web browser, although such features may optionally be
utilized 1n connection with or 1in addition to a single sign-on
mechanism as disclosed herein. A preferred single sign-on
mechanism 1s managed at the client device 104 via one or
more client-side applications 105 that are loaded into the
browser 112 along with web page files 116 that comprise a
consumer 1nformation account-enabled website. Applets
(e.g., JAVA applets) are particularly well-suited for use as
client-side applications 105 in this context, due to their
platform imndependent nature. In an exemplary embodiment
of the single sign-on mechanism, a client-side application
105 (e.g., applet) may communicate with the host server 108
to determine whether the user has already been authenti-
cated, and if so, to cause the log-1n 1nterface to be by-passed.
Re-authentication may thereby be performed automatically
by way of the client-side application 105.

FIG. 11 1s a flow chart 1llustrating an exemplary single
sign-on method. The method begins at step 1101, whereupon
a consumer using a client device 104 downloads an infor-
mation account-enabled web page file 116 which 1s dis-
played by browser 112. The web page file 116 may include
an instruction (e.g., a “call”) that causes the browser 112 to
download and execute one or more client-side applications
105, which may be used to manage, among other things, the
general request/response process involved 1n accessing and
retrieving information from an information account 110 for
the client device 104. Client-side application(s) 105 may
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further be used to 1mplement and manage functions of the
single sign-on feature at the client device 104. Those skilled
in the art will appreciate that management of single sign-on
functions may be performed by the same or ditferent client-
side application(s) 105 that manage the general request/
rESpONSe Process.

After the client device 104 has downloaded the 1nforma-
fion account-enabled web page file 116, the user may
activate an access/create link 908 of the consumer 1nforma-
fion account-enabled displayed web page file 116 and,
assuming that the single sign-on feature 1s not activated, may
subsequently supply consumer authentication information
(e.g., username/password, etc.) via a sign-on interface in
order to request access to an mformation account 110. At
step 1102, the client-side application 105 responsible for
authentication receives the consumer authentication infor-
mation supplied by the user. Then, at step 1104 the client-
side application 105 determines a browser identifier that
uniquely 1dentifies the browser from which the sign-on
request was initiated and the sign-on time (i.e., the time the
sign-on request was initiated.) The browser identifier may
comprise any unique identification code, such as a product
serial number (relating to hardware or software), a dynami-
cally generated alphanumeric string, etc. The sign-on time
may be determined, for example, by interacting with a clock
function executed by the client device 104. It 1s expected
that the client device 104 (a personal computer, for example,
has a system clock from which the current time may be read.
However, it 1s also possible that to obtain the current time
from a remote site across the network 106. The sign-on time
may be stored as wither an absolute time value, or else as a
relative time value with respect to a known reference time.

Those skilled in the art will appreciate that any equipment
identifier that uniquely 1dentifies the client device 104 may
be substituted for the browser identifier. For example,
mobile client devices 1044, such as network-enabled tele-
phones, PDA, portable computers and the like may be
assigned unique equipment i1dentifiers, which may be static
or dynamic. A client-side application 105 may thus be
configured to determine any unique equipment identifier and
to transmit that unique equipment identifier to the host
server 108. Furthermore, an equipment identifier may be
generated or determined at the network device 104 or may
be received from another source, such as the host server 108,
a cerfificate authority or some other authentication entity.
Accordingly, any reference herein to a browser 1dentifier 1s
intended merely to provide an example of certain embodi-
ments of the present 1nvention and is not 1mntended to limat
the scope thereof.

The order 1n which the client-side application 1035
receives or determines the consumer authentication infor-
mation, the browser 1dentifier and the sign-on time may vary
in different embodiments. For example, 1n some embodi-
ments the browser 1dentifier may always be determined first
and used to determine 1if the single sign-on feature was
previously activated, while 1n other embodiments a different
sequence may be employed. Accordingly, the sequence of
exemplary steps 1102—-1104 1s not intended to be limiting.

At step 1106 the consumer authentication information, the
browser 1dentifier, the sign-on time and any other informa-
fion associated with the sign-on process are stored 1n an
authentication table 113, which 1s preferably maintained at
the host server 108. Accordingly, the client-side application
105 may transmit the consumer authentication information,
the browser identifier, the sign-on time, etc. to the host
server 108. The host server 108 may utilize the database
management system 109 for iteracting with the authenti-
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cation table 113. The authentication table 113 may alterna-
tively be stored 1n another location accessible by the host
server 108, such as the data repository 102, or another
network server. Once authenticated, the consumer can
access the information account 110 via the vendor web-site

114 using the client device 104.

In continuing to operate the browser 112 to access web
page files 116 via the network 106, the user may access a
subsequent web-site that requires sign-on and authentication
to access the consumer information account 110. Like
before, upon accessing a new vendor web-site 114, the client
device 104 may download an information account-enabled
web-page file 116 that 1s displayed by the browser 112, and
the web-page file 116 may include an instruction (e.g., a
“call”) that causes the browser 112 to download and execute
onc or more client-side applications 105. The client-side
application 105 responsible for authentication detects a
subsequent request for access to the consumer mnformation
account 110 via the subsequent web-site at step 1108. As an
example, the subsequent request for access to the consumer
information account 110 may occur when the user activates
an access/create link 908 of the subsequent web-site. When
the request for access to the consumer information account
110 1s detected, the client-side application 105 determines a
browser 1dentifier at step 1110. At step 1112, the browser
identifier (as determined at step 1110) may be used to look
up the associated consumer authentication information and
previous sign-on time stored in the authentication table 113.
In particular, the client-side application 105 may transmait
the browser identifier (as determined at step 1110) to the
database management system 109 at the host server 108,
which may access the authentication table 113 to determine
the username, password, previous sign-on time, etc. associ-
ated with the browser 1dentifier, 1f any.

Assuming that consumer authentication information was
determined to be associated with the browser 1dentifier, the
method next moves to step 1114, where a determination 1s
made as to whether the single sign-on feature 1s activated. In
certain exemplary embodiments, the authentication table
113 may also associate certain preferences with the browser
identifier, consumer authentication information, sign-on
fime, etc. A preference may indicate, for example, whether
the user has opted to activate or deactivate the single sign-on
feature. By way of example, a dialog box or other interface
may be presented to the user during the initial sign-on
requesting mput from the user as to whether the single
sign-on feature should be activated. If single sign-on acti-
vation is optional, the database management system 109 (or
other responsible network component) may be configured to
access the authentication table 113 to determine whether a
preference associated with the browser identifier (as deter-
mined at step 1110) indicates that the user had previously
activated the single sign-on mechanism. Once activated, the
single sign-on feature may be automatically deactivated
upon the occurrence of certain terminating events, such as
the end of a browser session, a manual sign-off (logout) by
the user, the expiration of a time-out interval (see step 1120
below), etc. The user may also be provided with the option
to manually deactivate the single sign-on feature.

If the single sign-feature has not been activated, the
method advances to step 1116, whereupon the user 1is
prompted to sign-on again for further access to the infor-
mation account 110. The user may optionally be prompted
with a choice to activate the single sign-on feature during the
sign-on process. After the user signs-on via the subsequent
web-site, the method returns to step 1104 where the browser
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identifier and sign-on time are again determined. The
method 1s then repeated from step 1104, as described above.

On the other hand, 1f the single sign-on feature has been
activated, the method advances from step 1114 to step 1118,
whereupon the authentication table 113 1s consulted to look
up the consumer authentication information and determine if
and when the user had been previously authenticated by, for
example, determining whether the current browser 1dentifier
(as determined at step 1110) matches the most recently
stored browser 1dentifier in the authentication table 113. If
the browser identifiers do not match, or other specified
criteria are not met, the user 1s considered to not have been
previously authenticated and the method proceeds to step
1116 where the user 1s prompted to sign-on again for further
access to the information account 110. If, however, the
browser 1dentifiers match, or other specified criteria are met,
the consumer 1s considered to have been previously authen-
ficated and the method advances to step 1120, where 1t 1s
determined whether an authentication time-out interval has
expired.

An authentication time-out interval may be defined,
according to one example, as the maximum permitted dura-
tion of time between the occurrence of an event and a
subsequent request for access to the mformation account
110. The event defining the starting point from which the
time-out mterval will be calculated may be the first manual
sign-on, the most previous sign-on (manual or automatic) or
other non-sign-on related events. Those skilled 1n the art will
appreciate that the duration of the time-out interval may be
speciflied globally or otherwise by a system administrator or
other enfity charged with maintaining the data repository
102. When the subsequent request for access to the infor-
mation account 1s initiated by the user, the clapsed time
between the current time and the occurrence of the starting
point event (e.g., the previous sign-on time) may be deter-
mined. If that elapsed time 1s greater than the duration of the
fime-out 1nterval, the time-out interval may be considered to
have expired. In the preferred embodiment, the time-out
interval may be used to enhance the security of the single
sign-on mechanism, forcing the user to sign-on again if too
much time has elapsed between consecutive sign-on
attempts, for example.

If 1t 1s determined at step 1120 that the time-out interval
has expired, the method proceeds to step 1116 where the user
1s prompted to sign-on again for further access to the
information account 110. From step 1116 the method returns
to step 1104 and 1s repeated as previously described. How-
ever, 11 1t 1s determined at step 1120 that the time-out interval
has not expired, the method advances to step 1122. At step
1122, the vendor server 114 that hosts the subsequent
web-site 1s alerted that the user’s previous authentication
status remains valid, thus causing the vendor server 114 to
by-pass any sign-on interface associated with the informa-
tion account 110. As an example, the client-side application
105 may receive a message from the host server 108
indicating that the user’s previous authenfication status
remains valid and may pass that message to the vendor
server 108 or may generate an instruction that causes the
vendor server 108 to by-pass any sign-on interface associ-
ated with the information account 110. After an automatic
sign-on at step 1122, the method returns to step 1108 to await
detection of another request for access to the consumer
information account 110 via a subsequent web-site that
requires sign-on to access the mformation account 110.

Although the single sign-on feature has, in certain
instances, been described as being implemented by way of
communications between the host server 108 and a client
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device 104 (e.g., via a client-side application 105), those
skilled 1n the art will appreciate that single sign-on feature
may alternately be implemented by way of communications
between the host server 108 and a vendor server 114 that
hosts a web-site configured to provide access to the central
data repository 102 upon authentication of the consumer.
Analogously to execution of the client-side applications 105
by the client device 104, the vendor server 114 may execute
onc or more server-side applications 107 for managing
communications with the host server 108 and conducting
authentication thereby. Accordingly, one or more server-side
applications 107 may be configured to perform the functions
of the single sign-on feature, or functions similar thereto,
that are described above with respect to one or more
client-side applications 105. In implementing the single
sign-on feature through use of server-side applications 107,
vendor authenfication information and/or an equipment
identifier or APPID associated with the vendor server 114
may be transmitted to the host server 108, as appropriate.
The vendor server may also communicate with the client
device to receive consumer authentication information and/
or a browser identifier, if needed.

As mentioned, once the user 1s authenticated to access the
mformation account 110, selected consumer information
clements may be filtered from the information account 110
and 1ntegrated into a vendor’s business process on behalf of
the user. As an example, the selected consumer information
elements may include authentication information (user-
names, passwords, biometrics, etc.) that is needed to access
secure arcas of vendor web-sites. Thus, after the user has
successiully signed-on to the information account 110, sub-
sequent authentications of the user for access to the mfor-
mation account 110 may be handled automatically by the
single sign-on feature and other consumer authentication
information may be auto-populated into sign-on interfaces
of secure web-sites on behalf of the consumer. The present
invention therefore reduces the consumer’s need to repeat-
edly supply the consumer authentication information for
accessing the information account 110 and can virtually
climinate the consumer’s need to supply other authentication
information for accessing other secure web-sites.

From a reading of the description above pertaining to
various exemplary embodiments, many other modifications,
features, embodiments and operating environments of the
present invention will become evident to those of skill in the
art. The features and aspects of the present invention have
been described or depicted by way of example only and are
therefore not intended to be interpreted as required or
essential elements of the invention. It should be understood,
therefore, that the foregomg relates only to certain exem-
plary embodiments of the imvention, and that numerous
changes and additions may be made thereto without depart-
ing from the spirit and scope of the mvention as defined by
any appended claims.

We claim:

1. A computer-implemented method for providing access
to consumer 1nformation comprising:

storing an 1nformation account 1n a central data repository
that 1s accessible via a distributed computer network,
the information account containing consumer informa-
tion elements that are changed by the consumer;

assoclating consumer authentication information with the
information account using a server such that access to
the information account by the consumer 1s conditioned
upon receipt and verification of the consumer authen-
tication information by the server;
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further associating a temporary authorization with the
information account using an authenfication module
running on the server, the temporary authorization
having consumer-defined attributes that define access
privileges that will be granted to a person who presents
the temporary authorization along with a request for
access to the information account;

receiving the temporary authorization from the distributed
computer network;

comparing the temporary authorization to data i an
authentication table associated with the information
account using the authentication module in order to
determine at least one of: whether the temporary autho-
rization 1s being used by an authorized party who 1s not
the consumer, whether the temporary authorization has
expired, and what level of access to the information
account 1s assoclated with the temporary authorization;
and

oranting a level of access to the information account by
the authentication module based on the temporary
authorization if the temporary authorization 1s found
valid based on the comparing step.

2. A computer readable medium having stored thereon
computer executable mstructions for performing the method
of claim 1.

3. The method of claim 1, wherein the consumer-defined
attributes comprise at least one of the access privileges
relating to: a number of times that the temporary authori-
zation may be used to access the information account, a
period of validity associated with the temporary authoriza-
tion, a type of the consumer information elements that can
be accessed, and a specification of read, write and/or modity
privileges.

4. The method of claim 1, wherein the consumer-defined
attributes include a filter 1dentifier that identifies a filter to be
used to ensure that only authorized data 1s filtered for release
to the party who presents the temporary authorization.

5. The method of claim 1, further comprising the step of
transmitting the temporary authorization to the consumer;
and

wherein the consumer presents the temporary authoriza-
tion to a third-party.

6. The method of claim 1, further comprising the step of
transmitting the temporary authorization to a designated
third-party on behalf of the consumer.

7. A computer readable medium having stored thereon
computer executable mstructions for performing the method
of claim 6.

8. The method of claim 6, wherein transmitting the
temporary authorization to the designated third-party com-
prises emailing the temporary authorization to an email
account designated by the consumer.

9. The method of claim 6, wherein transmitting the
temporary authorization to the third-party comprises embed-
ding the temporary authorization as a parameter 1n uniform
resource locator and re-directing a browser operated by the
consumer to a web page associated with the third-party
using the uniform resource locator; and

wherein a server hosting the web page 1s configured to
extract the temporary authorization from the uniform
resource locator and to transmit a request for access to
the information account along with the temporary
authorization on behalf of the third-party.

10. The method of claim 6, wherein transmitting the
temporary authorization to the third-party comprises storing
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the temporary authorization in a second 1mnformation account
stored 1n the central data repository and associated with the
third-party.

11. The method of claim 1, wherein the information
account stores the consumer information elements as a
tagoged data structure.

12. A computer-implemented method for providing access
to consumer information comprising:

presenting to a host server via a distributed computer
network a request for access by a consumer to an
information account along with consumer authentica-
tion information, the information account being stored
1n a central data repository that is accessible by the host
server via the distributed computer network, the 1nfor-
mation account containing consumer information ele-
ments that are changed by the consumer;

receiving from the host server an acknowledgment that
the consumer has been authenticated based on the
consumer authentication information and thereby
oranted access to the information account;

in response to the acknowledgment, transmitting to the
host server a request by the consumer for generation of
a temporary authorization having consumer-defined
attributes that define access privileges that are granted
to a person who presents the temporary authorization
along with a subsequent request for access to the
mmformation account;

receiving the temporary authorization from the distributed
computer network with an authentication module run-
ning on the host server;

comparing the temporary authorization to data in an
authentication table associated with the information
account using the authentication module in order to
determine at least one of: whether the temporary autho-
rization 1s being used by an authorized party who 1s not
the consumer, whether the temporary authorization has
expired, and what level of access to the information
account 1s assoclated with the temporary authorization;
and

oranting a level of access to the information account with
the authentication module based on the temporary
authorization 1if the temporary authorization 1s found
valid based on the comparing step.

13. A computer readable medium having stored thereon
computer executable mstructions for performing the method

of claim 12.

14. The method of claim 12, wherein the consumer-
defined attributes comprise at least one of the access privi-
leges relating to: a number of times that the temporary
authorization may be used to access the information
account, a period of validity associated with the temporary
authorization, a type of the consumer information elements
that can be accessed, and a specification of read, write and/or
modify privileges.

15. The method of claim 12, wherein the consumer-
defined attributes mnclude a filter identifier that identifies a
filter to be used to ensure that only authorized data 1s filtered
for release to the party who presents the temporary autho-
rization.

16. The method of claim 12, further comprising the steps
of:

receiving the temporary authorization from the host
server; and

presenting the temporary authorization to the consumer
for delivery to a third-party.
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17. The method of claim 12, wherein the host server
generates the temporary authorization and transmits the
temporary authorization to a designated third-party on
behalf of the consumer.
18. A computer readable medium having stored thereon
computer executable mstructions for performing the method
of claam 17.
19. The method of claim 17, wherein transmitting the
temporary authorization to the designated third-party com-
prises emailing the temporary authorization to an email
account designated by the consumer.
20. The method of claim 17, wherein transmitting the
temporary authorization to the third-party comprises embed-
ding the temporary authorization as a parameter 1n a uniform
resource locator and redirecting a browser operated by the
consumer to a web page associated with the third-party
using the uniform resource locator; and
wherein a server hosting the web page 1s configured to
extract the temporary authorization from the uniform
resource locator and to transmit a request for access to
the information account along with the temporary
authorization on of the third-party.
21. The method of claim 17, wherein transmitting the
temporary authorization to the third-party comprises storing
the temporary authorization in a second information account
stored 1n the central data repository and associated with the
third-party.
22. The method of claim 12, wherein the imformation
account stores the consumer information elements as a
tagged data structure.
23. A computer-implemented method for providing access
to consumer information via a distributed computer network
comprising:
receiving a request with a first server for access to an
information account and consumer authentication
information from a client device executing a browser,
the 1nformation account being stored in a central data
repository and containing consumer information ele-
ments that are changed by the consumer;

authenticating the consumer with the first server to access
the information account based on the consumer authen-
tication information;

in response to authenticating the consumer by the first

server to access the information account based on the
consumer authentication information, generating a
temporary authorization with an authentication module
running on the first server having consumer-defined
attributes that define access privileges that are granted
to an entfity that presents the temporary authorization
along with a further request for access to the 1nforma-
tion account;

embedding the temporary authorization as a parameter in

a uniform resource locator with the authentication
module and redirecting the browser of the client device
with the first server to a web page hosted by a second
server and associated with a third-party using the
uniform resource locator;

subsequently receiving a communication with the first

server from the second server hosting the web page
comprising the further request for access to the infor-
mation account along with the temporary authorization;
and

1n response to receiving the temporary authorization with

the first server, authenticating the third-party with the
authentication module to access the information
account according to the access privileges associated
with the temporary authorization.
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24. A computer readable medium having stored thereon
computer executable mstructions for performing the method

of claim 23.

25. The method of claim 23, wherein the consumer-
defined attributes comprise at least one of the access privi-
leges relating to: a number of times that the temporary
authorization may be used to access the information
account, a period of validity associated with the temporary
authorization, a type of the consumer information elements
that can be accessed, and a specification of read, write and/or
modify privileges.

26. The method of claim 23, wherein the consumer-

defined attributes include a filter 1identifier that identifies a

filter to be used to ensure that only authorized data 1s filtered
for release to the party who presents the temporary autho-
rization.

27. The method of claim 23, wherein the information
account stores the consumer i1nformation elements as a
tagged data structure.

28. The method of claim 23, wherein the communication
from the second server 1s generated by a server-side appli-
cation.

29. The method of claim 28, wherein the communication
conforms with Simple Object Access Protocol.

30. A compute system for providing access to consumer
information comprising:

a central data repository accessible via a distributed
computer network for storing an information account
containing consumer information elements that are
changed accessed, retrieved and altered by the con-
sumer;

a communication device for receiving from the consumer
via the distributed computer network consumer authen-
tication information, a request for a temporary autho-
rization and consumer-defined attributes defining
access privileges that are granted to a person who
presents the temporary authorization along with a
request for further access to the mformation account;
and

a processor configured for executing computer-executable
instructions for:

In response to receiving the consumer, authentication

information, accessing an authentication table to
determine whether the consumer authentication
information 1s associated with the 1nformation
account, such that the consumer may be provided
with access to the information account,

in response to determining that the consumer authen-
tication information 1s associlated with the informa-
tion account and in response to the request for the
temporary authorization, generating the temporary
authorization  having the  consumer-defined
attributes;

receiving the temporary authorization from the distrib-
uted computer network;

comparing the temporary authorization to data in the
authentication table associated with the information
account 1n order to determine at least one of: whether
the temporary authorization 1s being used by at least
one of an authorized person and authorized third-
party who 1s not the consumer, whether the tempo-
rary authorization has expired, and what level of
access to the information account 1s associated with
the temporary authorization; and
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ogranting a level of access to the mformation account
based on the temporary authorization if the tempo-
rary authorization i1s found valid based on the com-
paring step.

31. The system of claim 30, wherein the consumer-
defined attributes comprise at least one of the access privi-
leges relating to: a number of times that the temporary
authorization may be used to access the information
account, a period of validity associated with the temporary
authorization, a type of the consumer information elements
that can be accessed, and a specification of read, write and/or
modily privileges.

32. The system of claim 30, wherein the consumer-
defined attributes include a filter identifier that 1dentifies a
filter to be used to ensure that only authorized data 1s filtered
for release to the party who presents the temporary autho-
rization.

33. The system of claim 30, wherein the processor is
further conficured for executing computer-executable
instructions for transmitting the temporary authorization to
the consumer for delivery to a third-party.

34. The system of claim 30, wherein the processor is
further conficured for executing computer-executable
instructions for transmitting the temporary authorization to
a designated third-party on behalf of the consumer.

35. The system of claim 34, wheremn transmitting the
temporary authorization to the designated third-party com-
prises emailing the temporary authorization to an email
account designated by the consumer.

36. The system of claim 34, wherein transmitting the
temporary authorization to the third-party comprises embed-
ding the temporary authorization as a parameter 1n a uniform
resource locator and re-directing a browser operated by the
consumer to a web page associated with the third-party
using the uniform resource locator; and

wherein a server hosting the web page 1s configured to

extract the temporary authorization from the uniform
resource locator and to transit a request for access to the
information account along with the temporary autho-
rization on behalf of the third-party.

J7. The system of claim 34, wherein transmitting the
temporary authorization to the third-party comprises storing
the temporary authorization in a second 1information account
stored 1n the central data repository and associated with the
third-party.

38. The system of claim 30, wherein the information
account stores the consumer information elements as a
tagged data structure.

39. A computer-implemented method for providing access
to an 1mformation account, comprising the steps of:

storing the information account on a central data reposi-

tory;

receiving with a server, over a distributed computer

network, requests from different network devices for
access to the information account, each of said requests
comprising an authorization idenfifier;

in response to each of the requests, comparing each

authorization identifier to data 1 an authentication
table associated with the information account using an
authentication module running on the server 1n order to
determine at least one of: whether the authorization
identifier 1s being used by an authorized party who 1s
not the consumer, whether the authorization identifier
has expired, and what level of access to the information
account 1s associlated with the authorization identifier;
if the comparing step 1s successtul for a particular autho-
rization 1dentifier, then retrieving a set of authorization
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parameters associated with the particular authorization
identifier using the authentication module, said autho-
rization parameters being defined by the entity whose
imnformation 1s stored 1n the information account; and
ogranting access to each of the network devices the authen-
tication module 1f the comparing step 1s successtul and
in accordance with the authorization parameters
retrieved 1n response to the network device’s request.

40. The method of claim 39, wherein said authorization
parameters specily a number of times the authorization
identifier can be used to access the information account.

41. The method of claim 39, wherein said authorization
parameters specily a period of time over which the autho-
rization 1dentifier can be used to access the information
account.

42. The method of claim 39, wherein said authorization
parameters specily what portion of the information account
can be accessed.

43. The method of claim 39, wherein said authorization
parameters specily whether the requestor 1s authorized to
write information to the mformation account and whether
the requestor 1s authorized to modily existing information in
the 1nformation account.

44. The method of claim 39, further comprising the steps
of:

recewving, over the distributed computer network, a
request to define access privileges to the information
account for a specified network device;

authenticating the request to define access privileges;

storing a set of authorization parameters specifying the
access privileges for the specified network device;

assoclating an authorization identifier with the stored set
ol authorization parameters; and

transmitting the authorization identifier to the specified
network device, said authorization identifier thereafter
being useable to provide the specified network device
with access to the information account according to the
stored set of authorization parameters.

45. The method of claim 44, wherein said step of trans-
mitting the authorization identifier to the specified network
device comprises the step of transmitting the authorization
identifier to an account associated with the specified network
device.

46. The method of claim 44, wherein said step of trans-
mitting the authorization i1dentifier to the speciiied network
device comprises the step of storing the authorization 1den-
fifier 1n an electronic account associated with the specified
network device.

4’7. The method of claim 44, wherein said step of trans-
mitting the authorization identifier to the speciiied network
device comprises the steps of embedding the authorization
identifier in a network address tag, and transmitting the
network address tag to a remote browser, such that the
browser 1s redirected to the specified network device,
thereby permitting the specified network device to extract
the authorization identifier.

48. A system for providing access to an information
account, comprising;

a data repository storing an information account;

a computer network interface for receiving, over a dis-
tributed computer network, requests from different
network devices for access to the information account,
cach of said requests comprising an authorization iden-
tifier; and

a processor for comparing each authorization 1dentifier to
data 1n an authentication table associated with the
information account 1n order to determine at least one
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of: whether the authorization i1dentifier 1s being used by
an authorized party who 1s not the entity whose infor-
mation 1s stored 1n the information account whether the
authorization identifier has expired, and what level of
access to the information account 1s associated with the
authorization idenfifier, said processor coniigured to
retrieve a set of authorization parameters associated
with the authorization identifier if a comparison
between a respective authorization identifier and data in
the authentication table i1s successtul, said processor
granting access to each of the network devices in
accordance with the authorization parameters retrieved
in response to the network device’s request and 1if a
comparison between a respective authorization identi-
fler and data 1n the authentication table 1s successful;

wherein said authorization parameters are defined by the
entity whose information 1s stored in the information
account.

49. The system of claim 48, wherein said authorization
parameters specily a number of times the authorization
identifier can be used to access the imnformation account.

50. The system of claim 48, wherein said authorization
parameters specify a period of tine over which the authori-
zation 1denftifier can be used to access the information
account.

51. The system of claim 48, wherein said authorization
parameters specily what portion of the imnformation account
can be accessed.

52. The system of claim 48, wherein said authorization
parameters specily whether the requester 1s authorized to
write mnformation to the mnformation account and whether
the requester 1s authorized to modily existing information in
the information account.

53. The system of claim 48, wherein said network inter-
face 1s configured to receive, over the distributed computer
network, a request to define access privileges to the infor-
mation account for a specified network device, and wherein
said processor 1s further configured to store a set of autho-
rization parameters specifying the access privileges for the
specified network device, associate an authorization identi-
fier with the stored set of authorization parameters, and
provide the authorization identifier to the specified network
device, said authorization i1dentifier thereafter being useable
to provide the specified network device with access to the
information account according to the stored set of authori-
zation parameters.

54. The system of claim 353, wherein the authorization
identifier 1s provided to the specified network device by
transmitting the authorization identifier to an account asso-
ciated with the specified network device.

55. The system of claim 353, wherein the authorization
identifier 1s provided to the specified network device by
storing the authorization identifier 1n an electronic account
associated with the specified network device.
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56. The system of claim 53, wherein the authorization
identifier 1s provided to the specified network device by
embedding the authorization identifier 1n a network address
tag and transmitting the network address tag to a remote
browser, such that the browser 1s redirected to the specified
network device, thereby permitting the specified network
device to extract the authorization identifier.

57. A computer-implemented method for providing selec-
tive access to a consumer information account, the method
comprising the steps of:

storing data for a consumer information account;

providing an interface whereby an owner of the consumer
information account can specify the terms by which
third parties can access the consumer information
account,

storing the terms for future use in an authentication
module of a server;

assoclating the stored terms with one or more authoriza-
tion tickets;

transmitting the authorization tickets to specified third
parties;

receiving the authorization tickets from a distributed
computer network;

comparing the authorization tickets to data in the authen-
tication table associated with the consumer information
account using the authentication module in order to
determine at least one of: whether the authorization
ticket 1s being used by an authorized third-party who 1s
not the consumer, whether the temporary authorization
has expired, and what level of access to the information
account 1s assoclated with the temporary authorization;
and

oranting a level of access to the consumer information
account based on the authorization ticket if the autho-
rization ticket 1s found valid based on the comparing,
step.
58. The method of claim 57, further comprising the steps
of:

receiving requests from the third parties for access to the
consumer 1nformation account, each of the requests
comprising an authorization ticket;

in response to each of the requests, retrieving the stored
terms associated therewith; and

oranting the third parties access to the consumer infor-
mation account i accordance with the stored terms
assoclated with the third party’s authorization ticket.

59. The method of claim 57, wherein each of said autho-
rization tickets 1s assoclated with a set of authorization
parameters.
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