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EFFICIENT MANAGEMENT AND
BLOCKING OF MALICIOUS CODE AND
HACKING ATTEMPTS IN A NETWORK

ENVIRONMENT

FIELD OF THE INVENTION

The present invention relates to system security, and more
particularly to network-based management and blocking of
malicious computer code and hacking attempts.

BACKGROUND OF THE INVENTION

Network security management 1s becoming a more diffi-
cult problem as networks grow 1n size and become a more
integral part of organizational operations. Attacks on net-
works are growing both due to the intellectual challenge
such attacks represent for hackers and due to the increasing
payoll for the serious attacker. Furthermore, the attacks are
crowing beyond the current capability of security manage-
ment tools to identify and quickly respond to those attacks.
As various attack methods are tried and ultimately repulsed,
the attackers will attempt new approaches with more subtle
attack features. Thus, maintaining network security 1s an
on-going, ever changing, and increasingly complex prob-
lem.

Computer network attacks can take many forms and any
one attack may include many security events of different
types. Security events are anomalous network conditions
cach of which may cause an anti-security effect to a com-
puter network. Security events include stealing confidential
or private information; producing network damage through
mechanisms such as viruses, worms, or Trojan horses;
overwhelming the network’s capability 1n order to cause
denial of service, and so forth.

Security systems often employ security risk-management
tools, 1.e. “scanners,” to search for known types of security
events 1n the form of malicious programs such as viruses,
worms, and Trojan horses. Further, [0] scanners are used for
content {filtering to enforce an organization’s operational
policies, 1.e. detecting harassing or pornographic content,
junk e-mails, misinformation (virus hoaxes), etc.

In most security systems, data 1s scanned at each enfry
point into a system. However, 1n such systems, no commu-
nication takes place between the various entry points when
a security event occurs. At most, the event 1s logged 1n some
central database. Thus, an attack that breaches one entry
point would also be able to breach all entry points (assuming
the same scanning techniques are employed at each point),
and can infect any other machine on the network. What 1s
needed 1s collaboration between network resources so that a
resource being attacked can transmit information about the
attack to other resources for containing the outbreak and
preventing similar attacks at other points 1n the network.

DISCLOSURE OF THE INVENTION

A system, method and computer program product are
provided for preventing an outbreak of malicious code. First,
malicious code 1s 1dentified at a local location on a network.
Information relating to the malicious code such as type,
context, protocol, severity, reporting server, and IP address,
1s encrypted at the local location. The encrypted information
relating to the malicious code 1s sent to a plurality of remote
locations utilizing the network. Instances of the malicious
code are blocked at the remote locations for a predetermined
amount of time based on the information.
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In one aspect, the malicious code includes a virus, worm,
and/or Trojan 1n the form of a file. Upon detection of this
data as infected, files of this same name and/or checksum are
blocked at the remote locations for the predetermined
amount of time. Communications originating at the i1denti-
fied source can be denied access to the remote locations for
the predetermined amount of time. The name and/or check-
sum can be registered as a known threat. In another aspect,
the threat 1s recognized based at least 1n part on recognizing
that the name of the file 1s registered as a known threat.

In a further aspect, countermeasures are executed for
limiting the effect of the malicious code at the local location.
As an option, additional information about the malicious
code 1s retrieved if an aspect of the malicious code 1s not
recognized.

Another system, method and computer program product
are provided for preventing an outbreak of malicious code.
Accordingly, malicious code 1s 1dentified at a local location
on a network. Information relating to the malicious code 1s
cgathered at the local location and sent to a remote location
utilizing the network. Such information includes a type,
context, protocol, severity, reporting server, and/or source of
the malicious code. Instances of the malicious code are
blocked at the remote location 1s restricted.

In an aspect, the malicious code includes a virus, worm,
and/or Trojan. Preferably, the instances are blocked at the
remote location for a predetermined amount of time based
on the mformation.

In another aspect, the information relating to the mali-
cious code 1ncludes an i1dentification of the source of the
malicious code. Then, communications originating at the
identified source are denied access to the remote locations
for the predetermined amount of time. The source, file name,
and/or checksum of the malicious code can be registered as
a known threat. In yet another aspect, the malicious code 1s
recognized based at least 1n part on recognizing that the
source of the malicious code 1s registered as a known threat.

In a further aspect, countermeasures are executed for
limiting the effect of the malicious code at the local location.
As an option, additional information about the malicious
code 1s retrieved 1f an aspect of the malicious code 1s not
recognized.

A system, method and computer program product for
denying access to a hacker 1s also provided according to one
embodiment. An attack by a hacker 1s i1dentified at a local
location on a network. Information relating to the attack is
encrypted at the local location. Such information can include
a type, context, protocol, severity, reporting server, and/or IP
address associated with the attack. The encrypted informa-
tion relating to the attack 1s sent to a plurality of remote
locations utilizing the network. Access to the remote loca-
tions 1s restricted for a predetermined amount of time based
on the mformation.

In one aspect, an attack 1s detected on the network where
an attempt to create a denial of service or any recognized
form of hacking attempt 1s discovered. Preferably, the mfor-
mation relating to the attack includes an 1dentification of the
source of the attack and/or attacker, 1.e., the server, IP
address, etc. from or through which the hacker has attempted
to gain unauthorized access to the system. Then, communi-
cations originating at the identified source are denied access
to the remote locations for the predetermined amount of
time. The source can be registered as a known threat. In
another aspect, the attack 1s recognized based at least 1n part
on recognizing that the source of the attack is registered as
a known threat.
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In a further aspect, countermeasures are executed for
limiting the effect of the attack at the local location. As an
option, additional information about the attack 1s retrieved if
an aspect of the attack 1s not recognized.

In another system, method and computer program prod-
uct, a method for denying access to a hacker 1s provided
according to one embodiment. An attack by a hacker at a
local location on a network 1s 1dentified. Information relat-
ing to the attack at the local location 1s gathered and sent to
a remote location utilizing the network. Access to the remote
location 1s restricted. Again, the information can be a type,
context, protocol, severity, reporting server, and/or source of
the attack.

In an aspect, an attack 1s detected on the network where
an attempt to create a denial of service or any recognized
form of hacking attempt 1s discovered. Preferably, the mfor-
mation relating to the attack includes an identification of the
source of the attack and/or attacker, 1.e., the server, IP
address, etc. from or through which the hacker has attempted
to gain unauthorized access to the system. Then, communi-
cations originating at the identified source are denied access
to the remote locations for the predetermined amount of
time. The source can be registered as a known threat. In
another aspect, the attack 1s recognized based at least 1n part
on recognizing that the source of the attack is registered as
a known threat.

In a further aspect, countermeasures are executed for
limiting the effect of the attack at the local location. As an
option, additional information about the attack 1s retrieved it
an aspect of the attack 1s not recognized.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates a network architecture, in accordance
with one embodiment.

FIG. 2 shows a representative hardware environment that
may be associated with the data servers and user devices of
FIG. 1, 1n accordance with one embodiment.

FIGS. 3A and 3B together illustrate a method for man-
aging an outbreak of malicious code and denying access to
a hacker according to one embodiment.

FIG. 4 illustrates information relating to an attack iden-
tified 1n the method of FIGS. 3A and 3B.

FIG. 5 depicts an intranet according to an illustrative
embodiment of the present invention.

FIG. 6 depicts the intranet of FIG. § 1n the context of a
subsequent attack by a hacker after a prior detected attack,
according to an embodiment.

FIG. 7 1llustrates a system for managed service utilizing
a network, according to one embodiment.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

FIG. 1 illustrates a network architecture 100, in accor-
dance with one embodiment. As shown, a plurality of remote
networks 102 are provided including a first remote network
104 and a second remote network 106. Also included 1s at
least one gateway 107 coupled between the remote networks
102 and a proximate network 108. In the context of the
present network architecture 100, the networks 104, 106
may each take any form including, but not limited to a local
area network (LAN), a wide area network (WAN) such as

the Internet, etc.

In use, the gateway 107 serves as an entrance point from
the remote networks 102 to the proximate network 108. As
such, the gateway 107 may function as a router, which is
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capable of directing a given packet of data that arrives at the
cgateway 107, and a switch, which furnishes the actual path
in and out of the gateway 107 for a given packet.

Further included is at least one data server 114 coupled to
the proximate network 108, and which 1s accessible from the
remote networks 102 via the gateway 107. It should be noted
that the data server(s) 114 may include any type of com-
puting device/groupware. Coupled to each data server 114 1s
a plurality of user devices 116. Such user devices 116 may
include a desktop computer, lap-top computer, hand-held
computer, printer or any other type of logic. It should be
noted that a user device 117 may also be directly coupled to
any of the networks, 1n one embodiment.

Further provided 1s a gateway scanner 118 coupled to the
cgateway 107. It should be noted that additional scanners may
be utilized with any type of network element coupled to the
networks 104, 106. In the context of the present description,
a network element may refer to any component of a network.
In use, the scanner 1s capable of executing a scanning
procedure. Details regarding such scanning procedure will
be set forth hereinafter in greater detail.

FIG. 2 shows a representative hardware environment that
may be associated with the data server 114 and user devices
116 of FIG. 1, 1n accordance with one embodiment. Such
figure 1llustrates a typical hardware configuration of a work-
station 1n accordance with a preferred embodiment having a
central processing unit 210, such as a microprocessor, and a
number of other units interconnected via a system bus 212.

The workstation shown in FIG. 2 includes a Random
Access Memory (RAM) 214, Read Only Memory (ROM)
216, an I/O adapter 218 for connecting peripheral devices
such as disk storage units 220 to the bus 212, a user interface
adapter 222 for connecting a keyboard 224, a mouse 226, a
speaker 228, a microphone 232, and/or other user interface
devices such as a touch screen and a digital camera (not
shown) to the bus 212, communication adapter 234 for
connecting the workstation to a communication network 235
(e.g., a data processing network) and a display adapter 236
for connecting the bus 212 to a display device 238.

The workstation may have resident thereon an operating,
system such as the Microsoft Windows NT or Windows/95
Operating System (OS), the IBM OS/2 operating system, the
MAC OS, or UNIX operating system. It will be appreciated
that a preferred embodiment may also be 1mplemented on
platforms and operating systems other than those mentioned.
A preferred embodiment may be written using JAVA, C,
and/or C++ language, or other programming languages,
along with an object oriented programming methodology.
Object oriented programming (OOP) has become increas-
ingly used to develop complex applications.

FIGS. 3A and 3B together 1llustrate a method 300 for
managing an outbreak of malicious code and denying access
to hacking attempts across a network, according to one
embodiment of the present invention. In particular, this
methodology allows network elements such as servers to
collaborate 1n order to collectively lock out unwanted access
to any given network. Where servers are in a vulnerable
location, such as at the gateway to an organization, each
would 1mplement this “tell tale” method 1n order to relay
important 1nformation about attempts to misuse their
resource to other “tell-tale” servers across the network. This
would have the effect of closing off access to such unau-
thorized users at other participating vulnerable servers, and
therefore limiting the damage caused by such attempts.

As an option, the method 300 may be executed by the
gateway scanner 118 coupled to the gateway 107 of FIG. 1.
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It should be noted, however, that the method 300 may be
executed by any desired network element.

Initially, in operation 302, an unwanted event at a local
location 1s 1dentified. One such unwanted event 1s an attack
by a hacker. Attacks are likely to come from the outside, 1.¢.
from a Hacker attempting to gain access, or trying to create
a Denial of Service (DoS) on the server(s).

A denial of service 1s a means of attack against a com-
puter, server or network. The attack may be an intentional or
an accidental by-product of instruction code which is either
launched from a separate network or Internet connected
system, or directly at the host. The attack may be designed
to disable or shutdown the target of the attack.

Another type of unwanted event 1s an outbreak or 1den-
fification of malicious code. Malicious code includes any
program that that performs or attempts to perform any
unauthorized act. For example, one type of malicious code
1s a virus. A virus 1s a software program that self-replicates
recursively. Viruses may damage data, cause the computer to
crash, display messages, or lie dormant. Another type of
malicious code 1s a worm, which 1s a virus that usually
replicates using computer networks, such as via email or
Internet Relay Chat (IRC). Yet another type is a Trojan, a
program that either pretends to have, or i1s described as
having, a set of useful or desirable features, but actually
contains a damaging payload. Malicious code 1s preferably
detected via a scanner such as an Anti Virus (AV) scanner by
recognizing 1its file signature.

The unwanted event may be 1dentified by recognizing a
signature, file name, and/or checksum of the malicious code,
by recognizing that code 1s being sent from a source already
identified as a known threat, or in any other manner.

In operation 304, an attempt 1s made to recognize whether
the unwanted event relates to an attack and/or malicious
code. This preferably includes recognizing the type of attack
and/or malicious code (virus, worm, Trojan, denial of ser-
vice, etc.) and, for malicious code, can be performed using
virus scan soltware commercially available.

If the event 1s recognized, the process continues. If the
event 1s not recognized, additional information 1s retrieved
from a database 1n operation 306 and used to recognize the
cvent.

At 308, an attempt 1s made to i1denftify the source of the
attack and/or malicious code. If the source 1s i1dentified,
information (if any) about the source is retrieved from a
database 1n operation 310. For example, the information can
relate to whether the source 1s a known threat, 1.e., 1S
registered as having been a source of a prior attack.

In operation 312, information relating to the attack and/or
malicious code 1s collected at the local location and stored
in a database 1n operation 314. Such mformation 400 is
shown by way of example 1n FIG. 4, and preferably includes
one or more of the following: a type, context, protocol,
severity, reporting network element, and/or source of the
attack and/or the malicious code. The source can be 1denti-
fied by the IP address from which the attack and/or mali-
cious code originated or any other 1dentifying information.

In operation 316, countermeasures are executed 1n order
to limit the damage caused 1n an outbreak condition to the
local location, 1.¢., the server reporting the condition. Such
countermeasures can include an outbreak management sys-
tem which takes measures to prevent the spread of the
malicious code or unauthorized access by closing commu-
nication channels and programs, as well as executing pro-
cramming for removing the malicious code. Other partici-
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pating servers quickly deny access to the source of the
outbreak and thus maintain bandwidth within the organiza-
tion.

The “tip off” information collected in operation 312 1s
encrypted using any suitable encryption method and sent to
a plurality of remote locations utilizing the network to
inform them of the attack and/or provide details of the
attack. Note operations 318 and 320 of FIG. 3B. As an
option, the information can include a certificate for allowing
verification that the contents are trustworthy.

Various protocols can be supported for the information,
including (but not limited to):

1. SMTP (tip-offs include SPAM attempts, SPAM-Relay
attempts, Denial of Service (DoS) attacks, malicious
attachment forwarding etc).

2. NNTP (tip-offs include DoS attacks, malicious attach-
ment forwarding, cross-posting etc)

3. FTP (tip-offs include DoS attacks, repeated unsuccess-
ful logins etc)

4. HTTP (tip-offs include malicious content, DoS attack,
known hacking attempts)

5. Firewalls (tip-offs for intrusion detection, port scanning
attempts etc).

In operation 322, access to the remote locations 1s
restricted 1n response to the receipt of the encrypted infor-
mation. Preferably, the access 1s restricted for a predeter-
mined amount of time such as one hour, one day, one week,
etc.; or for an indeterminate amount of time, such as until the
attack 1s stopped, the source of the attack 1s identified, the
scanning software has been updated with the signature of the
malicious code, etc.

When a file is recognized as malicious-code (a virus,
worm or Trojan), its file name, checksum, etc. can then be
used to deny access to 1t at every point, rather than, or in
addition to, 1ts origin. For instance, one particular scanner at
a mail gateway may 1dentify BAD.EXE as a Trojan, at which
point, it would tell other servers (a firewall, another MTA, an
FTP server for instance) to deny ‘BAD.EXE’ for a period of
time (in contrast to telling other servers to block IP address
151.121.221.1 for instance).

Upon determining that the amount of time has expired,
access to the remote locations 1s allowed. Note operation
324 and 326.

The restriction can be full, denying all access to the
remote locations, or partial. Preferably, only communica-
tions from the source of the attack are denied access to the
local and remote locations to allow continued use of the
network.

In operation 328, the source of the attack and/or malicious
code 1s registered as a known threat and preferably stored in
the database discussed above with respect to operation 310.
The checksum and/or file name associated with the mali-
cious code can also be registered as a known threat.

FIG. 5 depicts an intranet 500 according to an illustrative
embodiment of the present invention. The intranet 500
includes several network elements: a first gateway 502 and
a second gateway 504 imn communication with each other.
The second gateway 504 communicates with a firewall 506
of a network 108. Note that the gateways 502, 504 may be
similar 1n operation and configuration as the gateway 107
described above 1 relation to FIG. 1. Each of the network
clements 1s capable of acting upon 1information received by
others.

In this example, a hacker 508 attempts access to the first
gateway 502 for performing a Denial of Service (DoS)
attack. The malicious code 1s detected at the first gateway
502, which preferably includes a gateway scanner 118 (see
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FIG. 1). Information relating to the attack, e.g., a tip-off, is
sent to the other network elements, including the firewall
506 and the second gateway 504. For imstance, if a DoS
attack 1s detected at one network element within the orga-
nization, other participating gateways, firewalls and network
clements can deny all access to the IP address of the source
of the attack. This not only stops the given attack, but also
registers a known threat from that IP address. Thus further
attacks (of same or different nature) are identified and
thwarted.

FIG. 6 depicts the intranet S00 of FIG. 5 in the context of
a subsequent attack by the hacker in the previous example.
As shown 1n FIG. 6, any subsequent attempt by the hacker
to 1nsert malicious code or gain unauthorized access to the
network elements 502, 504, 506 1s blocked. Nor could the
hacker access the network 108. It 1s not uncommon for a
hacker to try various means at entry to a company, and this
approach takes a swift and secure action across all of the
participating servers.

FIG. 7 illustrates a system 700 for managed service
utilizing a network, such as the Internet, company-wide
intranet, LAN, etc., according to one 1llustrative embodi-
ment. As shown, a managed service provider 702 acts as a
trusted hub for tell-tale servers of participants. The managed
service provider 702 receives attack and/or malicious code
information from one participant and forwards it to other
participants. Note that the following discussion will refer
only to a hack attempt. One skilled 1n the art will understand
that the discussion would apply equally to a malicious code
situation.

For example, when a hack attempt 704 1s recognized by
a network element of Company A, here a gateway 706,
information about the attack is sent to the other elements 708
of Company A via the Company A firewall 710, which acts
as the hub for Company A.

The company hub 710 also sends the information to the
managed service provider 702, which forwards the infor-
mation to the hubs 712, 714 of other participants: Compa-
nies B and C 1n this example. The hubs each send the
imnformation to the network elements 716, 716, 720, 722 of
the associlated company.

While various embodiments have been described above,
it should be understood that they have been presented by
way of example only, and not limitation. For example, any
of the network elements may employ any of the desired
functionality set forth heremabove. Thus, the breadth and
scope of a preferred embodiment should not be limited by
any of the above-described exemplary embodiments, but
should be defined only in accordance with the following
claims and their equivalents.

What 1s claimed 1s:
1. Amethod for preventing an outbreak of malicious code,
comprising:
a) 1dentifying malicious code at a local location on a
network;

b) encrypting information relating to the malicious code at
the local location;

c) sending the encrypted information relating to the
malicious code to a plurality of remote locations uti-
lizing the network; and

d) blocking instances of the malicious code at the remote
locations for a predetermined amount of time based on
the 1nformation;

¢) registering at least one of a name and checksum of a file
containing the malicious code as a known threat;
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f) wherein the information is selected from the group
consisting of a type, context, protocol, severity, report-
ing server, and IP address associated with the malicious
code;

¢) wherein the information relating to the malicious code
includes an 1identification of the source of the malicious
code, wherein communications originating at the 1den-
tified source are denied access to the remote locations
for the predetermined amount of time.

2. The method as recited 1in claim 1, wherein the malicious
code 1s at least one of a virus, worm, and Trojan.

3. The method as recited in claim 1, further comprising
executing countermeasures for limiting the effect of the
malicious code at the local location.

4. The method as recited 1n claim 1, wherein additional
information about the malicious code 1s retrieved if an
aspect of the malicious code 1s not recognized.

5. A computer program product for managing an outbreak
of malicious code, comprising:

a) computer code for identifying malicious code at a local
location on a network;

b) computer code for encrypting information relating to
the malicious code at the local location;

¢) computer code for sending the encrypted information
relating to the malicious code to a plurality of remote
locations utilizing the network; and

d) computer code for blocking instances of the malicious
code at the remote locations for a predetermined
amount of time based on the information;

¢) computer code for registering at least one of a name and

checksum of a file containing the malicious code as a
known threat;

f) wherein the information is selected from the group
consisting of a type, context, protocol, severity, report-
ing server, and IP address associated with the malicious
code;

¢) wherein the information relating to the malicious code
includes an 1identification of the source of the malicious

code, wherein communications originating at the 1den-
tified source are denied access to the remote locations

for the predetermined amount of time.
6. A system for preventing an outbreak of malicious code,
comprising;
a) logic for identifying malicious code at a local location
on a network;

b) logic for encrypting information relating to the mali-
cious code at the local location;

¢) logic for sending the encrypted information relating to
the malicious code to a plurality of remote locations
utilizing the network; and

d) logic for blocking instances of the malicious code at the
remote locations for a predetermined amount of time
based on the information;

¢) logic for registering at least one of a name and

checksum of a file containing the malicious code as a
known threat;

f) wherein the information is selected from the group
consisting of a type, context, protocol, severity, report-
ing server, and IP address associated with the malicious
code;

¢) wherein the information relating to the malicious code
includes an 1identification of the source of the malicious

code, wherein communications originating at the 1den-
tified source are denied access to the remote locations

for the predetermined amount of time.
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7. A method for denying access to a hacker, comprising:

a) identifying an attack by a hacker at a local location on
a network;

b) encrypting information relating to the attack at the local
location;

¢) sending the encrypted information relating to the attack
to a plurality of remote locations utilizing the network;
and

d) restricting access to the remote locations for a prede-
termined amount of time based on the information;

¢) registering at Ieast one of a name and checksum of a file
assoclated with the attack as a known threat;

f) wherein the information is selected from the group
consisting of a type, context, protocol, severity, report-
ing server, and IP address associated with the attack;

¢) wherein the information relating to the attack includes
an 1dentification of the source of the attack, wherein
communications originating at the 1identified source are
denied access to the remote locations for the predeter-
mined amount of time.

8. The method as recited 1in claim 7, wherein the attack
attempts to create a denial of service.

9. The method as recited in claim 7, further comprising
registering the source of the attack as a known threat.

10. The method as recited 1n claim 7, wherein the attack
1s recognized based at least 1n part on recognizing that the
source of the attack 1s registered as a known threat.

11. The method as recited 1n claim 7, further comprising
executing countermeasures for limiting the effect of the
attack at the local location.

12. The method as recited 1n claim 7, wherein additional
information about the attack 1s retrieved if an aspect of the
attack 1s not recognized.

13. A computer program product for denying access to a
hacker, comprising:
a) computer code for identifying an attack by a hacker at
a local location on a network;

b) computer code for encrypting information relating to
the attack at the local location;

¢) computer code for sending the encrypted information
relating to the attack to a plurality of remote locations
utilizing the network; and

d) computer code for restricting access to the remote
locations for a predetermined amount of time based on
the information;

¢) computer code for registering at least one of a name and
checksum of a file associated with the attack as a
known threat;

f) wherein the information i1s selected from the group
consisting of a type, context, protocol, severity, report-
ing server, and IP address associated with the attack;

¢) wherein the information relating to the attack includes
an 1dentification of the source of the attack, wherein
communications originating at the 1dentified source are
denied access to the remote locations for the predeter-
mined amount of time.

14. A system for denying access to a hacker, comprising:

a) logic for identifying an attack by a hacker at a local
location on a network;

b) logic for encrypting information relating to the attack
at the local location;

¢) logic for sending the encrypted information relating to
the attack to a plurality of remote locations utilizing the
network; and
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d) logic for restricting access to the remote locations for
a predetermined amount of time based on the informa-
tion;

¢) logic for registering at least one of a name and

checksum of a file associated with the attack as a
known threat;

f) wherein the information is selected from the group
consisting of a type, context, protocol, severity, report-

ing server, and IP address associated with the attack;

¢) wherein the information relating to the attack includes
an 1dentification of the source of the attack wherein
communications originating at the 1identified source are
denied access to the remote locations for the predeter-
mined amount of time.

15. A method for preventing an outbreak of malicious
code, comprising;
a) identifying malicious code at a local location on a
network;

b) wherein the malicious code is at least one of a virus,
worm and, Trojan;

¢) wherein the malicious code is recognized based at least
in part on recognizing that at least one of a checksum
and a file name of the malicious code 1s registered as a
known threat;

d) encrypting information relating to the malicious code at
the local location, wherein the information 1s selected
from the group consisting of a type, context, protocol,
severity, reporting server, and IP address associated
with the malicious code, and wherein the information
relating to the attack includes an 1dentification of the
source of the attack, wherein communications originat-
ing at the identified source are denied access to the
remote locations for the predetermined amount of time;

¢) sending the encrypted information relating to the
malicious code to a plurality of remote locations uti-
lizing the network;

f) restricting access to the remote locations by commu-
nications originating at the source of the malicious code
for a predetermined amount of time based on the
mmformation;

g) executing countermeasures for limiting the effect of the
malicious code at the local location; and

h) retrieving additional information about the malicious
code 1f an aspect of the attack 1s not recognized.

16. The method as recited in claim 1, wherein the infor-

mation includes a type, context, protocol, severity, reporting
server, and IP address associated with the malicious code.

17. The method as recited in claim 16, wherein the type
1s selected from the group consisting of an unwanted mes-
sage attempt, and a denial of service attack.

18. The method as recited 1n claim 16, wherein the context
1s selected from the group consisting of a virus name, a
subject, a mail header, and a magic number for a message.

19. The method as recited 1n claim 1, further comprising
attempting to 1dentify a source of the malicious code, and, 1f
the source 1s 1dentified, retrieving information about the
source from a database.

20. The method as recited 1n claim 1, wherein additional
information relating to the malicious code 1s retrieved from
a database 1f the malicious code 1s not 1dentified 1n conjunc-
fion with an event at the local location on the network.

21. The method of claim 1, wherein a simple mail transfer
protocol (SMTP) is utilized for collecting the information
that 1s associated with spam attempts, spam-relay attempts,
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denial of service (DoS) attacks, and malicious attachment
forwarding; a net news transfer protocol (NNTP) is utilized
for collecting the information that i1s associated with DoS
attacks, malicious attachment forwarding, and cross-post-
ing; a file transfer protocol (FTP) is utilized for collecting
the information that 1s associated with DoS attacks, and
repeated unsuccessful logins; a hypertext transfer protocol

12

(HTTP) 1s utilized for collecting the information that is
assoclated with malicious content, DoS attacks, and known
hacking attempts; and a firewall protocol 1s utilized for
collecting the information that 1s associated with intrusion

5 detection, and port scanning attempts.
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