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METHOD AND APPARATUS FOR
ADJUSTING PACKET TRANSMISSION
VOLUME FROM A SOURCE

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to communication over a
packet network, and more particularly to adjusting the
number of packets which are communicated between a
transmitter and a receiver on the network 1 a time interval
to reduce queue congestion.

2. Description of Related Art

With the proliferation of 1internet and data
communications, communication networks are being used to
carry an increasing amount of traffic. At the same time, user
expectations for network speed and reliability are also
Increasing.

In a packet network such as the Internet for example,
packets of 1nformation are conveyed between a packet
transmitter and a packet receiver. The transmitter may be
any device that transmits data on the network and the
receiver may be any device that receives data from the
network. Typically, a receiver will send an acknowledge-
ment signal to a transmitter of a packet to indicate that a
packet has been received.

Between a transmitter and a receiver, data packets pass
through 1ntermediate elements on the network, for example
routers, switches and gateways, which receive and queue
data packets in queues for transmission on one Or more
communications channels or links. To avoid overloading any
ogrven channel, packet transmission on each channel must be
managed and controlled.

One technique for managing traffic on a network 1s to
control the volume of packet transmissions from the trans-
mitters. Typically, a transmitter will have a packet queue and
the number of packets which are transmitted from the packet
queue 1n a time 1nterval 1s determined by a sliding window
operating on the packet queue, which prevents the transmit-
ter from transmitting a new packet onto the network when-
ever more than a specified number of transmitted packets
remain unacknowledged by the corresponding receiver.
Each time a transmitted packet 1s acknowledged by the
receiver, the window advances, permitting the transmitter to
fransmit a new packet onto the network. This sliding win-
dow 1s usually called a “congestion window”.

The size of the congestion window may be varied by the
transmitter, depending on the capacity of the channel and the
ability of the receiver to accept packets. These two factors
may be measured implicitly by receiving acknowledgement
signals at the transmitter. Generally, 1f acknowledgement
signals are received at the transmitter, the volume of packets
transmitted 1n a time interval 1s 1ncreased by increasing the
size of the congestion window and if acknowledgement
signals are not received or duplicate acknowledgement
signals are received, 1.e. packet loss 1s occurring, then the
volume of packets transmitted 1n a time interval 1s decreased
by decreasing the size of the congestion window.

However, the receiver may also explicitly signal to the
transmitter its ability to accept packets, for example, by
signaling the maximum number of packets 1t can receive 1n
a time 1nterval. In response, the transmitter will limait the size
of 1ts congestion window to avoid transmitting more packets
oreater than this maximum number. Typically, the receiver
encodes this maximum number of packets as an “advertised
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2

window” 1n acknowledgement signals that 1t sends to the
transmitter. The advertised window identifies to the trans-
mitter a maximum value for 1ts congestion window.

The above use of acknowledgement signals 1s employed
by the Transmission Control Protocol (TCP). TCP makes no
assumption as to how the network processes the data it
sends, and performs 1ts own data recovery and flow control.
The TCP flow control mechanism 1s meant to reduce the
packet volume when the network becomes congested, but
TCP has no direct way of knowing when the network 1is
congested. It can only indirectly detect congestion by keep-
ing track of how many packets are lost. Packet loss indicates
that some queue 1n the network might have overtlowed.
Every time TCP detects a packet loss, 1t reduces the trans-
mission volume to alleviate the congestion that could have
caused the packet loss.

In a high-latency network environment, the window flow
control mechanism of TCP may not be very ellective
because 1t relies on packet loss to signal congestion, 1nstead
of preventing congestion and buffer overflow. The basic
problem 1s that TCP does not communicate directly with the
network elements to determine optimal or assigned traffic
volumes for respective elements. By the time the transmitter
starts decreasing its volume because of packet loss, the
network has already become overly congested. This problem
exists because the design of TCP only considers the flow
control needs of the receiver. It does not consider the flow
control needs of intermediate hops 1n the network. Overtlow
in the network 1tself would be detected by the sender through
timeouts or through acknowledgement arrival patterns. This
presents problems in shared multi-hop networks, where the
cause ol packet loss 1s within imntermediate elements 1n the

network.

Conventional techniques for signaling a source to reduce
or adjust 1ts transmission volume are deficient. More
specifically, conventional techniques either fail to account
for current network conditions, for example the number of
active connections, the tratfic load per connection, and the
bandwidth-delay product per connection, or else do so only
by maintaining per-connection state i1nformation.
Consequently, a conventional advertised window adjust-
ment 1s either cumbersome to calculate or 1s less than
optimal over a wide range of network conditions. As a result,
traffic through an intermediate element may be poorly
controlled, causing queues 1n the intermediate element to be
incorrectly allocated and prone to under-utilization or over-
flow.

SUMMARY OF THE INVENTION

The present mvention addresses the above problem by
providing a method and apparatus for adjusting the volume
of data communicated between a transmitter and a receiver
on a network, 1n a time mterval. The method and apparatus
involve producing a desired volume value 1 response to a
receiver volume value specified by the receiver and a
difference between a target departure volume and an esti-
mate of arrival volume of data at a queue through which data
passes from the transmitter to the receiver. The desired
volume wvalue 1s communicated to the transmitter, 1n
response to an acknowledgement signal produced by the
reCEIVET.

In accordance with one embodiment of the invention,
communicating the desired volume value to the transmitter
1s 1mplemented by a signal modifier which produces a
modified acknowledgement signal including the desired
volume wvalue, for communication to the transmitter.
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Preferably, producing the desired volume value imvolves
producing a network element volume value and taking the
lesser of the receiver volume value extracted from the
acknowledgement signal and the network element volume
value as the desired volume value.

In one embodiment, computing the network element
volume value includes time filtering an arrival volume
value, for example as a weighted sum of present and past
arrival volumes of data. Desirably, a target departure volume
1s estimated as a function of a service volume of the queue

and a target ufilization factor of the queue. The network
clement volume value 1s then generated as a function of the
difference between the data arrival volume at the queue and
the target data departure volume at the queue.

Preferably, there 1s a queue size control mechanism for
controlling the size of the queue. The queue size control
mechanism includes a processor circuit for computing a
scaling factor to diminish the network element volume value
when the number of packets 1n the queue exceeds a threshold
value, 1n order to decrease the transmission volumes of the
transmitters to permit the queue to empty. This enhances the
responsiveness and stability of the system and helps to
quickly bring the system to desired operating conditions.

Computer readable media, as well as signals embodied 1n
carrier waves 1ncluding code segments for directing a pro-
cessor or programmable device to perform the methods
described herein are also provided.

Effectively, by communicating a desired volume value to
the transmitter, 1n response to a receiver volume value
produced by the receiver and a difference between a target
departure volume and an estimate of arrival volume of data
at a queue through which data passes from the transmitter to
the receiver, the volume of packets communicated by the
transmitter continually changes, depending on both the
status of the queue and the status of the receiver.
Consequently, the volume of packets received at the queue
1s varied with each time interval. A queue controlled 1n such
a manner 1s less likely to overflow or be under-utilized.
Effectively, the volume of packets which a transmitter
communicates through the queue 1s varied, as required, to
urge the packet arrival volume at the queue toward the
packet departure volume at the queue. A queue having
similar arrival and departure volumes in a given time
interval tends toward stability about a desired queue occu-
pancy level, and thus provides higher utilization, predictable
delays, more certain buller provisioning, and load-
independent performance. These benefits may be achieved
without the need to estimate a number of active network
connections to the queue and without collecting or analyzing
state information on 1individual connections. In addition, the
methods proposed herein cause the transmitter to react to
congestion (in the network and at the destination) before it
occurs rather than when 1t 1s too late.

Other aspects and features of the present mvention will
become apparent to those ordinarily skilled in the art upon
review of the following description of speciiic embodiments
of the invention in conjunction with the accompanying
figures.

BRIEF DESCRIPTION OF THE DRAWINGS

In drawings which 1llustrate embodiments of the
mvention,

FIG. 1 1s a block diagram of a network, mncluding an
intermediate network element, according to a first embodi-
ment of the 1nvention;

FIG. 2 1s a block diagram of the network element shown
m FIG. 1;
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FIG. 3 1s a flowchart representing an algorithm executed
by a processor at a detector shown 1n FIG. 2;

FIG. 4 1s a flowchart representing an algorithm executed
by a processor at a signal modifier shown 1n FIG. 2;

FIG. § 1s a flowchart representing an algorithm executed
by a processor at a generator shown 1n FIG. 2; and

FIG. 6 1s a block diagram representing the control process
for computing a new network element volume of FIG. 1.

DETAILED DESCRIPTION

As shown generally at 10 in FIG. 1, a network according
to a first embodiment of the invention 1ncludes a first data
transmitter 12, a network element 14 and a first data receiver
16. In general, the transmitter 12 transmits data 1n a forward
direction to the network element 14 which, 1n turn, transmits
the data to the receiver 16. It will be appreciated that there
may be a plurality of network elements between a plurality
of transmitters and a plurality of receivers, however, for
simplicity only one of each 1s shown.

In this embodiment, the data transmitted by the transmit-
ter 12 1s transmitted as “forward” packets 18 which are
communicated 1n a forward direction 1.e. from the transmiut-
ter to the receiver 16. In this specification, the term “packet”
1s applied broadly, and contemplates any quantum of data,
such as a block, a frame, a datagram, a cell, a word, a byte,
or a bit, for example. In general, a transmitter 12-receiver 16
pair that exchanges packets via one or more network ele-
ments 14 1s called a connection.

The first transmitter 12 may be any device capable of
transmitting data on a network, for example a telephone, a
computer, a terminal, a video camera, an appliance with
embedded logic or processor circuitry, or more generally any
telecommunication or telephony device. Additionally, the
transmitter 12 may include a receiver 23 for receiving data
from the network 10.

The recerver 16 may be any device capable of receiving,
data on a network, for example a telephone, a computer, a
terminal, a video receiver, an appliance with embedded logic
Or processor circultry, or more generally any telecommuni-
cation or telephony device. The receiver 16 includes a
receive bulfer 24 for receiving packets 18 for use at the
receiver 16. Additionally, the receiver 16 has a transmitter 26
for transmitting data on the network 10.

When the receiver 16 receives a forward packet 18, 1t
engages 1ts transmitter to transmit an acknowledgement
signal in the form of an acknowledgement packet, 1n a
reverse direction for receipt by the transmitter 12 via the
network element 14 associated with the connection.
Generally, an acknowledgement signal 1s a special reverse
data packet transmitted 1n the reverse direction, 1.e. from the
receiver 16 to the transmitter 12, and includes a speciiic
pattern of bits that i1dentifies 1t as an acknowledgement
signal. This specific pattern of bits includes a representation
of a maximum reception volume, which 1s the maximum
volume of data the receiver 16 can receive 1n a time interval.
This maximum volume 1s referred to as an advertised
window of the receiver, or receiver volume value, and has a
value of Wrec. Thus, an acknowledgement signal commu-
nicates the advertised window, or receiver volume, of the
receiver 16 to the transmatter 12.

The transmitter 12 includes a transmission buifer 22 for
queuing forward data packets 18 prior to transmission. The
volume of forward data packets 18 that 1s transmitted from
the transmission butfer 22 i1s determined by a siding window
called a “congestion window” maintained by a processor at
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the transmitter and operating on the transmission buffer 22.
Each time a transmitted forward data packet 18 1s acknowl-
cdged the receiver 16, the congestion window advances,
permitting the transmitter 12 to transmit a new forward data
packet 18 onto the network 10. The size of the congestion

window determines the volume of forward data packets 18
transmitted from the transmitter 12.

The transmitter 12 1s programmed to adjust the size of its
congestion window to be no greater than the size of the
advertised window of the receiver 16, or more particularly,
to be no greater than the advertised window indicated 1n the
acknowledgement signals 1t receives. If the transmitter
receives an acknowledgement signal directly from the
receiver, the receiver 16 can cause the transmitter 12 to
increase or decrease 1its transmission volume according to
the capability of the receiver 16 to receive data.

Referring to FIG. 2, the network element 14 according to
the first embodiment of the invention 1s shown 1n greater
detail and includes an apparatus 38 for adjusting the volume
of forward data packets communicated between the trans-
mitter 12 and the receiver 16. To do this, the apparatus 38
includes a detector 40 for detecting an acknowledgement
signal produced by the receiver 16 1 response to receipt of
a forward data packet from the transmitter 12. The apparatus
38 further includes a volume value generator 42 for com-
puting a desired volume value, such as a new advertised
window size, and a signal modifier 44 for producing a
modified acknowledgement signal including the desired
volume value for communication to the transmitter 12.

The apparatus 38 therefore eflectively intercepts the
acknowledgement signal produced by the receiver 16 and
replaces the advertised window size 1n the acknowledge-
ment signal with a new advertised window size. The appa-
ratus then produces and transmits a new acknowledgement
signal with the new advertised window size, to the trans-
mitter 12. The transmitter 12 responds as though the new
acknowledgement signal were transmitted directly from the
receiver 16, and adjusts the size of its congestion window
accordingly.

Referring back to FIG. 1, in the above manner, the
transmission volume of the transmitter 12 1s adjusted
according to network conditions, not just the ability of the
receiver to receive data. This eases congestion at the net-
work element 14, thereby improving network performance.
Also, changing network conditions as detected by the net-
work element 14 play a role in changing the desired volume
and therefore the actual transmission volume of the trans-
mitter 12 1s adjusted to take into account the changing
capacity of the entire network connection from the trans-
mitter 12 to the receiver 16.

A network element 14, in which the above apparatus may
be 1ncorporated could be any device connected to the
network 10 to receive forward data packets 18 from a
transmitter 12 to be forwarded to a receiver 16 and to receive
acknowledgement signals from the receiver 16 to be for-
warded to the transmitter 12. In this embodiment, the
network element 14 1s a store-and forward device, such as a
router, switch, or gateway, for example.

Referring to FIG. 2, the network element 14 includes a
forward 1mput interface 28 in communication with a com-
munications medium such as a data line, on which the
transmitter 12 of FIG. 1 transmits forward data packets. The
forward input mterface 28 provides data packets to a queue
interface 48 which administers packets into a queue 20 and
which provides information to the apparatus 38 about the
status of the queue 20. Such information could include the
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total queue capacity Q, the queue occupancy g, the packet
arrival volume M, the target packet departure volume T, the
actual service volume C, the target utilization factor p, the
upper threshold Th, and the allocated buffer size B, for
example.

The total queue capacity Q 1s the total storage space
available 1n the queue 20 for storing packets 18. The queue
occupancy ¢ 1s the number of packets 18 that are currently
stored 1n the queue 20, and may be expressed as a number
of packets 18, an amount of memory, or a ratio of the total
queue capacity Q. The packet arrival volume M represents
the number of packets 18 admitted to the queue 20 during a
current sampling/control interval At. The target packet
departure volume T 1s the target number of packets 18 that
can be dispatched from the queue 20 during the current
sampling/control interval At. The actual service volume C
represents the maximum number of packets 18 that can be
dispatched from the queue 20 during a sampling/control
interval At. The target utilization factor p represents a
desired ratio of the target packet departure volume T and the
actual service volume C. The upper threshold Th represents
a queue occupancy g above which it 1s desirable to adjust the
arrival volume M or the target departure volume T to reduce
the queue occupancy . The allocated buffer size B 1s the
size of an allocated bufler in the queue.

Data packets stored 1n the queue are provided to a forward
output interface 30 which 1s connected to a communications
medium on which the network element 14 transmits forward
data packets from the queue 20 to the receiver 16.

Signals received from the receiver 16, 1n particular, sig-
nals representing packets transmitted from the receiver 16 to
the transmitter 12 are received from a communications
medium by a reverse input interface 34. The reverse 1nput
interface 34 converts the received signals 1nto bytes repre-
senting a reverse data packet and provides the reverse data
packet to the apparatus 38. Specifically, the reverse data
packet 1s recerved at the detector 40 of the apparatus 38.
Detector

The functionality of the detector 40 1s explained with
reference to FIGS. 2 and 3. The detector 40 receives the
reverse data packet and stores 1t 1 a buifer 41, as indicated
by block 98 1n FIG. 3. The detector 40 then examines a type
field of the reverse data packet to determine whether or not
it 1s 1dentified as an acknowledgement packet. If the reverse
data packet 1s of the Transmission Control Protocol (TCP)
type, the detector simply determines whether or not an
“ACK” bit in the TCP packet header 1s set. Alternatively,
acknowledgement information can be obtained from a spe-
cially encoded data packet. In any event, as indicated by
block 100 1n FIG. 3, the detector determines whether or not
the reverse data packet represents an acknowledgement from
the receiver 16 shown i FIG. 1.

If the reverse data packet does not represent an
acknowledgement, then, as indicated by block 104, 1t 1s sent
out of the apparatus mnto a reverse data queue 32 which
queues data travelling 1n the reverse direction. Alternatively,
as 1ndicated by block 102, if the reverse data packet 1s
identified as representing an acknowledgement, 1t 1s for-
warded to the signal modifier 44 shown in FIG. 2.

Referring to FIG. 2, the signal modifier 44 modifies, when
necessary, the acknowledgement packet to produce a modi-
fied acknowledgement packet encoded with a new adver-
tised window to represent the desired volume of data to be
transmitted from the transmitter.

A multiplexer 46 receives a signal representing a reverse
data packet from the reverse data queue 32 and receives a
signal representing the modified acknowledgement packet
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produced by the signal modifier 44 and selects between them
to forward one or the other to a reverse output interface 36.
The reverse output interface 36 1s connected to a commu-
nications medium on which the transmitter 1s operable to
receive data and thereby communicates either the reverse
data packet or the modified acknowledgement packet to the
transmitter 12.

It will be appreciated that the detector 40 can be 1mple-
mented by discrete components or 1n a design involving a
processor circuit operable to execute codes for directing the
processor to carry out the functionality described above, for
example. The functional blocks shown 1 FIG. 3 may be
implemented by such codes, for example. Such codes may
be pre-stored at the network element and run by a processor
circuit 50 at the network element. It will be appreciated that
the processor circuit S0 may be 1n communication with an
interface (not shown) permitting such codes to be down-
loaded from a remote computer, or the processor circuit may
have a media interface (not shown) for reading codes from
a computer readable medium such as a CD-ROM, diskette
or any other computer readable medium.

Signal Modifier:

The function of the signal modifier 44 1s described in
connection with FIGS. 2 and 4. To produce the modified
acknowledgement packet encoded with the new advertised
window, the signal modifier extracts a receiver advertised
window, or receiver volume wvalue, from an advertised
window field Wrec of the acknowledgement packet as
received from the receiver 16 shown in FIG. 1. The terms
receiver advertised window, Wrec, and receiver volume are
used interchangeably. In addition, the signal modifier
receives a network element advertised window Wne, or
network element volume value from the volume value
generator 42 and determines which of the network element
advertised window Wne and the receiver advertised window
Wrec 1s the lesser, subject to some minimum value. The
lesser of these two values 1s encoded and stored in the
advertised window field of the acknowledgement packet to
replace the current contents thereof. A modified acknowl-
edgement packet 1s thus produced and forwarded to the
multiplexer for transmission to the transmitter. The terms
network element advertised window, Wne, and network
clement volume value are used interchangeably.

It will be appreciated that the signal modifier can be
implemented by discrete components or 1n a design 1nvolv-
Ing a processor circuit operable to execute codes for direct-
ing the processor circuit to carry out the functionality
described above, for example. Such a processor circuit may
be the same processor circuit 50 as used for the detector 40
or may be a separate processor circuit. It will be appreciated
that the processor circuit may be 1n communication with an
interface (not shown) permitting such codes to be down-
loaded from a remote computer, or the processor circuit may
have a media mterface for reading codes from a computer
readable medium such as a CD-ROM, diskette or any other
computer readable medium.

Codes which direct a processor circuit to carry out the
functionality described above are represented by blocks 1n
the flowchart shown 1n FIG. 4. In this flowchart, Block 110
directs the processor circuit 50 to extract an advertised
window Wrec from the acknowledgement packet.

Block 112 directs the processor circuit 50 to determine
whether the receiver advertised window Wrec 1s greater than
a previously obtained maximum advertised window value
max Wrec. If so, then block 114 directs the processor circuit
to set the maximum receiver advertised window value max
Wrec equal to the currently observed receiver advertised
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window Wrec. Over time this has the effect of finding and
storing as the maxWrec value, the maximum observed
receiver advertised window Wrec. Thereafter, block 114
directs the processor circuit to block 116.

Alternatively, 1f the receiver advertized window Wrec 1s
not greater than the maximum receiver advertised window
max Wrec, then the processor circuit 50 1s directed to block
116, where 1t 1s directed to determine whether the receiver
advertized window value Wrec 1s less than or equal to the
current advertised window of the network element Wne. If
so, then block 120 directs the processor circuit to forward
the acknowledgement packet to the multiplexer 46 shown 1n
FIG. 2, without modification, for transmission to the trans-
mitter 12 shown 1n FIG. 1.

Referring back to FIG. 4, alternatively, if the receiver
advertised window Wrec of the receiver 1s not less than the
current advertised window Wne of the network element,
then the processor circuit 50 1s directed by block 122 to
modify the advertised window field of the acknowledgement
packet to 1nclude a representation of the current advertized
window Wne of the network element and to modily a
checksum field of the acknowledgement packet accordingly,
to produce a modified acknowledgement packet. Thereatter,
block 120 directs the processor circuit to forward the modi-
fied acknowledgement packet to the multiplexer 46, which
forwards it to the reverse output interface 36 for transmis-
sion to the transmitter 12.

Volume Value Generator:

The network element advertised window Wne 1s calcu-
lated by the volume value generator 42 shown in FIG. 2 1n
response to conditions at the queue 20 through which the
forward data packets pass from the transmitter to the
receiver. Effectively, the network element advertised win-
dow size 1s estimated as a function of conditions imncluding
the mismatch between the forward data arrival volume and
the target or desired forward data departure volume of the
queue, upper and lower bound departure volumes, the target
utilization factor, the actual service volume, the queue
occupancy and the allocated buffer size, for example.

To achieve this functionality, the volume value generator
42 may be implemented 1n a design 1mnvolving a processor
circuit operable to execute codes for directing the processor
to carry out the functionality of the volume value generator,
for example. Such codes may be pre-stored at the network
clement 14 and run by a processor at the network element,
including the processor circuit 50, for example. It will be
appreciated that the processor circuit may be 1n communi-
cation with an interface (not shown) permitting such codes
to be downloaded from a remote computer, or the processor
circuit may have a media interface for reading codes from a
computer readable medium such as a CD-ROM, diskette or
any other computer readable medium.

Referring to FIG. 2, whether the volume value generator
42 1s implemented by the processor circuit 50 or discretely,
it includes an 1nterval timer 52 that periodically decrements
from a value representing the sampling/control interval At.
The expiration of the timer 52 marks the beginning of a new
time-1nterval n, whereupon the interval timer 52 1s reset to
again begin decrementing the sampling/control-interval At.

Preferably the sampling/control interval At 1s at least
equal to the maximum possible round trip time (RTT). A

suitable default RTT for a Wide Area Network (WAN) is 100
mSec.

Referring to FIG. 5, the operation of the volume value
ogenerator 42 1s described by way of a flowchart of an
algorithm 1llustrating how a network element volume value
1s computed by the volume value generator. The tlowchart
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shown may be considered to represent blocks of codes for
directing a processor circuit to provide the functionality of

the volume value generator.
Referring to FIGS. 2 and 5, at block 70, the process of

computing a network element volume value begins with an
initialization block to direct the processor circuit 50 to
initialize the timer 52 to the sampling/control-interval value
At, to 1nitialize a sample index n to 0, to 1nitialize an upper
and lower bound departure volumes T max, T min equal to
0, and to 1nitialize the network element volume wvalue
Wne(n=0) to a suitable value such as a known bandwidth-
delay product of a typical connection. In general, the com-
puted network element volume value will converge to an
optimal value after a few 1terations of the algorithm regard-

less of what 1nitial network element volume value 1s used.

The timer 52 periodically decrements from the sampling/
control-interval value At, and when 1t expires, block 72 1s
invoked, for example through an interrupt signal produced
by the timer 52. Block 72 directs the processor circuit 50 to
reset the interval timer 52 with the sampling/control-interval
value At and to increment the sample index n, 1.e. n=n+1,
causing an advance to the next sampling/control interval.
Thus, the timer 52 marks sampling/control intervals of
duration At.

Block 76 directs the processor circuit 50 to act as a current
arrival volume filter to obtain a new current arrival volume

estimate M(n) from the queue interface 48 and to time filter
the current arrival volume M(n) as a weighted sum of
present and past arrival volumes, in this embodiment
according to the equation M(n)=0M(n-1)+(1-©)M(n),
where ® 1s a weighting constant between 0 and 1, pre-
programmable by a user to produce a filtered current arrival
volume estimate. The use of the current arrival volume filter
reduces the effect of sudden bursts of data such as those
transmitted according to TCP, on the filtered arrival volume
estimate.

Block 78 then directs the processor circuit 50 to act as a
departure volume value generator by obtaining the target
utilization factor p and the actual service volume C from the
queue 1nterface 48 and by producing a calculated current
target departure volume T(n), as the product of the target
utilization factor p (e.g. 95%), and the actual service volume
C. The current target departure volume represents the target
number of bytes that can be transmitted from the queue 1n a
fime 1nterval At.

Blocks 82 to 88 direct the processor circuit 50 to act as a
queue size control mechanism. Block 82 directs the proces-
sor circuit to obtain the current queue occupancy q(n) and
the upper threshold Th from the queue interface 48 and
block 84 directs the processor circuit to determine whether
the current queue occupancy q(n) is greater than the upper
threshold Th.

If the current queue occupancy q(n) is greater, then block
86 directs the processor circuit 50 to obtain the allocated
buffer size B from the queue interface 48 and to set a scaling,
factor f(n) in this embodiment according to the equation

B —g(n)
57 0

f(n) = ma}{(

The processor circuit 1s then directed to block 90.
Alternatively, 1f at block 84 the current queue occupancy
q(n) is less than or equal to the maximum threshold Th, then
block 88 directs the processor circuit to set the scaling factor
f(n) equal to 1 and to proceed to block 90.

Optionally the algorithm may include block 90 which
directs the processor circuit 50 to act as a volume limiter by
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setting the maximum departure volume T max equal to the
maximum observed receiver volume value max Wrec, where
the maximum observed receiver volume value 1s obtained
from the signal modifier 44 shown 1n FIG. 2.

Block 92 then directs the processor circuit 50 to set the
current network element volume value Wne(n) equal to a
function of the previous network element volume, plus the
product of a control gain a and the difference between the
product of the scaling factor f(n) and the calculated target

departure volume T(n), less the arrival volume M(n), all
bounded between the maximum departure volume T max
and the minimum departure volume T min:

Wne(n)=| Wne(n-1)+o{f)T(n)-M(n)} |y ,..." ™, O<a<l.

A minimum (positive) window is preferably T min=0
however a larger minimum window may alternatively be
used.

Referring back to FIG. 2, the calculated network element
volume value Wne 1s then provided by the volume value
ogenerator 42 to the signal modifier 44 for use as described
above 1n connection with the signal modifier 44.

Thus, 1t will be appreciated that the apparatus 38 coop-
crates to provide a modified acknowledgement packet
encoded with a new advertised window which specifies a
desired volume at which the network element should 1deally
receive data from the transmitter to avoid queue congestion.

It should be noted that the queue size control mechanism
is triggered when the number of packets q(n) in the queue 20
exceeds a queue threshold Th. When this happens, the target
capacity T(n) (i.e., the target number of bytes that can be
transmitted by the transmitter 12 over the sampling period)
is scaled down by a factor f(q(n)), with the capacity (1-f(q
(n)))T(n) used to drain the queue. As soon as the overload
condition disappears, the queue size control mechanism 1is
disabled and window size computation 1s determined based

on the unscaled target capacity T(n). An example of the
function f(q(n)) is:

when Th<q(n)=B then f(n)=e'E(Q(”)‘T )
when q(n)-Th=0 then f(n)=1

where:
£=a decay factor of the queue control function
B=allocated bufler size
q(n)=instantaneous queue size
Th=queue threshold value
Referring to FIG. 6, a discrete time representation of the
control process for producing a new network element vol-
ume 1s shown generally at 200.
In the embodiment shown the apparatus 38 shown 1n FIG.
2 modifies the returning acknowledgements (e.g. ACKs) in
a traffic class, regardless of the connections they belong to.
That is, all connections in a traffic class (queue) are treated
equally and receive the same feedback for the same network
condition. This results 1n a stmple control design and avoids
the need to maintain the state of active TCP connections in
the router. In the case of a connection not making use of its
allocated window, there will be a mismatch (or error)
between the arrival volume M(n) and the target departure
volume T(n), causing an increase in the network element
window Wne being signalled to all connections. This results
in the active connections increasing their window sizes (thus
their throughput), sharing the available bandwidth equally.
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Considering all external disturbances d(n) to the control
process, the control equation can be written as

Whe(n+ 1) = Wne(n) + a|T(n) — M(n)| + din)

= Wne(n) + a[T(n) — Wne(n) — e(n)| +d(n)

= ({1 —a)yWne(n) + aT(n) —acn) + din).

To focus on the effects of the error term e(n) and the
disturbance term d(n), T(n) can be set to 0. This can be done
without loss of generality, resulting in:

Wane(n+1)-(1-a)Wne(n)=—ae(n)+d(n)

which has the solution given by:

n_

1
Wne(n) = Wne(O)(1 - )" + ) [d(i) - as(](1 - 2y "~
=0

For further simplification, it can be assumed that Wne
(0)=0 which gives the following equation:

n—1

Whe(n) = Z [d(i) — as(D](] —a) 1,

1=0

Oor

n—1

Whe(n) = Z dn—i-1)—asn—i-D]I - a).

1=0

Thus, 1if the effects of noise and disturbances are to be
eliminated as n increases without bound, the coefficients of
each [d(i)—ae(i1)| must decrease in magnitude with increas-
ing n. For this to occur:

[1-al<1,
or

O<t<?.

The Iimit O<a<2 1s a theoretical stability bound. In
practice, the o depends not only on the physical properties
of the system 1tself but also on the environment in which the
system must operate. The “best” value for a depends pri-
marily on the characteristics of the system’s noise, pertur-
bations and process delays. In cases where these quantities
are completely known, theoretically optional values of a can
be determined. However, these quantities are usually
unknown 1n practical systems such as IP networks.

Delays of various sorts are very common 1n systems
including the system described above. The most common
sources of delay are 1n obtaining the output to be observed,
in performing measurements, in feeding measured values to
the controller, and 1n implementing control action. The first
of these sources 1s often due to what 1s called “transportation
lag”. It has been observed that system noise, perturbations,
and delays can cause severe limitations 1n system
performance, especially stability, thus requiring o to be
much smaller than 2 (1.e., a<<2) for the system to be stable.
In addition, because of the peculiar behaviour of TCP (i.e.,
slow-start, congestion avoidance, timeouts, etc.), it is very
difficult to design a completely “rapid-response controller”
in which the entire control action 1s effectively completed
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within the sampling period At. Consequently, the practical
stability limit 1s much more constrained than O<o<2.

A queue size control mechanism 1s used in the algorithm
to help regulate the queue occupancy level. This mechanism
1s trigeered when the network queue operates at or beyond
a knee of the delay-throughput curve (where the queue size
can become large). The mechanism improves responsive-
ness (especially when many TCP connections enter or leave
the system) and controls the queue length (thereby mini-
mizing packet losses and network delays). The queue size
control mechanism enhances the responsiveness and stabil-
ity of the system and helps to quickly bring the system to the
desired operating conditions.

A benefit of the transmission volume adjustment scheme
described herein 1s that the sum of the windows of the active
connections sharing a buffer or queue 1n a network element
such as a router 1s matched to the effective network
bandwidth-delay product, thus avoiding packet losses when-
ever possible. This 1s achieved by explicitly controlling the
data volume on the connections as a function of prevailing
conditions in the network element. The data volume 1nfor-
mation 1s communicated by the router to the transmitters by
modifying the advertised window field 1n the acknowledge-
ments or ACKs flowing back to them. The proposed scheme
does not require modifications to the TCP implementations
in the end systems, and does not need to maintain per-flow
statec 1n the router. The scheme 1s able to provide high
throughput, fairness, and low packet loss rates to the TCP
connections.

While specific embodiments of the invention have been
described and 1llustrated, such embodiments should be con-
sidered 1llustrative of the invention only and not as limiting
the mvention as construed 1n accordance with the accom-
panying claims.

What 1s claimed 1s:

1. A method of adjusting the volume of data communi-
cated between a transmitter and a receiver on a network 1n
a time 1nterval, the method comprising:

a) producing a desired volume value 1n response to a
receiver volume value specified by the receiver and a
difference between a target departure volume and an
estimate of arrival volume of data at a queue through
which data passes from the transmitter to the receiver,
wherein said target departure volume 1s a desired
departure volume; and

b) communicating said desired volume value to the trans-
mitter 1n response to an acknowledgement signal pro-
duced by the receiver.

2. The method claimed in claim 1 further comprising
detecting an acknowledgement signal produced by the
receiver 1n response to receipt of a data packet at the
reCelver.

3. The method claimed 1n claim 2 wherein communicating
said desired volume value to the transmitter comprises:

a) generating a network element volume value; and

b) communicating at least one of said receiver volume
value and said network element volume value to the
transmuitter.

4. The method claimed 1n claim 3 further comprising
extracting said receiver volume value from said acknowl-
cdgement signal.

5. The method claimed 1n claim 4 wherein producing said
desired volume value further comprises extracting a plural-
ity of receiver volume values from a plurality of acknowl-
edgement signals.

6. The method claimed 1n claim 5 wherein producing said
desired volume value comprises setting as said receiver
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volume value a maximum receiver volume value of said
plurality of receiver volume values.

7. The method claimed 1n claim 4 wherein communicating,
said desired volume value to the transmitter comprises
communicating the lesser of said receiver volume value and
said network element volume value to the transmitter.

8. The method claimed 1n claim 7 wherein communicating,
further comprises producing a modified acknowledgement
packet including said lesser of said receiver volume value
and said network element volume value and communicating
said modified acknowledgement packet to said transmitter.

9. The method claimed 1n claim 3 wherein generating said
network element volume comprises time filtering successive
arrival volume values to produce a filtered arrival volume
value.

10. The method claimed 1n claim 9 wherein time filtering
comprises producing a weighted sum of present and past
arrival volume values.

11. The method claimed in claim 10 wherein generating
said network element volume value comprises generating an
estimated target data packet departure volume 1n response to
a service volume of the queue and a target utilization factor
of the queue.

12. The method claimed 1n claim 11 wherein generating
said network element volume value comprises controlling a
size of the queue.

13. The method claimed 1n claim 12 wherein controlling
the size of the queue comprises producing a scaling factor in
response to whether queue occupancy 1s greater than a
threshold value.

14. The method claimed 1n claim 13 wherein generating
sald network element volume value comprises generating
saild network element volume value as a function of a
previous network element volume value, a control gain, said
scaling factor, a target departure volume of data leaving the
queue and said filtered arrival volume value.

15. The method claimed in claim 3 wherein generating
said network element volume value comprises bounding
said network element volume value between a maximum
value and a mimimum value.

16. A computer readable medium for providing codes for
directing a processor to:

a) produce a desired volume value at which packets are
communicated between a transmitter and a receiver on
a network, 1n response to a receiver volume value
specified by the receiver and a difference between a
target departure volume and an estimate of arrival
volume of data at a queue through which data passes
from the transmitter to the receiver, wherein said target
departure volume 1s a desired departure volume; and

b) communicate said desired volume value to the trans-
mitter 1n response to an acknowledgement signal pro-
duced by the receiver.

17. A signal encoded with code segments for directing a
processor to adjust a volume at which packets are commu-
nicated between a transmitter and a receiver on a network,
the signal comprising:

a) a first code segment for directing said processor to
produce a desired volume value 1n response to a
receiver volume value specified by the receiver and a
difference between a target departure volume and an
estimate of arrival volume of data at a queue through
which data passes from the transmitter to the receiver,
wherein said target departure volume 1s a desired
departure volume; and

b) a second code segment for directing said processor to
communicate said desired volume value to the trans-
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mitter in response to an acknowledgement signal pro-
duced by the receiver.
18. An apparatus for adjusting the volume of data com-
municated between a transmitter and a receiver on a network
in a time interval, the apparatus comprising;:

a) means for producing a desired volume value in
response to a receiver volume specified by the receiver
and a difference between a target departure volume and
an estimate of arrival volume of data at a queue through
which data passes from the transmitter to the receiver,
wherein said target departure volume 1s a desired

departure volume; and

b) means for communicating said desired volume value to
the transmitter in response to an acknowledgement
signal produced by the receiver.

19. An apparatus for adjusting the volume of data com-
municated between a transmitter and a receiver through a
queue on a network 1n a time interval, the apparatus com-
prising:

a) a detector for detecting an acknowledgement signal
produced by the receiver 1n response to receipt of a data
packet at the receiver, wherein said target departure
volume 1s a desired departure volume;

b) a volume value generator for computing a network
clement volume value 1n response to a receiver volume
value specified by said acknowledgement signal and a
difference between a target departure volume and an
estimate of arrival volume of data at a queue through
which data passes from the transmitter to the receiver;
and

c¢) a signal modifier for producing a modified acknowl-
edgement signal including a desired volume value for
communication to the transmitter, 1n response to said
network element volume value and a receiver volume
value 1dentified 1n said acknowledgement signal.

20. The apparatus claimed 1n claim 19 wherein said
detector 1s operable to receive a data packet from the
reCcelver.

21. The apparatus claimed in claim 20 wherein said signal
modifier communicates to the transmitter at least one of said
receiver volume value and said network element volume
value as said desired volume value.

22. The apparatus claimed in claim 21 wherein said signal
modifier extracts said receiver volume value from said
acknowledgement signal.

23. The apparatus claimed 1n claim 22 wherein said signal
modifler extracts a plurality of receiver volume values from
a plurality of acknowledgement signals and selects as said
receiver volume value a maximum receiver volume value of
said plurality of receiver volume values.

24. The apparatus claimed in claim 23 wherein said signal
modifier communicates to the transmitter the lesser of said
receiver volume value and said network element volume
value, as said desired volume value.

25. The apparatus claimed m claim 19 wherein said
volume value generator comprises a fitter for time filtering
successive date arrival volume values to produce a filtered
data arrival volume value.

26. The apparatus claimed 1n claim 25 wherein said filter
1s operable to produce a weighted sum of present and past
arrival volume values.

27. The apparatus claimed in claim 19 wherein said
volume value generator comprises a departure volume value
generator for generating an estimated target data packet
departure volume value 1n response to an actual service
volume value of the queue and a target utilization factor of
the queue.
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28. The apparatus claimed 1n claim 19 wherein said
volume value generator further comprises a queue size
control mechanism for controlling the size of the queue.

29. The apparatus claimed 1n claim 28 wherein said queue
size control mechanism comprises a processor circuit for
computing a scaling factor to diminish said network element
volume value when the number of packets 1n the queue
exceeds a threshold value.

30. The apparatus claimed in claim 19 wherein said
volume value generator generates said network element
volume as a function of a previous network element volume
value, a control gain, a scaling factor, a departure volume of
data leaving the queue and a filtered arrival volume value.

31. A method of adjusting the volume of data communi-
cated between a transmitter and a receiver on a network 1n
a time 1nterval, the method comprising;:

producing a desired volume value 1n response to a
receiver volume value specified by the receiver and a
difference between a target departure volume and an
estimate of arrival volume of data at a queue through
which data passes from the transmitter to the receiver;

generating a network element volume value by:

time filtering successive arrival volume values to produce
a liltered arrival volume value as a weighted sum of
present and past arrival volume values; and

generating a target data packet departure volume in
response to a service volume of the queue and a target
utilization factor of the queue;

controlling a size of the queue by producing a scaling
factor 1n response to whether queue occupancy 1s
oreater than a threshold value, to generate said network
clement volume value as a function of a previous
desired volume wvalue, a control gain, said scaling
factor, a target departure volume of data leaving the
queue and said filtered arrival volume value;

detecting an acknowledgement signal produced by the
receiver 1n response to receipt of a data packet at the
receiver; and

communicating at least one of said receiver volume value
and said network element volume wvalue to the

transmitter, as said desired volume value 1n response to
said acknowledgement signal.
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32. An apparatus for adjusting the volume of data com-
municated between a transmitter and a receiver through a
queue on a network 1n a time interval, the apparatus com-
prising;:

a) a detector for detecting an acknowledgement signal

produced by the receiver in response to receipt of a data
packet at the receiver;

b) a volume value generator for computing a network
clement volume value 1n response to a receiver volume
value specified by said acknowledgement signal and a
difference between a target departure volume and an
estimate of arrival volume of data at a queue through
which data passes from the transmitter to the receiver
as a function of a previous network element volume
value, a control gain, a scaling factor, a departure
volume of data leaving the queue and a filtered arrival
volume value; and

c¢) a signal modifier for producing a modified acknowl-
edgement signal including a desired volume value for
communication to the transmitter, 1n response to said
network element volume value and a receiver volume
value 1dentified 1n said acknowledgement signal.

33. A method of adjusting the volume of data communi-
cated between a transmitter and a receiver on a network 1n
a time 1nterval, the network having elements receiving data
and acknowledgement packets and having a plurality of
fransmitter and receiver connections, the method compris-
Ing:

a) determining at a network element, a current error value
based at least 1n part on an aggregate volume of data
packets received from the plurality of transmitter con-
nections and a desired volume of data packets;

b) generating a new desired volume value as a function of
a previous desired volume value, a control gain, a
scaling factor, and said current error value; and

¢) communicating said new desired volume value to the
transmitter associated with said transmitter connections
in response to an acknowledgement signal received
from a receiver.
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