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SYSTEM AND METHOD FOR SECURE
AUTHENTICATION OF A SUBSCRIBER OF
NETWORK SERVICES

RELATED APPLICATIONS

The present application is related to concurrently filed,
commonly assigned and copending U.S. patent application,
entitled “A System and Method for Secure Provisioning and
Configuration Of A Transaction Processing Device”, the
disclosure of which application 1s incorporated herein by
reference.

TECHNICAL FIELD

The present mvention relates generally to a system and
method for secure setup and management of transaction
processing devices and 1n particular to a system and method
for secure electronic authentication of a subscriber account
for a network service, such as a payments processing Ser-
VICE.

BACKGROUND

Existing credit and debit card processing systems utilize
a card processing terminal, typically associated with a host
computer, which i1s connected to a private network for credit
and/or debit card processing. A consumer desiring to make
payments for goods or services purchased at a merchant
location would typically present his/her credit or debait card
to a representative of the merchant at the check out counter.
The representative at the check out counter would swipe the
card across a card reader which 1s typically attached to or
part of the card processing terminal. Once the card 1s swiped,
information associated with the transaction 1s transmitted via
a private network maintained by private network operators,
such as First Data Corp., to a server associated with the
private network. The private network server 1n turn sends
information associlated with the transaction to a server
assoclated with the bank 1ssuing the card and the bank which
processes the electronic authorization of the payments for
the merchant (the payment processor), again through a
private network maintained by the private network operator.
The payment processor then sends back authorization for
charging the card to the server maintained by the private
network operator, which 1n turn sends the authorization to
the merchant location.

Typically a payment processor, such as a bank or other
payment acceptance provider, 1in order to allow a subscriber,
such as a merchant, to open an account such as a merchant
account with the payment processor so that the merchant
may provide a network service, such as a payment process-
ing service, to its customer would collect an application
from the merchant. The application is typically received by
the payment processor by fax, regular mail, via an imnterview
between a representative of the payments processor and the
subscriber, or via a web page on the internet.

Once mformation about the subscriber 1s collected, the
payment processor performs due diligence on the informa-
tion. The information collected 1s used to verity the validity,
the legitimacy and/or the worthiness of the business, the
subscriber applying for the account on behalf of the business
and/or the personal guarantor of the subscriber. Such infor-
mation may include personal, credit and/or historical infor-
mation ol the subscriber and/or personal guarantor, credit
and/or historical information about the business entity,
financial history and tax information, business location and
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site 1nformation, marketing methods, products and services
descriptions, means of delivery of the products/services,
point-of-transaction information, projected processing vol-
umes and/or the like.

The authentication of the signor of the application or the
subscriber 1s typically performed by physical verification
where the signor of the application presents or supplies
identifying information to a representative of the payment
processor. The identifying information may also be provided
directly to the payment processor where the subscriber
photocopies an 1dentification card, such as a driver’s license
or a birth certificate and provides it to the payment processor
for 1dentification. However, for applications received over
the internet, there 1s no direct authentication of the sub-
scriber. The site location of the merchant 1s typically authen-
ticated by using third party site assessment companies visit
the physical site of the business and taking pictures.

Once the legitimacy of the business entity 1s verified and
the business or personal guarantor’s credit 1s cleared for
providing the business with a subscriber account, a trans-
action processing device, such as a point-of-sale electronic
terminal 1s distributed to the subscriber. The subscriber may
also have older terminals and/or software. In any case, the
terminals used by the subscribers are programmed for ser-
vicing the new payments processing service. Programming
of the terminals 1s desirable to provide receipt related data to
the terminal. Such data may include subscriber 1dentifying
information, such as name of the merchant, address of the
merchant, phone number of the merchant, logo of the
merchant, and/or the like.

The process for distributing and/or programming the
terminals 1s currently performed in one of the following
three methods. In the first method, the terminal may be
programmed at the location of the payment processor or at
the location of a third party authorized by the payment
processor. Once the terminal 1s programmed, the prepro-
oramed terminal i1s distributed to the merchant through
regular mail.

In the second method, the terminal 1s distributed to a field
representative or a contracted representative of the payment
processor. The representative of the payment processor
delivers the terminal to the merchant and the terminal is
programmed at the business location of the merchant by the
representative of the payment processor.

In the third method, the terminal 1s distributed to the
merchant by regular mail. The received terminal may then
be remotely configured via private communication lines.
Typically during the configuration, the merchant 1s guided
through the setup process by a representative of the payment
processor. Some portion of the configuration information
may be remotely downloaded. Because the terminal 1is
coniigured via private communication lines there 1s no need
to provide any extra security to the information transmitted
or received.

Existing systems for receiving an application for a sub-
scriber account, performing due diligence on the application,
programming and/or distributing a terminal to the merchants
have several drawbacks. Such systems do not provide elec-
tronic means for verifying the identity of the individual from
whom the information was actually collected. For example,
when a merchant applies for a merchant account over the
internet, the authentication of the person applying over the
internet cannot be performed electronically. Moreover,
existing systems and methods are not capable of electroni-
cally verifying that the person using the terminal 1s an
authorized user of the terminal.
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Additionally, each of the processes for distributing and/or
programming the terminals described above has drawbacks.
For example, each of the methods described above requires
a representative of the payment processor to provide 1nstruc-
fions to and authenticate the subscriber applying for the
subscriber account and/or to program the terminal. This adds
to the cost of the payment processor to provide a subscriber
account to the subscriber.

Moreover, once the terminal 1s mailed to the subscriber,
there 1s no way of verifying that an authorized individual is
actually using or setting up the terminal at the merchant
location for a legitimate business purpose. Thus, there 1s no
way to verily that an unauthorized individual or business 1s
not currently using the terminal and the merchant account.
This causes problems especially 1n a payment processing
system where the individual using the terminal and/or mer-
chant account acquires access to credit card numbers of
consumers by virtue of possessing the terminal. Thus, an
unauthorized user of the terminal could get funds deposited
to his/her bank account even though he has provided no
goods or services. For example, a person with malicious
intent could access the web page of the payment processor
in order to apply for a merchant account. The person could
provide stolen identifying information, such as someone
clse’s name and business information to the payment pro-
cessor. The only information provided to the payment pro-
cessor that would correspond with information of the unau-
thorized person would be his/her banking information.

Upon receiving the information, the payment processor
would perform physical due diligence on the business and
the principal of the business. Because the due diligence 1s
performed on an existing individual with a viable business,
the due diligence would not alert the payment processor as
to any discrepancy 1n the provided information. Thus, the
payment processor could preprogram the terminal and pro-
vide it to the address provided for delivery. Or, the payment
processor could inadvertently help the unauthorized user set
up an existing terminal to access the processing service. In
any case, once the unauthorized individual receives the
terminal or reconfigures an existing terminal he/she could
start processing credit cards without the payment processor
being aware for a period of time that the terminal 1s under
the control of an unauthorized individual.

Theretfore, there 1s a need 1n the art for a system and
method for secure electronic authentication of a subscriber,
such as a merchant requesting a subscriber account to
provide services over a private network or a public network,
such as the internet.

SUMMARY OF THE INVENTION

These and other objects, features and technical advan-
tages are achieved by a system and method for electronically
authenticating a subscriber requesting a subscriber account
for providing a network service.

In the preferred embodiment, a subscriber account pro-
vider receives 1nitial information from a subscriber. The
received 1nformation 1s stored by the subscriber account
provider. A transaction processing device 1s provided to the
subscriber and the subscriber 1s electronically authenticated
prior to enabling the subscriber account for performing the
network service. In the preferred embodiment, the step of
clectronically authenticating the subscriber comprises
receiving captured information from subscriber through said
transaction processing device. After receiving the captured
information the subscriber account provider utilizes the
captured mnformation to receive verilying information about
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the subscriber; and then compares the verifying information
with the initial information to authenticate the subscriber.

In an alternative embodiment, a transaction processing
device 1s provided to said subscriber. The subscriber utilizes
the transaction processing device to provide 1nitial informa-
fion to a provider of the subscriber account. The provider of
the subscriber account stores the received information 1n a
database. The subscriber then provides additional informa-
tion to the provider of the subscriber account through the
transaction processing device. The provider then utilizes the
additional information to receive verifying information
about the subscriber. The verifying information 1s then
compared to the initial information provided by the sub-
scriber 1n order to authenticate the subscriber. The subscriber
account 1s activated upon completion of the authentication
of the subscriber.

According 1t 1s a technical advantage of a preferred
embodiment of the present invention that a user of a trans-
action processing device can be electronically authenticated.

It 1s another technical advantage of a preferred embodi-
ment of the present invention to provide independent veri-
fication of information provided by a subscriber.

It 1s yet another technical advantage of a preferred
embodiment of the present invention to provide a retail
channel of distribution for point-of-sale terminals.

It 1s still another technical advantage of a preferred
embodiment of the present invention that a point-of-sale
terminal can be verified.

The foregoing has outlined rather broadly the features and
technical advantages of the present mvention 1n order that
the detailed description of the invention that follows may be
better understood. Additional features and advantages of the
invention will be described heremnafter which form the
subject of the claims of the invention. It should be appre-
ciated by those skilled in the art that the conception and
specific embodiment disclosed may be readily utilized as a
basis for modifying or designing other structures for carry-
ing out the same purposes of the present invention. It should
also be realized by those skilled 1n the art that such equiva-
lent constructions do not depart from the spirit and scope of
the invention as set forth 1n the appended claims. The novel
features which are believed to be characteristic of the
invention, both as to its organization and method of opera-
tion, together with further objects and advantages will be
better understood from the following description when con-
sidered 1n connection with the accompanying figures. It 1s to
be expressly understood, however, that each of the figures 1s
provided for the purpose of 1llustration and description only
and 1s not intended as a definition of the limits of the present
invention.

BRIEF DESCRIPTION OF THE DRAWING

For a more complete understanding of the present mnven-
tion, and the advantages thereof, reference 1s now made to
the following descriptions taken in conjunction with the
accompanying drawing, in which:

FIG. 1 shows a preferred embodiment flowchart for
activating a subscriber account;

FIG. 2 shows a pictorial representation of a transaction
processing device of the preferred embodiment;

FIG. 3 shows a schematic of a preferred embodiment
network for activating the subscriber account;

FIG. 4 shows a flowchart for activating the subscriber
account 1n an alternative embodiment; and

FIG. 5 shows a flowchart for activating the subscriber
account 1n another alternative embodiment.
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DETAILED DESCRIPTION

FIG. 1 shows a preferred embodiment flowchart 10 for
activating a subscriber account for an individual or entity,
such as a small office/home office (SOHO) type business, a
large business or other provider of goods and/or services,
desiring to provide a network service, such as a payment
processing service, to its customer. The payment processing,
service provided may be for example, credit card processing,
debit card processing, check verification, check guarantee,
payroll processing, gift certificate 1ssuance, issuance of
electronic tickets, 1ssuance of money order and/or other like
SEIvices.

In the preferred embodiment, 1n step 11, the subscriber
applies for a subscriber account with a provider of a sub-
scriber account, such as a payment processor, for example a
bank or other payment acceptance provider. The application
preferably includes information about the individual apply-
ing for the subscriber account, information about the busi-
ness enfity, 1f any, on behalf of whom the application is
being made, information about other individuals authorized
to act on behalf of the business enftity or the individual
and/or the like. Such information may include for example,
contact information about the authorized individuals and/or
the business entity, 1f any, such as phone numbers, fax
numbers, electronic addresses, for example email address,
credit, tax and/or historical information about the business
enfity, financial history and/or tax information about the
principal of the business, information about location of the
business, marketing methods, products and/or services
descriptions, means for delivering the products/services,
projected processing volumes, and/or the like.

The application may be provided to the payment proces-
sor by any means. In the preferred embodiment, the sub-
scriber accesses the payment processor’s web site and
applies for the subscriber account via the internet. The web
site may be accessed by using a conventional processor
based system such as a personal computer, or a wireless
device, such as a cellular phone, a personal digital assistant,
a palm pilot and/or the like. If desired, the subscriber may
access the web site through a stand alone internet enabled
device.

In alternative embodiments, the subscriber may apply for
the account over the phone by talking to a representative of
the payment processor, by responding to predetermined
queries, and/or by interacting with an interactive voice
recognition unit. The subscriber may also provide the
desired information to the payment processor by talking to
a representative of the payment processor 1n person, or by
f1lling out an application form and sending 1t to the payment
ProCessor.

Upon receiving the application, in step 12 the payment
processor performs due diligence on the received applica-
tion. The physical location of the business 1s verified pret-
erably by using third party site assessment companies visit
the physical site of the business and taking pictures. Addi-
tionally or in the alternative, the location of the business may
be verified by receiving and verifying the location lease
information, the tax records of the business, the mortgage
information, and/or the like.

Once the legitimacy of the business entity 1s verified and
the business or personal guarantor’s credit 1s cleared for
providing the business with a subscriber account, 1n step 13
a transaction processing device, such as a point-of-sale
electronic terminal, and/or associated software, 1s provided
to the subscriber. The transaction processing device of the
preferred embodiment 1s an internet enabled device as
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shown and described 1n the above referenced U.S. patent
application entitled “A Standalone Internet Enabled Trans-
action Processing Device”, the disclosure of which 1s incor-
porated herein by reference.

FIG. 2 shows a pictorial representation of a transaction
processing device 20 of the preferred embodiment. As
shown 1n FIG. 2, transaction processing device 20 includes
a display screen 21, keypad 22 and card reader 23. The
display screen may be an LCD display, a touch screen, or the
like. Display 21 may be used for various purposes, such as
prompting a subscriber to enter information, displaying
instruction for performing various activities, displaying the
progress of a transaction, asking challenge questions and/or
other information. This 1s especially useful when a sub-
scriber 1s applying for a subscriber account to provide a
network service and/or activating the subscriber account.
The information displayed on the display screen may be
interactive. For example, by using keypad 22 and/or the
display screen 21, the subscriber can respond to speciiic
queries 1n order to authenticate itself. Thus, the subscriber
can be electronically authenticated to ensure that the person
activating the subscriber account 1s authorized to activate the
account.

The transaction processing device may be provided to the
subscriber by mail. Thus, the payment processor may mail
the transaction processing device to the subscriber prefer-
ably at the address provided by the subscriber at the time for
applying for the subscriber account. In an alternative
embodiment the transaction processing device may be pro-
vided to a representative of the payment processor who may
then deliver the device to the subscriber. Furthermore, 1f
desired, the transaction processing device may be available
to be purchased at retail locations. Thus, upon completion of
due diligence on the application by the payment processor,
the subscriber may be instructed to purchase the transaction
processing device from any of the retail locations. In the
preferred embodiments the transaction processing device 1s
not enabled for immediate use when provided to the sub-
scriber.

Moreover, upon the completion of due diligence, an
identifying token, such as a username and a password, may
also be provided to the subscriber either electronically or
physically. The 1dentifying token 1s preferably provided to
the subscriber separate from the transaction processing
device to provide added security. For example, where the
subscriber has provided an email address, the user name and
password may be provided to the subscriber via email or the
identifying token may be provided to the subscriber over the
phone or through the mail. In cases, where both the trans-
action processing device and the identifying token are
mailed to the subscriber, it 1s preferable to provide these via
separate communications in order to provide an added layer
of security. If both the transaction processing device and the
identifying token are provided to the subscriber by the same
communication and the communication falls into the hands
of an unauthorized individual, the received device and
identifying token may be misused by the unauthorized
individual as the unauthorized individual would have both
the device and the i1dentifying token.

If desired, the identifying token may be provided to the
subscriber at the time of applying for the account. This is
especially useful 1n situations where the subscriber applies
for the account over the internet at the web site of the
payment processor. Thus, the subscriber may select its own
user name and password at the time of applying for the
account, 1f desired. In the alternative, the 1dentifying token
may be generated by the payment processor.
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The subscriber may additionally or alternatively be pro-
vided with a physical device with the 1dentifying informa-
fion encoded 1n at least a portion of the device. Such a device
may be a card, such as a card with a magnetic stripe or a bar
code, a chip, such as a nano chip embedded 1n a card or other
electronic device.

Upon receiving the electronic terminal and/or the associ-
ated software, the subscriber would preferably authenticate
itself to the payment processor prior to activation of the
subscriber account for providing a network service. This 1s
because 1t 1s desirable to ensure that the person utilizing the
transaction processing device 1s an authorized individual as
specified 1n the application for the subscriber account.

In the preferred embodiment, the authentication of the
subscriber 1s performed electronically utilizing a public
communications network, such as the internet. Preferably
the preferred embodiment internet enabled transaction pro-
cessing device discussed above 1s also utilized for the
authentication process. Thus, 1n step 14 the subscriber or one
of the other authorized individuals as specified 1n the appli-
cation provides i1denfifying information to the payment
processor. The 1dentifying information provided by the
subscriber 1s captured by the transaction processing device
before being provided to the payment processor.

In the preferred embodiment, the 1dentifying information
provided by the subscriber to the payment processor 1s
information originally provided to the subscriber by a third
party, 1.€. an enfity other than the payment processor, such as
a certifying authority. For example, such identifying infor-
mation may be the subscriber’s driver’s license number, the
subscriber’s credit card number, the subscriber’s debit card
number, the subscriber’s smart card number, and/or the like.
Identifying information may also include other information,
such as biometric data, for example, fingerprint information,
thumb print information, retina mformation, CCD 1image of
the face of the subscriber 1n addition to or 1 place of the
above mentioned third party provided information. More-
over, the signature of the subscriber may also be used.

In alternative embodiments, the information provided to
the transaction processing device may be electronic wallet
information, such as a cryptographic information based data
such as SET certificates used for authenticating electronic
purchases or transaction, cryptographic token issued by a
governmental authority, a token contained 1n a smart card
and/or the like.

Moreover, 1t 1s desirable that the 1dentifying information
provided to the payment processor by the subscriber 1n step
14 1s information that has not been previously provided to
the payment processor directly by the subscriber. For
example, if the 1dentifying information provided by the
subscriber during the authentication process 1s the subscrib-
er’s driver’s license number, it 1s desirable that this infor-
mation was not previously provided to the payment proces-
sor by the subscriber. However, 1t 1s conceivable that the
payment processor may have mndependently gathered such
identifying information about the subscriber. For example,
during due diligence the payment processor may have
cgathered 1nformation about the subscriber’s credit card
number from the subscriber’s credit history report.

The 1dentifying information is preferably captured by the
preferred embodiment transaction processing device, such
as device 20 shown i1n FIG. 2. The mformation may be
provided to the transaction processing device by scanning or
swiping the subscriber’s driver’s license, credit card, smart
card, debit card, electronic benefits card and/or the like
through a card reader, such as a magnetic stripe reader, smart
card reader or other devices capable of reading such infor-
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mation. Such a card reader 1s preferably part of the trans-
action processing device of the preferred embodiment. In an
alternative embodiment, such a card reader could be asso-
cilated with the preferred embodiment transaction processing
device.

When the mmformation provided 1s or includes biometric
information the information may be captured by a finger
print reader, a retina scanner or other device capable of
accepting such information. The subscriber may also use an
electronic pen, for example a stylus to provide an identifying
signature on the display associated with the device 20. The
signature may be electronically captured.

The advantage of providing the 1dentifying information to
the transaction processing device by directly scanning or
swiping the card 1is that i1t provides added security indicating
that the person swiping the card 1s in possession of the card
and 1s most likely an authorized user of the card. Moreover,
it 1s difficult to manufacture fake cards that include magnetic
stripes or other encoded mformation. Thus, by scanning or
swiping the card directly an added layer of security is
provided to the authentication process. If desired, however,
in alternative embodiments, information from such cards
may be provided to the transaction processing device by
using key pad 22. The fact that the information 1s entered
using the key pad also indicates that the person entering the
information 1s 1n possession of the information and 1s most
likely an authorized user of the card.

In alternative embodiments, information provided by the
payment processor to the subscriber, such as the above
mentioned 1dentifying token, may be provided to the trans-
action processing device 1 addition to or 1n place of the
above mentioned third party provided i1dentifying informa-
fion, by entering the same using the key pad 22 or the display
screen 21. In cases where the payment processor has pro-
vided the subscriber with a physical device with the iden-
tifying token encoded 1n at least a portion of the device, the
identifying token may be captured by the transaction pro-
cessing device by a magnetic stripe reader, smart card
reader, or other device depending on the type of physical
device provided by the payment processor to the subscriber.

FIG. 3 shows a schematic of a preferred embodiment
network for activating the subscriber account. Transaction
processing device 31 1s connected to a remote server 32 via
a communication network. The remote server 1s preferably
a server maintained by the subscriber account provider, such
as the payment processor. The remote server 32 1s shown
connected to a third party server 33, such as the server of a
certifying authority, the server of a bank 1ssuing a credit
card, an ATM card, or a debit card, via communications
network 35.

In step 14 (FIG. 1), the information captured by the
transaction processing device 31 1s provided to the sub-
scriber account provider server 32, wherein the remote
server 1s preferably under the control of the payment pro-
cessor. In the preferred embodiment, the captured 1nforma-
tion 1s transmitted securely to the remote server through
communication network 34, such as a public network, for
example a network capable of TCP/IP communications,
such as the internet. In an alternative embodiment, commu-
nication network 34 may be a private network, such as
existing credit card processing networks currently being
used at retail locations 1n conjunction with point of sale
(POS) terminals, such as credit or debit card processing
terminals.

In the preferred embodiment, the transaction processing,
terminal 1s equipped with 1dentifying information unique to
the particular transaction processing terminal, such as a
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private key and public key pair. At least part of the infor-
mation captured by the transaction processing device 1s
encrypted. The encryption may be performed by the cryp-
tographic services associated with the transaction processing
device 31. The cryptographic service may include asymmet-
ric key cryptography, symmetric key cryptography,
sequence generator cryptography, and/or the like. For
example, the terminal could encrypt a portion of the cap-
tured data (or the entire captured data) using the private key
of the device. If desired, the information could be further
encrypted utilizing the public key of the payment processor.
The encrypted information 1s preferably sent via communi-
cation network 34 to the provider server 32. Encryption of
the data before transmission 1s especially useful when com-
munication network 34 1s a public network which 1s not
inherently secure.

In the preferred embodiment, the payment processor 1s
able to verify the terminal, the subscriber and also verity that
the received information was intended for the payment
processor. By decrypting the received data by utilizing the
private key of the payment processor, the payment processor
can verily that the data was intended for the payment
processor. Additionally or in the alternative, by using the
public key of the terminal of the subscriber, the payment
processor 1s able to verify that the recerved data came from
the particular transaction processing terminal. Thus, if the
payment processor 1s unable to verify that the received data
originated from a terminal that was 1nitially provided to the
subscriber either directly by the payment processor or indi-
rectly through a representative of the payment processor or
a retail location, then the payment processor would not
enable the subscriber account for use.

In step 15, the payment processor verifies the identifying
information received from the subscriber. In the preferred
embodiment, the payment processor provides at least a
portion of the received mmformation to third party server 33,
such as a server maintained by a certifying authority, for
example, the government, via communication network 35.
Thus, for example, 1f the i1dentifying information initially
captured by the transaction processing terminal and pro-
vided to the payment processor 1s a driver’s license number
of an authorized individual or a credit card number of the
business entity or an authorized individual, that number
could be sent to the certifying authority. Utilizing the
identifying information, the certifying authority would pro-
vide verilying information associlated with the identifying
information to the payment processor. The verifying infor-
mation could be for example, the name, address, social
security number, and/or other like information associated
with the driver’s license number or credit card number.
Upon receiving the verifying information from the third
party server, the payment processor could either manually or
electronically compare the verifying information (i.e. infor-
mation received from the third party server) with informa-
tion 1nitially provided by the subscriber, such as in the above
described step 11.

An additional layer of verification may be provided by
requesting the subscriber to respond to challenge questions,
such as mother’s maiden name, zip code of the subscriber,
or proprietary information about the business enfity, if any,
on behalf of which the individual i1s acting. The response to
the challenge questions may be utilized to verily the sub-
scriber. Thus, for example, 1f the idenfifying information
mnitially captured by the transaction processing terminal and
provided to the payment processor 1s a credit card number,
the 1individual could be asked to provide his/her zip code or
other information. The provided information could be cap-
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tured by the transaction processing terminal and transmaitted
to the payment processor. The payment processor may then
verily the response to the challenge question for example,
from the card i1ssuing bank.

In alternative embodiments, the response to the challenge
questions captured by the transaction processing device may
serve as the identifying information of step 15. Thus, for
example, 1f the 1dentifying information mnitially captured by
the transaction processing terminal and provided to the
payment processor 1s the individual’s mother’s maiden name
that information could be sent to a third party for indepen-
dent verification of the mother’s maiden name. Alterna-
tively, if the payment processor has already gathered that
information either from the individual or independently of
the 1ndividual, the payment processor may verily that the
received 1dentifying information corresponds with the 1den-
tfifying information already gathered by the payment pro-
CESSOT.

The verifying step 15 of the preferred embodiment as
described above 1s especially useful in situations where the
identifying information provided to the payment processor
by the subscriber comprises information which was already
in the possession of the subscriber when the subscriber
initially applied for the subscriber account. For example, the
subscriber’s driver’s license number, the subscriber’s credit
card number and/or the like. Moreover, the veritying step 15
of the preferred embodiment as described above 1s also
especially useful 1n situations where the idenfifying infor-
mation provided to the payment processor by the subscriber
comprises information which was 1nitially provided to the
subscriber by a third party other than the payment processor
as it provides independent verification (i.e. verification by
someone other than the payment processor) that the indi-
vidual setting up the terminal 1s authorized to set up the
terminal, such as an individual who owns the business or an
authorized representative.

In situations where the 1dentifying information provided
to the payment processor by the subscriber during step 14 1s
an 1dentifying token, such as a username and/or password,
initially provided to the subscriber by the payment proces-
sor, the payment processor need not utilize a third party
server to verily the subscriber. In such a case, the payment
processor 1itself may verity that the received username and
password corresponds with the username and password for
the terminal and the particular subscriber.

Moreover, 1n situations where the payment processor has
previously gathered mformation about the subscriber inde-
pendently of the subscriber, the payment processor need not
utilize a third party server to verify the subscriber. In such
a case, the payment processor may verily that the received
identifying information corresponds with the identifying
information independently gathered by the payment proces-
sor. For example, upon receiving an application for a sub-
scriber account, the payment processor may independently
have gathered information about the subscriber’s driver’s
license number and the address associated with 1t. The
payment processor may store the gathered information in a
database assoclated with the payment processor server. By
comparing portions of the identifying information, such as
driver’s license number, provided by the subscriber with the
driver’s license number stored 1n the database associated
with the payment processor server, the payment processor
may verily that the recerved driver’s license number corre-
sponds with the driver’s license number provided by the
subscriber.

Furthermore, 1n certain situations in order to verily that an
authorized mndividual is setting up the terminal, the payment
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processor may verily the identifying information both by
utilizing a third party and independently verifying the
received information. For example, the payment processor
may verily that the received driver’s license number corre-
sponds with the mmformation provided by the subscriber by
contacting a third party.

Moreover, certain types of identifying information are self
authenticating. For example, a smart card may include an
encrypted packet that can be verified oftline. In such a case,
a well known certitying authority’s public key can be used
to verily that a certificate on the smart card was signed by
the certifying authority’s private key. Once the certificate 1s
verified, the encrypted packet may be extracted and
decrypted.

In the preferred embodiment, upon successtul verification
that the individual setting up the terminal 1s an authorized
individual, 1n step 16 the payment processor activates the
subscriber account for network services. In the preferred
embodiment, no data 1s transmitted back to the transaction
processing device to activate the subscriber account. Acti-
vation 1s performed simply by associating the subscriber
account with the particular transaction processing terminal
and enabling the subscriber account. Once the subscriber
account 1s activated, any information, such as transaction
information mvolving the sale of goods and/or services to a
customer, recerved from the particular terminal will be
associated with the particular subscriber account.

In an alternative embodiment, 1n order to activate the
subscriber account, the payment processor transmits data
back to the terminal, preferably via communication network
34. In the preferred embodiment, the data transmitted back
to the terminal from the payment processor 1s encrypted
such that only the intended terminal can read the data.
Preferably, the data transmitted back i1s configuration infor-
mation. Such configuration information may include, for
example, the name, address, phone number of the business
entity, 1f any, account information, name of person setting up
the terminal, the date and time the account was activated,
alternate phone numbers or access numbers for subsequent
access to a public network, alternate phone numbers or
access numbers for subsequent access to a private network,
and/or other like information. The information sent back to
the terminal may be stored in the terminal and used, for
example to print receipts or other documents.

The configuration information may also be used to
remotely configure the transaction processing device. For
example, 1f the subscriber desires to change the information,
such as address, slogan, and/or the like, appearing on
receipts provided to customers, the subscriber may access
the payment processor’s web site and change the configu-
ration information related to one or more of the transaction
processing devices. The payment processor may then
securcly transmit the configuration information to the trans-
action processing device. Thus, the subscriber does not have
to manually change the configuration information on the
device 1tself. this process 1s described 1n detail 1n the above
referenced U.S. patent application, entfitled “A System and
Method for Secure Provisioning and Configuration Of A
Transactions Processing Device”, the disclosure of which 1s
hereby incorporated herein by reference.

FIG. 4 shows a flowchart 40 for activating the subscriber
account 1n an alternative embodiment. The implementation
of the individual steps of the alternative embodiment of FIG.
4 1s substantially the same as the corresponding steps of the
preferred embodiment as discussed 1n detaill above with
reference to FIG. 1. As such the individual steps of FIG. 4

will not be discussed 1n great detail.
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However, 1n the implementation of FIG. 4, the order of the
steps 1s different from that of FIG. 1. In the embodiment of
FIG. 4, n step 41 the transaction processing device 1s
provided to the subscriber. The transaction processing
device may be purchased by the subscriber at a retail
location or be shipped to the subscriber by the payment
processor or a representative of the payment processor.

Upon rece1ving the transaction processing device, 1n step
42 the subscriber applies for a subscriber account with the
payment processor. In addition to the methods discussed
with regard to FIG. 1, the subscriber may apply for the
subscriber account utilizing the transaction processing
device obtained in step 41. Thus, by utilizing the display 21,
the keypad 22, and/or the card reader 23, the subscriber may
enter the desired information and securely transmit 1t to the
payment processor over a communication network.

Upon receiving the application, 1n step 43 the payment
processor performs due diligence on the received applica-
tion. The identifying token, if any, may be provided to the
subscriber upon completion of due diligence or it may be
provided to the subscriber with the transaction processing
device 1n step 41. Steps 44, 45, and 46 of FIG. 4 correspond
to steps 14, 15 and 16 respectively of FIG. 1 and will not be
discussed further.

An additional advantage of the alternative embodiment of
FIG. 4 for activating a subscriber account 1s that a subscriber
can purchase the transaction processing terminal at a retail
location and then complete an application for a subscriber
account, say at a web site of the payment processor. More-
over, a subscriber can acquire a used transaction processing
terminal and then complete an application for a subscriber
account thereby resulting in cost savings to the subscriber.

FIG. 5 shows a flowchart 50 for activating the subscriber
account in another alternative embodiment. The implemen-
tation of the individual steps of the alternative embodiment
of FIG. 5 1s substantially the same as the corresponding steps
of the preferred embodiment as discussed 1n detail above
with reference to FIG. 1 and the alternative embodiment as
discussed above with reference to FIG. 4. As such the
individual steps of FIG. § will not be discussed in great
detail. Steps 51, 52, 53, 54, and 55 of FIG. § correspond to
steps 41, 42, 44, 45, and 46 of FIG. 4 and will not be
discussed further.

The order of the steps 1n the implementation of FIG. 5 1s
the same as the order of the steps 1n the implementation of
FIG. 4. However, 1n the implementation of FIG. 5, the step
of performing due diligence (step 43 of FIG. 4) is not
included. An advantage of the alternative embodiment of
FIG. 5 1s that a subscriber with an existing account can add
terminals at the same or different location as an existing
terminal.

An advantage of the preferred embodiment system and
method 1s that the transaction processing device could be
shipped without associating them to specific customers even
if that information 1s already available thereby eliminating
the burden of closely tracking and accounting for every
terminal during all stages of the manufacturing and distri-
bution process. In the preferred embodiment, the transaction
processing device will be rendered unusable until the asso-
clation to a merchant account 1s done during installation.

The preferred embodiment system and method allows
distribution of the terminals via traditional retail channels to
allow customers to receive or purchase the terminals even 1f
they have not yet acquired a merchant account. The termi-
nals can then be securely associated with a merchant
account.
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Although the present mnvention and 1ts advantages have
been described 1n detail, 1t should be understood that various
changes, substitutions and alterations can be made herein
without departing from the spirit and scope of the mnvention
as defined by the appended claims. Moreover, the scope of
the present application i1s not intended to be limited to the
particular embodiments of the process, machine, manufac-
ture, composition of matter, means, methods and steps
described 1n the specification. As one of ordinary skill 1n the
art will readily appreciate from the disclosure of the present
invention, processes, machines, manufacture, compositions
of matter, means, methods, or steps, presently existing or
later to be developed that perform substantially the same
function or achieve substantially the same result as the
corresponding embodiments described herein may be uti-
lized according to the present invention. Accordingly, the
appended claims are intended to include within their scope
such processes, machines, manufacture, compositions of
matter, means, methods, or steps.

What 1s claimed 1s:

1. A method for activating a subscriber account for
providing a network service, comprising the steps of:

receiving 1nitial information from a subscriber;

storing said received mmformation;

providing a transaction processing device to said sub-

scriber;

receiving captured information from said subscriber

through said transaction processing device;

utilizing said captured information to receive verilying

mnformation about said subscriber; and

comparing said verifying information with said initial

information to authenticate said subscriber.

2. The method of claim 1, wherein said captured infor-
mation 1s information provided to said subscriber by a third
party certifying authority.

3. The method of claim 1, wherein said initial information
1s received by a provider of said subscriber account.

4. The method of claim 3, wherein said captured infor-
mation 1s information that has not been previously provided
to said provider of said subscriber account by said sub-
scriber.

5. The method of claim 3, wherein said receiving captured
information step includes the step of:

receiving by said transaction processing device 1dentily-

ing information from said subscriber, wherein said
identifying information 1s captured by said transaction
processing device.

6. The method of claim §, wherein said receiving captured
information step further includes the step of:

receiving securely from said transaction processing,

device said captured information by a remote server
associlated with said provider of said subscriber
account.

7. The method of claim 6, wherein at least a portion of
said captured mformation 1s encrypted prior to being trans-
mitted to said remote server over a communication network.

8. The method of claim 7, wherein said encryption 1s
performed utilizing a private key unique to said transaction
processing device.

9. The method of claim 8, wherein said captured infor-
mation 1s further encrypted utilizing a public key of said
subscriber account provider.

10. The method of claim 7, wherein said encryption 1is
performed utilizing a public key of said subscriber account
provider.

11. The method of claim 8, wherein said communications
network 1s a public network.
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12. The method of claim 11, wherein said public network
1s capable of TCP/IP communication.
13. The method of claim 8, wherein said utilizing said
captured 1information step comprises the steps of:
decrypting said received captured information by said
subscriber account provider utilizing a public key of
said transaction processing device in order to verily the

source of said received captured information.

14. The method of claim 13, wherein said received
captured information 1s further decrypted utilizing the pri-
vate key of a payment processor.

15. The method of claim 13, further comprising the step
of:

providing at least a portion of said decrypted information

to a third party server; and

receiving said verilying information from said third party

server 1n response to providing said decrypted infor-
mation to said third party server.

16. The method of claim 13, further comprising the step
of:

retrieving, by said subscriber account provider, verifying

mmformation from said remote server, wherein said
verifying information had been previously retrieved by
said subscriber account provider from a third party
SETVEr.

17. The method of claim 5, wherein said identifying
information 1s received by said transaction processing
device by scanning a card across a card reader associated
with said transaction processing device.

18. The method of claim 17, wherein said card reader 1s
part of said transaction processing device.

19. The method of claim 1, wherein said captured 1nfor-
mation 1s a driver’s license number.

20. The method of claim 1, wherein said captured infor-
mation 1s provided to said subscriber by a provider of said
fransaction processing device.

21. The method of claim 2, wherein said certifying
authority provides independent veriication of said sub-
scriber based 1n part on said initial information.

22. The method of claim 1, further comprising the step of:

activating said transaction processing device for perform-

ing said network service upon successiul verification of
said subscriber.

23. The method of claim 1, further comprising the step of:

activating said subscriber account for providing said

network service upon successiul verification of said
subscriber.

24. The method of claim 1, further comprising the step of:

activating said subscriber account for providing said

network service upon successiul veriication of said
subscriber and said transaction processing device.

25. The method of claim 23, wherein said activating step
comprises the step of:

assocliating said subscriber account with said transaction

processing device; and

enabling said subscriber account.

26. The method of claim 25, further comprising the step
of:

transmitting data back to said transaction processing

device.

27. The method of claim 26, wherein said transmaitted data
1s configuration data.

28. The method of claim 1, wherein said network service
1S a payment processing Service.

29. The method of claim 1, wherein said payment pro-
cessing service mncludes credit card processing.
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30. The method of claim 28, wheremn said payment
processing service 1s selected from the group consisting of
debit card processing, check verification, check guarantee,
payroll processing, gift certificate 1ssuance, 1ssuance of
clectronic tickets, and 1ssuance of money order.

31. The method of claim 1, wherein said 1nitial informa-
tion 1s provided to a payment processor by said subscriber by
entering 1nformation at a web site maintained by said
payment processor.

32. The method of claim 31, wherein said information 1s
entered by said subscriber via a wireless device.

33. The method of claim 1, wherein said transaction
processing device 1s a standalone internet enabled transac-
tion processing device.

34. The method of claim 1, wherein said transaction
processing device 1s a standalone internet enabled wireless
fransaction processing device.

35. The method of claim 1, further comprising the step of:

providing by a provider of said subscriber account an

identifying token to said subscriber separate from said
fransaction processing device.

36. The method of claim 35, wherein said idenftifying
token 1s a username and a password.

J7. The method of claim 35, wherein said identifying
token 1s provided to said subscriber electronically 1n
response to receiwving said initial information from said
subscriber.

38. The method of claim 35, wherein said identifying
token 1s selected by said subscriber.

39. The method of claim 35, wherein said identifying
token 1s selected by a provider of said subscriber account.

40. The method of claim 35, wherein said identifying
token 1s encoded in a physical device provided to said
subscriber by a provider of said subscriber account.

41. The method of claim 35, wherein said received
captured 1nformation includes said identifying token that
had been previously provided to said subscriber by said
subscriber account provider.

42. A method for electronic authentication of a subscriber
requesting a subscriber account for providing a payment
processing service, comprising the steps of:

receiving 1nitial information from said subscriber,

wherein said 1nitial information 1s received by a pay-
ment processor;

storing said received information 1n a database associated

with said payment processor;
providing a point of sale terminal to said subscriber;
receiving by said point of sale terminal 1dentifying infor-
mation from said subscriber, wherein said identifying
information 1s captured by said transaction processing
device, wherein at least a portion of said captured
information 1s encrypted by said point of sale terminal;

receiving said encrypted mmformation from said point of
sale terminal via a public network;

decrypting said received encrypted information by said

payment processor;

providing at least a portion of said decrypted information
to a third party server;
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receving verilying information from said third party
server wherein said verifying mformation 1s related to
said decrypted information provided to said third party
SEIVET;

comparing said verifying information with said initial
information by said payment processor to authenticate
said subscriber; and

activating said subscriber account for performing said

payment processing service upon authentication of said
subscriber.

43. The method of claim 42, wherein said point of sale
terminal utilizes a private key unique to said point of sale
terminal for said encryption of said captured information.

44. The method of claaim 43, wherein said payment
processor utilizes a public key of said point of sale terminal
for said decryption of said received encrypted information.

45. A method of activating a subscriber account for
providing a network service via a fransaction processing
device, comprising:

receiving initial information from a subscriber;

storing said initial information;

providing said transaction processing device to said sub-

scriber;
receiving i1dentification information from said subscriber
through said transaction processing device;

communicating, by said transaction processing device
through a network, said 1dentification information to an
authenticating server;

using, by said authenticating server, said identification

information to obtain verifying information related to
said subscriber; and

activating, by said authenticating server, said subscriber

account when said verifying information 1s consistent
with said imitial information, wherein said activating
enables said transaction processing device to initiate
payments 1nto said subscriber account from third par-
ties via said network.

46. The method of claim 45 further comprising:

retrieving said verifying information through a third party

SETVET.

47. The method of claim 46 wherein said identification
information 1s driver’s license information and said retriev-
ing communicates said driver’s license information to said
third party server to obtain said verifying information.

48. The method of claim 46 further comprising:

communicating at least one challenge question from said

authenticating server to said subscriber through said
transaction processing device as a condition to said
activating.

49. The method of claim 45 further comprising:

verilying an 1dentifier of said transaction processing

device by said authenticating server as a condition to
said activating.

50. The method of claim 45 wherein said activating
COMPriSes:

communicating configuration mnformation to said trans-

action processing device.
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