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SYSTEM AND METHOD FOR NESTING
VIRTUAL PRIVATE NETWORKING
CONNECTIONS WITH COINCIDENT
ENDPOINTS

CROSS REFERENCES TO RELATED
APPLICATIONS

U.S. patent application Ser. No. 09/813,910 filed 21 Mar.
2001 entitled “SYSTEM AND METHOD FOR VIRTUAL
PRIVATE NETWORK NETWORK ADDRESS TRANS-
LATION PROPAGATION OVER NESTED CONNEC-
TIONS WITH COINCIDENT LOCAL ENDPOINTS” 1s
assigned to the same assignee hercof and contains subject
matter related, 1n certain respect, to the subject matter of the
present application. The above-identified patent application
1s mncorporated herein by reference.

BACKGROUND OF THE INVENTION

1. Technical Field of the Invention

This invention pertains to network communications. More
particularly, it relates to the nesting of virtual private net-

work (VPN) tunnels, or connections, with coincident local
endpoints.

2. Background Art

An important use of virtual private networking (VPN) is
to allow a remote user or small branch office to connect to
an enterprise via the Internet. The basic scenario for so doing
is illustrated in FIG. 1. Personal computer (PC) 10 repre-
sents a remote user, or client, connecting through an Internet
Service Provider (ISP, such as SprintNet, AT&T, AOL, or the
like) 12 via Internet 14 to a VPN gateway 16 (also referred
to as an enterprise gateway) for the enterprise. Typically in
this scenar1o the user at PC 10 desires to connect to some
server, such as a Lotus Notes server, within the internal
network 18 of a company or enterprise.

A typical configuration for doing this connection of PC 10
to a server within internal network 18 uses two VPN
connections (also referred to as tunnels) t1 20 and t2 22.
Tunnel t1 20 begins at ISP 12 and ends at gateway 16.
Tunnel {2 begins at PC 10, 1s nested within tunnel t1 20, then
continues on to the company server internal to network 18.
(By “Internet”, reference is made to a specific internet—the
one usually referred to today. This “Internet” 1s implemented
by a well defined set of system routers, available from many
vendors. By “imnternet”, reference 1s usually made to any
network that has its own well defined domain, routing, and
other properties. These networks are usually TCP/IP based.)
ISP’s 12 are generally located outside of Internet 14, but not
always. IBM, for example, connects directly to an AT&T ISP
which 1s 1nside the Internet.

If PC 10 has a dedicated, or permanent, Internet Protocol
(IP) address, this all works fine. However, it much more
likely that PC 10 has an IP address which 1s dynamically
assigned by ISP 12 and which may be, 1n general, from one
of several designated private IP address ranges. This raises
the possibility, if not likelihood, of the same IP address being
assigned to a plurality of clients 10 seeking access through
gateway 16. To support such remote users 10, the company
cgateway 16 needs some way to handle the dynamically
assigned IP address and allow 1t through to its internal
network 18.

It 1s an object of the invention to provide an improved
method and system for managing connections within a
communications system.
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It 1s a further object of the i1nvention to provide an
improved method and system for connecting a remote client
to an enterprise network through a local gateway.

It 1s a further object of the invention to provide a method
and system for enabling an enterprise gateway to handle
dynamically assigned IP addresses from remote clients.

It 1s a further object of the invention to provide an
improved method and system for supporting nested tunnels
with coincident endpoints.

It 1s a further object of the invention to provide a method
and system for supporting automatic nested tunnels with
coincident endpoints.

It 1s a further object of the invention to provide a method
and system for implementing nested tunnels by automati-
cally detecting and establishing tunnels so as to achieve a
nested 1implementation.

It 1s a further object of the invention to provide a method
and system for providing, without customer configuration,
tunnel or transport mode IP security (IPsec) at a remote
endpoint, with the VPN role of the remote endpoint being
host or gateway, with L2TP supported within the internal
tunnel, and with an arbitrary level of tunnel nesting.

SUMMARY OF THE INVENTION

In accordance with the system and method of the mmven-
fion, a request to establish a coincident endpoint for nesting
a Inner connection within an outer connection 1s received at
a first node from a second node on the outer connection. The
nodes participate 1n negotiations on the outer connection
setting up the mner connection as a secure connection.
Thereafter, responsive to communications on the inner con-
nection, the first node establishes links to the outer connec-
tion selectively to receive or send communications double
nested on the outer connection.

In accordance with an aspect of the invention, there 1s
provided a computer program product configured to be
operable to establish coincident endpoints for double nesting
traffic on an iner connection to an outer connection.

Other features and advantages of this mvention will
become apparent from the following detailed description of
the presently preferred embodiment of the mmvention, taken
in conjunction with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s system and tunneling diagram illustrating a
typical client/server connection in accordance with the prior
art.

FIG. 2 1s a system and tunneling diagram illustrating a
client/server connection via local coincident endpoints in
accordance with the preferred embodiments of the inven-
tion.

FIG. 3 1s a flow chart representation of a preferred
embodiment of the method of the mvention.

FIG. 4 15 a representation of the format of an entry in the
pending nested connection table.

FIG. § 1s a representation of the logical packet headers for
the key step 1n setting up the inner tunnel t2 m FIG. 2.

BEST MODE FOR CARRYING OUT THE
INVENTION

Referring to FIG. 2, the connection system and method of
the preferred embodiments of the invention (represented by
scenarios B, C and D) build nested connections t1, t2, and
possibly t3, having coincident endpoints 40, 42 or 44 at
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various locations within the communication paths intercon-
necting a client PC 10 with a host server on network 18.

Referring to scenario B, client PC 10 1s provided by
remote gateway Internet service provider (ISP) 12 a non-
dedicated IP address of some type. Both connections t1 24
and t2 26 end at the enterprise gateway 16 as represented by
local coimncident endpoint 40.

Scenario C addresses the problem of overlapping IPs. An
ISP, 1n assigning IP addresses to its clients, will ensure that
for these clients, each IP i1s unique. ‘ISP’ here means each
ISP’s point of connection. So, for example, if Time Warner
had multiple domains across the country, each one would
assign unique IP’s to its clients, and each would establish an
outer routing VPN connection to the enterprise gateway. The
problem of clients with overlapping IP’s comes from these
multiple outer connections, all to the same gateway. The
current invention solves this problem, but only when L2TP

1s used. Copending patent application Ser. No. 09/813,910
filed 21 Mar. 2001 solves this problem via VPN NAT.

[L2TP (Layer 2 Tunnel Protocol) is defined by RFC2661.
[t is used to tunnel PPP (RFC1661) packets across an
intervening network in a way that 1s as transparent as
possible to both end-users and applications.

Referring to scenario C, client PC 10 1s provided by
remote gateway Internet service provider (ISP) 12 a non-
dedicated IP address of some type. Both connections t1 28
and t2 30 end at the enterprise gateway 16 as represented by
local coincident endpoint 42. By using L2TP with virtual
PPP 32 to assign an IP address from the internal network 18
to the remote PC 10 via connection t3 32, 34, PC 10 can now
communicate directly with the internal network as 1s repre-
sented by the IP connection 34. Copending patent applica-
fion Ser. No. 09/813,910 filed 21 Mar. 2001, provides an
alternative solution for providing nested tunnels with local
coincident endpoints using the VPN NAT function described
in co-pending U.S. patent application Ser. No. 09/240,720
filed 29 Jan. 1999.

Referring to scenario D, a remote coincident endpoint 44
1s supported at client PC 10. Alternatively, client PC may be
any remote client, such as an IBM AS/400 system.

In accordance with the preferred embodiments of the
invention, nested tunnels are 1mplemented and the correct
system 1nternals needed by the nested tunnel implementation
1s automatically set up—that 1s, set up without requiring
customer configuration of the nesting of tunnels.

Nested tunnel support is achieved by chaining IPsec
security associations (SAs) such that each SA may or may
not point to another. For example, 1n scenario B, at gateway
16 end point 40, the outbound SA for t2 26 contains a pointer
to the outbound SA for t1 24. IPsec processing to achieve the
nesting 1s accomplished by starting with a first SA1n a chain,
applying it o the outbound datagram, then applying the next
(chained) SA to the results of the previous SA, and so forth,
until an SA 1s encountered that does not point to any SA. For
inbound processing 1t 1s not necessary to chain the SAs to
support nested coincident local endpoints 42, due to the way
SAs are found for mbound traffic.

An automatic set of chained SAs to support nested tunnels
1s achieved by checking mbound datagrams decapsulated
from t1 24 at gateway 16 after tunnel t1 24 has been
established and before tunnel 2 26 1s established. If the
destination port 1s, say, 300 and the destination IP address 1s
local (that is, defined on the current system 18), an entry is
made 1nto a pending nested connections table that includes
the datagram IP addresses and the outbound SA that corre-
sponds to the mbound SA just processed. Sometime later,
when a connection is being started (that is, SAs are being
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loaded), the entries in the pending nested connections table
are scanned to see if any match the loading connection (that
1s, the out SA IP address 1s compared to the table entry
source [P address and the 1n SA IP address 1s compared to
the table entry destination IP address). If a match is found,
the loading outbound SAs SA pointer 1s set to point to the SA
(outbound) in the table entry. The table entry is deleted. The
result 1s that nested coincident endpoint tunnels are sup-
ported, and supported without customer configuration.

Each SA has a pointer to a successor SA (that is, a next
SA). For many SA’s this pointer 1s null. In some cases out
SA’s pointer has non-null value; 1n the case of a transport
adjacent mode VPN connection (mentioned here for com-
pleteness) and nested VPN connection, this pointer has the
address of the successor SA. During outbound 1psec pro-
cessing, 1f an SA has a successor SA, the successor SA 1s
used to process the packet after the 1st SA. In the case of
nested connections, this results 1n two encapsulations.

Referring to FIG. 4, the format of an entry in the pending,
nested connection table 1s 1llustrated, including ikesip 200,
ikedip 202, connection name 204, timestamp 206 and rei-
count 200 fields, where:

ikesip=IKE source IP address (of inbound)
ikedip=IKE destination IP address

connection name=system-wide unique VPN connection
1dentifier

timestamp=of pending nested connection table entry (used
to timeout and delete unused entries)

refcount=used to handle multiple concurrent starting 1nner
tunnels

Once a nesting relationship has been established for a
connection, 1t 1s automatically maintained as SA refreshes
occur at some interval (configured by customer). That is, as
new SA’s are negotiated and loaded for a nested connection,
the logical relationship of that connections outbound SA to
the outer tunnel outbound SA is transparently maintained.
This relationship 1s also maintained for refreshes of the outer
VPN connection SA’s, at any time. So, for example,
between the time the initial IKE 1mnbound packet to establish
{2 1n FIG. 2 arrives, and the 1nner connection 1s loaded 1nto
the system kernel, the outer connection t1 may undergo a
refresh of 1ts SA’s. This 1s also transparently handled by the
system.

Referring to FIG. 3, a preferred embodiment of the
method of invention involving two VPN connections (or
tunnels) t1 24 and t2 26 begins in step 60 by client 10 calling,
ISP 12. Common usage of the term “tunnel” refers to a VPN
connection, which comes 1n two modes: tunnel mode and
transport mode. A tunnel 1s a VPN connection. However, in
the present invention, tunnels t1 24 and t2 26 are IPsec based
VPNs, and will be, therefore, referred to as connections.

In step 62, ISP 12, as part of assigning an IP address, starts
outer VPN connection t1 24. This 1s an authentication
gateway, and 1s set up for the first client 10 to call 1n, and
thereafter reused for subsequent clients. AH represents the
authentication header of the IPsec protocol. Encapsulating
security protocol (ESP) and AH together refer to Internet

Protocol security (IPsec), a protocol defined by IETF RFCs
2401-2409.

The use of AH for the outer tunnel and ESP for the inner
are meant to convey a typical scenario. The invention 1s not
limited to supporting only AH outer and ESP inner, but
rather applies to ESP or AH outer tunnel-mode VPN con-
nection, and any combination of ESP or AH with transport
or tunnel-mode, ESP & AH 1in transport adjacency, for the
inner VPN connection. A important purpose of the outer AH
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tunnel 1s that it allows the ISP to assign non-global IP
addresses to its clients, and then use the outer tunnel as a
logical routing mechanism between 1t and the enterprise
gateway.

In step 64, ISP 12 returns the IP address of outer connec-
tion 24 to client 10, and the client 1s ready communicate with
gateway 16 to mternal network, or internet 18.

At this point 1n the process, client 10 may begin commu-
nicating with his gateway 12 directly, which would transfer
data through connection t1 24. The problem i1n doing so,
however, 1s that data 1in outer connection t1 24 1s visible as
it flows through Internet 14, and visible at the ISP 12.

As previously noted, a key problem addressed by the
present mvention 1s how to support this basic configuration
of having connection t2 26 nested in connection t1 24 with
both ending at coincident local endpoint 40 at the gateway
16. In accordance with a preferred embodiment of the
invention, this i1s resolved with gateway 16 supporting
nested tunnels without requiring any work on part of system
administrators of the enterprise network 1n accordance with
steps 66 through 88. More specifically, basic VPN policy
conilguration 1s necessary for both the inner and outer VPN
connections, but no confliguration is necessary to support the
nesting or local coincident endpoints.

In step 66 client 10 begins to set up mner connection 26
which, as an ESP connection, will protect data communi-
cated from client 10 until it gets to enterprise gateway 16,
where 1t will be decrypted and passed, for example, to a
server 1nternal to internet 18. In this process, outer tunnel t1
24 establishes that the data 1s coming from the correct ISP.

Referring to FIG. 5, the logical packet headers for the key
step 1n setting up the mner tunnel {2 1n FIG. 2 are 1llustrated.

Row 1>, which 1s read left to right, at client PC 10
represents the IKE packet just as 1t leaves the PC heading for
the enterprise gateway to negotiate the 1nner VPN connec-
tion. Row 1> at ISP 12 1s that packet as 1t leaves the ISP and
continues on its way to the enterprise gateway. Row 1> at
cgateway 16 1s the same packet just after the packet has been
decapsulated at the enterprise gateway.

Row 1<, which 1s read from right to left and represents the
response traffic (from enterprise gateway 16 back to PC 10,
1s similar.

Row 2a> occurs after the inner VPN connection 1s estab-
lished and represents a data packet as it leaves the PC 10.

Row 2a<, which again 1s read right to left, illustrates the
response traffic and the two decapsulations which occur at
the enterprise gateway for a transport-mode VPN connec-
tion.

Row 2b> 1s similar to row 2a> except it assumes a
tunnel-mode VPN connection.

Row 2b< 1s the response traffic, read right to left.

In step 66 client 10 sends an SA proposal to gateway 16
in an IKE packet on outer connection t1 24. This initializes
a process for automatic setup of supporting configuration at
gateway local coincident end point (LCE) 40. IPsecc VPN
connection t2 26 1s established using the internet key
exchange (IKE) protocol. In accordance with the IKE pro-
tocol, data going into connection t2 26 1s encrypted with a
key and a selectable algorithm. Data received at LCE 40
from connection t2 26 must be decrypted using the right key
and algorithm. To accomplish this, IKE servers exist on
client machine 10 and gateway 16, and these execute the
IKE negotiations of steps 70—74 to agree on an encryption
algorithm and key generation.

Thus, 1 step 66, to mitiate IKE negotiations, the IKE
server at client 10 sends a first packet (datagram) with initial
proposal for a security association SA for inner connection
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{2 26. This IKE traffic has one important feature: all of this
IKE traffic of steps 66—74 to set up connection t2 26 occurs
on connection tl 24. A special function 1n gateway 16 at
endpoint 40 watches for IKE ftraffic inbound. If an IKE
packet 1s inbound and destined for this gateway system 16,
then this function remembers the fact that IKE tratfic has
initiated from connection t1.

While, 1n steps 70-74, IKE traffic continues to flow back
and forth, traffic subsequent to the first packet 1s redundant
as far as the invention 1s concerned—ior the first packet
identifies that this client 10 1s trying to establish a nested
connection t1/t2 with gateway 16.

In step 70, IKE negotiation begins. In step 72, gcateway 16
saves knowledge about these IKE negotiations 1n 1ts system
kernel. In step 74, IKE negotiation ends successiully.

In step 76, client 10 starts the connection t2 26 that has
just been negotiated (note that at client 10, the connection t2
is not nested).

In step 78, the gateway 16 starts the connection t2 that has
just been negotiated.

In step 80, gateway 16 recognizes that the starting VPN
connection 2 1s the result of prior tunneled IKE traffic from
inside connection t1 24.

In step 82, code 1n the kernel of gateway 16 links the SA
for this new, mnner connection t2 26 to the proper SA for the
outer connection t1 24 so that traffic 1s doubly nested. Thus,
LCE 40 1s created.

As a result of creating LCE 40, traffic outbound from
network 18 1s first put by gateway 16 in inner connection t2
26, then 1n outer connection t1 24 and sent doubly nested on
to client 10. At ISP 12, the outer connection t1 24 1s
removed, and traffic continues on 1nner tunnel t2 26 to client
10, where it 1s decapsulated. (To encapsulate refers to
putting data into a tunnel, or connection, and to decapsulate
refers to removing that data from the tunnel or connection.)

In accordance with a further embodiment of the invnetion,
outer connection 24 must be tunnel mode, but can be any of
ESP, AH, or combined ESP and AH.

In accordance with a further embodiment of the invention,
outer tunnel 24 or inner tunnel 26 can be using IP compres-
sion or not.

In accordance with a further embodiment of the invention,
inner tunnel t2 26 can be either tunnel mode or transport
mode.

In accordance with a further embodiment of the invention,
referring to FIG. 2 scenario C, support 1s provided for a
L2TP layer 2 transport protocol. As 1s described by scenario
C, a customer could establishes an L2TP and IP connection
t3 32, 34 mnside of {2, which gives three nested tunnels. An
advantage of so doing 1s that connection 34 looks like a
client mside internet 18. That 1s, connection t3 32 gives
client 10 an IP address internal to network 18.

Referring to FIG. 2, scenario D, another variation on the
preferred embodiment of the invention 1s set forth. In
scenario D, inner tunnel t2 38 1s established between client
10 and local gateway 16, but outer tunnel t1 36 goes from
client 10 to remote gateway 12. In this scenario D, steps 70
through 82 occur at client 10 where the coincident endpoints
44 exist.

Consequently, 1t 1s within the scope of the preferred
embodiments of the invention to provide coincident end
points at any processor: as 1n scenarios B and C, at the
enterprise gateway 16; as in scenario D, at the client 10, or
anywhere else they be configured. A third point for coinci-
dent endpoints may occur for example, at the ISP 12. Setting
up such coincident endpoints 1s automatic 1n the sense that
the processor kernel code, wherever the coincident end-
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points are located, executes equivalent steps 70 through 82
to detect and set up nesting of connections having coincident
endpoints.

Advantages over the Prior Art

It 1s an advantage of the invention that there 1s provided
an 1mproved method and system for managing connections
within a communications system.

It 1s a further advantage of the invention that there 1s
provided an improved method and system for connecting a
remote client to an enterprise network through a local
gateway.

It 1s a further advantage of the invention that there 1s
provided a method and system for enabling an enterprise
cgateway to handle dynamically assigned IP addresses from
remote clients.

It 1s a further advantage of the invention that there 1s
provided an improved method and system for supporting
nested tunnels with coincident endpoints.

It 1s a further advantage of the invention that there 1s
provided a method and system for supporting nested tunnels
with coincident endpoints without requiring customer con-
figuration of tunnel relationships.

It 1s a further advantage of the invention that there 1s
provided a method and system for implementing nested
tunnels by automatically detecting and establishing tunnels
so as to achieve a nested implementation.

It 1s a further advantage of the invention that there 1s
provided a method and system for providing, without cus-
tomer confliguration, tunnel or transport mode IP security
(IPsec) at a remote endpoint, with the VPN role of the
remote endpoint being host or gateway, with L2TP sup-
ported within the internal tunnel, and with an arbitrary level
of tunnel nesting.

Alternative Embodiments

It will be appreciated that, although specific embodiments
of the invention have been described herein for purposes of
illustration, various modifications may be made without
departing from the spirit and scope of the invention. In
particular, 1t 1s within the scope of the invention to provide
a computer program product or program element, or a
program storage or memory device such as a solid or fluid
fransmission medium, magnetic or optical wire, tape or disc,
or the like, for storing signals readable by a machine, for
controlling the operation of a computer according to the
method of the invention and/or to structure 1ts components
in accordance with the system of the invention.

Further, each step of the method may be executed on any
general computer, such as an IBM System 390, AS/400, PC
or the like and pursuant to one or more, or a part of one or
more, program elements, modules or objects generated from
any programming language, such as C++, Java, P1/1, Fortran
or the like. And still further, each said step, or a file or object
or the like implementing each said step, may be executed by
special purpose hardware or a circuit module designed for
that purpose.

While the invention has been described rather specifically
to an Internet environment using current technologies (to-
day’s Internet is built on IPv4), it applies to any existing or
future Internet technology that employs IKE or the equiva-
lent to negotiate VPN, such as IPv6, which is described 1n
RFC 2460.

Accordingly, the scope of protection of this invention 1s
limited only by the following claims and their equivalents.
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We claim:

1. Method for nesting IP Sec-based VPN connections
between a plurality of nodes 1n a communication network 1n
which nested connections establish a tunnel within a tunnel
including an inner connection and an outer connection
having at least one coincident endpoint residing on a same
node, comprising the steps of:

receiving at a first node on said outer connection a request

from a second node to establish a coincident endpoint
for nesting a secure inner connection within said outer
connection;
negotiating over said outer connection parameters defin-
ing said inner connection and resulting from Internet
key exchange (IKE) negotiations for establishing an
agreed upon encryption algorithm and key generation;
and thereafter
responsive to communication occurring on said inner
connection, at said first node linking said inner con-
nection to said outer connection for selectively receiv-
ing and sending said communication double nested on
said outer connection to allow subsequent tratfic to be
correctly processed by said inner connection, then by
said outer connection, at both ends of both connections
and thereby enabling outbound tratfic between respec-
tive nodes selectively to flow inside said outer tunnel
and not said inner tunnel, 1n said inner tunnel and said
outer tunnel, and 1n neither tunnel.
2. The method of claim 1, further comprising the step of
using Layer 2 Tunnel Protocol (L2TP) to tunnel packets
across sald communication network.
3. Method for operating an enterprise gateway node to a
plurality of nodes 1n a communication network in which
nested connections establish an inner tunnel within an outer
tunnel including an inner connection and an outer connec-
fion having at least one coincident endpoint residing on a
said gateway node, comprising the steps of:
receiving at said gateway node from a remote client node
a request to establish an outer connection;

receiving at said gateway over said outer connection a
request to establish, and thereupon negotiating param-
cters establishing, a secure inner connection using
Internet key exchange (IKE) negotiations for establish-
ing an agreed upon encryption algorithm and key
generation and further including establishing a local
coincident endpoint of said inner and outer connections
at said gateway;

responsive to outbound or inbound traffic on said inner

connection, establishing links to said outer connection
for communicating said traffic double nested on said
outer connection to allow subsequent traffic to be
correctly processed by said inner connection, then by
said outer connection, at both ends of both connections
and thereby enabling outbound tratfic between respec-
tive nodes selectively to flow 1nside said outer tunnel
and not said inner tunnel, 1n said inner tunnel and said
outer tunnel, and 1n neither tunnel.

4. The method of claim 3, further comprising the step of:

tunneling packets across said communication network

using Layer 2 Tunnel Protocol (L2TP).

5. Amethod for operating a first one of a plurality of nodes
in a communications network in which nested connections
establish an inner tunnel within an outer tunnel including an
inner connection and an outer connection having at least one
coincident endpoint residing on said first node, comprising
the steps of:

establishing at said first node a coincident endpoint for an

outer connection and an inner connection with at least
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one second node 1n said network for setting up a tunnel
within a tunnel between said first and second nodes and
executing Internet key exchange (IKE) negotiations for
establishing an agreed upon encryption algorithm and
key generation;

responsive to starting communication of traffic over said
connections, establishing a link from said inner con-
nection to said outer connection including establishing
a local coincident endpoint of said inner and outer
connections at said first node; and

responsive to said links, selectively encapsulating said
traffic to said outer connection for transfer to said
second node and decapsulating said tratfic from said
outer connection followed by decapsulating said traffic
from said inner connection for receipt at said first node.

6. The method of claim §, said mner connection being a

secure connection.

7. The method of claim §, further comprising the step of:

tunneling packets across said communication network
using Layer 2 Tunnel protocol (L2TP).

8. Method for nesting connections in a tunnel within a

tunnel having at least one coincident endpoint between a

plurality of nodes in a communication network, said nodes

including a client, an Internet service provider (ISP), an
enterprise gateway, and an internal network, comprising the

steps of:
operating said client node to call said ISP node;

operating said ISP node to start an outer connection with
respect to said gateway node and to return an IP address
to said client node;

operating said client node to send to said gateway node
over said outer connection a request to establish a
secure nested mner connection;

operating said client node and said gateway node to
negotiate over said outer connection parameters defin-
ing said secure nested nner connection resulting from
Internet key exchange (IKE) negotiations for establish-
ing an agreed upon encryption algorithm and key
generation, and saving said parameters at said gateway
node; and thereafter

operating said client node to start said 1nner connection;

operating said ISP node to decapsulate said outer connec-
tion;

operating said client node to decapsulate said inner con-
nection; and

operating said gateway node to recognize the start of said
inner connection and to link said inner connection to
said outer connection to allow subsequent trathic to be
correctly processed by said inner connection, then by
said outer connection, at both ends of both connections,
and sending outbound traffic 1in said mner connection
double nested 1n said outer connection.

9. The method of claim 8, further comprising the step of:

tunneling packets across said communication network
using Layer 2 Tunnel protocol (L2TP).

10. System for nesting connections between a plurality of
nodes 1 a communication network 1n which nested connec-
tions establish a tunnel within a tunnel including an 1nner
connection and an outer connection having at least one
coincident endpoint residing on a same node, comprising:

a {irst node on an outer connection for receiving a request
from a second node to establish a coincident endpoint
for nesting an 1ner connection within said outer con-
nection including executing Internet key exchange
(IKE) negotiations for establishing an agreed upon
encryption algorithm and key generation;
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said first and second nodes negotiating over said outer
connection parameters defining said mner connection;
and thereafter

said first node being responsive to communication occur-

ring on said inner connection for linking to said outer
connection for selectively receiving or sending said
communication double nested on said outer connection
to allow subsequent traffic to be correctly processed by
said inner connection, then by said outer connection, at
both ends of both connections;

thereby enabling outbound ftraffic between respective

nodes selectively to flow inside said outer tunnel and
not said inner tunnel, 1n said mner tunnel and said outer
tunnel, and 1n neither tunnel.

11. The system of claim 10, said inner connection being
a secure connection.

12. The system of claim 11, said inner connection being
an IPsec connection.

13. The system of claim 12, further comprising a Layer 2
Tunnel protocol (L2TP) connection for tunneling packets
across said communication network.

14. A program storage device readable by a machine,
tangibly embodying a program of instructions executable by
a machine to perform method steps for nesting connections
between a plurality of nodes 1n a communication network in
which nested connections establish a tunnel within a tunnel
including an 1nner connection and an outer connection
having at least one coincident endpoint residing on a same
node, said method steps comprising:

receiving at a first node on an outer connection a request

from a second node to establish a coincident endpoint
for nesting an 1ner connection within said outer con-
nection;

negotiating over said outer connection parameters defin-

ing said 1nner connection resulting from Internet key
exchange (IKE) negotiations for establishing an agreed
upon encryption algorithm and key generation; and
thercafter

responsive to communication occurring on said inner

connection, at said first node linking to said outer
connection for selectively receiving or sending said
communication double nested on said outer connection
to allow subsequent traffic to be correctly processed by
said 1nner connection, then by said outer connection, at
both ends of both connections.

15. A program storage device readable by a machine,
tangibly embodying a program of instructions executable by
a machine to perform method steps for operating an enter-
prise gateway 1n a communications network in which nested
connections establish a tunnel within a tunnel 1including an
inner connection and an outer connection having at least one
coincident endpoint residing on a same node, said method
steps comprising:

receving at said gateway from a remote client a request

to establish an outer connection;

receving at said gateway over said outer connection a

request to establish, and thereupon negotiating param-
eters including executing Internet key exchange (IKE)
negotiations for establishing an agreed upon encryption
algorithm and key generation for establishing, a secure
mner connection;

responsive to outbound or inbound traffic on said inner

connection, establishing links to said outer connection
for communicating said traffic double nested on said
outer connection to allow subsequent traffic to be
correctly processed by said inner connection, then by
said outer connection, at both ends of both connections
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thereby enabling outbound tratffic between respective
nodes selectively to flow inside said outer tunnel and
not said mner tunnel, 1n said inner tunnel and said outer
tunnel, and 1n neither tunnel.

16. A program storage device readable by a machine,
tangibly embodying a program of instructions executable by
a machine to perform method steps for operating a first one
of a plurality of nodes 1n a communications network 1in
which nested connections establish a tunnel within a tunnel
including an 1nner connection and an outer connection
having at least one coincident endpoint residing on a same
node, comprising the steps of:

establishing at said first node a coincident endpoint for an

outer connection and an inner connection with at least
one second node 1n said network;

responsive to starting communication of traffic over said

connections, establishing a link from said inner con-
nection to said outer connection including executing
Internet key exchange (IKE) negotiations for establish-
ing an agreed upon encryption algorithm and key
generation; and

responsive to said links, selectively encapsulating said

traffic to said outer connection for transfer to said
second node or decapsulating said traffic from said
outer connection for receipt at said first node to allow
subsequent traffic to be correctly processed by said
inner connection, then by said outer connection, at both
ends of both connections.

17. A computer program product for nesting connections
between a plurality of nodes 1n a communication network in
which nested connections establish a tunnel within a tunnel
including an 1nner connection and an outer connection
having at least one coincident endpoint residing on a same
node, said computer program product comprising:

a digital recording medium;

first program 1nstructions for receiving at a first node on

an outer connection a request from a second node to
establish a coincident endpoint for nesting an inner
connection within said outer connection;

second program 1nstructions for negotiating over said

outer connection parameters defining said inner con-
nection resulting from Internet key exchange (IKE)
negotiations for establishing an agreed upon encryption
algorithm and key generation; and thereafter

third program 1nstructions, responsive to communication

occurring on said 1nner connection, at said first node
linking to said outer connection for selectively receiv-
ing or sending said communication double nested on
said outer connection to allow subsequent trathic to be
correctly processed by said inner connection, then by
said outer connection, at both ends of both connections;
thereby enabling outbound traffic between respective
nodes selectively to flow inside said outer tunnel and
not said inner tunnel, 1n said mner tunnel and said outer
tunnel, and 1n neither tunnel; and wherein

said first, second and third program instructions are

recorded on said digital recording medium.
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18. A computer program product for operating an enter-
prise gateway node to a network i which nested connec-
fions establish a tunnel within a tunnel including an 1nner
connection and an outer connection having at least one
coincident endpoint residing on said gateway node, said
computer program product, comprising:

a digital recording medium,;

first program 1instructions for receiving at said gateway
from a remote client a request to establish an outer
connection;

second program 1nstructions for receiving at said gateway
over said outer connection a request to establish, and
thereupon negotiating parameters establishing, a secure
inner connection resulting from Internet key exchange

(IKE) negotiations for establishing an agreed upon
encryption algorithm and key generation;

third program instructions, responsive to outbound or
mnbound traffic on said inner connection, for establish-
ing links to said outer connection for communicating
said traffic double nested on said outer connection to
allow subsequent traffic to be correctly processed by
said 1nner connection, then by said outer connection, at
both ends of both connections; and wherein

said first, second, and third program instructions are
recorded on said digital recording medium.

19. A computer program product for operating a first one
of a plurality of nodes 1n a communications network in
which nested connections establish a tunnel within a tunnel
including an inner connection and an outer connection
having at least one coincident endpoint residing on a same
node said computer program product comprising;:

a magnetic recording medium;

first program 1nstructions for establishing at said first node
a coincident endpoint for an outer connection and an
inner connection with at least one second node 1n said
network;

second program 1nstructions, responsive to starting com-
munication of tratlic over said connections, for execut-
ing Internet key exchange (IKE) negotiations for estab-
lishing an agreed upon encryption algorithm and key
generation and establishing a link from said inner
connection to said outer connection; and

third program 1nstructions, responsive to said links, for
selectively encapsulating said traffic to said outer con-
nection for transfer to said second node or decapsulat-
ing said tratffic from said outer connection for receipt at
said first node to allow subsequent traffic to be correctly
processed by said inner connection, then by said outer
connection, at both ends of both connections; and
wherein

said first, second, and third program instructions are
recorded on said medium.



	Front Page
	Drawings
	Specification
	Claims

