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(57) ABSTRACT

Aportable programmable data carrier comprises a processor,
a program memory for storing operating commands for the
processor and a data memory for storing configuration data
for a programmable processing apparatus. The data carrier 1s
powered by an integral power supply. Configuration data for
storage 1n the data memory 1s manually 1mnput via a manual
input means, and stored configuration data 1s displayed on a
display. Configuration data stored 1n the data memory may
be transferred to a programmable processing apparatus via
matched interface means of the data carrier and the pro-
grammable processing apparatus.
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COMPUTER CONFIGURATION

BACKGROUND OF THE INVENTION

The present invention relates to programmable portable
data carrier devices, and 1n particular but not exclusively to
portable programmable data carriers for storing and provid-
ing conflguration data to programmable processing appara-
tuses such as computer servers.

There 1s a requirement 1n many fields of computer usage
for a computer to have a maximum possible availability.
That 1s, the down-time of a computer system should be as
small as possible. The down time of a computer system 1s a
period during which a computer system 1s moperable as a
result of a fault 1n the system. If a computer system goes
down, the 1nconvenience and loss of revenue can be sub-
stantial. For example, if a computer system 1s operating as
a server or exchange forming part of a telecommunications
system, then during the down-time no communications can
be performed using the telecommunications system, which
can result 1 a considerable loss of business and therefore
revenue for an organisation. Computer systems are therefore
arranged to be as reliable as possible, so that the down-time
1s reduced to a minmimum.

Computer systems are designed and manufactured to
standards that reduce as far as possible the likelihood of
malfunction. However, 1n order to minimise any down-time,
which may occur as a result of a malfunction, 1t has been
proposed to design parts of the computer system such that
the parts can be replaced as quickly as possible with a part
which performs the same function. For example, a process-
ing unit, which includes for example a hard-disk drive, can
be arranged to be replaceable. The processing unit often
forms part of a computer system that executes software
processes that control the computer system. As such, when
a malfunction occurs in the processing unit, the unit 1s
replaced by an equivalent processing unit. To this end, the
hard-disk of the unit i1s often provided with pre-loaded
software that 1s equivalent to the software processes loaded
onto the original hard-disk. The original processing unit will
then be repaired off-line, which 1s particularly advantageous
because such repairs may be time consuming.

Computer systems often include, or are arranged to be
connectable to, a communications network. This can be used
to effect communications between different parts of the
computer system, the communications network being a local
bus, or communications between different computer
systems, the communications network being a local area
network, wide area network or the like.

™

In order to effect replacement of a processing unit, the
replacement processing unit should be arranged to commu-
nicate via the communications network, 1n substantially the
same way as the original processing unit communicated. In
order to minimise down time, 1t 1s desirable that the replace-
ment 1s made as quickly and efficiently as possible.

A system and method for providing a network address to
a computer system by storing the network address on a
memory card such as a smartcard to be read by an appro-
priate reader 1n the computer system 1s described i1n the
applicant’s co-pending International application No. PCT/

US01/27318 entfitled “System Card Configuration”.

SUMMARY OF THE INVENTION

One aspect of the present invention provides a portable
programmable data carrier comprising a processor, a storage
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operable to store instructions and setup data for a program-
mable processing apparatus, a user input interface operable
to receive manual 1input of data, a display operable to display
stored data, and a communication interface operable to
interface with a programmable processing apparatus to
fransfer stored setup data from the data memory to the
programmable processing apparatus.

An embodiment of the mnvention can thus enable a user
such as a system administrator in charge of a computer
server to provide essential setup data to that server without
having to communicate with the server over a network link.
The user can also set up a number of different servers
requiring different setup data using the same or 1dentical data
carriers by manually entering the required setup data for
cach server individually.

In a particular embodiment, the portable programmable
data carrier conforms to a smartcard or PC-Card standard
such as ISO 7816, ISO 10536 or PCMCIA so that a standard
card reader may be easily mncorporated into the program-
mable processing apparatus to be setup using the setup data
stored 1n the data carrier.

In another particular embodiment, the portable program-
mable data carrier comprises a power supply to provide
power to the data carrier so that the data carrier may be used
without recourse to an external power supply for manual
Inputting or reviewing of setup data.

In a further particular embodiment, the power supply 1s a
photocell mtegrated into a surface of the data carrier such
that the data carrier can be powered by the photocell when
in use for manual mputting or reviewing of setup data.

In another particular embodiment, the data carrier addi-
fionally comprises a security data memory which stores
predetermined security data useable by the data carrier to
compare to an inputted security code to determine whether
the user of the data carrier 1s duly authorised.

In yet another particular embodiment, a plurality of dif-
ferent security data are stored in the security data memory
corresponding to a plurality of different security codes, such
that a plurality of levels of authorisation may be enabled.

Another aspect of the present invention, provides a
method of providing setup data to a programmable process-
ing apparatus such as a computer server. The method com-
prises: mputting setup data to a portable programmable data
carrier via a manual input interface, storing the inputted
setup data 1n data carrier storage, and transferring the stored
setup data from the data carrier storage to the programmable
processing apparatus via matched communication interfaces
of the data carrier and processing apparatus.

Other objects and advantages of the present invention will
become apparent upon reading of the following detailed
description of embodiments and upon reference to the
accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the present invention will now be
described, by way of example only, with reference to the
accompanying drawings, 1n which:

FIG. 1 1s a schematic diagram of a networked computer
system,

FIG. 2 1s a schematic diagram of a processing system
arranged to make use of the system of a first embodiment;

FIG. 3 1s a flow chart showing the start up operation of the
processor system of FIG. 2;

FIG. 4 1s a schematic diagram of a programmable portable
data carrier according to the first embodiment;
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FIG. 5 1s a view of a portable programmable data carrier
of the first embodiment;

FIG. 6 1s a flow chart showing the major program steps of

a program carried out by the portable programmable data
carrier of FIG. 5;

FIG. 7 1s a flow chart showing the processing steps
involved 1n the program stage S6-3 of FIG. 6;

FIG. 8 1s a flow chart showing the program steps of the
program stage S6-7 of FIG. 6;

FIG. 9 1s a schematic diagram of an alternative processing,
system arranged to use the system of a second embodiment;

FIG. 10 1s a flow chart showing the start up processes of
the processor system of FIG. 9;

FIG. 11 1s a block diagram showing a portable program-
mable data carrier according to the second embodiment;

FIG. 12 1s a flow chart showing the main program steps
of a program carried out by the data carrier of FIG. 11;

FIG. 13 1s a flow chart showing the program steps
involved 1n the program stage S12-3 of FIG. 12;

FIG. 14 1s a flow chart showing the program steps
involved 1n the processing stage S12-3 of FIG. 12 according
to a third embodiment;

While the mvention 1s susceptible to various modifica-
tions and alternative forms, specific embodiments are shown
by way of example in the drawings and are herein described
in detail. It should be understood, however, that drawings
and detailed description thereto are not intended to limit the
invention to the particular form disclosed, but on the
contrary, the invention 1s to cover all modifications, equiva-
lents and alternatives falling within the spirit and scope of
the present mvention as defined by the appended claims.

DESCRIPTION OF PARTICULAR
EMBODIMENTS

Shown 1n FIG. 1 1s a networked computer system 1 in
which a programmable portable data carrier according to a
first embodiment may be utilised. In FIG. 1 1s shown a
computer system user terminal 2 comprising a system unit 3
in which a processor, memory and hard disk drive (not
shown) may be located, the system unit 3 having connected
thereto a display 5 for visually outputting data to a user. Also
connected to the system unit 3 are a mouse 7 and a keyboard
9 for use by a user 1in 1mputting data to the computer terminal.
Associated with the system unit 3 1s a removable media
drive 11 such as a floppy disk drive, a CDROM drive, DVD
drive, etc. for non-network transier of programs and data. In
order that the computer terminal 2 1s able to communicate
via a network, 1t must be set up 1n accordance with certain
configuration data to be able to communicate with the
network. Such configuration data may include a network
address or a host ID. In the computer terminal, this con-
figuration data may be entered manually using the mouse 7
and keyboard 9, or it may be entered by inserting a memory
card 15 into a memory card slot 13, the memory card 15
having stored therein the configuration data for the computer
terminal 2.

Once the computer terminal 2 has been configured to be
able to communicate via a network, a networking connec-
fion may be established via a network iterface 17 to a
network 19. In the present embodiment, the network 19 1s an
Ethernet based network and thus the network address
referred to above will be an Ethernet address.

Also connected to the network 19 are a plurality of
network server systems 29. These network server systems 29
comprise a server processor unit 31 1 which a processor,
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memory and hard disk drive (not shown) may be located.
Each server processor unit 31 1s connected to the network 19
via a network interface 45. In order that the network server
system 29 may communicate successiully with the network
19 via the interface 435, 1t 1s necessary that the server system
29 be configured to operate in the networked environment.
Each server processing unit 31 1s therefore equipped with a
memory card slot 13 imnto which a memory card 15 storing
conilguration data such as an Ethernet address and a host ID
may be 1nserted such that the system 29 can use the
conilguration data stored therein when communicating with

the network 19.

Shown 1n FIG. 2 1s a schematic diagram showing the
major functional components of the server processor unit 31.
Within the server processor unit 31 1s a CPU 33 connected
via an internal bus 35 to a memory 37 and a boot program-
mable read only memory (Boot-PROM) 39. The Boot-
PROM 39 stores setup mnformation to enable the processor
unit 31 to mmitialise correctly when 1t 1s powered up. Also
connected to the bus 35 1s a card interface 41. A data card
15 inserted through the card slot 13 1n the body of the server
processor unit 31 may be accessed by the server system via
the card interface 41. In order to facilitate communication
between the network 19 and the server system 29, a network
interface 45 1s also connected to the internal bus 35.

FIG. 3 1s a flow chart showing the processing steps carried
out in the server processor unit 31 at power up. First, at step
S3-1, the server hardware 1s 1nitialised, where necessary
using data stored 1n the Boot-PROM 39. Next, at step S3-3,
a check 1s performed to discover whether a data carrier 1s
present 1n the data carrier reader 41. At step S3-5, a decision
1s taken based on the result of the check for the presence of
a data carrier in the reader 41. If a data carrier 1s present, then
processing continues to step S3-7 where the configuration
data 1s read from the data carrier and then to step S3-9 where
the configuration data 1s used to configure the system 29 for
use. Following this, the server initialisation 1s complete and
the server may commence normal operation. On the other
hand, 1f 1t 1s discovered at step S3-5 that no data carrier 1s
present 1n the reader 41, then processing continues at step
S3-11 where the boot process 1s halted and then at step
S3-13, a fault 1s signalled. The fault signal may take the form
of a fault light being lit on the outside casing of the server
system 29, or alternatively an error data message could be
transmitted across the network 19 to a predetermined net-
work address for fault reporting from a default network
address for fault reporting.

Thus there has now been described an example of a
networked computer system in which a portable program-
mable data carrier according to the first embodiment may be
utilised. Referring now to FIGS. 4 to 8, there will now be
described 1n detail a portable programmable data carrier
according to the present embodiment and the modes of
operation thereof.

In FIG. 4 1s shown a schematic block diagram of the
functional components of the portable programmable data
carrier. A CPU 61 1s connected via an internal bus 63 to a
non-volatile program memory 65 storing program instruc-
tions for the data carrier 15. Also connected to the data bus
63 1s a non-volatile data memory 67 for storing data input to
the data carrier 15. Data input to the data carrier 15 1is
facilitated via a keypad 71 which 1s connected to the data bus
63 via a keypad interface 69. The keypad 71 1s integral to the
data carrier 15. Also integral to the data carrier 15 1s a
display 75 for displaying program data and stored data to a
user. The display 75 1s connected to the data bus 63 via a
display interface 73. In order that the data stored in the data
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memory 67 may be read by the network server system 29 or
computer terminal 2, a smartcard interface 77 1s also con-
nected to the data bus 63.

In the present embodiment, the data carrier 15 1s a
smartcard conforming to the standard ISO 7816 for inte-
orated circuit cards with electrical contacts. Thus the smart-
card interface 77 comprises an ISO 7816 electrical contact
interface. So that the data carrier 15 may be used with a
standard smartcard reader, the integral display 75 and key-

pad 71 are arranged into the body of a standard credit-card
sized smartcard.

In FIG. 5, the physical appearance of the data carrier 15
1s shown. Arranged on the surface of the data carrier 15 are
the smartcard interface 77, positioned 1n accordance with
smartcard standards such that the data carrier 15 1s compat-
ible with a conventional smartcard reader. Also positioned
on the surface of the data carrier 15 are the keypad 71, which
1s a very thin touch sensitive mput keypad formed onto the
surface of the data carrier 15. The display 75, which 1n the
present embodiment 1s an LCD device, 15 also set into the
surface of the data carrier 15. Also present on the data carrier
15 and connected to the other components of the data carrier
15 1s a solar cell 81 which 1s used to power the components
of the data carrier 15. As 1t 1s the case that a standard
smartcard receives operating power from a smartcard reader
when the smartcard 1s inserted into the reader, it 1S not
necessary for the data carrier 15 of the present embodiment
to be self-powering while 1t 1s 1n use within a smartcard
reader. On the other hand, 1in order that the data carrier 15 of
the present embodiment may be manually programmed with
conflguration data before 1t 1s inserted into a smartcard
reader of a computer system requiring coniiguration, the
data carrier 135 requires to be enabled to be powered by some
means whilst not mserted mto a card reader of a computer
system to which the configuration data is to be supplied. As
a human user entering configuration data manually into the
data carrier 15 will require the presence of visible light 1n the
environment 1n which he or she 1s working, a solar cell built
in to the data carrier 15 1s a suitable power source for the
data carrier 15.

Referring now to FIG. 6, there are shown the major
processing stages undertaken in the operation of the data
carrier 15. First, at stage S6-1, when the carrier 1s switched
on by a user, the operating system, as stored in the program
memory 635, 1s started. Next, at stage S6-3, the card requests
and receives conflguration data from a user. The configura-
tion data stored 1n the memory 67 1s then displayed on the
display 75 and stage S6-5. Finally, once the data carrier 15
has been inserted 1nto a card reader 42 associated with a
server system 29 or computer terminal 2, the configuration
data 1s uploaded to that server or terminal for use by that
terminal at stage S6-7.

Referring now to FIG. 7, there 1s shown a flow chart
setting out the process steps mvolved 1n the programme
stage S6-3 of FIG. 6. When the request and receive con-
figuration data module 1s activated, at step S7-1 a request for
the configuration data type selection 1s displayed on the
display 75. In the present embodiment, the data type selec-
fion takes the form of selecting an option from a menu, the
available data types being “Ethernet address”, “host 1D”,
and “end data mput”. At step S7-3, a data type selection
input 1s received via the keypad 71 mndicating one of the data
types from the menu. At step S7-5, a check 1s performed to
determine whether the data type “end mnput” was selected. It
it 1s determined that this data type was selected, then the
request and receive configuration data process 1s terminated
and processing returns to stage S6-5 of FIG. 6.
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On the other hand, 1if 1t 1s determined at step S7-5 that a
data type other than “end data input™ 1s selected, then at step
S7-7 a request 1s displayed for the configuration data to be
input on the display 75. Processing continues at step S7-9
where a data 1nput 1s received via the keypad 71.

Next, at step S7-11, the input data 1s displayed on the
display 75 along with a request for confirmation that the
input data 1s to be saved. An 1nput 1s then received at the
keypad 71 to confirm whether or not the input data should
be saved, at step S7-13. At step S7-15 the 1nput received at
step at S7-13 1s analysed to determine whether the input
conflguration data should be saved. If the mput data 1s not
to be saved, then processing returns to step S7-1 and the
request for a configuration data type selection 1s displayed
on the display 75. If however the input data 1s to be saved,
then processing continues at step S7-17 where the input
conflguration data 1s stored 1n the data memory 67. Process-
ing then continues at step S7-1 and a further request for
conflguration data type selection 1s displayed on the display
75. The process continues to loop until the configuration
data type “end data input” 1s selected.

Referring now to FIG. 8, the processing steps carried out
by the data carrier 15 1n the programme stage S6—7 of FIG.
6 will now be described. The “upload configuration data to
server’ process begins at step S8-1 with the displaying of a
message 1ndicating that the data carrier 15 1s ready for
upload being displayed on the display 75. Next, at step S8-3,
the data carrier 15 goes into a wait mode ready for interro-
gation by the server. Once a user has inserted the data carrier
15 into a card reader 77 associated with the server and the
server 1s powered up, the server will interrogate the data
carrier 15. Therefore, at step S8-5, an interrogation message
1s received from the server via the smartcard interface 77.
Finally, at step S8-7, the configuration data stored 1n the data
memory 67 1s transmitted to the server via the smartcard
interface 77.

Thus a system has been described in which a program-
mable portable data carrier may be manually loaded with
configuration data before being inserted into a program-
mable processing apparatus which apparatus interfaces with
the data carrier to retrieve the configuration data stored
therein.

Referring now to FIGS. 9 to 13 a second embodiment of
the present 1nvention will now be described. FIG. 9 shows
a schematic diagram of the major functional components of
a server processor unit 31 according to the second embodi-
ment. In FIG. 9, the processor 33, internal bus 35, memory
37, Boot-PROM 39 and card interface 41 are connected and
function the same as the equivalent components already
described above with reference to FIG. 2. In the server
processor unit 31 of the second embodiment, there 1s addi-
tionally connected to the internal bus 35 a configuration data
register 47 which includes a register set flag 49. The
configuration data register 47, which 1s a non-volatile
memory, 1s used to store configuration data received via the
card interface 41. Once configuration data has been read
from a data carrier 15 using the card interface 41 and has
been stored 1n the configuration data register 47, then the
register set flag 49 1s set to indicate that configuration data
1s present 1n the register. The presence of the network
address register 47 therefore allows the server processor unit
31 to operate without having a data carrier 15 permanently
inserted therein.

Referring now to FIG. 10, there 1s shown a flow chart of
the processing steps carried out 1n the server processor unit
31 of the second embodiment at power-up. First, at step
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S10-1, the server hardware 1s 1nitialised 1n a processing step
equivalent to step S3-1 of FIG. 3. Following this, at step
S10-3, a check 1s performed to determine the register set flag
status. The result of this check 1s analysed at step S10-5 to
determine whether the register set flag 49 1s set. If the
register set tflag 49 1s not set, indicating that there i1s no
conflguration data stored in the configuration data register
4’7 then processing continues at step S10-7 where a check 1s
performed for the presence of a data carrier 15 1n the card
interface 41. The processing of steps S10-7 to S10-17 1s
identical to the processing of steps S3-3 to S3-13 of FIG. 3
and therefore will not be described again in detail here. In
summary, 1i a data carrier 15 1s present 1n the card interface
41 then the configuration data 1s read from the memory card
and used to configure the server for use and 1if no data carrier
15 1s present 1n the mterface 41 then the boot process i1s
stopped and a fault signalled.

On the other hand, 1f 1t 1s determined at step S10-3 that the
register set flag 49 1s set, indicating that configuration data
1s stored 1n the configuration data register 47, then process-
ing continues at step S10-19 where the configuration data 1s
read from the configuration data register 47. The read
coniiguration data 1s then used at step S10-13 to configure
the server for use. By means of the above described
processing, it 1s therefore possible for the server processor
unit 31 to be powered-up without a data carrier 15 being,
present 1n the card interface 41, provided that configuration
data from a data carrier 15 has already been stored in the
configuration data register 47.

Thus there has now been described an example of a
networked computer system in which a portable program-
mable data carrier according to the second embodiment may
be utilised.

Referring now to FIGS. 11 to 13, there will now be
described 1n detail a data carrier according to the second
embodiment and the modes of operation thereof.

In FIG. 11 1s shown a schematic block diagram of the
functional components of the memory card 15. The CPU 61,
internal bus 63, program memory 65, data memory 67,
keypad interface 69, keypad 71, display interface 73, display
75 and smartcard interface 77 are arranged and operated the
same as the equivalent components already described above
with reference to FIG. 4. Additionally connected to the
internal bus 63 1s a security data memory 79. This security
data memory 1s present to allow access to the functionality
of the data carrier 15 by a user to be restricted to those users
having knowledge of a predetermined security code. By
providing such a security code protection, it becomes pos-
sible to ensure that persons untrained in the use of a data
carrier of the present invention for programming computer
servers are not able to accidentally cause configuration
errors by improperly using the data carrier. In addition, 1t 1s
also possible to ensure that persons intending to maliciously
reprogram computer servers to cause errors are unable to do
so using a data carrier of the present embodiment.

Referring now to FIG. 12, there are shown the major
processing stages undertaken in the operation of the data
carrier 15 of the second embodiment. First, at step S12-1,
when the card 1s switched on by a user, the card operating
system, as stored in the program memory 635, i1s started.
Next, at step S12-3, actions are taken to ensure that the user
using the data carrier 15 has knowledge of the necessary
security codes to be permitted to use the data carrier 15.
Following this, the processing of steps S12-5, S12-7 and
S12-9 1s 1dentical to the processing of steps S6-3, S6-5 and
S6-7 of FIG. 6 respectively and therefore will not be
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described 1n detail again. In summary, configuration data 1s
requested from a user and received by the data carrier 15, the
confliguration data stored in the data carrier 15 1s displayed
to a user and then uploaded to a server for use by the server
in coniiguration of that server.

The processing steps 1nvolved 1n stage S12-3 are shown
in more detail 1n FIG. 13. The processing steps involved 1n
stages S12-5 and S12-9 have already been described above
with reference to FIGS. 7 and 8 and therefore no further
description will be provided here.

Referring now to FIG. 13, the processing steps involved
in determining whether the user of the data carrier 15 has
knowledge of an appropriate security code 1s now described.
First, at step S13-1, a request 1s displayed on display 75 for
a security code to be entered. Following this, at step S13-3,
a security code input 1s received via the keypad 71. A
comparison 1s then performed between the received security
code mput and security data stored i1n the security data
memory 79, at step S13-5. The result of this comparison 1is
analysed at step S13-7 to determine whether the inputted
security code correctly matches the stored security code, at
step S13-7. If 1t 1s determined that the inputted security code
does correctly match the stored security code, then process-
ing continues at step S13-9 where a marker 1s set in the data
memory 67 to indicate that the current user 1s to be allowed
access to the remaining functionality of the data carrier 15.
On the other hand, 1if it 1s determined at step S13-7 that the
inputted security code does not match the stored security
code, then processing continues at step S13-11 where an
error message 1s displayed on the display 75 to indicate that
the entered security code was 1ncorrect and processing then
returns to step S13-1 and a request for the entry of a security
code 1s displayed on the display 75. This process will loop
indefinitely until a correct security code 1s entered.

Thus there has now been described a system whereby
unauthorised users having no knowledge of a security code
are not able to access the functionality of the data carrier 15
and therefore cannot use the data carrier 15 to cause con-
fliguration errors 1n a server processor unit 31, whether
inadvertently or deliberately.

It has been described above 1n the second embodiment,
with particular reference to FIGS. 11 to 13 to use a security
code system to prevent unauthorised use of a data carrier 15
according to the present invention. There will now be
described with reference to FIG. 14 a modified security
system wherein a user 1s again requested to enter a security
code before being allowed access to the functionality of the
data carrier 15, however 1n the present embodiment a
plurality of predetermined security codes are stored in the
security data memory 79, each different security code allow-
ing access to different functionality of the data carrier 135.
For example, a first security code may allow a user of the
data carrier 15 to view configuration data already stored in
the data carrier 15 and to upload that data to a server, but not
to alter the configuration data already stored in the data
carrier 15. A second security code would allow a user to
change the configuration data stored 1n the data carrier 15 as
well as to view that data and to upload that data to a server.

Referring therefore to FIG. 14, there are shown the
processing steps required to implement a multi-level secu-
rity code system for a data carrier 15 according to the present
embodiment. First, at step S14-1 a request 1s displayed on
the display 75 for a security code to be entered. Next, at step
S14-3, a security code mput 1s received via the keypad 71.
The recerved security code input 1s then compared, at step
S14-35, to the stored security codes stored 1n the security data
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memory 79. The result of this comparison 1s studied at step
S14-7 to determine whether a valid security code has been
matched by the 1nput security code. If 1t 1s determined that
the input security code matches a stored security code then
processing continues at step S14-9 where the security privi-
leges of the current user are determined based on which
predetermined security code was matched by the input
securlty code. Following this, at step S14-11, the determined
level of security access 1s displayed on the display 75 to
allow the user of the data carrier 15 to know what function-
ality of the data carrier 15 that user 1s going to be permitted
to make use of. On the other hand, 1f 1t 1s determined at step
S14-7 that the entered security code does not match a stored
security code the processing continues at step S14-13 and an
error 1s displayed. Processing then returns to step S14-1 and
a new request 1s displayed for the entry of a security code.
This loop will continue indefinitely until a valid security

code 1s entered.

Thus there has now been described a method whereby the
single level security system of the second embodiment may
be modified to allow the use of multiple level security in
controlling access to the functionality of the data carrier 15.

As will be appreciated by those skilled 1n the art, various
modifications may be made to the embodiments herein
before described without departing from the scope of the
claimed invention. In particular, it will be understood that
various features of the embodiments are interchangeable
with features of other embodiments, for example it 1s not
necessary that a data carrier making use of a security access
system be used with a server processor unit having a
coniliguration data register. The data carrier having a security
access system may also be used with a server processor unit
not having a configuration data register, and likewise a data
carrier having no security access system may be used with
a server processor unit having a configuration data register
for. Examples of other possible modifications of the system
of the present invention will now be described.

Although 1t has been described above with particular
reference to FIGS. 4 and 5 that the data carrier should be a
smartcard conforming to the standard ISO 7816 for inte-
orated circuit cards with electrical contacts, the data carrier
will 1n fact take many forms. For example, it may be a
smartcard conforming to the standard ISO 10536 for con-
tactless integrated circuit cards or it may be a so called
“PC-card” conforming to the PCMCIA standards. Another
possibility 1s to use other contactless interfaces such as
IRDA or an RF based system. Alternatively, a proprietary
system for a computer readable memory card could be
developed for use with the system of the present invention.

Although 1t has been described above with particular
reference to the first embodiment that 1f a server 1s unable to
complete an initialisation due to a lack of presence of a data
carrier to provide configuration data by lighting lamp on the
server casing or by transmitting an error message to a default
network address for fault reporting, this should not be
interpreted as limiting as any known method of fault report-
ing or mndication for a computer system may be used. For
example, the fault could be indicated by sounding a buzzer
or other audible signal either at the server or at a remote
monitoring station, likewise a visible signal could be caused
to be activated at a remote monitoring station as well as at
the server casing.

Although 1t has been described above with particular
reference to FIG. § to have a separate keypad and display, 1t
1s possible that these two elements could be combined into
a single touch sensitive display, which displays are well
known 1n the field of portable computers.
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Although 1t has been described above with particular
reference to FIG. § to provide the data carrier with an
integral power supply, this should not be interpreted as
restrictive as 1t 1s possible that a user manually mputting or
reviewing configuration data would plug the data carrier into
a separate power source. Such a separate power source could
provide the power via the smartcard interface or via a
separate power 1nterface provided on the data carrier.

Although 1t has been described above with particular
reference to FIG. § that the memory card should be powered
by a solar cell, this should not be interpreted as restrictive
and any power supply suitable for use on a memory card
could be used. For example, a small rechargeable cell or a
large value “super” capacitor could be fitted.

If the data carrier were of a sufficiently large format, an
edge of the card which would normally lie outside of a card
slot when the card were 1nserted to interface with a server
could carrier LED 1ndicators to indicate activity or progress
during the configuration/boot process of that server.

Although 1t has been described above that a security code
required for access to the functionality of the data carrier 1s
to be entered via the keypad, other methods of entering a
security clearance signal may be used. Systems such as
biometric security systems could be used to control access to
the functionality, for example a fingerprint scanner may be
integrated 1nto the surface of the data carrier and a successiul
fingerprint scan be required for security clearance.

The memory card could also carry FRUID (Field
Replaceable Unit Identity) information for the system
together with fault logs communicated to it by the server.
These could then be downloaded by service personnel who
would remove the card from the server, and 1nsert 1t 1nto a
portable computer which would then extract the informa-
tion.

Although 1t has been described above with reference to
the second and third embodiments that the security data
stored 1n the security data memory 1s a predetermined
security data, 1t would be appreciated that functionality may
be provided to allow this security data to be changed. Such
functionality may be provided at a part of the internal
program of the memory card or by a memory card program-
ming computer mto which the memory card would be
inserted to have programming loaded into 1t. Such a pro-
cramming computer could be used for example, also to
make changes to the internal programming of the memory
card to add or remove programming features.

Although 1t has been described above with particular
reference to FIGS. 4 and 11 to provide the data carrier with
separate program, data and security memories, such an
arrangement 1s not restrictive, and the data carrier may be
provided with a single physical memory which serves all of
the above functions. Obviously other arrangements of physi-
cal memories are possible.

Although the embodiments above have been described 1n
considerable detail, numerous variations and modifications

will become apparent to those skilled in the art once the
above disclosure 1s fully appreciated. It 1s intended that the
following claims be interpreted to embrace all such varia-
tions and modifications.

What 1s claimed 1s:

1. A portable programmable data carrier comprising:

a processor and storage integral to the data carrier;

a user mput interface integral to the data carrier operable
to receive manually iput configuration data for a
programmable processing apparatus including at least
data describing a network identity for the program-
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mable processing apparatus and manually 1nputted
security criteria data;

a display integral to the data carrier operable to display
conilguration data; and

a communications interface integral to the data carrier and
operable to interface with a programmable processing
apparatus to transfer system configuration data from the
storage to the programmable processing apparatus;

wherein the storage 1s operable to store:
operating instructions for the processor;
system conflguration data including at least one of a

network address and a host ID for the programmable
processing apparatus;
data describing a plurality of different predetermined
security criteria; and
processor executable instructions to cause the proces-
sor to become configured to compare the stored
predetermined security criteria with inputted security
criteria data mnputted via the user mnput interface and
to allow 1in dependence upon the result of the com-
parison:
further use of the data carrier;
access to different configuration data stored in the
storage; and
the transfer of ditferent configuration data stored in
the storage via the communications interface.
2. The portable programmable data carrier of claim 1,
wherein the portable data carrier 1s a PCMCIA format device
and said communications interface comprises a PCMCIA

interface.

3. The portable programmable data carrier of claim 1,
wherein the portable data carrier 1s a microchip card format
device and said communications interface comprises a
microchip card interface.

4. The portable programmable data carrier of claim 3,
wherein the portable data carrier conforms to ISO 7816.

5. The portable programmable data carrier of claim 3,
wherein the portable data carrier conforms to ISO 10536.

6. The portable programmable data carrier of claim 1,
further comprising a power supply integral to the data carrier
operable to provide power to the data carrier.

7. The portable programmable data carrier of claim 6,
wherein said power supply comprises a photocell.

8. The portable programmable data carrier of claim 6,
wherein said power supply comprises a rechargeable cell.

9. The portable programmable data carrier of claim 6,
whereimn said power supply i1s arranged to provide power
only when the data carrier 1s not connected to a program-
mable processing apparatus via the communications inter-
face.

10. The portable programmable data carrier of claim 1,
wherein said user 1nput interface and said display comprise
a unitary touch sensitive screen.

11. The portable programmable data carrier of claim 1,
wherein said display comprises an LCD.

12. The portable programmable data carrier of claim 1,
wherein the storage 1s operable additionally to store con-
figuration data describing a hardware ID for a programmable
processing apparatus.

13. The portable programmable data carrier of claim 1,
wheremn the data carrier i1s arranged to permit the data
describing the predetermined security data to be written to
the storage via the communications interface.

14. A method for providing configuration data to a pro-
grammable processing apparatus, the method comprising:

receiving a manual mputting of security data to a portable
programmable data carrier via a user input interface
integral to the data carrier;
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comparing the inputted security data to data stored in
storage 1ntegral to the portable programmable data
carrier: and

determining whether to allow:
further use of the data carrier:
access to different system configuration data stored 1n
the storage: and

the outputting of the configuration data based on the
result of said comparison: and

if 1t 1s determined that the future use, access and output-
ting are allowable:
receiving a manual inputting of configuration data
which includes at least one of a network address and
a host ID to the portable programmable data carrier
via the user input interface;
storing the mputted configuration data in the storage;
and
outputting the configuration data from the data memory
to a programmable processing apparatus via a com-
munications interface integral to the data carrier and
a matched communications interface mtegral to the
programmable processing apparatus.
15. A smartcard for use 1n configuring a programmable
processing apparatus, the smartcard comprising;

Processor means:
storage means:

power supply means for providing power to the smart-
card;

input means for manually inputting configuration data for
a programmable processing apparatus to the smartcard,
wherein the configuration data includes at least data
describing a network identity for the programmable
processing apparatus and manually inputted security
criteria data;

display means for displaying data inputted to the smart-
card;

interface means for outputting the mputted configuration
data to the programmable processing apparatus,

wherein the storage means 1s operable to store:
operating 1nstructions for the processor means;
system configuration data including at least one of a
network address and a host ID for the programmable
processing apparatus;
data describing a plurality of different predetermined
security criteria; and
processor executable instructions to cause the proces-
sor means to become configured to compare the
stored predetermined security criteria with mputted
security criteria data inputted via the mput means
and to allow 1n dependence upon the result of the
COmparison:
further use of the smartcard;
access to different configuration data stored in the
storage means; and
the output of different configuration data stored in
the storage means via the mterface means.

16. A programmable memory card for storing system
configuration data including at least one of a network
address and a host ID for a programmable processing,
apparatus, the programmable memory card comprising;

Proccessor mearns.

means for manually mnputting data including configura-
tion data and security criteria data to the card;

means for displaying data input to the card;

means for outputting the configuration data to a program-
mable processing apparatus; and
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means for storing:
operating instructions for the processor means;
system confliguration data for the programmable pro-
cessing apparatus;
data describing a plurality of different predetermined
security criteria; and
processor executable instructions executable to cause
the processor means to become configured to com-
pare the stored predetermined security criteria with
inputted security criteria data mnputted via the means
for manually inputting data and to allow in depen-
dence upon the result of the comparison:
further use of the programmable memory card;
access to different configuration data stored in the
means for storing: and
the output of different configuration data stored in
the means for storing via the means for outputting,

wherein the processor means, the means for inputting, the
means for displaying, the means for outputting and the
means for storing are integral to the memory card.
17. A programmable processing apparatus comprising a
data carrier reader, and a portable programmable data carrier
comprising:
a processor and storage integral to the data carrier;

a user mnput interface mtegral to the data carrier operable
to receive manually mput configuration data for a
programmable processing apparatus including at least
data describing a network identity for the program-
mable processing apparatus and manually 1nputted
security criteria data;

a display integral to the data carrier operable to display
confliguration data; and

a communications interface itegral to the data carrier and
operable to interface with a programmable processing

10

15

20

25

30

14

apparatus to transfer system configuration data from the
storage to the programmable processing apparatus;

wherein the storage 1s operable to store:
operating 1nstructions for the processor;
system configuration data including at least one of a
network address and a host ID for the programmable
processing apparatus;
data describing a plurality of different predetermined
security criteria: and
processor executable instructions to cause the proces-
sor to become configured to compare the stored
predetermined security criteria with inputted security
criteria data inputted via the user input interface and
to allow 1n dependence upon the result of the com-
parison:
further use of the data carrier;
access to different configuration data stored i the
storage; and
the transfer of different configuration data stored 1n
the storage via the communications interface,

wherein the communications interface integral to the data
carrier 1s arranged to interface with the data carrier
reader for the transfer of the system configuration data
for the programmable processing apparatus from the
storage to the programmable processing apparatus.

18. The apparatus of claim 17, wherein the storage 1s
configured for storing configuration data for a further pro-
grammable processing apparatus having a data carrier reader
assoclated therewith.

19. The apparatus of claim 18, wherein the programmable
processing apparatus 1s configured to receive the configu-
ration data via said user input interface and to output the
confliguration data to the further programmable processing
apparatus via said communications interface.
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