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SYSTEM AND METHOD FOR UPGRADING
MOBILE HANDSET

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to a system and method for
upgrading mobile handsets. More particularly, the present
invention relates to a system and method which allow a
cellular service provider to automatically process a request
from a mobile phone user who wishes to change his/her
existing handset to another handset.

2. Description of the Related Art

Many cellular service providers offer handset upgrade
service to their customers, allowing them to change their
current handsets to more up-to-date, feature-rich ones. The
demands for such upgrade service have been increasing
because of the rapid introduction of new functions and
attractive services.

In a conventional service model, people visit their local
provider office, dealer, or retail store to apply for an upgrade
and purchase a new handset. Typically a salesclerk checks
the customer’s existing handset, verifies his/her identity, and
requests the customer to fill out the application form for an
upgrade. The application details are then entered to the
provider’s system through a dedicated data terminal, thereby
causing the telephone exchange to activate a new setup (i.e.,
register the new handset and deregister the old one). Since
the new handset has to inherit the existing phone number, the
salesclerk writes it into a read-only memory (ROM) chip on
the handset, using a dedicated ROM programming device.

As seen from the above, the conventional procedure
requires some special equipment to execute an upgrade. In
other words, customers can purchase their desired new
handset or obtain upgrade service only 1n those places where
such facilities are available. This limitation 1n the conven-
tional upgrade service 1s also justified by the need for the
verification test, which has to be performed by a salesclerk
having a knowledge of the handset operation. That 1s, before
passing 1t to the purchaser, the salesclerk checks whether the
new handset works fine. In case of any problem with the
handset under test, he/she would replace 1t with another set
of the same type.

Still another reason for the limited service availability 1s
that the application must be made by the rightful owner of
a handset to be upgraded. Therefore, the applicant shows up
in person and authenticates himseli/herself by presenting the
following things: (a) the handset that is currently used, (b),
the knowledge about what are written 1n the original regis-
tration form, and (c) an appropriate identification document
(e.g., ID card).

For the above reasons, cellular customers wishing to
upgrade their handset are necessitated to present themselves
at the sales counter of a telephone store.

SUMMARY OF THE INVENTION

Taking the above into consideration, an object of the
present invention 1s to provide a handset upgrading system
and method which eliminate the need for the customers to
visit a local store to upgrade their handset, through a totally
automated processing mechanism, including delivery and
functional verification of new handsets.

To accomplish the above object, according to the present
invention, there 1s provided a handset upgrading system
which executes a handset upgrade from a first mobile
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handset to a second mobile handset for use 1n a cellular
network. This system comprises an upgrade request valida-
fion unit and a switchover command unit. The upgrade
request validation unit validates a handset upgrade request
received from a customer by veritying that the customer 1s
sending the handset upgrade request with the first mobile
handset, based on an 1dentification code that indicates which
handset the customer 1s currently using. The 1dentification
code 1s assigned to each mobile handset and transmitted over
the cellular network when a call 1s 1initiated. The switchover
command unit directs a local telephone exchange to dereg-
ister the first mobile handset and register the second mobile
handset when the upgrade request verification unit has
successiully validated the handset upgrade request.

To accomplish the above object, the present invention also
provides a method of executing a handset upgrade from a
first mobile handset to a second mobile handset for use 1n a
cellular network. This step comprises the following steps:
(a) validating a handset upgrade request received from a
customer by verifying that the customer 1s the applicant who
applied online for the handset upgrade, as well as that the
customer 1s currently using the first mobile handset, based
on an 1dentification code that indicates which handset the
customer 1s currently using, the identification code being
transmitted over the cellular network when a call 1s 1nitiated;
(b) commanding a telephone exchange to deregister the first
mobile handset and register the second mobile handset when
the step (a) of validating has successfully validated the
handset upgrade request; (c) verifying functions that the
second mobile handset is supposed to provide; and (d)
commanding the telephone exchange to dercgister the sec-
ond mobile handset and reregister the first mobile handset
when a problem with the functions of the second mobile
handset 1s found at the step (c¢) of verifying functions.

The above and other objects, features and advantages of
the present mvention will become apparent from the fol-
lowing description when taken in conjunction with the
accompanying drawings which 1illustrate preferred embodi-
ments of the present mnvention by way of example.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows a conceptual view of the present invention;
FIG. 2 shows an embodiment of the present invention;

FIG. 3 1s a general flowchart which shows an overall
process of upgrading a mobile handset;

FIG. 4 shows the structure of an upgrade request handler;

FIG. 5 1s a flowchart which shows a process of accepting,
an application for handset upgrading;

FIG. 6 shows a typical structure of a customer database;
FIG. 7 shows a typical structure of a reservation database;

FIG. 8 1s a flowchart which shows a process of switching,
to a new handset;

FIG. 9 shows an example of the updated reservation
database;

FIG. 10 1s a flowchart which shows a process of verifying,
the result of handset upgrading;

FIG. 11 shows an example of the updated customer
database; and

FIG. 12 1s a flowchart which shows another process of
verifying the result of handset upgrading.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Preferred embodiments of the present mmvention will be
described below with reference to accompanying docu-
ments.
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FIG. 1 shows a conceptual view of a handset upgrading
system according to the present invention. This handset
upgrading system 1 comprises the following elements: an
upgrade request validation unit 11, an ID code retrieving unit
12, a first switchover command unit 13, a functional veri-
fication unit 14, and a second switchover command unit 15.
The functional verification unit 14 comprises a mail function
verification unit 142 and a voice function verification unit

14b.

Briefly, the handset upgrading process proceeds as fol-
lows. The cellular customer wishing to upgrade his/her
handset to a new type first has to make formal application for
an upgrade. When this application 1s accepted, the service
provider creates and saves a relevant reservation record and
delivers the desired handset to the requesting customer,
together with a certain password that is necessary to activate
the new handset. With this password, the customer sends a
handset upgrade request to the handset upgrading system 1,
In an attempt to initiate switchover from his/her current
handset to the new handset. After validating the request, the
handset upgrading system 1 directs a relevant telephone
exchange to change its setup, so that the new handset will be
operable.

Every mobile phone handset 1s assigned a unique identi-
fication code to distinguish itself from others, which 1is
transmitted over the network when a call 1s initiated. When
a handset upgrade request 1s received from a customer, the
upgrade request validation unit 11 examines its associated
identification code and other related data to make sure that
the request has been transmitted from the first mobile
handset 2, which will be obsolete when the upgrade 1is
finished. More specifically, the upgrade request validation
unit 11 receives the following information from the cus-
tomer at this stage: (1) application filing number which was
generated and supplied to the customer when he/she applied
online for handset upgrading; (2) upgrade password which
has been delivered to the customer together with the new
handset. The upgrade request validation umit 11 further
receives the following information from the reservation
database 3: (1) application filing number, (2) upgrade
password, (3) handset identification code. The upgrade
request validation unit 11 further receives from the ID code
retrieving unit 12 the identification code of the handset being
used. Using those pieces of information, the upgrade request
validation unit 11 proves that the received handset upgrade
request 1s true and correct.

As already mentioned above, the ID code retrieving unit
12 makes access to the network data 4 to obtain the
identification code of the first mobile handset 2 that the
customer 1s currently operating. The first switchover com-
mand unit 13 directs the telephone exchange 5 to close the
service for (or deregister) the current handset 2 and open the
service for (or register) the new handset 6, when the upgrade
request validation unit 11 has recognized the request in
question as being a valid handset upgrade request sent from
the first mobile handset 2 of the customer.

The functional verification umit 14 tests whether the
switchover operation from the first mobile handset 2 to the
second mobile handset 6 has successtully completed, as well
as checking whether the second mobile handset 6 1s working
correctly. More specifically, the mail function verification
unit 14a sends a message to the second mobile handset 6
through the mail server 7. This mail message says “We
believe your new handset 1s enabled. Please respond to this
mail for acknowledgment.” It receives a reply message from
the second mobile handset 6, which indicates that the
switchover operation has been correctly completed and the
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¢-mail function of the new handset 6 1s operable. The voice
function verification unit 14b uses an interactive voice
response system (IVR system) 8 to send a voice message to
the second mobile handset 6 1n order to check whether the
customer returns any response to that message. As with the
mail function verification unit 14a described above, this
voice test function 1s used to prove that the switchover
operation has been correctly completed and the voice func-
tion of the new handset 6 1s operable.

In the event of unsuccessiul upgrade, the second switcho-
ver command unit 15 would be activated. More specifically,
when the functional verification unit 14 finds any problem 1n
the mail and/or voice functions, or when 1t determines that
the upgrade to the second mobile handset 6 1s unsuccessful
for any reason, the second switchover command unit 1§
directs the telephone exchange § to resume the service for
the first mobile handset 2, while closing that for the second
mobile handset 6.

The operation of the above-described handset upgrading,
system 1 will now be described in greater detail. It 1is
assumed that the customer has already finished his/her
application for the upgrade of his/her cellular handset. Note
that the present invention allows the customer to make this
application online, without the need for visiting a retail
store.

The requesting customer notifies the cellular service pro-
vider of his/her phone number and the serial number of the
first mobile handset 2. In addition to those numbers, the
customer sends the password for call forwarding service,
which 1s supposed to be unknown to any other people. With
those pieces of information, the cellular service provider
authenticates the customer and recognizes that he/she 1s
requesting an upgrade by using the first mobile handset 2.
The cellular service provider now accepts the customer’s
request, thus generating an application filing number and an
upgrade password. Besides being sent to the customer, the
generated filing number and password are saved into the
reservation database 3 for future reference, along with some
other information about the first mobile handset 2. After that,
the provider makes necessary arrangements for delivery of
the specified second mobile handset 6, which involves
writing the customer’s phone number into the internal ROM
chip and printing the upgrade password. The second mobile
handset 6 1s then shipped to the requesting customer, along
with the printout of the upgrade password.

Upon recerving the second mobile handset 6, the cus-
tomer makes a call to the cellular service provider to submut
a handset upgrade request by using the first mobile handset
2. (Note that he/she cannot achieve the purpose with other
telephone handsets.) Every call made from a cellular handset
causes transmission of its identification code which can
never be changed by the user. In the present case, the call to
the service provider permits the ID code retrieving unit 12

to obtain the 1dentification code of the first mobile handset
2 from the network data 4.

The customer then enters the application filing number
and upgrade password through his/her first mobile handset
2. The upgrade request validation unit 11 receives these
values from the customer, along with the handset’s identi-
fication code from the ID code retrieving unit 12, and
compares them with those being stored in the reservation
database 3 as a reservation record. Through this comparison,
the upgrade request validation unit 11 verifies that the
handset upgrade request in question i1s from an authorized
customer who has previously made application for upgrad-
ing. If the request 1s successtully verified by the upgrade
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request validation unit 11, then the first switchover com-
mand unit 13 directs the telephone exchange 5 to activate the
second mobile handset 6, while closing the current service
for the first mobile handset 2.

Now that the handset switching 1s done, the mail function
verification unit 144 1n the functional verification unit 14
sends an e-mail message to the activated second mobile
handset 6 through the mail server 7, which notifies the
customer of the completion of switchover and prompts
him/her to return a reply message to the system for acknowl-
cdgment. The customer replies accordingly, causing a mes-
sage to be transmitted from the second mobile handset 6
back to the mail server 7. From this reply message, the mail
function verification unit 14a recognizes that the switchover
operation has been correctly completed and the e-mail
function of the new handset 6 1s working well. If nothing 1s
received within a predetermined period, the mail function
verification umt 14a determines that the switchover opera-
tion has been unsuccesstul, or that the e-mail function of the
second mobile handset 6 i1s moperable. The mail function
verification unit 14a then triggers the second switchover
command unit 15, so that the telephone exchange 5 restores
the previous setup. That 1s, the telephone exchange S rereg-
ister the first mobile handset 2, while deregistering the
second mobile handset 6.

In addition to the above, the voice function verification
unit 14b directs the IVR system 8 to send a verbal message
to the second mobile handset 6 1n order to check whether the
customer returns any response to that message. If an
expected response 1s returned, the voice function verification
unit 145 determines that the switchover operation has been
correctly performed and the voice function of the new
handset 6 works fine. If there 1s no response for a predeter-
mined period, or if an unexpected response 1s received, 1t
determines that the switchover operation was unsuccesstul,
or the second mobile handset 6 has a problem with 1ts voice
functions. If this 1s the case, the voice function verification
unit 14bH triggers the second switchover command unit 15, so
that the telephone exchange 5 restores the previous setup by
reregistering the first mobile handset 2 and deregistering the
second mobile handset 6.

As seen from the above description, the present invention
permits the cellular users to upgrade their first mobile
handset 2 to a second mobile handset 6, without visiting a
local telephone store. On behalf of the cellular service
provider, the handset upgrading system 1 performs switch-
ing to the second mobile handset 6, as well as functional
verification for the new setup.

A more specific embodiment of the present mvention will
be described below with reference to FIG. 2 and other
drawings. FIG. 2 1s a block diagram of the enfire system,
which comprises: a current handset 21, a new handset 22, a
personal computer 23, the Internet 24, a cellular network 235,
a mobile handset upgrading system 26 according to the
present 1nvention, a master database 27, a mail server 28, an
IVR system 29, and a telephone exchange 30. Among those
clements, the handsets 21 and 22 and personal computer 23
are located at the site of a customer who wishes to upgrade
his/her mobile handset. The customer can make access to the
Internet 24 with the current handset 21, or with the personal
computer 23 which 1s connected to an access network such
as a public switched telephone network or cable TV network
(both not shown).

The mobile handset upgrading system 26 1s constructed
on a computer platform comprising the following elements:
a central processing unit (CPU) 26a, a read-only memory
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(ROM) 26b, a random access memory (RAM) 26c¢, a hard
disk drive (HDD) 264, and interfaces (I/F) 26¢ and 26f. The

CPU 26a performs various operations according to the
programs stored 1n the HDD 26d, besides controlling other
parts of the system. The ROM 265 stores basic programs and
data that the CPU 26a executes and manipulates. The RAM
26c serves as temporary storage for application programs
and scratchpad data that the CPU 264 executes and manipu-
lates at runtime. The HDD 264 stores data to be processed
by the CPU 264, 1n addition to the control programs therefor.
Particularly, 1n the proposed system, the contents of the
HDD 264 include programs for accepting an application for
an upgrade, switchover to a new handset, and verifying
functions of that handset. The interface 26¢ supports data
format conversion capabilities to enable the CPU 264 to
access the Internet 24. The other interface 26/ provides the
same for the CPU 26a to communicate with the master
database 27, mail server 28, IVR system 29, and telephone
exchange 30.

The master database 27 1s a collection of three sections:
“customer database,” “reservation database,” and “phone
number database.” The customer database section stores
information about individual cellular customers. The reser-
vation database section maintains the records of applications
made by the customers. The phone number database section
stores phone numbers and mobile subscriber 1dentification
numbers (MSINs), which are used to identify a particular
mobile subscriber who 1s making a call with his/her current
handset 21. Mobile handsets automatically transmit their
MSINs, when they are used, so that they will be uniquely
distinguished from each other. While the current handset 21
and new handset 22 are assigned the same phone number
temporarily when the former 1s migrating to the latter, their
unique MSINs enable the cellular system to distinguish one
from the other. Note here that the MSINs can never be
changed by the subscribers.

The mail server 28 provides electronic mail facilities,
managing the reception and transmission of message data.
The IVR system 29, on the other hand, interacts with a
mobile user by sending a verbal message and receiving a
response. More specifically, when the user responds to a
gven message by operating the keypad on his/her handset,
a corresponding tone signal i1s generated, and the IVR
system 29 receives and recognizes that particular tone signal
and executes a relevant processing routine. The telephone
exchange 30 provides circuit switching functions to estab-
lish connections among different telecommunications
networks, such as the cellular network 25 local to the mobile
handsets 21 and 22, other cellular networks operated by
different wireless service providers (not shown), and public
switched telephone networks (also not shown).

The system illustrated mm FIG. 2 operates as follows.
Suppose that the owner of an old-type handset 21 wishes to
upgrade 1t to a new-type one 22. There are two ways for this
cellular customer to make an online application for handset
upgrading. One way 1s through the current handset 21, and
the other way 1s through his/her personal computer 23.
When this application 1s received, the mobile handset
upgrading system 26 checks its details by comparing them
with the information stored in the customer database section
and phone number database section 1n the master database
27. If no discrepancy 1s found, the system 26 accepts the
application and issues an application filing number to the
customer. It then saves those application details into the
master database 27 as a reservation record.

Now that the application i1s accepted, the cellular service
provider makes arrangements for shipment of the specified
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new handset 22 and generates an upgrade password theretor.
The handset 22 and 1ts corresponding password are deliv-
ered together to the requesting customer. Upon receipt of the
package, the customer makes a request call with the current
handset 21 1n order to have his/her new handset 22 enabled.
At this stage, the customer has to enter his/her application
f1ling number and upgrade password, using the keypad of the
current handset 21. When this request call 1s received, the
mobile handset upgrading system 26 refers to the network
data associated with the call and recognizes that the cus-
tomer 1s requesting an upgrade through his/her current
handset 21. The mobile handset upgrading system 26 then
checks the validity of the application filing number and
upgrade password that the customer has entered. If this
check 1s successtully finished, the mobile handset upgrading
system 26 commands the telephone exchange 30 to switch
from the current handset 21 to the new handset 22. With the

resultant setup, the new handset 22 1s activated while the
obsolete handset 21 1s disabled.

The mobile handset upgrading system 26 then creates an
e-mail message addressed to the requesting customer, which
solicits him/her for a response. The created message 1is
transmitted toward the new handset 22 via the mail server
28. Upon receiving this message, the customer sends back a
reply message for acknowledgment. The mobile handset
upgrading system 26 waits for the response, and if there 1s
no reply message received, it directs the telephone exchange
30 to restore the service for the previous handset 21 and
deactivate the new handset 22.

If the reply mail 1s received, the mobile handset upgrading
system 26 then attempts to make a voice call to the new
handset 22 through the IVR system 29. Prompted by the
voice message from the IVR system 29, the customer
presses a button on the new handset 22. The IVR system 29
recognizes which button 1s pressed. If it 1s exactly what 1s
expected, the mobile handset upgrading system 26 deter-
mines that the upgrade has been made correctly and that the
new handset 22 1s working correctly, thus updating the
relevant part of the customer database section in the master
database 27. If the IVR system 29 reports that the customer
has pressed a different button, the mobile handset upgrading
system 26 determines that the new handset 22 has a problem.
If this 1s the case, it directs the telephone exchange 30 to
restore the service for the previous handset 21 and deactivate
the new handset 22.

Referring now to the flowchart of FIG. 3, the entire
process of handset upgrading, from application to billing,
will be described. The proposed system first receives an
application from a customer who wishes an upgrade (step
S1). At this step, the customer is prompted to enter some
information that proves his/her authenticity as the owner, or
authorized user, of the current handset. The handset updating
system supplies an application filing number back to the
applicant which 1s not known to any other persons. The
cellular service provider delivers the desired new handset to
the requesting customer (step S2). At this step, the customer
receives an upgrade password which 1s known only to
him/her and the system.

Subsequently, the customer sends an instruction from
his/her current handset, requesting the system to execute
switchover to the new handset (step S3). This step requires
the customer to enter the application filing number and
upgrade password, thereby preventing the received new
handset from being enabled by any other person. After that,
using a mail server and IVP facilities, the system verifies its
new setup and the fundamental functions of the new handset
(step S4). If any problem was found in the new configuration
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of the system, or in the functions of the new handset, the
system would restore the previous setup. When everything is
verifled, the system bills the customer for the new handset,
including the upgrade service charge and any other dues
(step S5). The customer can choose the payment method
previously at the time of application. In the case he/she
chooses paying by money transfer, the system will enclose
a debit note 1n the package of the new handset at step S2. Or
he/she may wish a cash on delivery (COD) order, in which
case the system makes necessary arrangements so that the
money will be collected by a delivery person.

The following section will provide the details of the step
S1 of accepting an application. The proposed system
employs an upgrade request handler 31 shown 1 FIG. 4,
which 1s actually implemented as a computer program and
1s stored 1n the HDD 264d.

The upgrade request handler 31 comprises an application
checker 31a, a new handset selection unit 315, an upgrade
password generator 31c, and a reception code notification
unit 31d. The application checker 31a 1s coupled with a
master database 27 which comprises a customer database

27a, a phone number database 27b, and a reservation
database 27c.

The application checker 31a receives an application for an
upgrade from a cellular customer and compares each entered
data 1tem with the relevant record 1n the customer database
27a and phone number database 27b to check whether the
application 1s valid 1n 1ts entirety. The new handset selection
unit 316 provides a list of available mobile handsets, allow-
ing the customer to specily a desired one. The upgrade
password generator 31c¢ produces an upgrade password and
an application filing number, when the details of the appli-
cation have been validated and the customer has specified
his/her desired type of handset. The reception code notifi-
cation unit 31d notifies the customer of the application filing
number. As noted earlier, the application filing number 1s
known only to the applicant, and the upgrade password to
the recipient of the new handset.

The above-described upgrade request handler 31 operates
as follows. When a handset upgrade request 1s received, the
application checker 31a checks the validity of the applica-
fion details by consulting the customer database 274 and
phone number database 27b, where the phone number
database 27b contains at least the phone numbers and
MSINs of cellular customers. When they are successtully
validated, the new handset selection unit 315 prompts the
customer to decide which handset to choose and what
optional services to select. After that, the upgrade password
generator 31c produces an upgrade password and an appli-
cation filing number. It then compiles a reservation record
from the relevant part of the customer database 27a and
phone number database 27b which has just been used to
validate the application. This record 1s saved into the reser-
vation database 27¢ for later reference. Finally, the reception
code nofification unit 314 sends the upgrade password to the
applicant, while forwarding the information about the
selected handset type to the distribution department of the
cellular service provider, along with the upgrade password
for later delivery to the customer.

Referring to the flowchart of FIG. 5, the application
acceptance procedure, involving interaction with the
customer, 1s described. Here, the applicant for an upgrade
has two options: (a) visit the website of his/her service
provider, using a personal computer or other portable data
equipment, and make application on a dedicated web page;
or (b) call up the provider’s handset upgrading service by
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using his/her current mobile handset. In either way, the
customer can make application online, as 1n the Internet
shopping, without visiting a local retail store.

With the first application method (a), the customer goes to
a web page designed for the application for an upgrade,
following an appropriate link found 1n the homepage of the
cellular service provider (step S11). The customer fills out
the application form on the page, entering the phone number,
the serial number of the handset hardware, and his/her
password for call forwarding service (step S12). By giving
such peculiar information, the customer claims that he/she 1s
the owner of an old-type handset. Note that the password for
call forwarding service serves as the key information to
authenticate the customer, since it was originally defined by
the customer himself/herself. The serial number 1s usually
printed on the rear cover of a handset, meaning that it 1s
accessible to no one but the owner. The combined use of the
handset’s serial number and the customer’s call forwarding
password ensures reliable authentication processing in the
proposed system. It would not be possible to upgrade a
stolen handset, because 1ts associated password 1s unknown
to that non-eligible applicant.

With the second application method (b), the customer
selects handset upgrade service from among those offered by
the cellular service provider, using his/her current handset
(step S13). During the call, the service provider can make
access to the network data to obtain the necessary informa-
tion (e.g., phone number and MSIN) for identifying which
handset 1s being used. For this reason, the customer has only
to enter his/her password for call forwarding service (step

S14), unlike the case of method (a), which requires more
information to enter.

Subsequently to step S12 or S14, the service provider
consults the customer database, using the given information
as search keywords, thereby validating the application (step
S15). That is, the proposed system first searches the cus-
tomer database for a record corresponding to the requesting
customer’s phone number. In the case of the application
method (a), the system then performs user authentication by
comparing the serial number and the customer’s call for-
warding password with the database record. As for the
application method (b), the system authenticates the cus-
tomer by comparing the MSIN and the customer’s call
forwarding password with the database record. It 1s then
tested whether the given combination of data items 1s correct
(step S16). If the application includes any discrepancies, the
system rejects the request (step S17). In this way, the
proposed system permits customers to apply for an upgrade
without visiting a telephone store to demonstrate their
authenticity 1 person, which the conventional systems do
require.

Referring to FIG. 6, the customer database 27a maintains
the subscriber code, phone number, serial number, service
status, password for call forwarding service, and other
related information. The upgrade request handler 31 scans
this customer database 274 by using a given telephone
number as the search keyword, thereby obtaining its asso-
clated serial number and call forwarding password.

Referring back to FIG. 5, 1f the application 1s successtully
validated, then the customer chooses a desired handset from
among those listed on the web page or the display screen of
the current handset. The new handset may support new
optional service features. If this 1s the case, the customer
decides which services to subscribe to and enters necessary
parameters for them, which are transmitted to the cellular
service provider (step S18). The provider’s system then
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checks the received information (step S19). If any discrep-
ancies are found, the system prompts the customer to correct
the error or re-enter the item. Otherwise, the system accepts
the application from the customer (step S20) and now
generates an upgrade password and an application filing
number (step S21). After that, the system records the details
of the application in the reservation database 27¢ (step S22).
The application filing number and other details are also
transmitted to the applicant, asking him/her to take a note of
that filing number for future use (step S23).

FIG. 7 shows the reservation database 27c¢ mentioned
above at step S22, which comprises the following 1nforma-
tion fields: application filing number, subscriber code, phone
number, old MSIN, new MSIN, password, serial number,
completion date, and others. This database 27c¢ 1s used to
manage the progress of ongoing upgrade processes, as well
as to maintain the upgrade passwords and application filing
numbers for authentication purposes. The subscriber code,
phone number, and old and new MSINs are obtamned by
consulting the customer database 274, making access to the
network data, or searching the phone number database 275,
which manages the relationship between phone numbers and
MSINs. The new MSIN and serial number fields indicate
which type of handset each customer has chosen. The
password lield stores upgrade passwords generated by the
system. The serial number of a new handset 22 1s
determined, for example, when the reservation data record 1s
created, or when the service provider programs 1ts ROM.

When the application 1s accepted through the above-
described processing, the service provider begins prepara-
tions for shipment of the ordered new handset, as well as
printing out an 1nvoice which includes the generated
upgrade password. Those things are delivered together to the
requesting customer, the destination being the same as the
billing address that has previously been registered in the
customer’s service account.

According to the present invention, the system acquires
such mnformation as which services to subscribe to and
whether to change the phone number, when preparing a new
handset that the customer specified at the time of applica-
tion. Since all necessary mformation 1s at hand, the service
provider writes setup data mmto ROM before shipment.
Therefore, the customer can receive a new handset that 1s
fully configured with appropriate ROM contents, without
the need for visiting a local telephone store.

In the application procedure, the customer can specily a
desired payment method (e.g., money transfer, COD) to pay
the cost of a new handset and the upgrade fee. In the case
money transfer 1s selected for payment, the system encloses
a debit note 1n the package of the new handset. When he/she
wish to pay cash on delivery, the system passes a debit note
to the delivery agent.

Suppose here that the new handset has delivered to the
applicant, together with an invoice, allowing him/her to
proceed to the next step of the upgrading procedure. More
specifically, the system executes a program for configuring
the network so that the new handset will be operable.
Referring to the flowchart of FIG. 8, the details of this
handset switchover processing will be described below.

The customer first calls up the handset upgrade service
that 1s offered by the cellular service provider, using his/her
current mobile handset. Typically, this 1s performed by
selecting a relevant 1tem from the provider’s service menu.
In response to the selection, the system invokes an appro-
priate program to provide the specified service. When the
upgrade service starts, the customer 1s prompted to enter the
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previously supplied application {filing number, as well as the
upgrade password printed on the invoice. The system
receives those pieces of information from the customer (step
S31), and based on the application filing number, it then
searches the reservation database 27¢ (step S32). The pro-
oram subsequently determines whether a record relevant to
the particular application filing number 1s found in the
reservation database 27¢ (step S33). If no such a record is
found, or if the record found 1n the reservation database 27¢
indicates that the upgrade has already finished, the system
returns to the customer an error message saying “No such
reservation record” (step S34).

If a relevant database record 1s found, then the program
compares the given upgrade password with a corresponding
value in the record, thereby verifying its validity (step S35).
If they do not agree with each other, the program sends an
error message “Incorrect password” back to the customer
(step S36). Through the above steps S33 and S35 of
checking, the system recognizes the requesting customer as
being the very person who made application and received
the new handset package.

For the next step, the system obtains the customer’s phone
number, and 1n an attempt to identify which handset is
currently used, it makes access to network data that is
available only to the cellular service provider (step S37).
That 1s, the system determines whether the requesting cus-
tomer 1s using his/her old handset, by checking, for example,
its MSIN. Since 1t 1s not possible for any cellular user to
change the MSIN of his/her mobile phone, the system can
attain the above objective with a high level of security.
Should the application filing number or upgrade password
be leaked to someone, the system would not take that person
as legitimate unless he/she has the old-type handset at hand.

The reservation database 27¢ holds the true MSIN and
phone number 1n a record that was entered at the time of
application. The system compares the values supplied at step
S37 with those 1n the relevant record in the reservation
database 27c¢, thereby determining whether they are correct
(step S38). If any discrepancy is found, the system sends an
error message to the customer, saying “You are using a
wrong handset. Try again with the handset that you intend to
upgrade” (step S39). If the given MSIN and phone number
are correct, the system prompts the customer to make a final
determination of whether to execute the upgrade (step S40),
and the customer responds to it (step S41).

If a negative answer 1s returned at step S41, the system
cancels the current processing (step S42). If the answer is
positive, the system 1ssues two commands to the telephone
exchange 30 according to the record in the reservation
database 27c¢, so as to deregister the current handset, and to
register the new handset (step S43). The telephone exchange
30 executes these two commands. When the former opera-
fion 1s successiully finished 1n the telephone exchange 30,
the old handset can no longer be used 1n the cellular network.
When the latter operation 1s successiully finished, the new
handset gains connectivity in the network.

Typically, the above two switching operations are per-
formed synchronously under the control of a certain mecha-
nism 1n the telephone exchange 30, thus ending up with a
result of either “both successtul” or “neither successtul.”
The latter result may be brought about by a problem 1n the
telephone exchange or a defect 1n the new handset. Accord-
ing to the present invention, the upgrading procedure
involves the step of functional verification after the above-
described switchover operation 1s done. More speciiically,
the system sends an e-mail message that notifies the cus-
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tomer of the completion of the switchover operation and
requests him/her to returns a reply message for acknowl-
edgment (step S44). This e-mail message will test the
following points: (1) whether the telephone exchange has
successfully finished the switchover operation to the new
handset; (2) whether the mail sending function of the
telephone exchange operates correctly with the new setup;
and (3) whether the new handset can receive e-mail cor-
rectly. After sending the message, the system enters the
completion date to the reservation database 27¢ for progress
management purposes (step S45). The reservation record
updated as such 1s shown 1n FIG. 9.

Subsequently to the handset switchover processing of
FIG. 8, the response to the above-described message 1is
examined 1n a functional verification process shown 1n the
flowchart of FIG. 10. First, the system determines whether
any message has been received from the new handset 22 on
the same day as the confirmation message was transmitted
(step SS1). If there was no reply message, the system
restores the previous setup by reregister the old handset 21
while canceling the new handset 22, consulting the reser-
vation database 27¢ (step S52). If, on the other hand, there
was a reply message, the system calls up the new handset 22
and sends a voice message to the customer through the IVR
system 29 (step S53). This message may be “Do you hear
us? If so, please press the button ‘1°,” for example. The
system then examines how the customer responds (step
S54). If there is no response, or if an unexpected answer (1.€.,
other than ‘1°) is returned, the system proceeds to step S52,
taking 1t as evidence of trouble 1n the voice channel.

Upon receipt of a correct acknowledgment (i.e., ‘17) from
the customer, the system determines that the switchover to
the new handset has been successfully completed and both
the voice and mail functions of the new handset are working
properly. Accordingly, the system updates 1ts customer data-
base 27a (step S55) with the serial number of the new
handset which 1s obtained from the reservation database 27c.
The resultant record of the customer database 274 1s shown
in FIG. 11. Although it 1s not depicted, the reservation
database 27c¢ 1s also updated with the completion date of the
verification test.

Referring to the tlowchart of FIG. 12, another method of
functional verification will be described below. In this
alternate method, the system sends a different message to the
new handset 22 at step S44 of FIG. 8, expressing a gratitude
to the customer and simply reporting the completion of
upgrade processing. Instead of requesting a reply mail, the
system makes a call to the new handset 22, using the
automated function of the IVR system 29 (step S61). More
specifically, a voice message “Did you receive an e-mail
message from us?” 1s sent from the IVR system 29, and the
customer responds to 1t by pressing an appropriate numeric
key, depending on the situation. The system provides the
following options for an answer:

(#1) Yes, I received the message.
(#2) No, there is no such mail.
(#3) No such mail, but I like this handset.

(#4) The message arrived at my old handset.

(#5) Please connect me to the support office.
The system then observes the response from the customer
(step S62). If the call from the IVR system 29 does not reach
the new handset 22, or if no reply i1s returned within a
predetermined period, the system determines that the new
handset 22 has some problem, thus directing the telephone
exchange 30 to restore the previous setup (step S63). That is,
it cancels the new handset and reregisters the handset that
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has previously been used. At the same time, the handset
upgrading system notifies the system operator of the unsuc-
cessful switchover via e-mail or any other means. The
operator then tries to solve the problem, making a call to the
customer’s previous handset.

When an answer from the customer 1s received within the
predefined period, the system then determines which type of
answer it 1s (step S64). The answer #1 (“Yes, I received the
message”’) suggests that the voice channel between the new
handset 22 and IVR system 29 1s working fine. This indi-
cates the successtul completion of switching to the new
handset 22, as well as showing good health of its voice
functions. The answer #1 also suggests that the mail function
of the new handset 22 1s operating correctly since 1t even-
tually acknowledges the reception of the greeting message
from the system. Accordingly, the system records the normal
end of the upgrading process 1n the reservation database 27¢
and updates the customer database 27a with the parameters
of the new handset (step S65).

The answer #2 (“No, there is no such mail”) leads the
program to step S63, where the previous system setup will
be restored because the answer #2 suggests that the voice
functions are working, but the e-mail functions are not.
When the answer #3 (“No such mail, but I like this handset™)
1s returned, the system forwards the call to the service
provider’s technical support office (step S66) to let the staff
address the problem. The system reacts in the same way to
the answer #4 (“The message arrived at my old handset™)
since 1t 1mplies unsuccessiul switchover to the new handset
(step S66). In the case of answer #5 (“Please connect me to
the support office”), the system simply forwards the call to
the technical support office as requested by the customer
(step S66). As seen from the above, the proposed system is
designed to automatically take appropriate measures when
the customer’s answer 1mplies some problem in the new
setup (except for the case of answer #5).

The above section has described two methods for verity-
ing the result of handset upgrading. In both cases, the
handset upgrading system exploits the IVR system 29 to
perform an automated interactive veriication. The system
employs a mechanism for testing whether the new handset
22 1s reachable, rece1ving the customer’s response to a query
from the IVR system 29, and automatically determining how
to handle 1t. This mechanism eliminates the need for the
cellular customers to have their new handset tested at the
store where they purchased 1it.

The handset upgrading process 1s now coming to an end
with the collection of money from the customer. As previ-
ously mentioned, the customer can specily the desired
payment method at the time of application. The customer
may choose “money transfer” or “cash on delivery” for it. If
no speciiic method 1s designated, the system will include the
upgrade fee and other charges 1n the subscription account of
the customer, which 1s billed for typically on a monthly
basis.

The process steps of the proposed handset upgrading
system are encoded 1n a computer program, which will be
stored 1n a computer-readable storage medium. The com-
puter system executes this program to provide the intended
functions of the present invention. Suitable computer-
readable storage media include magnetic storage media and
solid state memory devices. Other portable storage media,
such as CD-ROMs and floppy disks, are also suitable,
particularly for circulation purposes. Further, 1t will be
possible to distribute the programs through an appropriate
server computer deployed on a network. The program files
delivered to a user are normally installed in his/her com-

10

15

20

25

30

35

40

45

50

55

60

65

14

puter’s hard drive or other local mass storage devices, which
will be executed after being loaded to the main memory.

The above discussion will now be summarized as follows.
According to the present invention, the handset upgrading
system provides a fully automated mechanism for: (a)
accepting an online application for an upgrade, (b) validat-
ing a handset upgrade request by verilying whether the
customer 1s sending it with his/her current handset, (c)
directing the telephone exchange to activate the new
handset, (d) testing mail and voice functions, and (¢) updat-
ing the customer database. The above features permits the
customers to upgrade their handset by themselves at what-
ever place, without the need for visiting a sales counter. The
system requires customers to use their current handset when
sending a handset upgrade request, thus making 1t possible
to automate the authentication process. Besides, this require-
ment eiffectively protects the system against spoofing
attacks. Further, an upgrade password 1s delivered to the
applicant, together with a new handset that he/she ordered,
and the system requires the applicant to enter that password
to execute the upgrade. Functional verification of a new
handset 1s also automated through the use of mail and IVR
facilities, which alleviates the service provider’s workload.
The proposed handset upgrading system permits cellular
service providers to sell their services directly to customers,
climinating the commaissions of middlemen, and thus helps
them strengthen their business.

The foregoing 1s considered as illustrative only of the
principles of the present invention. Further, since numerous
modifications and changes will readily occur to those skilled
in the art, 1t 1s not desired to limit the invention to the exact
construction and applications shown and described, and
accordingly, all suitable modifications and equivalents may
be regarded as falling within the scope of the invention 1n the
appended claims and their equivalents.

What 1s claimed 1s:

1. A handset upgrading system that executes a handset
upgrade from a first mobile handset to a second mobile
handset for use 1n a cellular network, comprising:

upgrade request validation means for validating a handset

upgrade request recerved from a customer by verifying

that the customer 1s an applicant who applied online for

the handset upgrade, as well as that the customer 1s

currently using the first mobile handset to interact with

the handset upgrading system, the verification being

performed by comparing given information with a

reservation record created and saved when the appli-

cation was made, the given information including,

an application filing number which was generated and
supplied to the applicant when the application was
made,

a password which was delivered to the applicant,
together with the second mobile handset, and

an 1dentification number of the mobile handset that the
customer 1s currently using, which 1s retrieved from
the cellular network; and

switchover commanding means for commanding a tele-
phone exchange to deregister the first mobile handset
and register the second mobile handset when said
upgrade request validation means has successtully vali-
dated the handset upgrade request.
2. The handset upgrading system according to claim 1,
further comprising:

functional verification means for verifying functions that
the second mobile handset 1s supposed to provide; and

another switchover commanding means for commanding
the telephone exchange to deregister the second mobile
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handset and reregister the first mobile handset when

said functional verification means has found a problem
with the functions of the second mobile handset.

3. The handset upgrading system according to claim 2,
wherein said functional verification means comprises:

mail function verification means for verifying mail func-
tions of the second mobile handset by sending an
¢-mail message to the second mobile handset via a mail
server and receiving a reply message from the cus-
tomer; and

voice function verification means for verifying voice
functions of the second mobile handset by sending a
voice message to the second mobile handset via an
Interactive volice response system and receiving a
response from the customer.

4. The handset upgrading system according to claim 3,
wherein said mail function verification means determines
that the second mobile handset has a problem when no reply
message 15 returned from the customer within a predeter-
mined period.

5. The handset upgrading system according to claim 3,
wherein said voice function verification means determines
that the second mobile handset has a problem when no
response 1s returned from the customer within a predeter-
mined period.

6. The handset upgrading system according to claim 3,
wherein said voice function verification means determines
that the second mobile handset has a problem when the
response returned from the customer 1s different from what
has been expected.

7. The handset upgrading system according to claim 2,
wherein said functional verification means comprises:

mail sending means for sending an e-mail message to the
second mobile handset via a mail server; and

voice function verification means for sending a voice
message to the second mobile handset via an interactive
volice response system to ask whether the e-mail mes-
sage has arrived from the mail sending means, and
determining that the second mobile handset 1s func-
tioning correctly, when a positive response to the voice
message 1s received from the customer.
8. A method of executing a handset upgrade from a first
mobile handset to a second mobile handset for use 1n a
cellular network, comprising:

validating a handset upgrade request received from a
customer by verifying that the customer 1s an applicant
who applied online for the handset upgrade, as well as

that the customer 1s currently using the first mobile
handset 1n an attempt to execute the handset upgrade,
the verification being performed by comparing given
information with a reservation record created and saved
when the application was made, the given information
including

an application filing number that was generated and
supplied to the applicant when the application was
made,

a password that was delivered to the applicant, together
with the second mobile handset, and

an 1dentification number of the mobile handset that the
customer 1s currently using, which is retrieved from
the cellular network;

commanding a telephone exchange to deregister the first
mobile handset and register the second mobile handset
when said validating a handset upgrade request has
successtully validated the handset upgrade request;

verifying functions that the second mobile handset 1s
supposed to provide; and
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commanding the telephone exchange to deregister the
second mobile handset and reregister the first mobile
handset when a problem with the functions of the
second mobile handset 1s found at said verifying func-
tions that the second mobile handset 1s supposed to
provide.

9. A computer-readable medium storing a program which
executes a handset upgrade from a first mobile handset to a
second mobile handset for use 1n a cellular network, the
program causing a computer system to function as:

upgrade request validation means for validating a handset

upgrade request received from a customer by veritying

that the customer 1s an applicant who applied online for

the handset upgrade, as well as that the customer is

currently using the first mobile handset in an attempt to

execute the handset upgrade, the verification being

performed by comparing given information with a

reservation record created and saved when the appli-

cation was made, the given information including

an application filing number that was generated and
supplied to the applicant when the application was
made,

a password that was delivered to the applicant, together
with the second mobile handset, and

an 1dentification number of the mobile handset that the
customer 1s currently using, which is retrieved from
the cellular network;

first switchover commanding means for commanding a
telephone exchange to deregister the first mobile hand-
set and register the second mobile handset when said
upgrade request validation means has successfully vali-
dated the handset upgrade request;

functional verification means for veritying functions that
the second mobile handset 1s supposed to provide; and

second switchover commanding means for commanding,
the telephone exchange to deregister the second mobile
handset and reregister the first mobile handset when a
problem with the functions of the second mobile hand-
set 1s found by said functional verification means.
10. A handset upgrading system that executes a handset
upgrade from a first mobile handset to a second mobile
handset for use 1n a cellular network, comprising:

an upgrade request validation unit validating a handset

upgrade request received from a customer by veritying

that the customer 1s an applicant who applied online for

the handset upgrade, and that the customer 1s currently

using the first mobile handset to interact with the

handset upgrading system, the verification being per-

formed by comparing given information with a reser-

vation record created and saved when the application

was made, the given mformation including

an application filing number which was generated and
supplied to the applicant when the application was
made,

a password which was delivered to the applicant,
together with the second mobile handset, and

an 1dentification number of the mobile handset that the
customer 1s currently using, which 1s retrieved from
the cellular network; and

a switchover commanding unit commanding a telephone
exchange to deregister the first mobile handset and
register the second mobile handset when the upgrade
request validation unit has successfully validated the
handset upgrade request.

11. A computer-readable storage controlling a computer to

execute a handset upgrade from a first mobile handset to a



17

US 6,795,703 B2

second mobile handset for use 1n a cellular network, and

comprising a process of:

receiving an application filing number that 1s generated
and supplied to an applicant when the applicant applies

for the handset upgrade;

receiving a password that 1s provided to the applicant

along with the second mobile hanc

set;

receiving an 1dentification number o:

- a mobile handset

being used by a customer, which i1s retrieved from the

cellular network;
validating a handset upgrade request

received from the

customer by verifying that the customer 1s the applicant
who applied online for the handset upgrade, and that
the customer 1s currently using the first mobile handset
in an attempt to execute the handset upgrade, the

10

verification

13
being performed by comparing the appli-

cation filing number, the password, and the 1dentifica-

tion numbe
saved when

r with a reservation record created and
the application was made;

commanding a telephone exchange to deregister the first
mobile handset and register the second mobile handset
when the handset upgrade request has been success-

fully valida
verilying func

ed;
1onality of the second mobile handset; and

commanding

he telephone exchange to deregister the

second mobile handset and reregister the first mobile
handset when the second mobile handset does not

function properly.
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