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(57) ABSTRACT

A data encryption method for an IEEE 1394 serial bus
network, a data encryption method for an IEEE 1394 serial
bus network, comprising the steps of requesting a private
encryption at a data transmission node using a predeter-
mined encryption algorithm at a data receiving node; rec-
ognizing and confirming that the data transmission node set
the private encryption requesting at the data receiving node;
fransmitting an encrypted data at the data transmission node
when the receiving node requests a service at the data
transmission node; and decoding the encrypted data using a
predetermined unencrypting key at the data receiving node,
for thereby transmitting an encryption algorithm and encryp-
tion data to a corresponding node when a service 1is
requested from a receiving node with respect to a certain
system by setting an encryption algorithm in the system and
decoding an encrypted data transmitted from the system 1n
accordance with an encryption algorithm and displaying the
same, so that a certain user can use a service.

4 Claims, 4 Drawing Sheets
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CODE(H) | ENCRYPTION ALGORITHM
0000 SHIFTING BY 1-BYTE UNIT IN LEFT DIRECTION ONETIME

0001 | SHIFTING BY 1-BYTE UNIT IN LEFT DIRECTION TWO TIMES
0002 |  SHIFTING BY L-BYTE UNIT IN LEFT DIRECTION THREE TINES
0006 | SHIFTING BY 1-BYTE UNIT IN LEFT DIRECTION SEVEN TIMES
0010 | SHIFTING BY 2-BYTE UNIT IN LEFT DIRECTION ONE TIME |
0011 |  SHIFTING BY 2-BYTE UNIT IN LEFT DIRECTION TWO TIMES |
001E SHIFTING BY 2-BYTE UNIT IN LEFT DIRECTION FIFTEEN TIMES |
0100 |  OTHER ENCRYPTION METHOD 1 |
0101 | OTHER ENCRYPTION METHOD 2
0102  OTHER ENCRYPTION METHOD 3
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METHOD FOR ENCRYPTING DATA USING
IEEE 1394 SERIAL BUS NETWORK

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to an encrypting algorithm,
and 1n particular to a data encrypting method which 1s
capable of preventing an unauthorized user’s access and
wiretap by privately encrypting a certain data at the side of
a data transmission using an encrypting algorithm based on
an IEEE 1394 serial bus network for thereby providing a
service for only an authorized system.

2. Description of the Background Art

Generally, an encryption 1s directed to converting a data
used for a data transmission and receiving operation 1nto a
certain format which 1s not recognizable by an unauthorized
user using a certain encryption method or by performing a
certain conversion. The encryption 1s formed of an original
data, a key for encrypting the data, and a key for decoding
the encrypted data into an original data. In addition, as the
above-described encryption method, there are provided a
symmetrical encryption method implemented by a key for
encoding a data and another key for decoding the encrypted
data, and an asymmetrical encryption method which uses a
public key.

In an encryption method based on a www security pro-
tocol on the network, there are provided a DES(Data
Encryption Standard) in which the key of 56 bit length is
divided mto a 64-bit block and 1s processed more than 18
times and then 1s encrypted based on a 1-key encryption
method, and a RSA encryption method which 1s 1mple-
mented by a 2-key encryption method having different codes
cach used for encrypting a data and decoding the encrypted
data. The RSA encryption method 1s directed to a 2-key
encryption method having different codes each used for
encrypting a data and decoding the encrypted data. When
encrypting a security data, two “public keys” which are
published as being receiver’s are used for a data receiver,
and when decoding the encrypted data, one “personal key”™
which 1s known merely to data receiver 1s used for decoding,
the encrypted data.

An encrypted data 1s transmitted to an opposite system
using the above-described encryption method, and at the
opposite side, the encrypted data 1s decoded or reproduced
into an original data using a certain process or an encryption
key.

The above-described operation will be explained 1n detail
with reference to FIG. 1.

FIG. 1 1s a view 1llustrating an embodiment for perform-
Ing a service connection using an encryption. At the side of
a transmission, a certain message 1s encrypted nto a cryp-
togram by an encryption key and 1s stored. The cryptogram
1s transmitted to a certain destination system. Thereafter, the
cryptogram 1s decoded into an original message by a certain
decoding process. Namely, the thusly transmitted crypto-
oram 1S decoded into an original message by a certain
decoding process at the side of the destination system, for
example, using a decoding key for decoding the cryptogram.
At this time, 1f the destination system solely has a decoding
key, a recelver may receive a certailn message without
informing the contents of a transmission to another receiver
who does not have a decoding key based on the encrypted
state of the transmutter.

The processes that a certain message 1s encrypted and the
message received at the side of the receiver 1s decoded, 1s
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performed 1n a state that a message process format 1s
determined based on a certain standard and condition.
Therefore, 1n the case that an unauthorized user accesses the
system, an error message or an access 1mpossible message
1s outputted, so that the unauthorized person can not access
the system.

The IEEE 1394 standard 1s directed to an international
standard implemented based on a high speed serial bus
apparatus capable of providing an isochronous(real time)
and asynchronous transmission. The digital apparatuses are
connected by a high speed serial bus based on the IEEE 1394
serial bus network interface card(module). In addition, in the
IEEE 1394, a communication node, a computer and home
appliance are connected with a single network 1n a trans-
mission technique between the digital nodes, so that it 1s
possible to implement a multimedia data transmission and
receiving operation at a high speed from 100 Mbps to 1

Gbps.

In addition, an IEEE 1394 cable 1s used for a data
interface based on a high bandwidth and 1s thinner compared
to other cables. When a peripheral node connected by the
IEEE 1394 cable 1s 1in an active state, a multimedia operation
characteristic capable of adding or removing a new digital
node 1s possible.

As described above, the IEEE 1394 standard has a high
transmission speed and bidirectional communication char-
acteristic. Namely, the IEEE 1394 standard 1s capable of
processing a data at three transmission speeds of 98.304
Mbps, 196.608 Mbps and 393.216 Mbps 1n accordance with
a transmission mode. Therefore, 1t 1s possible to effectively
transmit a digital audio signal or a motion picture 1nforma-
fion. A connection with a multimedia peripheral node such
as a scanner, a digital camera, a digital video camera, etc.
may be possible. since the above-described three transmis-
sion speeds are available for other transmission speeds, the
393,216 Mbps transmission mode support both 98.304
Mbps and 196.608 Mbps. In addition, since a bidirectional
communication function 1s excellent, the peripheral system
(hereinafter called as a node) having the IEEE 1394 serial
bus network interface card(module) is available for a data
transmission and receiving operation in a multimedia appli-
cation field for a video conference using a computer.

FIG. 2 1s a view 1llustrating a state that a plurality of nodes
are connected based on a known IEEE 1394 serial bus
network. As shown therein, there 1s provided an IEEE 1394
serial bus network interface card(module)(not shown) for
cach node for transmitting a data outputted from a certain
node to another node for thereby recording or displaying the
same. Namely, there are provided an audio system 200, a
digital TV 202, a set-top box 204, a computer 206, a printer
208, a scanner 210, and a digital video disk ROM(DVD-
ROM) 212 which are interconnected by a bus connection
technique of a point-to-point method.

In the above-described structure, 1f a certain node 1s
disconnected from the IEEE 1394 cable or another node 1is
connected to the same, an IEEE 1394 bus reset operation 1s
performed and 1mtialized. In the imitial step, an existing

information which 1s being processed between nodes con-
nected by the IEEE 1394 cable 1s 1nitialized. Each node 1s

provided with a physical address. Thereafter, the IEEE 1394
interface becomes a standby state for a normal operation.

The IEEE 1394 interface 1s directed to a method for

transmitting data and supports an isochronous(real time) and
asynchronous transmission.

In the asynchronous transmission mode, a data and a
hierarchical information are transmitted using an address,
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and 1n the asynchronous transmission mode, when transmit-
ting data, a channel number 1s transmitted without using the
address. For example, the 1sochronous transmission mode 1s
used for transmitting a multimedia information which has a
fime-based limit like a motion picture or audio data, and the
asynchronous transmission mode 1s used for transmitting an
information used for a certain apparatus which 1s not oper-
ated 1n real time such as a printer 108 or a scanner 110. In
addition, each node receives a protocol supported by the
node when transmitting a certain data. For example, an AV/C
protocol 1s adapted to the audio system 100, the digital TV
102, etc., and the CD-ROM/DVD-ROM 112 1s capable of
transmitting a data based on a SBP-2(Serial Bus Protocol-2).
In addition, the protocol adapted to the printer 108 1s used
for transmitting a certain data based on the DP protocol.
These protocols are separated from each other by a 1-bit flag
and are stored 1n a protocol packet data provided to each
node.

In the data transmission at each node 1n the 1sochronous
and asynchronous transmission modes based on a connec-
tion with the IEEE 1394 cable, a protocol identification
packet data 1s transmitted to the network and 1s formed to
another node, so that the data i1s transmitted and recerved
with respect to the node having the same protocol.

In the above-described conventional IEEE 1394 ser1al bus
network, there 1s not a function for providing a detail access
method with respect to itself information which 1s changed
at each time when a certain data i1s transmitted from the
transmission side to a receiving side.

SUMMARY OF THE INVENTION

Accordingly, 1t 1s an object of the present invention to
provide a data encryption method which 1s capable of
transmitting an encryption algorithm and encryption data to
a corresponding node when a service 1s requested from a
certain node with respect to a certain system by setting an
encryption algorithm in the system and decoding an
encrypted data transmitted from the system in accordance
with an encryption algorithm and displaying the same, so
that a certain user can use a Sservice.

To achieve the above objects, there 1s provided a data
encryption method on an IEEE 1394 serial bus network,
which includes the steps of requesting a private encryption
at a data transmission side node using a previously set
encryption algorithm at a certain node, recognizing and
checking whether the data transmission side node set an
encryption at a certain node, transmitting an encrypted data
at the data transmission side node when a certain node
requests a service at the data transmission side node, and
decoding the encrypted data using a decoding key at a
certain node for a normal use of the data.

In the above-described method, the encryption setting
operation may be performed by a bit padding method.

In addition, 1n the above-described method, the node of
the data transmission side may request a password input
based on an encryption algorithm, and when a password 1s
not properly inputted, a service invalid message 1s displayed
on a certain node.

In the above-described method, 1n a state that an encryp-
tion 1s set at the data transmission side node by a certain
node, when setting an encryption at the data transmission
side node by another node, an encryption deny message may
be displayed on another node.

Additional advantages, objects and features of the inven-
tion will become more apparent from the description which
follows.
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4
BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will become more fully understood
from the detailed description given heremnbelow and the
accompanying drawings which are given by way of 1llus-
tration only, and thus are not limitative of the present
mvention, and wherein:

FIG. 1 1s a view 1llustrating a conventional example for
performing a service access using an encryption;

FIG. 2 1s a view 1llustrating a state that a plurality of nodes
are connected each other 1n accordance with a known IEEE
1394 transmaission standard;

FIG. 3 1s a view 1llustrating a state that a plurality of
systems are connected each other 1mn accordance with a
known IEEE 1394 transmission standard;

FI1G. 4 1s a flow chart 1llustrating a decoding process of an
encrypted data according to the present invention; and

FIG. § 1s a view 1llustrating a display process based on a
user’s request via a data encryption and a process that when
a non-authorized user requests a service according to the
present 1nvention.

FIG. 6 1s a table 1llustrating an example of the encryption
algorithm.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

FIG. 3 1s a view 1llustrating an embodiment that a
plurality of systems are connected each other 1n accordance
with a known IEEE 1394 serial bus network. As shown
therein, a certain 1mage 1nformation outputted from a digital
video home system(DVSH) 300 is applied to a first through
n-th digital televisions DTV302, DTV304, DTV30e, . . .,
and 1s displayed. The above-described digital televisions are
connected by an IEEE 1394 cable by a point-to-point
connection method based on a two-point connection
method. In addition, an input and output module(not shown)
1s provided at a DVHS 300 and each of DTV302, 304 and
306 for implementing an 1input/output operation of the video
signal. The data transmission process for transmitting a data
based on an encryption between the connected DVHS and

DTV by the IEEE 1394 cable will be explained.

FIG. 4 1s a flow chart illustrating an embodiment of an
encrypted data decoding process according to the present
invention.

First, 1n Step 410, an encryption 1s set by a user with
respect to a transmission node which provides a service.
Namely, an encryption algorithm 1s transmitted. The encryp-
fion setting operation 1s performed by shifting a data which
1s service by a bit padding method 1n a rightward direction
or a leftward direction by a certain bit or by adding a certain
bit to the data. In other words, a certain data of character
stream and bit stream, or a character, bit or byte of a byte
stream are shifted by a shift instruction in a certain direction.
A certain bit may be added to an original data and 1s
transmitted to an algorithm for encrypting a certain data.

The above-described encryption setting operation 1s per-
formed before a transmission path control or transmission
process of a data 1s performed. Therefore, a data encryption
1s maintained on the transmission line, that 1s, for all portions
on the network.

When the encryption 1s set at the transmission node, an
encryption recognition 1s transferred to the receiving node
which requested the encryption setting operation in Step
420. The above-described operation represents that an
encryption 1s not preoccupied with another user at the
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transmission node, and the data of the transmission node 1s
received based on an encryption key or password of a
current user. If the encryption 1s predetermined at the
transmission node, the requested access 1s denied, and a
message that the encryption 1s preoccupied by another node
1s displayed.

In a state that the encryption 1s set at the transmission
node, when a user requests a data service based on a certain
receiving node 1n Step 430, the transmission node transmits
an encryption algorithm and an encrypted data 1n Step 440.
When the encryption algorithm and encrypted data are
transmitted to the receiving node, 1 the receiving node, a
message for inputting a decoding key, namely, a signal for
decoding a certain encrypted data such as a password 1is
displayed 1n Step 450. At this time, when the user 1nputs a
password as a set decoding key, the encrypted data 1s
decoded, and the display 1s started 1n Step 460.

In Step 450, 1f the decoding key 1s not inputted until a
certain time 1s elapsed, the scrambled data 1s displayed 1n a
state that the encrypted data 1s not decoded, and a service
unavailable message 1s displayed 1n Step 470. Thereafter, the
routine 1s returned to Step 450, and a message for 1inputting
the password 1s displayed. The above-described processes
are repeated until a proper decoding key 1s 1nputted.

The displaying process based on a user’s request for a data
encryption and the process for denying the service when a

non-authorized user requests the service will be explained
with reference to FIG. 5.

First, an 1sochronous transmission resource 1s allocated

from a certain element for receiving a service, such as
DTV1,DTV2,...,DTVntothe DVHS. Thereafter, the suer

A performs the DVHS using the DTV1. At this time, an
encryption may be set based on a selective option. Namely,
the encryption may be set so that an exclusive element or
authorized elements receive the data to be transmitted from
the DVHS using an encryption key. When the user A inputs
an encryption key, an algorithm code which indicates a
certain set encryption method and a password outputted
from the DTV1 are transmitted from the DTV1 to the
DVHS. As described above, the encryption may be per-
formed based on a charging character or bit shift instruction
based on the bit padding method. In the above-described
methods, all the nodes are programmed by providing a
certain code for thereby forming the table of FIG. 6. In the
DVHS, the DTV1 is informed that the encryption 1s set. As
a certain step for confirming the above-described operation,
the state that the encryption 1s set may be displayed by
character. When the user A requests a data service to the
DVHS based on the DTV1, the DVHS transmits the
encrypted data to the DTV1. The user Areceives a requested
data from the DTV1 and decodes the encrypted data using
an encryption algorithm and displays a result of the decryp-
tion.

While the user A 1s receiving a certain data from the
DTV1, a user B may wish to receive a certain data from the
DTV2 connected with the DVHS. At this time, the user B
may simply wish to receive the data 1n a state that the
encryption 1s not set, or the user B may wish to receive the
data by setting the encryption. First, when the user B
requests a data by pressing the play button of the DTV2 1n
a state that the encryption 1s not set, the data encrypted by
the user A 1s transmitted. This data may be received by the
DTV2. However, the data 1s an encrypted data, so it 1is
impossible to implement a normal reproducing operation. At
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this time, a character that the reproducing 1s unavailable may
be displayed on the screen, and an imput for inputting a
decoding key such as a password may be displayed therein.
When the user mputs a decoding key, the encrypted data 1s
decrypted into an original data based on the DTV2 for
thereby implementing a normal reproducing operation.

In a state that the user B does not recognize that the
encryption 1s predetermined in the DVHS, a new password
1s 1nputted via the DTV2, and the encryption 1s set for
receiving a data, and then an encryption algorithm 1is
transmitted, since the encryption i1s predetermined by the
user A 1n the DVHS, the encryption deny signal i1s trans-
mitted to the DTV2. At this time, the message that the
encryption 1s set on the DTV2 or a reproducing unavailable
message may be displayed. The user B recognizes that the
encryption of the DVHS is predetermined by another node
and receives the decoding key from the user A based on an
oral method and receives a data service using the decoding
key as an 1nput signal. It 1s obvious that the user B also sets
an encryption to the DVHS based on the same manner and
outputs the encrypted data to the designated DTV.

As described above, 1n the present invention, a user of a
certain node sets an encryption at the data transmission side
node based on the IEEE 1394 serial bus network and
receives a service. It 1s possible to prevent a non-authorized
user of other nodes from accessing and receiving a data
without permission of the authorized user.

Although the preferred embodiment of the present inven-
tion have been disclosed for 1illustrative purposes, those
skilled 1n the art will appreciate that various modifications,
additions and substitutions are possible, without departing,
from the scope and spirit of the mmvention as recited 1n the
accompanying claims.

What 1s claimed 1s:

1. In a data encryption method for an IEEE 1394 serial bus
network, a data encryption method for an IEEE 1394 serial
bus network, comprising the steps of:

requesting a private encryption at a data transmission
node using a predetermined encryption algorithm at a
data receiving node;

recognizing and confirming that the data transmission
node set the private encryption requesting at the data
receiving node;

transmitting an encrypted data at the data transmission
node when the receiving node requests a service at the
data transmission node; and

decoding the encrypted data using a predetermined unen-

crypting key at the data receiving node.

2. The method of claim 1, wherein said encrypting setting
operation 1s performed based on an IEEE 1394 serial bus
network shared by all nodes by using a bit shift method and
previously encoding the above-described method.

3. The method of claim 1 or 2, wherein said data trans-
mission node requests a password 1mput based on the encryp-
tion algorithm when a data receiving node requests a data
transmission, and a service 1nvalid message 1s displayed on
a data receiving node when the password 1s not mputted.

4. The method of claim 1 or 2, wherein 1n a state that an
encryption 1s set at the data transmission node by a data
receiving node, 1f another data receiving node 1s to request
an encryption at the data transmission node, an encryption
deny message 1s displayed on said another node.
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