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INEXPENSIVE METHOD FOR DIAGNOSING
MANUFACTURING DEFECTS IN AN
EMBEDDED SYSTEM

FIELD OF THE INVENTION

The present invention, 1n certain respects, relates to
manufacturing defects 1n a microprocessor-based system. In
other respects, the present invention relates to a method of
diagnosing and 1solating microprocessor circuitry problems.

BACKGROUND

As electronic components are designed smaller and
smaller, these components i1nclude multiple leads having
tighter pitches, which 1n turn leads to more manufacturing
defects 1in the components. In a microprocessor-based
system, 1t 15 necessary to rely on the processor and its
assoclated components to work properly. When such a
system 1s able to boot, 1.e., to load an operating system into
the system’s main memory or random access memory, a
diagnostic program can be run to 1solate any problems.
However, the ability to run the diagnostic program is depen-
dent upon the system being able to boot. If the system cannot
boot, then a troubleshooter, e.g., a technician, must go
through the painstaking task of determining the source of the
boot failure.

BRIEF DESCRIPTION OF THE DRAWINGS

The 1nvention 1s further described in the detailed descrip-
tion which follows, by reference to the noted drawings by
way of non-limiting exemplary embodiments, in which like
reference numerals represent similar parts throughout the
several views of the drawings, and wherein:

FIG. 1 1llustrates an exemplary embodiment of the inven-
tion;

FIG. 2 illustrates a configuration of a programmable logic
device 1n an exemplary embodiment of the invention;

FIG. 3 1llustrates the values of a predetermined data
pattern 1n an exemplary embodiment of the invention; and

FIG. 4 1s an illustrative flow chart for use in explaining a
process designed 1n accordance with an exemplary embodi-
ment of the ivention.

DETAILED DESCRIPTION

Exemplary embodiments of the invention provide an
efiicient and effective way to 1solate and diagnose malfunc-
floning components in a computer system such as, for
example, an embedded system. An embedded system 1s a
computer system that cannot be programmed by a user
because 1t 1s preprogrammed for a specific task and embed-
ded within the equipment that it serves. The embedded
system 1ncludes hardware and software that form a compo-
nent of a larger system, and 1s expected to function without
human intervention. The software may include an operating
system, but 1s often simple enough to be written as a single
program.

Exemplary embodiments of the invention may also pro-
vide a way to troubleshoot defects that are associated with
microprocessor-based systems without having to rely upon
the system being successiully booted. A common cause of
failure of microprocessor-based systems that cannot boot 1s
a problem associated with buses, ¢.g., data paths that inter-
connect the microprocessor with attachments to a mother-
board in expansion slots (e.g., hard disk drives, CD-ROM
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drives, graphics adapters, etc.). Asingle fault with one of the
address data bus bits can prevent the microprocessor from
executing the proper sequence of instructions to allow the
system to boot and subsequently run a diagnostic program.
These faults may be the result of shorted or open signals.
Locating these types of faults are difficult and requires
sophisticated equipment.

Most modern microprocessor-based systems utilize
instruction caches to boost the performance of their pipe-
lined architectures. Usually on power-up, the instruction
cache 1s minimally filled with data from sequential loca-
tions. The processor does not actually use all the fetched data
because the instruction cache logic does not know where to
fetch the next mstruction that 1s to be executed until after the
first instruction has been executed. For example, 1n the case
of a x86-type processor such as the Pentium™ II, sixteen
(16) bytes are fetched from the upper sixteen bytes of Read
Only Memory (ROM) space, and then another sixteen bytes
are fetched from directly below. The first five (5) bytes
typically contain a long-jump 1nstruction followed by two,
sixteen (16) bit operands (the segment and offset addresses).
The last eleven (11) bytes, as implemented, for example, in
an IBM PC architecture, contain data used by the basic
input-output system (BIOS).

When a computer system 1s turned on, the BIOS stored 1n
the system’s ROM chip 1s activated and takes control. The
BIOS first performs a “power-on self test” (POTS) to ensure
that all the computer’s components are operational.
Subsequently, the BIOS s boot program looks for the special
boot files that will actually load the operation system from
the hard disk. After identifying the drive where these boot
files are located, the BIOS looks for the first sector (a
512-byte area) and copies information from it into specific
locations in Random Access Memory (RAM). This infor-
mation 1s known as the boot record.

The BIOS then loads the boot record into a speciific place
in the RAM. The boot record contains a program that the
BIOS branches to, giving the boot record control of the
computer system. The boot record loads the initial system
file 1nto the RAM from the diskette or hard disk. The 1nitial
file then loads the rest of the operating system into the RAM.
The mitial file also loads a system file that knows how to
work with the BIOS. One of the first operating system files
that 1s loaded 1s one that tells which specific applications or

commands the user wants to have included or performed as
part of the boot process, e¢.g., AUTOEXEC.BAT or
WIN.INI.

After all operating system files have been loaded, the
operating system 1s given control of the computer and
performs requested 1nitial commands. The operating system
then waits for a first interactive user input. The sixteen (16)
bytes, 1.e. bytes 17-32, located below the 1nitial sixteen (16)
bytes of ROM space are fetched by the instruction cache on
power-up are the “end of code,” which means that, unless
the BIOS 1s packed down to the last byte, the lower sixteen
(16) bytes could contain any type of data.

Accordingly, 1n the i1nvention a programmable logic
device 1s utilized on a motherboard to “read” or monitor the
lower sixteen (16) bytes of ROM space. FIG. 1 illustrates an
exemplary embodiment of the invention 1n which a moth-
erboard 100 of a system for detecting defects in an embed-
ded architecture 1s shown. The illustrated motherboard 100
includes a programmable logic device 102, a microprocessor
108, a memory 106 and a bus 104. In the motherboard 100,
the programmable logic device 102, memory 106 and micro-
processor 108 are coupled to and communicate and coop-
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crate via the bus 104. Memory 106 1s a read-only memory
(ROM) which is “built-in” computer memory containing
data that normally can only be read, and not written to. ROM
contains the programming that allows the computer to be
“booted up” or regenerated each time the computer 1s turned
on. In the invention, memory 106 stores a program for use
by microprocessor 108. The program stored 1n memory 106
for use by microprocessor 108 includes, for example, a basic
input-output system. Data i1s exchanged, via bus 104,
between each of the coupled devices, 1.€., programmable
logic device 102, memory 106 and microprocessor 108.

FIG. 2 1illustrates a configuration of the programmable
logic device 102, of FIG. 1, 1n an exemplary embodiment of
the invention. The programmable logic device 102, may be
implemented using, for example, an Altera chip, model
number EPM7128AETC. The programmable logic device
102 utilizes the lower sixteen (16) bytes of ROM in memory
106 and includes a counter 202, a look-up table 204, a
retrieving mechanism 210, a comparator 206 and an alarm
mechanism 208.

Counter 202 maintains a status of the bytes that need to be
checked during a diagnostic analysis of an embedded archi-
tecture. For example, the lower sixteen (16) bytes of ROM
space, bytes 17-32. Counter 202 1s configured to receive,
input signals from the memory 106 and an mstruction cache
of the microprocessor 108. In the configuration of FIG. 2,
mput signals A, B and C include a chip select signal, a
memory read signal, and a reset signal. A chip select signal
indicates that information has been read from the BIOS
ROM 1n memory 106. The memory read signal 1s a signal
used to determine when the memory 106 has been accessed;
and the reset signal 1s a signal to indicate the need to reset
or restart.

Look-up table 204 stores values of a predetermined data
pattern. The look-up table 204 1s configured so as to permit
access to the stored values of the predetermined data pattern.
The predetermined data pattern icludes data associated
with, for example, a walking-ones test. A walking-ones test
utilizes data that includes a plurality of bytes 1n which each
byte has a single enabled bit, and each byte has a different
enabled bit so that the plurality of bytes have different
values. FIG. 3 illustrates the values of a predetermined data
pattern 1n an exemplary embodiment of the invention when
a walking-ones test is utilized. For example, in the 177 byte,
the right most bit 1s enabled while the remaining bits to the
left are not enabled. In each of the remaining bytes 18-24,
the enabled bit, 1, walks or marches along the data words.

The retrieving mechanism 210 1s configured to retrieve
the stored values of the predetermined data pattern from
look-up table 204. The retrieved values from look-up table
204 are then forwarded to comparator 206.

Comparator 206 1s configured to compare the values of
the predetermined data pattern retrieved from look-up table
204 by the retrieving mechanism 210 with data received
from the memory 106 via an input D from the bus 104. Input

D contains actual data values that are read from the BIOS
ROM 1n memory 106.

Alarm mechanism 208 1s configured to indicate an 1ncon-
sistency resulting from a data comparison by comparator
206 between the retrieved value of the predetermined data
pattern from look-up table 204 and the data of mput D. The
alarm mechanism 208 may be coupled to, for example, a
light emitting diode or audio alarm to indicate the actual
fault point. As an example, 1f two bits are tied together from
a manufacturing defect, then one of the bytes that will be
read will contain more than one enabled bit 1n 1ts sequence.
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Theretore, the value of this byte that 1s input D of compara-
tor 206 will not match the predetermined data pattern for the
corresponding byte value stored in look-up table 204. The
alarm mechanism 208 would then initiate an alarm that
would indicate the byte 1n which the error occurred. For
example, the alarm mechanism 208 may initiate the lighting
of a light emitting diode or an audio alarm to indicate the
presence or location of an inconsistency.

FIG. 4 15 an 1llustrative flow chart for use 1n explaining a
process designed 1n accordance with an exemplary embodi-
ment of the invention. The process begins at 400 and control
proceeds to 402. At 402, the counters are mitialized at C=0
and N=1. C 1s the value of the bytes. N 1s the value of the
bytes of the lower ROM space that are to be “read” or
monitored. In this embodiment, the first eight (8) bytes of the
lower sixteen (16) bytes are used to compare with the

predetermined data pattern. Therefore, the N values of
interest are N=17-24.

Control then proceeds to 404, at which the reset, memory
read, and chip select signals are received at the counter.

Control then proceeds to 406, at which, a determination 1s
made whether the byte counter, C, 1s equal to the first value
of interest, €.g., seventeen (17). If C does not equal 17, then
control proceeds to 422 at which the byte counters C and N
are incremented. Control then returns to 404, at which the
input signals are again received. If, at 406, 1t 1s determined
that C does equal seventeen (17), then control proceeds to
408, at which the present value of the N counter 1s deter-
mined. If N=24, then the last byte of interest has been
checked, and control proceeds to 424, at which the process
ends.

If N does not equal twenty-four (24), then control pro-
ceeds to 410, at which a look-up table 1s accessed to obtain
the predetermined data pattern value for N. Control then
proceeds to 412, at which the data and information from the
BIOS ROM 1s received. Control then proceeds to 414, at
which a comparison 1s performed between the N value of the
predetermined data pattern and the data received at input D.
Control then proceeds to 416, at which it 1s determined
whether the compared values of the predetermined data
pattern and data received at mput D are equal. If the
compared values are equal, then control proceeds to 418, at
which the N counter 1s incremented and each remaining byte
1s checked until N=24. If the compared values are not equal,
control proceeds to 420, at which an alarm 1s generated to
indicate an 1nconsistency resulting from the comparison of
the predetermined data pattern and the data received from
the memory. Once a single alarm has been generated, then
enough information has been read to determine that there 1s
a problem and control proceeds to 424, at which the diag-
nostic analysis process ends.

While the invention has been described with reference to
certain illustrated embodiments, the words that have been
used herein are words of description, rather than words of
limitation. Changes may be made, within the purview of the
appended claims, without departing from the scope and
spirit of the invention 1n 1its aspects. Although the mmvention
has been described herein with reference to particular
structures, acts, and materials, the 1nvention 1s not to be
limited to the particulars disclosed, but rather extends to all
equivalent structures, acts, and materials, such as are within
the scope of the appended claims.

What 1s claimed 1s:

1. A system for detecting defects 1n an embedded
architecture, the system comprising:

a programmable logic device configured to be coupled to
a bus and including a look-up table containing a
predetermined data pattern associated with data on the
bus;
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a memory configured to be coupled to the programmable
logic device via the bus, the memory storing a program
for use by a microprocessor coupled to the buss and

a counter configured to be electronically coupled to the
memory and electronically coupled to the look-up
table, wherein the counter maintains a status of a
plurality of bytes to be checked during a diagnostic
analysis,

wherein, the look-up table 1s configured to be accessed to
compare the predetermined data pattern with data
received from the memory via the bus.

2. The system of claim 1, wherein the programmable logic
device receives input signals from the bus, the input signals
comprising;:

a chip select signal;

a memory read signal; and

a reset signal.

3. The system of claim 1, wherein the program stored 1n
the memory for use by the microprocessor 1s a basic input-
output system.

4. A system for detecting defects in an embedded
architecture, the system comprising:

a programmable logic device configured to be coupled to
a bus and including a look-up table containing a
predetermined data pattern associated with data on the
bus;

a memory configured to be coupled to the programmable
logic device via the bus, the memory storing a program
for use by a microprocessor coupled to the bus;

a counter configured to receive the mput signals from the
memory and an 1nstruction cache of the microprocessor
and maintain a status of bytes to check during a
diagnostic analysis of the embedded architecture

a retrieving portion coniigured to retrieve values of the
predetermined data pattern from the look-up table;

a comparator configured to compare the retrieved values
from the look-up table with the data received from the
memory; and

an alarm mechanism configured to indicate an 1mproper
data pattern comparison at the comparator,

wherein, the look-up table 1s configured to be accessed to
compare the predetermined data pattern with data
received from the memory via the bus.
5. The system of claim 4, wherein the alarm mechanism
1s coupled to a light emitting diode.
6. A system for detecting defects in an embedded
architecture, the system comprising:

a programmable logic device configured to be coupled to
a bus and including a look-up table containing a
predetermined data pattern associated with data on the
bus;

a memory conflgured to be coupled to the programmable

logic device via the bus, the memory storing a program
for use by a microprocessor coupled to the bus;

wherein, the look-up table 1s configured to be accessed to
compare the predetermined data pattern with data
received from the memory via the bus, and

wherein the predetermined data pattern includes data

assoclated with a walking ones test.

7. The system of claim 6, wherein the walking ones test
utilizes data including a plurality of bytes, each byte having,
a single enabled bit, wherein each byte includes a different
enabled bat.

8. A method for detecting defects in an embedded
architecture, the method comprising:
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accessing a counter electronically coupled to a look-up
table, included 1n a programmable logic device, and to
a memory, wherein the counter maintains a status of a
plurality of bytes to be checked during a diagnostic
analysis;

accessing the look-up table included 1 a programmable
logic device, the look-up table containing a predeter-

mined data pattern associated with data on a bus
coupled to the programmable logic device; and

receiving data at the programmable logic device from the
memory via the bus; and

comparing the predetermined data pattern with the data
received from the memory.

9. The method of claim 8, further comprising triggering an

alarm mechanism to indicate an 1mproper data comparison

based on the comparison of the predetermined data pattern
and the data received from the memory.

10. The method of claim 9, wherein the alarm mechanism
1s coupled to a light emitting diode.

11. The method of claim 8, further comprising receiving
input signals at a counter of the programmable logic, via the
bus, from an 1nstruction cache 1n a miCroprocessor.

12. The method of claim 11, the mput signals include:

a chip select signal;
a memory read signal; and

a reset signal.
13. A method for detecting defects 1n an embedded
architecture, the method comprising:

accessing a look-up table included 1n a programmable
logic device, the look-up table containing a predeter-
mined data pattern associated with data on a bus
coupled to the programmable logic device;

receving data at the programmable logic device from a
memory via the and

comparing the predetermined data pattern with the data
received from the memory,

wherein the predetermined data pattern includes data

assoclated with a walking ones test.

14. The method of claim 13, wherein the walking ones test
utilizes data including a plurality of bytes, each byte having
a single enabled bit, wherein each byte includes a different
enabled bit.

15. A computer-readable medium encoded with a program
for detecting defects 1n a embedded architecture, the pro-
gram COmprising:

accessing a counter electronically coupled to a look-up
table, included 1n a programmable logic device, and to
a memory, wherein the counter maintains a status of a
plurality of bytes to be checked during a diagnostic
analysis:

accessing the look-up table, the look-up table containing
a predetermined data pattern associated with data on a
bus coupled to the programmable logic device; and

receiving data at the programmable logic device from the
memory via the bus; and

comparing the predetermined data pattern with the data

received from the memory.

16. The computer-readable medium of claim 15, the
program further comprising triggering an alarm mechanism
to indicate an 1mproper data comparison based on the
comparison of the predetermined data pattern and the data
received from the memory.

17. The computer-readable medium of claim 16, wherein
the alarm mechanism is coupled to a light emitting diode.
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18. The computer-readable medium of claim 15, the
program further comprising receiving input signals at a
counter of the programmable logic device, via the bus, from
an 1nstruction cache 1n a microprocessor.

19. The method of claim 18, wherein the input signals
include:

a chip select signal;
a memory read signal; and

a reset signal.

20. A computer-readable medium encoded with a program
for detecting defects 1n a embedded architecture, the pro-
gram comprising:

accessing a look-up table included in a programmable

logic device, the look-up table containing a predeter-

3

mined data pattern associated with data on a bus
coupled to the programmable logic device; and

receiving data at the programmable logic device from a
memory via the bus; and

comparing the predetermined data pattern with the data
received from the memory,

wherein the predetermined data pattern includes data

associated with a walking ones test.

21. The computer-readable medium of claim 20, wherein
the walking ones test utilizes data including a plurality of
bytes, each byte having a single enabled bit, wherein each
byte includes a different enabled bit.
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