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METHODS AND APPARATUS FOR
SECURELY CONDUCTING AND
AUTHENTICATING TRANSACTIONS OVER
UNSECURED COMMUNICATION
CHANNELS

CROSS-REFERENCE TO RELATED
APPLICATIONS

Fernandez U.S. Pat. No. 5,616,904 1ssued Apr. 1, 1997,
Fernandez U.S. Pat. No. 5,644,636 1ssued Jul. 1, 1997, and
Provisional Application No. 60/180,372 filed Feb. 2, 2000,
all assigned to the assignee of the present invention, address
related subject matter and are incorporated by reference
herein 1n their enfirety.

FIELD OF THE INVENTION

The present invention relates generally to improvements
to transaction processing. More particularly, the mvention
relates to techniques for authentication and protection of
transaction information 1n transactions conducted over mnse-
cure communication channels.

BACKGROUND OF THE INVENTION

The use of electronic devices and communication in
financial transactions has grown phenomenally in recent
years. Electronic devices and communications are com-
monly used to authorize transactions, and are also used more
and more 1n electronic commerce, especially commerce
conducted over the Internet. Electronic transaction authori-
zation typically involves the submission by a merchant of
information taken from an identifying token presented by
the customer, such as the customer’s credit or debit card. The
merchant submits the customer’s credit or debit card infor-
mation to a bank computer and the bank computer’s debiting
the customer’s account and authorizing the transaction.
Internet commerce transactions typically involve the use of
a credit or debit card, with a customer linking to a merchant
web site and entering credit card information or debit card
information on a form provided by the web site for trans-
mission to a merchant server. The merchant server submits
the received credit card information to a bank or other credit
card processing agency server 1n the same way as 1s done for
a conventional credit card transaction.

In the present state of the art, the conduct of financial
transactions 1s fraught with risks for both the merchant and
the customer. This 1s true both in a conventional transaction
where a customer submits a credit or debit card to the
merchant and even more 1n the case of electronic commerce
conducted over the Internet. For the merchant, there is little
or no assurance that a credit or debit card used in a
transaction 1s not stolen or being used 1 an unauthorized
way. In a conventional transaction where the customer
physically submits the card to the merchant, a risk exists for
the merchant that the card 1s stolen or counterfeit, and for the
customer there 1s a risk that the customer’s card information
will be stolen by the merchant, intercepted from the mer-
chant’s reader, or intercepted 1n transit from the merchant’s
reader to a bank computer. In an Internet transaction, the
merchant has little or no assurance that the person conduct-
ing the transaction 1s in possession of the credit card whose
information 1s being submitted. For the customer 1n an
Internet transaction, 1t cannot be certain that the merchant
web site 1s a legitimate web site, rather than a false front
used to collect credit card information. Even if the web site
1s a legitimate web site, the customer has no assurance that
the web site has not been surreptitiously reprogrammed by
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2

outsiders so as to redirect tratfic to another location 1n order
to collect credit card data submitted to the web site. If the
intended web site has received the data, the customer has no
assurance that attackers will not obtain personal information
such as credit card information which 1s stored in the web
site’s servers.

Public key cryptography 1s commonly used to protect
sensifive 1nformation during Internet transactions. A mer-
chant server sends a public key to a customer’s browser. The
browser then uses the public key to encrypt the customer’s
data and sends the data 1n encrypted format to the merchant
server. The merchant server then uses 1ts private key to
decrypt the data for use.

Public key cryptography protects data in transit, but 1s less
cffective as a protection against sending data to undesired
destinations. A web site using public key cryptography
typically presents a digital cerfificate to a customer’s
browser, but only the most experienced computer users
know how to verily a cerfificate’s digital signature.
Moreover, 1f a web site 1s set up for the purpose of obtaining
credit card information, the web site may well have a
genuine cerfificate and be able to present the certificate
during the transaction. Furthermore, the use of public key
cryptography offers no assurance to a merchant that credit
card information being submitted comes from a credit card
held by the submitter, rather than from a copied card or from
credit card information collected or intercepted by the
submitter.

It may be possible for a user to be provided with a device
to read credit card information. However, prior art credit
card readers are not adapted to establish that a card 1is
authentic and not a copy. Moreover, 1f a credit card or debit
card reader 1s placed 1n the physical possession of a user, the
user 1s free to attack the reader at leisure so that i1t waill
operate 1n unauthorized ways. For example, a user may
reconflgure a reader to report reading of a credit card and
output purported credit card information, even when no
credit card has been submitted to the reader at all.
Furthermore, conventional card readers do not provide
assurance that a card 1s genuine and not a counterfeit.

Moreover, credit card readers of the prior art output credit
card information 1n plaintext and do not provide security for
the user’s credit card information. Even 1f the information 1s
encrypted 1n transit, the merchant will receive the 1nforma-
tion 1n plaintext at the end of the transmission. A typical card
reader thus provides no security for the user against an
unscrupulous merchant or against an attack on a merchant’s

file of card data.

Similar problems exist with merchant processing termi-
nals used at retail locations. Merchant card readers are
susceptible to being attacked to allow theft of card infor-
mation. Moreover, merchant card readers of the prior art are
not equipped to 1dentily a credit card as a counterfeit.

There exists, therefore, a need in the art for a system
which will provide reliable authentication of a financial
document such as a credit or debit card, and which will
protect the privacy of the user’s data.

SUMMARY OF THE INVENTION

A system according to the present invention reliably
authenticates the existence and presentation of a genuine
financial document such as a credit or debit card and allows
the card information to be submitted securely to an 1ssuing
authority such as a bank for transaction approval. The card
information 1s not presented directly to a merchant. Instead,
an encrypted information block containing encrypted card
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information 1s provided to the merchant. The card informa-
fion 1s not seen or known by the merchant, nor i1s the card
information available while being transmitted. The informa-
tion block 1s transmitted to a computer controlled by an
authority which 1ssued the card, and which has the necessary
keys to decrypt the mformation block and retrieve and
authenticate the card information. Once the card 1s
authenticated, the merchant receives a transaction

authorization, but has no opportunity to see or compromise
the card information.

One aspect of the present invention 1s a system for reliably
authenticating the presentation of a genuine financial docu-
ment such as a credit or debit card and for securely trans-
mitting the financial information contained on the card

together with financial transaction details 1n order to verily
a transaction. A customer 1nitiates a financial transaction, for

example by beginning an ordering process for ordering a
book over the Internet. The merchant server presents a
transaction form to the customer. The transaction form may
suitably contain a product number, price and description,
with space for the customer to enter information such as
shipping information. The transaction form may provide an
instruction for the customer to msert a token mto an authen-
tication device attached to the customer’s computer. The
token may be a financial identification card such as a credit
card or debit card, or may alternatively be an identification
card 1ssued by an individual bank.

The authentication device reads the card information and
authenticates the card. The authentication device also stores
information such as time and date, as well as mmformation
received from the customer’s computer such as transaction
details including the dollar amount of the transaction. The
authentication device may also receive biometric informa-
tion such as a customer signature. The authentication device
stores the information received 1n an information block and
encrypts the information block using a preprogrammed
secure encryption key. The authentication device provides
the information block to the customer’s computer, which
transmits the information block to the merchant. The mer-
chant forwards the information block to the merchant’s
bank, and the information block is eventually forwarded to
a server controlled by the authority which 1ssued the authen-
fication device. The issuing authority server decrypts the
information block using the encryption key and examines

the data 1n the information block. If the 1ssuing bank
approves the transaction, payment 1s made or authorized to
the merchant. If the 1ssuing authority server rejects the
transaction, a notice 1S sent to the merchant that the trans-
action has been rejected.

The authentication device 1s tamperproof and 1s adapted
to obtain information needed to identify a card as genuine or
counterfeit. Because the authentication device 1s tamper-
proof and 1s programmed with an encryption key by the
Issuing authority, the information block produced by the
authentication device can be trusted when received by the
issuing authority, even 1f the information block 1s not sent
over a secure channel. Similarly, because the mnformation
block 1s encrypted by a tamperproof device using a key
controlled by the 1ssuing authority, the information block 1s
protected from compromise even when sent over an Isecure
channel.

A more complete understanding of the present invention,
as well as further features and advantages of the invention,
will be apparent from the following Detailed Description
and the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWING

FIG. 1 1llustrates a secure transaction processing system
for performing transaction processing and authentication
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4

over an Insecure communication channel according to the
present 1nvention;

FIG. 2 illustrates an alternative embodiment of a secure
transaction system, using a merchant terminal to communi-
cate with an authenticating server over an Insecure cominu-
nication channel according to the present invention;

FIG. 3 1llustrates an alternative embodiment of a trans-
action processing system, using a customer computer to
communicate with a merchant server over an insecure
communication channel according to the present invention;

FIG. 4 1illustrates an authentication device according to
the present invention;

FIG. 5 illustrates an alternative authentication device
according to the present invention;

FIG. 6 1llustrates a process for transaction authentication
according to the present invention; and

FIG. 7 1llustrates an alternative process for transaction
authentication according to the present invention.

DETAILED DESCRIPTION

FIG. 1 1illustrates a system 100 for conducting a secure
fransaction over an msecure communication channel. The
system 100 include a transaction terminal 102. The trans-
action terminal 102 1s equipped to transfer information to an
authorizing server 104. The transaction terminal 102 also
communicates with an authentication device 106. The
authentication device 106 1s tamperproof, preferably
employing a mediametric encryption key created by obtain-
ing and processing numerical representations of trapped
charge levels 1n cells of a semiconductor memory array. The
mediametric encryption key 1s secure from compromise
because any attempt which 1s made from outside the device
to detect charge levels of the memory cells will result 1n
alteration of the charge levels of the memory cells. An
internal mediametric key 1s created within the authentication
device 106 and 1s used to encrypt an external key provided
by an 1ssuing authority. The external key 1s stored only when
encrypted by the internal mediametric key and 1s therefore
immune from compromise. It 1s therefore 1mpossible to store
unauthorized information 1n the authentication device 106,
because a person attempting to store such mmformation will
not be able to obtain the external encryption key needed to
encrypt the information. If an 1ssuing authority receives
information which has not been encrypted with the correct
key, the 1ssuing authority will know that the mmformation 1s
not genuine. Further details of mediametric encryption tech-
niques are described 1n the Fernandez Provisional Applica-
tion Serial No. 60/180,372 cited above. Because of the
difficulty of obtaining the encryption key from the authen-
tication device 106, the authentication device 106 can be
grven to a user such as a customer or merchant without fear

that 1t will be attacked and reconfigured to provide an
unauthorized authentication or to otherwise conduct an

unauthorized transaction.

When 1t 1s desired to conduct a transaction, transaction
information 1s entered using the terminal 102. The transac-
fion 1nformation 1s provided to the authentication device
106. A token such as a credit or debit card 1s placed in the
authentication device 106 for reading and authentication.
The authentication device 106 reads 1dentifying information
from the token. At the same time, the authentication device
reads authentication information from the token. The
authentication information is preferably mediametric infor-
mation based on physical characteristics of the token which
may be precisely read but difficult or impossible to write or
copy predictably. These characteristics include positioning
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of magnetic transitions on a magnetic stripe card or levels of
trapped charges of cells of a semiconductor memory array.
The mediametric characteristics can be used to create a*“fin-
gerprint” of a device such as a magnetic card or a semicon-
ductor memory. The fingerprint can be stored 1n a location
accessible to an 1ssuing authority server 108. Then, when the
card 1s submitted for a transaction, the mediametric charac-

teristics of the card which 1s submitted can be measured or
examined and used for comparison against the stored media-
metric fingerprint. Mediametric authentication techniques
for magnetic devices are disclosed in the Fernandez U.S.
Pat. Nos. 5,235,166, 5,430,279 and 5,616,904 cited above,
and mediametric authentication techniques for semiconduc-
tor devices are disclosed in the Fernandez U.S. Pat. No.
5,655,636 cited above. The authentication device 106
assembles an 1nformation block mcluding the transaction
information, the token identifying information, the token
authentication information and a date and time stamp. The
authentication device 106 then encrypts the information
block using the key stored 1n the authentication device 106
and passes it to the terminal 102. Because the mnformation
block 1s encrypted by the authentication device 106, the
information block cannot be read from the terminal 102.
Moreover, because the authentication device 106 1s tamper-
proof and because the encryption key cannot be extracted
from the authentication device 106, the information block
can be 1dentified as authentic upon arrival at its destination,
because 1t was encrypted with the correct key.

Once the mformation block is received at the terminal
102, the terminal 102 passes the information block to the
authorizing server 104. The authorizing server 104 passes
the information block to an 1ssuing authority server 108,
controlled by an authority which 1ssued the authentication
device 106. The 1ssuing authority server 108 has access to
the key used by the authentication device 106 to encrypt the
information block. The 1ssuing authority server 108 decrypts
the information block and extracts the 1dentification, authen-
tication and transaction information from the information
block. The 1ssuing authority server 108 may have access to
stored authentication information to be used to authenticate
the token. In that case, the 1ssuing authority server 108
compares the authentication mnformation read from the card
against the stored authentication information. If the received
authentication information matches the stored authentication
information, the 1ssuing authority server 108 approves the
transaction and passes approval 1nstructions to the authoriz-
ing server 104. The authorizing server 104 then i1ssues a
transaction authorization to the transaction terminal 102.

The transaction terminal 102, authorizing server 104 and
issuing authority server 108 are shown here as communi-
cating over the Internet 112. The Internet 112 1s shown here
as the communication channel because it 1s 1nexpensive and
convenient to use, but also notoriously insecure. It will be
recognized, however, that any desired communication chan-
nel may be used.

If desired, 1t 1s possible for a card to be self-
authenticating. In this case, a numerical representation of the
authentication mformation 1s encrypted and stored on the
card. The encryption key used to encrypt the numerical
representation of the authentication information 1s securely
maintained and accessible to the i1ssuing authority server
108. In this case, the information block includes transaction
information, identification information, authentication infor-
mation and the encrypted numerical representation of the
authentication information. Upon arrival at the 1ssuing
authority server 108, the information block 1s decrypted and
the numerical representation of the authentication informa-
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tion 1s also decrypted. The authentication information read
from the card 1s compared with the numerical authentication
information in order to authenticate the card. If this tech-
nique 1s used, the 1ssuing authority server 108 does not need
to have access to the stored authentication mmformation for
cach card. The 1ssuing authority server 108 can be used to
authenticate cards from a number of 1ssuers without a need
for each 1ssuer of a card to provide authentication informa-
fion to the 1ssuing authority server 108.

Alternatively, the numerical authentication information
can be encrypted with a key stored in the authentication
device 106. In that case, the authentication device 106 can
perform authentication on the card and provide an authen-
tication certificate which 1s supplied to the terminal 102
without a need to provide actual authentication information.

FI1G. 2 1llustrates an alternative system 150 for conducting,
a secure transaction over an insecure communication chan-
nel according to the present invention. The system 150
includes a plurality of transaction terminals embodied as
merchant transaction devices 154A . . . 154N. Each mer-
chant device 154A . . . 154N may be used to authorize a
customer transaction, for example to obtain authorization to
1ssue a charge against a customer credit or debit card. Each
of the merchant devices 154A . . . 154N 1s connected to an
authentication device 156A . . . 156N, respectively. Each of
the authentication devices 156A . . . 156N 1s tamperproof,
preferably employing a mediametric encryption key created
by obtaining and processing numerical representations of
trapped charge levels 1n cells of a semiconductor memory
array.

Each authentication device 156A . . . 156N 1s adapted to
recelve transaction data from the associated merchant device
154A .. . 154N. Each authentication device 156A . . . 156N
may also receive information from a keypad 157A.. .. 157N,
respectively. The keypads 157A . . . 157N may be used for
customer entry of a password or personal identification
number (PIN). The merchant devices 154A . . . 154N each
communicate with an authorizing server 158. The authoriz-
ing server 158 may belong to a bank which has a contractual
relationship with a merchant to advance funds as a result of
credit or debit transactions, but need not be the 1ssuer of the
authentication devices 156A . . . 156N. The authorizing
server 1538 communicates with an issuing authority server
160. The 1ssuing authority server 160 belongs to an
authority, such as a bank, which 1ssued the authentication
devices 156A . . . 156N. The 1ssuing authority server 160
communicates with the authorizing server 158 to authenti-
cate the transaction for the authorizing server 158 to allow
the authorizing server 158 to authorize a charge. The autho-
rizing server 158 and the 1ssuing authority server 160 may,
but need not, belong to the same entity. The Internet 162 1s
shown here as the communication channel used to transfer
information, because 1t 1s mnexpensive and convenient, but
also notoriously insecure. It will be recognized, however,
that any of a wide variety of communication channels may
be used 1n practicing the present invention.

When a customer wishes to perform a transaction with a
merchant, for example,using the merchant device. 154 A, the
merchant enters the transaction information 1nto the device
154 A. The transaction information entered may include item
number, item description, cost, or any other mnformation
desired 1n conducting the transaction. The merchant then
asks the customer to place his credit or debit card in the
authentication device 156 A. The authentication device 156 A
then reads 1dentifying information from the card and stores
the information. Once the authentication device 156 A has
read the card successtully, it issues a notification that reading
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occurred successifully and then issues a notification that a
PIN or password may be entered, if the transaction calls for
entry of a PIN or password. The authentication device 156A
reads a PIN or password, if entered, reads transaction
information from the merchant device 154 A and adds a date
and time stamp. The authentication device 156 A then reads
authentication information from the card. The authentication
1s preferably mediametric information based on physical
characteristics of the card which may be precisely read but
difficult or impossible to write or copy predictably. These
characteristics include positioning of magnetic transitions
on a magnetic stripe card or levels of trapped charges cells
of a semiconductor memory array. The mediametric char-
acteristics can be used to create a“fingerprint” of a device
such as a magnetic card or a semiconductor memory. The
fingerprint can be stored 1n a location accessible to the
issuing authority server 160. Then, when the card 1s sub-
mitted for a transaction, the mediametric characteristics of
the card which 1s submitted can be measured or examined
and used for comparison against the stored mediametric
fingerprint. Mediametric authentication techniques for mag-
netic devices are disclosed in the Fernandez U.S. Pat. Nos.
5,235,166, 5,430,279 and 5,616,904 cited above, and media-
metric authentication techniques for semiconductor devices
are disclosed 1n the Fernandez U.S. Pat. No. 5,655,636 cited

above.

After reading the authenticating characteristics of the
card, the authentication device 156A creates an information
block which includes the card information, the transaction
information, card authentication information and a date and
time stamp, as well as any PIN or password entered. The
authentication device 156A encrypts the information block
using a preprogrammed key entered by an enfity controlling
the 1ssuing authority server 160. The authentication device
156A passes the encrypted information block to the mer-
chant device 154A. The merchant device 154A transmits the
fransaction information and the encrypted information block
to the authorizing server 158. The authorizing server 158
passes the encrypted mformation block to the 1ssuing author-
ity server 160. The 1ssuing authority server 160 decrypts the
information block using the same encryption key pro-
crammed 1nto the authentication device 156A and used to
encrypt the information block. The issuing authority server
160 examines the card information and the card authentica-
tion 1nformation and compares the card authentication mfor-
mation against previously stored card authentication imfor-
mation. If the card authentication information received in the
immformation block matches the stored information, the card
1s authenticated and a charge 1s authorized against the
account indicated by the card information. The issuing
authority server 160 notifies the authorizing server 158 that
the charge has been approved and the authorizing server 158
notifies the merchant device 154A that a payment to the
merchant has been authorized. The merchant device 154A
displays a notice that the transaction has been approved.

The merchant devices 154A ... 154N, and the authorizing
server 158 may communicate over any kind of communi-
cation channel desired. Moreover, the authorizing server 158
may send the information block to the issuing authority
server 160 over any desired communication channel. A
secure channel need not be used because the card identifi-
cation and authenfication information needed to complete
the transaction 1s authenticated and protected by a key which
was previously transmitted 1n a secure way and 1s main-
tained 1n security. However, the 1ssuing authority server 160
and the authorizing server 158 must communicate 1n a
secure way so that an authentication received by the autho-
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rizing server 158 will be known to have been 1ssued by the
issuing authority server 160. This may be done by main-
taining a secure communication channel between the autho-
rizing server 158 and the issuing authority server 160.
Alternatively, encryption may be employed for communi-
cation between the authorizing server 158 and the issuing
authority server 160. The authorizing server 158 and the
issuing authority 160 may both be maintained in a secure
environment, so that if good security practices and key
control are followed, encrypted communication between the
authorizing server 158 and the 1ssuing authority 160 may be
conducted over an msecure communication channel.

FIG. 3 1llustrates an alternative secure transaction system
200 according to the present invention, useful for authenti-
cating and securing transactions conducted using a custom-
er’s home computer to communicate with a merchant
through a data connection over a medium such as the
telephone or the Internet. The system 200 includes an
authentication device 202 which 1s connected between a
keyboard 204 and a personal computer (PC) 205 belonging
to a user. The PC 205 1s employed as a transaction terminal
for communicating transaction and financial information to
a remote server. The PC 205 communicates over an insecure
channel such as the Internet 206 to a merchant server 208.
The merchant server 208 communicates with an authorizing
server 210, belonging to an authority such as a bank which
advances funds to the merchant as a result of sales transac-
tions. The authorizing server, communicates with an 1ssuing
authority server 212. The 1ssuing authority server 212 may
suitably belong to an authority which maintains customer
accounts and authenticates the validity of transactions
involving those customers. Alternatively, the 1ssuing author-
ity server 212 may belong to an authority responsible for
authenticating transactions conducted by customers of other
institutions, based on 1nformation provided by those 1nsti-
tutions. Before being issued to a user, the authentication
device 202 1s programmed with a key by the institution
operating the issuing authority server 212. The authentica-
tion device 202 1s tamperproof so that the key cannot be
compromised. The customer shops online using, for
example, an Internet browser 214 communicating with the
merchant server 208. When the customer has made his or her
selections and 1s ready to complete the transaction, the
customer makes an appropriate selection using the browser
214 and the merchant server 208 sends a checkout screen to
the browser 214. The customer enters information needed by
the merchant, such as shipping information, and the mer-
chant server 208 then sends a request for the customer to
enter financial information needed for payment to the mer-
chant. At this point, the customer places a credit card in the
authentication device 202. A credit card 1s used in this
example, but it will be recognized that any kind of 1denti-
fying instrument may be used. Debit cards may be used with
the system 200, and if desired by the customer and the
institution operating the issuing authority server 212, the
customer may be 1ssued a special identifying card authen-
ticating the customer for the purpose of authorizing a direct
transfer or other payment to the merchant by the institution
operating the 1ssuing authority server 212 or by another bank
depending on the 1ssuing authority server 212 to authenticate
the transaction. The authentication device 202 reads the
mformation contained on the card, such as the account
number, customer name, and other information encoded on
the card. The authentication device 202 also reads authen-
fication information from the card, which may be informa-
tion stored on the card, or which may constitute or be based
upon physical characteristics of the card. For example, the
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authentication device 202 may read magnetic characteristics
of a magnetic stripe area of a magnetic card, or charge levels
of memory cells of a semiconductor memory card.

The authentication device 202 may suitably contain a red
LED 216, which flashes when a card 1s not successtully read
and a green LED 218 which flashes when a card 1s success-
fully read. The authentication device 202 also contains a

white LED 220 which illuminates when a card has been
successiully read and the authentication device 202 1s ready
to receive a password or PIN from a user. When the
authentication device 202 has read and captured the card
information and the card authentication mmformation, the
authentication device 202 illuminates the green LED 218.
When the authentication device 202 i1s ready to receive
password or PIN information, the device 202 illuminates the
white LED 220. The customer then enters a password or PIN
on the keyboard 204. The authentication device 202 captures
the password or PIN information and blocks the information
from reaching the customer’s PC 205. The authentication
device 202 intercepts each character received from the
customer’s keyboard 204. In the typical case, the authenti-
cation device 202 retransmits the characters to the PC 205,
but when the authentication device 202 has signaled that 1t
1s safe to enter a password or PIN, the authentication device
202 does not retransmit entered characters to the PC 2085, but
instead captures the characters for processing. Blocking the
password or PIN information prevents the information from
being compromised.

The authentication device 202 creates an information
block including the card information, the card authentication
information, the password or PIN, 1f entered, and adds a date
and time stamp. The authentication device 202 may also be
adapted or be connected to other devices for the capture of
biometric information, such as a signature pad 216. In such
a case, the authentication device 202 also includes the
biometric information in the mformation block. The authen-
fication device 202 encrypts the information block with a
cryptographic key preprogrammed into the authentication
device 202 by the entity controlling the issuing authority
server 210. The authentication device passes the encrypted
information block to the customer’s PC 205, which sends it
to the merchant server 208. The merchant server 208 sends
the transaction information to the authorizing server 210.
The authorizing server 210 receives the transaction infor-
mation and sends the information block to the issuing
authority server 212. The 1ssuing authority server 212
decrypts the information block and examines it to make sure
the card was authentic, also examining any password or PIN
information to make sure 1t was correctly entered. If the
information block is correct, the 1ssuing authority server 212
sends a message to the authorizing bank 210 instructing the
authorizing authority server 210 that 1t may authorize the
transaction and advance funds to the merchant. If the 1nfor-
mation block 1s not correct, the 1ssuing bank sends a
message to the authorizing authority server 210 instructing
the authorizing authority server 210 to reject the transaction.

The authentication device 202 may be adapted to perform
authentication of a suitable card without a need to relay the
authentication information to the issuing authority server
212. The 1ssuing authority server 212 may 1ssue a self
authenticating card bearing authentication information
which can be detected by the authentication device 202. The
card may also contain an encrypted numerical representation
of the authentication information. The numerical represen-
tation 1s encrypted using the encryption key programmed
into the authentication device 202 by the entity controlling
the 1ssuing authority server 212. If such a card 1s placed
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within a suitably designed authentication device 202, the
authentication device 202 reads the authentication informa-
tion from the card to create a numerical authenticator. The
authentication device 202 then reads the numerical repre-
sentation of the authentication information which has been
encrypted and placed on the card. The authentication device
then decrypts the numerical representation of the authenti-
cation information to create a decrypted numerical authen-
ticator. The authentication device 202 compares the numeri-
cal authenticator created by examining the authenticating
features of the card against the decrypted numerical authen-
ticator. If the numerical authenticator and the decrypted
numerical authenticator match within a predetermined range
of tolerance, the authentication device 202 produces an
authentication certificate and transmits 1t to the user’s PC
205. The user’s PC 205 transmits the certificate to the
merchant server 208. The merchant’s receipt of the certifi-
cate establishes that the card is authentic. The merchant
server 208 transmits the transaction, together with the
certificate, to the authorizing server 210 and the authorizing
server 210 can authorize the advance of funds to the mer-
chant without a need to refer the card authentication mfor-
mation to the 1ssuing authority server 212 for authentication.
This stmplifies processing of transactions, because the mer-
chant 1s able to trust the authentication of the card and an
entity relying on the authorizing server 210 1s also able to
trust the authentication of the card, even though neither the
merchant nor the authorizing server 210 has the original
information used to authenticate the card.

A single authentication device 202 and PC 205 are shown
here, but 1t will be recognized that many similar combina-
tions of a PC and an authentication device may be employed
in the context of the system 200, with each PC and authen-
tication device gathering and communicating information as
described above i1n connection with the authentication

device 202 and the PC 205.

FIG. 4 1illustrates a card reader 300 which may be

employed as one of the authentication devices 106A . . .
106N of FIG. 1 or the authentication device 202 of FIG. 2.

The card reader 300 1s adapted to accommodate a financial
or other 1dentification card, which may be a magnetic stripe
card or a semiconductor card containing information stored
in an electronic chip such as an EEPROM. The card reader
300 1ncludes a magnetic card slot 301 for inserting a
magnetic card and a semiconductor card slot 302 for 1nsert-
ing a semiconductor card. The card reader 300 includes a
keyboard port 304, which allows a keyboard or other data
entry device to be connected to the card reader 300. The
keyboard port 304 includes a keyboard connector 306, to
allow keyboard connection to the card reader 300, and a
device connector 308, which allows the card reader 300 to
be connected to a device such as a PC or a merchant device,
while allowing keyboard inputs received from the keyboard
connector 306 to be passed along to the PC or merchant
device through the device connector 308. The card reader
300 1ncludes a magnetic stripe reader 310 and a chip reader
312, a memory 314, a data storage arca 316 containing a
stored key and other information, and a processor 318. The

card reader also includes a red LED 320, a green LED 322
and a white LED 324.

When a card 1s to be authenticated, the user places the
card 1nto one of the slots 301 or 302, depending on whether
the card 1s a magnetic stripe card or a semiconductor card.
Depending on whether the card 1s a magnetic stripe card or
a semiconductor card, the card is read by the magnetic stripe
reader 310 or the chip reader 312. Information read from the
card 1s stored in the memory 314. At the same time,
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authentication mformation 1s retrieved from the reading of
the card. Preferably, the authentication information includes
mediametric 1nformation unique to the card which 1s
detected during the process of reading the card and stored in
the memory 314 along with the stored information read from
the card. In the case of a magnetic card, the mediametric
information may include placement of arcas of magnetiza-
tion on the card. In the case of a semiconductor card, the
mediametric information may include measurements of
charge levels trapped 1n cells within an EEPROM within the
semiconductor card. If the card has not been read
successtully, the processor 320 causes the red LED 318 to be
illuminated. If the card 1s read successiully, the processor
320 retrieves the stored information read from the card
together with the authentication information retrieved from
the card, and causes the green LED to be i1lluminated. The
processor 320 then prepares for acceptance of a password or
PIN to be 1nput by the user. In order to do this, the processor
320 blocks mputs received at the keyboard connector 306
from being transferred to the device connector 308 and
illuminates the white LED 322. This maintains the security
of the user’s password or PIN because the password or PIN
1s stopped at the card reader 300 and does not pass beyond
the card reader 300. Illumination of the white LED 322
indicates that the password or PIN will be blocked and that
it 1s safe to make an entry. When inputs from the keyboard
connector 306 are no longer blocked from the device con-
nector 308, the white LED 1s no longer illuminated, indi-
cating that 1t 1s no longer safe to enter a password or PIN.

After receiving any entry of a password or PIN, the
processor 318 constructs an information block containing
mmformation read from the card, authentication information
and date and time stamp. The processor 318 then retrieves a
preprogrammed encryption key and uses the encryption key
to encrypt the information block to create an encrypted
information block. The card reader 300 then transfers the
information block to an attached device such as a customer
PC or merchant terminal, using the device connector 308.

FIG. 5 1llustrates a handheld card reader 400 according to
the present mvention. The device 400 may be used 1n place
of the device 300 of FIG. 3. The reader 400 includes a slot
402 for inserting a card, a display 404 and a keypad 406. The
reader 400 also includes a wireless interface 408. The
wireless interface 408 may be an infrared interface suitable
for communicating with a suitably equipped computer or
other device.

The card reader 400 1includes a magnetic stripe reader 412
and chip reader 414 for reading a magnetic stripe or semi-
conductor chip. The card reader 400 also includes a clock/
calendar 416, memory 418, data storage arca 420 and
processor 422 When a user wishes to employ the card reader
400 to authenticate a transaction, the user passes a card
through the reader 400. The reader 400 reads information
stored on the card by using the magnetic stripe reader 412 or
chip reader 414, as appropriate. The processor 422 stores the
information in the memory 418. The reader 400 also cap-
tures and stores authentication information such as media-
metric 1information uniquely associated with the card. It
called for by the transaction, the user may then enter a
password or PIN using the keypad 416.

After the card has been read and any password or PIN
entered, the processor 422 retrieves the data read from the
card and the authenfication information captured from the
card. The processor 422 adds a date and time stamp and any
password or PIN which has been entered, forming an
information block. The processor then retrieves a prepro-
crammed encryption key from the storage arca 418 and
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encrypts the mformation block using the key. The encrypted
mformation block has the form of a number, which 1s
displayed by the processor using the display 404. The user
can enter the number from the display into a transaction
terminal, or can allow a merchant to enter the number.
Alternatively, the number may be transmitted directly to a
transaction terminal by using the wireless interface 408.

When the number 1s received at a transaction terminal, it
1s then transmitted to an authenticating server. The authen-
ficating server has the encryption key previously pro-
crammed i1nto the card reader 400. Using the key, the
authenticating server 1s able to decrypt the number displayed
or transmitted to retrieve the information block created by
the processor 422.

FIG. 6 1llustrates a process 500 of transaction processing
according to the present invention. At step 502, a connection
1s made between a local terminal and a remote server. Any
number of different combinations of local terminal and
remote server may be employed, for example, a merchant
transaction terminal may connect to a bank server, a cus-
tomer PC may connect to a merchant web site server 1n order
to conduct an online purchase transaction, or a client work-
station belonging to a computer network may connect to a
network server. At step 504, information 1s transferred
between local terminal and the remote server in order to
conduct a transaction. For example, a customer may use a
PC connected to a merchant web site server to make
selections and prepare to complete a transaction 1n order to
purchase the 1tems selected. At step 506, the remote server
requests 1dentifying information from the local terminal. At
step 508, identifying and authentication information 1s sup-
plied to an authentication device. This may be done, for
example, by presenting an identification token such as a
credit or debit card, or other 1dentification card such as an
employee i1denfification, to the authentication device. The
identifying information may include information stored on
the card, such as account number, privileges, expiration date,
or any other suitable information. The authentication mfor-
mation may suitably include unique characteristics of the
token, such as mediametric characteristics of information
storage media contained on the token. The mediametric
characteristics may, for example, include locations of mag-
netic information stored on a magnetic stripe or levels of
trapped charges within cells of an EEPROM contained 1n a
semiconductor card.

At step 510, the 1idenftifying and authentication 1nforma-
tion 1s stored within the authentication device. At step 512,
a password or PIN 1s solicited from the user, and captured
and stored within the authentication device. At step 514,
biometric information such as a fingerprint or signature 1s
captured by a suitable reader attached to the authentication
device and stored within the authentication device.

At step 516, the identifying information and authentica-
tion mmformation is retrieved, along with the password or PIN
and the biometric mformation. At step 518, a date and time
stamp 1s added to the retrieved information and the retrieved
information, together with the date and time stamp, is
formed 1nto an 1nformation block. At step 520, the 1nforma-
tion block 1s encrypted using a key provided by an authen-
ficating authority. At step 522, the encrypted information
block 1s transferred to the local client. At step 524, the local
client sends the encrypted information block to the remote
server, along with any other information which the remote
server needs to receive 1n order to complete the transaction.
At step 526, the encrypted information block 1s forwarded to
an authenticating server. At step 528, the authenticating
server decrypts the encrypted information block to recover
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the original information block. At step 530, the authenticat-
ing server examines the mformation block and compares the
identification and authentication information against stored
identification and authentication information in order to
verily the information block. If verification of the informa-
tion block 1s successtul, the authenticating server sends a
certificate to the remote server authorizing the transaction. If
verification of the information block fails, the authenticating
server 1nstructs the remote server to reject the transaction.

FIG. 7 illustrates a process 600 of transaction processing,
according to an alternative aspect of the present invention.
The process 600 employs a self-authenticating token, whose
use allows authentication of a transaction without a need for
an 1nformation block to be transmitted to an authenticating
server. At step 602, a connection 1s made between a local
terminal and a remote server. At step 604, information 1is
transferred between local terminal and the remote server in
order to conduct a transaction. At step 606, the remote server
requests 1dentifying information from the local terminal. At
step 608, 1dentifying and authentication information is sup-
plied to an authentication device, preferably by presenting
an 1dentification token such as a credit, debit or other
identification card, to the authentication device. The authen-
fication mnformation on the token may include unique char-
acteristics of the token, such as mediametric characteristics
of information storage media contained on the token. The
mediametric characteristics may, for example, include loca-
tions of magnetic information stored on a magnetic stripe or
levels of trapped charges within cells of an EEPROM
contained 1 a semiconductor card. In addition, the token
includes a numerical representation of the mediametric
characteristics, encrypted using a key provided by an
authentication authority and stored on the token.

At step 610, the authenfication device decrypts the
encrypted representation of the authentication information
and compares it to the authentication information read from
the token, 1in order to verily the token. If the token fails
verification, the process proceeds to step 612, the authenti-
cation device notifies the local terminal that the token fails
verification, and the process terminates. If the token passes
verification, the process proceeds to step 614 and the authen-
fication device prepares a certificate authorizing the trans-
action and passes 1t to the local terminal. The certificate may
include transaction information and date and time stamp, but
does not include any private information entered by the user
or retrieved from the token.

At step 616, the local terminal passes the certificate to the
remote server. At step 618, The remote server verifies the
certificate and proceeds to complete the transaction.

While the present mnvention 1s disclosed 1n the context of
a presently preferred embodiment, it will be recognized that
a wide variety of implementations may be employed by
persons of ordinary skill 1n the art consistent with the above
discussion and the claims which follow below.

I claim:

1. A method of transaction processing, comprising:

receiving a unique combination of 1dentifying and authen-
fication information from a unique token, the combi-
nation of identifying and authentication information
including mformation relating to physical characteris-
tics of the token;

forming an mmformation block comprising the identifying,
and authentication information;

encrypting the information block to form an encrypted
mmformation block;

receiving the encrypted information block at an authen-
ticating server;
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decrypting the encrypted Information block to form a
decrypted information block;

extracting the identifying and authentication information
from the decrypted information block; and

comparing the extracted identifying and authentication
information against stored identifying and authentica-
fion information uniquely matching identifying and
authentication information associated with an authentic
token to verily the transaction.

2. The method of claim 1 wherein the information block
1s transferred to an authorizing server operative to authorize
the transaction upon determining that the information block
1s authentic and wherein the authenticating server provides
an authentication decision to the authorizing server.

3. The method of claim 2 wherein the information block
1s produced by a tamperproof authentication device opera-
tive to receive the token and to receive the identifying and
authentication information from the token, the authentica-
fion device being preprogrammed with an encryption key
also available to the authenticating server, the authentication
device using the encryption key to encrypt the information
block.

4. The method of claim 3 wherein the authentication
device provides the mformation block to a merchant termi-
nal and wherein the merchant terminal transfers the infor-
mation block to the authorizing server.

5. The method of claim 4 wherein the authentication
device also receives a personal idenfification number and
wherein the authentication device includes the personal
identification number 1n the information block.

6. The method of claim 3 wherein the authentication
device provides the mformation block to a customer per-
sonal computer and wherein the customer personal computer
transfers the information block to a merchant server.

7. A transaction authorization system, comprising:

a transaction processing device for receiving and format-
ting transaction mnformation;

an authentication device for receiving a unique token, the
authentication device being operative to receive a
unique combination of identifying and authentication
information from the token, the combination of 1den-
tifying and authentication information including infor-
mation relating to physical characteristics of the token,
the authentication device being operative to construct
and encrypt an information block comprising the i1den-
tifying and authentication information and transfer the
imnformation block to a merchant terminal;

an authorizing server for receiving the transaction infor-
mation and the information block and authorizing or
rejecting the transaction based on the authenticity of the
mformation block; and

an authenticating server for receiving and decrypting the
information block and comparing the information
block against identifying and authentication informa-
tion accessible to the server and uniquely matching
identifying and authentication information associated
with an authentic token and authenticating or rejecting
the i1nformation block based on the results of the
comparison.
8. The system of claim 7 wherein the transaction process-
ing device 1s a merchant terminal.
9. The system of claim 7 wherein the transaction process-
ing device 1s a personal computer.
10. A method of transaction processing, comprising:

receiving a unique combination of 1dentifying and authen-
tication information from a unique token, the combi-
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nation of idenfifying and authentication information
including information relating to physical characteris-
tics of the token;

receiving from the token an encrypted numerical repre-
sentation of the authentication information, the
encrypted numerical representation being stored on the
token;

decrypting the encrypted numerical representation of the
authentication information;

comparing the authentication information with the
numerical representation of the authentication informa-
tion; and

authorizing or rejecting the transaction based on a result
of comparing the authentication information with the
numerical representation of the authentication informa-

tion.
11. An authentication device comprising:

an 1nterface for communicating with a transaction pro-
cessing device;

a reader for receiving a unique combination of 1dentifying
and authentication information from a unique token,
the combination of 1dentifying and authentication
information including information relating to physical
characteristics of the token;

storage for storing a preprogrammed encryption key; and

a processor for receiving the identifying and authentica-
fion i1nformation from the reader and for receiving
transaction information from the transaction processing
device, forming an information block comprising the
identifying and authentication information, encrypting
the 1nformation block, and transferring the information
block to the transaction processing device.

12. The authentication device of claim 11 wherem the

reader 1s operative to read a numerical representation of

10

15

20

25

30

16

actual authentication information from the token and also to
read the actual information from the token and wherein the
processor 1s operative to compare the numerical represen-
tation of the authentication information against the actual
authentication information and to grant or refuse a transac-
tion certificate to the transaction processing device based on
the result of the comparison.
13. An authentication device comprising:

a reader for receiving a unique combination of identifying
and authentication information from a unique token,
the combination of identifying and authentication
information including information relating to physical
characteristics of the token;

a user 1nterface for receiving transaction information;
memory for storing a preprogrammed encryption Key;

a processor for receiving the i1dentifying and authentica-
tion mnformation from the reader and the transaction
information from the user interface and combining the
identifying and authentication information to form an
information block, the processor being further opera-
tive to encrypt the information block using the prepro-
crammed encryption key and to create a numerical
representation of the encrypted information block; and

a display for displaying the numerical representation of

the encrypted information block.

14. The authentication device of claim 13 and also 1nclud-
Ing a communication interface for communicating with a
fransaction processing device.

15. The authentication device of claim 14 wherein the
communication interface 1s a wireless interface.

16. The authentication device of claim 15 wherein the
communication interface 1s a wireless infrared interface.
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