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(57) ABSTRACT

A method of protecting a circuit arrangement for processing
data, particularly a microprocessor, preferably a smart card
controller, in which circuit arrangement, during and/or at the
end of manufacturing this circuit arrangement and for the
purpose of manufacturing control scan tests,

a shift register chain 1s formed by combining memory
cells of the circuit arrangement, preferably memory
cells formed as flip-flops, 1n a predetermined configu-
ration from these memory cells,

by means of this shift register chain and/or another shaft
register chain formed 1n the circuit arrangement, arbi-
trary states are generated in the memory cells of the
circuit arrangement and evaluated in a predetermined
way for testing the functional capability of the memory
cells of the circuit arrangement loaded with these
states,

after ending the manufacturing control scan test, the shift
register chain 1s made unusable.

By rendering a shift register chain 1n data-processing circuit
arrangements unusable, particularly 1n microprocessors and
preferably smart card controllers, after testing, 1.e. after

performing the production test(s) (i.e. the manufacturing
control), it will be impossible to load undefined states via the

shift register chain into the circuit arrangement and attack
the security functions of the circuit arrangement 1n this way.
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METHOD OF PROTECTING A CIRCUIT
ARRANGEMENT FOR PROCESSING DATA

The mvention relates to a method of protecting a circuit
arrangement for processing data.

In circuit arrangements for processing data, particularly
In microprocessors, for example, those used 1n chip cards—
smart card controllers—scan tests are increasingly per-
formed during the manufacturing control stage—the pro-
duction tests—in addition to seli-tests by a read-only
memory 1ntegrated preferably in the microprocessor, also
referred to as test ROM, so as to protect these circuit
arrangements from errors. In accordance with known
methods, arbitrary states can be established by means of a
shift register chain 1n the memory cells, formed as flip-flops,
of the data-processing circuit arrangement, thus particularly
1in microprocessors or preferably smart card controllers. This
means that after activation of the scan test mode, the shift
register chain 1s completely available and allows loading of
arbitrary states 1n the flip-flops forming part of the shift
register chain.

These states are specifically evaluated for testing the
functional capability of the memory cells of the circuit
arrangement loaded with these states.

However, 1t appears that this operating state can also be
restored after the circuit arrangement has been manufactured
for a specific operation and that this 1s not acceptable for
reasons ol security, because the security functions of the
circuit arrangement can then be attacked 1n this way.

It 1s an object of the mvention to provide a method by
which such attacks of the security functions of the circuit
arrangement are made 1mpossible.

According to the invention, this object 1s solved by a
method of protecting a circuit arrangement for processing
data, particularly a microprocessor, preferably a smart card
controller, 1n which circuit arrangement, during and/or at the
end of manufacturing this circuit arrangement and for the
purpose of manufacturing control scan tests,

a shift register chain 1s formed by combining memory
cells of the circuit arrangement, preferably memory
cells formed as flip-flops, 1n a predetermined configu-
ration from these memory cells,

by means of this shift register chain and/or another shift
register chain formed 1n the circuit arrangement, arbi-
trary states are generated in the memory cells of the
circuit arrangement and evaluated 1n a predetermined
way for testing the functional capability of the memory
cells of the circuit arrangement loaded with these
states,

after ending the manufacturing control scan test, the shaft

register chain 1s made unusable.

By rendering a shift register chain 1n data-processing
circuit arrangements unusable, particularly 1n microproces-
sors and preferably in smart card controllers after testing, 1.¢.
after performing the production test(s) (i.e. the manufactur-
ing control), it will be impossible to load undefined states via
the shift register chain into the circuit arrangement and
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attack the security functions of the circuit arrangement 1n
this way. This advantage 1s accompanied by a minor increase
of the number of components for the circuit arrangement,
because additional logic components, particularly fuses and
gates will be required for performing the method according
to the 1nvention.

In an embodiment of the method according to the
invention, the scan test 1s controlled by means of a test mode
decoder which can be switched on and off by means of a
programmable switching device, referred to as fuse, and the
scan test 1n the test mode decoder can only be selected when
the fuse 1s deactivated, with which scan test the shift register
chain 1s made unusable by activating the fuse.

In a further embodiment of the method according to the
invention, the shift register chain 1s interrupted at a majority
of locations after ending the manufacturing control scan
test(s) by means of fuses preferably formed as EEPROM
fuses.

As an additional protective method, the shift register
chain 1s thus interrupted at many locations by means of the
EEPROM fuse so that, even when bypassing the test mode
decoder, the shift register chain 1s no longer usable. This
makes 1t 1mpossible to load undefined states via the shift
register chain into the circuit arrangement, for example a
smart card controller.

What 1s claimed 1s:

1. A method of protecting a circuit arrangement for
processing data in which circuit arrangement, during and/or
at the end of manufacturing this circuit arrangement and for
the purpose of manufacturing control scan tests,

a shift register chain 1s formed by combining memory
cells of the circuit arrangement, preferably memory
cells formed as flip-flops, 1n a predetermined configu-
ration from these memory cells,

by means of this shift register chain and/or another shaft
register chain formed 1n the circuit arrangement, arbi-
trary states are generated in the memory cells of the
circuit arrangement and evaluated in a predetermined
way lor testing the functional capability of the memory
cells of the circuit arrangement loaded with these
states,

after ending the manufacturing control scan test, the shift

register chain 1s made unusable.

2. A method as claimed 1n claim 1, characterized 1n that
the scan test 1s controlled by means of a test mode decoder
which can be switched on and off by means of a program-
mable switching device, referred to as fuse, and the scan test
in the test mode decoder can only be selected when the fuse
1s deactivated, with which scan test the shift register chain
1s made unusable by activating the fuse.

3. A method as claimed 1n claim 1 or 2, characterized 1n
that the shift register chain i1s mterrupted at a majority of
locations after ending the manufacturing control scan test(s)
by means of fuses preferably formed as EEPROM fuses.
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