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(57) ABSTRACT

A method and system for leasing storage locations 1n a
distributed processing system 1s provided. Consistent with
this method and system, a client requests access to storage
locations for a period of time (lease period) from a server,
such as the file system manager. Responsive to this request,
the server invokes a lease period algorithm, which considers
various factors to determine a lease period during which
fime the client may access the storage locations. After a lease
1s granted, the server sends an object to the client that
advises the client of the lease period and that provides the
client with behavior to modity the lease, like canceling the
lease or renewing the lease. The server supports concurrent
leases, exact leases, and leases for various types of access.
After all leases to a storage location expire, the server
reclaims the storage location.
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reference.

The following identified U.S. patent applications are
relied upon and are incorporated by reference 1n this appli-
cation.

Provisional U.S. Application No. 60/076,048, entitled
“Distributed Computing System,” filed on Feb. 26, 1998.

U.S. patent application Ser. No. 09/044,838, entitled
“Method, Apparatus, and Product for Leasing of Delegation

Cerfificates 1n a Daistributed System,” now U.S. Pat. No.
6,247,026, and filed on Mar. 20, 1998, which 1s a

continuation-in-part of U.S. application Ser. No. 08/729,
421, filed on Oct. 11, 1996, now U.S. Pat. No. 5,832,529.

U.S. patent application Ser. No. 09/044,834, entitled

“Method, Apparatus and Product for Leasing of Group
Membership 1n a Distributed System,” and filed on Mar. 20,
1998, which 1s a continuation-in-part of U.S. patent appli-
cation Ser. No. 08/729,421, filed Oct. 11, 1996, now U.S.
Pat. No. 5,832,529.

U.S. patent application Ser. No. 09/044,926, entitled
“Leasing for Failure Detection,” and filed on Mar. 20, 1998,
now U.S. Pat. No. 6,016,500, which 1s a continuation-in-part
of U.S. patent application Ser. No. 08/729,421, filed Oct. 11,
1996, now U.S. Pat. No. 5,832,529.

U.S. patent application Ser. No. 09/044,933, entitled
“Method for Transporting Behavior 1in Event Based
System,” and filed on Mar. 20, 1998.

U.S. patent application Ser. No. 09/044,919, entitled

“Deferred Reconstruction of Objects and Remote Loading
for Event Notification in a Distributed System,” filed on

Mar. 20, 1998, and now U.S. Pat. No. 6,272,559.

U.S. patent application Ser. No. 09/044,938, entitled
“Methods and Apparatus for Remote Method Invocation,”
and filed on Mar. 20, 1998.

U.S. patent application Ser. No. 09/045,652, entitled
“Method and System for Deterministic Hashes to Identily
Remote Methods,” filed on Mar. 20, 1998, and now U.S. Pat.
No. 6,134,603.

U.S. patent application Ser. No. 09/044,790, entitled
“Method and Apparatus for Determining Status of Remote

Objects 1n a Distributed System,” and filed on Mar. 20, 1998.

U.S. patent application Ser. No. 09/044,930, entitled
“Downloadable Smart Proxies for Performing Processing
Associated with a Remote Procedure Call 1n a Distributed

System,” and filed on Mar. 20, 1998.

U.S. patent application Ser. No. 09/044,917, entitled
“Suspension and Continuation of Remote Methods,” filed on
Mar. 20, 1998, and now U.S. Pat. No. 6,237,024.

U.S. patent application Ser. No. 09/044,835, entitled
“Method and System for Multi-Entry and Multi-Template
Matching in a Database,” filed on Mar. 20, 1998, and now
U.S. Pat. No. 6,182,083.

U.S. patent application Ser. No. 09/044,839, entitled
“Method and System for In-Place Modifications 1n a
Database,” and filed on Mar. 20, 1998.
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U.S. patent application Ser. No. 09/044,945, entitled
“Method and System for Typesafe Attribute Matching 1n a
Database,” and filed on Mar. 20, 1998.

U.S. patent application Ser. No. 09/044,931, entitled
“Dynamic Lookup Service in a Distributed System,” filed on
Mar. 20, 1998, and now U.S. Pat. No. 6,185,611.

U.S. patent application Ser. No. 09/044,939, entitled
“Apparatus and Method for Providing Downloadable Code

for Use in Communicating with a Device 1in a Daistributed
System,” and filed on Mar. 20, 1998.

U.S. patent application Ser. No. 09/044,826, entitled
“Method and System for Facilitating Access to a Lookup
Service,” and filed on Mar. 20, 1998.

U.S. patent application Ser. No. 09/044,932, entitled
“Apparatus and Method for Dynamically Verifying Infor-

mation 1n a Distributed System,” and filed on Mar. 20, 1998.

U.S. patent application Ser. No. 09/030,840, entitled
“Method and Apparatus for Dynamic Distributed Comput-
ing Over a Network,” and filed on Feb. 26, 1998.

U.S. patent application Ser. No. 09/044,936, entitled “An
Interactive Design Tool for Persistent Shared Memory
Spaces,” and filed on Mar. 20, 1998.

U.S. patent application Ser. No. 09/044,934, entitled
“Polymorphic Token-Based Control,” and filed on Mar. 20,
1998.

U.S. patent application Ser. No. 09/044,915, entitled
“Stack-Based Access Control,” filed on Mar. 20, 1998, and

now U.S. Pat. No. 6,138,238.

U.S. patent application Ser. No. 09/044,944, entitled
“Stack-Based Security Requirements,” filed on Mar. 20,
1998, and now U.S. Pat. No. 6,226,746.

U.S. patent application Ser. No. 09/044,837/, entitled
“Per-Method Designation of Security Requirements,” filed

on Mar. 20, 1998, and now U.S. Pat. No. 6,282,652.

BACKGROUND OF THE INVENTION

A. Field of the Invention

This invention generally relates to data processing sys-
tems and, more particularly, to leasing storage in data
processing systems.

Art

Proper resource management 1s an important aspect to
ciiicient and effective use of computers. In general, resource
management involves allocating resources (€.g., memory) in
response to requests as well as deallocating resources at
appropriate times, for example, when the requesters no
longer require the resources. In general, the resources con-
tain data referenced by computational entities (e.g.,
applications, programs, applets, etc.) executing in the com-
puters.

B. Description of the Related

In practice, when applications executing on computers
seck to refer to resources, the computers must first allocate
or designate resources so that the applications can properly
refer to them. When the applications no longer refer to a
resource, the computers can deallocate or reclaim the
resource for reuse. In computers each resource has a unique
“handle” by which the resource can be referenced. The
handle may be implemented 1n various ways, such as an
address, array index, unique value, pointer, etc.

Resource management 1s relatively simple for a single
computer because the events indicating when resources can
be reclaimed, such as when applications no longer refer to
them or after a power failure, are easy to determine.
Resource management for distributed systems connecting
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multiple computers 1s more difficult because applications 1n
several different computers may be using the same resource.

Disconnects 1n distributed systems can lead to the
improper and premature reclamation of resources or to the
failure to reclaim resources. For example, multiple applica-
fions operating on different computers 1n a distributed sys-
tem may refer to resources located on other machines. If
connections between the computers on which resources are
located and the applications referring to those resources are
interrupted, then the computers may reclaim the resources
prematurely. Alternatively, the computers may maintain the
resources 1n perpetuity, despite the extended period of time
that applications failed to access the resources.

These difficulties have led to the development of systems
to manage network resources, one of which 1s known as
“distributed garbage collection.” That term describes a facil-
ity provided by a language or runtime system for distributed
systems that automatically manages resources used by an
application or group of applications running on different
computers in a network.

In general, garbage collection uses the notion that
resources can be freed for future use when they are no longer
referenced by any part of an application. Distributed garbage
collection extends this notion to the realm of distributed
computing, reclaiming resources when no application on
any computer refers to them.

Distributed garbage collection must maintain integrity
between allocated resources and the references to those
resources. In other words, the system must not be permitted
to deallocate or free a resource when an application running
on any computer in the network continues to refer to that
resource. This reference-to-resource binding, referred to as
“referential integrity,” does not guarantee that the reference
will always grant access to the resource to which it refers.
For example, network failures can make such access impos-
sible. The integrity, however, guarantees that 1if the reference
can be used to gain access to any resource, 1t will be the same
resource to which the reference was first given.

Distributed systems using garbage collection must also
reclaim resources no longer being referenced at some time
in the finite future. In other words, the system must provide
a guarantee against “memory leaks.” A memory leak can
occur when all applications drop references to a resource,
but the system fails to reclaim the resource for reuse
because, for example, of an incorrect determination that
some application still refers to the resource.

Referential integrity failures and memory leaks often
result from disconnections between applications referencing
the resources and the garbage collection system managing
the allocation and deallocation of those resources. For
example, a disconnection 1n a network connection between
an application referring to a resource and a garbage collec-
fion system managing that resource may prevent the garbage
collection system from determining whether and when to
reclaim the resource. Alternatively, the garbage collection
system might mistakenly determine that, since an applica-
fion has not accessed a resource within a predetermined
fime, 1t may collect that resource. A number of techniques
have been used to improve the distributed garbage collection
mechanism by attempting to ensure that such mechanisms
maintain referential integrity without memory leaks. One
conventional approach uses a form of reference counting, in
which a count 1s maintained of the number of applications
referring to each resource. When a resource’s count goes to
zero, the garbage collection system may reclaim the
resource. Such a reference counting scheme only works,

10

15

20

25

30

35

40

45

50

55

60

65

4

however, 1f the resource 1s created with a corresponding
reference counter. The garbage collection system 1n this case
increments the resource’s reference count as additional
applications refer to the resource, and decrements the count
when an application no longer refers to the resource.

Reference counting schemes, however, especially
encounter problems 1n the face of failures that can occur 1n
distributed systems. Such failures can take the form of a
computer or application failure or network failure that
prevent the delivery of messages notilying the garbage
collection system that a resource 1s no longer being refer-
enced. If messages go undelivered because of a network
disconnect, the garbage collection system does not know
when to reclaim the resource.

To prevent such failures, some conventional reference
counting schemes include “keep-alive” messages, which are
also referred to as “ping back.” According to this scheme,
applications 1n the network send messages to the garbage
collection system overseeing resources and indicate that the
applications can still communicate. These messages prevent
the garbage collection system from dropping references to
resources. Failure to receive such a “keep-alive” message
indicates that the garbage collection system can decrement
the reference count for a resource and, thus, when the count
reaches zero, the garbage collection system may reclaim the
resource. This, however, can still result 1n the premature
reclamation of resources following reference counts reach-
ing zero from a failure to receive “keep-alive” messages
because of network failures. This violates the referential
integrity requirement.

Another proposed method for resolving referential integ-
rity problems 1n garbage collection systems 1s to maintain
not only a reference count but also an 1dentifier correspond-
ing to each computational entity referring to a resource. See
A. Birrell, et al., “Daistributed Garbage Collection for Net-
work Objects,” No. 116, digital Systems Research Center,
Dec. 15, 1993. This method suffers from the same problems
as the reference counting schemes. Further, this method
requires the addition of unique identifiers for each compu-
tational enfity referring to each resource, adding overhead
that would unnecessarily increase communication within
distributed systems and add storage requirements (i.c., the
list of 1dentifiers corresponding to applications referring to
each resource).

SUMMARY OF THE INVENTION

In accordance with the present invention, referential
integrity 1s guaranteed without costly memory leaks by
leasing resources for a period of time during which the
parties 1n a distributed system, for example, an application
holding a reference to a resource and the garbage collection
system managing that resource, agree that the resource and
a reference to that resource will be guaranteed. At the end of
the lease period, the guarantee that the reference to the
resource will continue lapses, allowing the garbage collec-
tion system to reclaim the resource. Because the application
holding the reference to the resource and the garbage col-
lection system managing the resource agree to a finite
cuaranteed lease period, both can know when the lease and,
therefore, the guarantee, expires. This guarantees referential
integrity for the duration of a reference lease and avoids the
concern of failing to free the resource because of network
errors. In addition to memory, the leasing technique can be
applied to other types of storage, such as storage devices.

Consistent with an alternative embodiment of the present
invention, as embodied and broadly described herein, a



US 6,728,737 B2

S

method for leasing storage locations 1s provided. This
method comprises the steps of receiving a request from a
caller specitying a storage location and a lease period,
determining a lease period during which the caller has
access to the specified storage locations, advising the caller
of the granted lease period, and permitting the caller to
access storage locations for the determined lease period.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated in
and constitute a part of this specification, illustrate an
embodiment of the invention and, together with the
description, serve to explain the advantages and principles
of the mvention. In the drawings,

FIG. 1 1s a flow diagram of the steps performed by the
application call processor according to an implementation of
the present invention;

FIG. 2 1s a flow diagram of the steps performed by the
server call processor to process dirty calls according to the
implementation of the present invention;

FIG. 3 1s a flow diagram of the steps performed by the
server call processor to process clean calls according to the
implementation of the present invention;

FIG. 4 1s a flow diagram of the steps performed by the
server call processor to 1nitiate a garbage collection process
according to the implementation of the present invention.

FIG. 5§ 1s a diagram of a preferred flow of calls within a
distributed processing system;

FIG. 6 1s a block diagram of the components of the
implementation of a method invocation service according to
the present invention;

FIG. 7 1s a diagram of a distributed processing system that
can be used 1in an implementation of the present invention;
and

FIG. 8 1s a diagram of the individual software components
in the platforms of the distributed processing system accord-
ing to the implementation of the present mvention; and

FIG. 9 1s a diagram of a data processing system for leasing,
storage locations 1n a distributed processing system that can
be used 1n an alternative embodiment of the present inven-
tion; and

FIG. 10A and FIG. 10B represent a flow diagram of the

steps performed by a client when requesting a lease from a
server according to an alternative embodiment of the present
mmvention; and

FIG. 11 1s a flow diagram of the steps performed by a
server when a client requests a lease according to an
alternative embodiment of the present 1invention.

DETAILED DESCRIPTION

Reference will now be made 1n detail to an 1implementa-
tion of the present 1invention as 1illustrated i the accompa-
nying drawings. Wherever possible, the same reference
numbers will be used throughout the drawings and the
following description to refer to the same or like parts.

The present invention may be implemented by computers
organized 1n a conventional distributed processing system
architecture. The architecture for and procedures to 1imple-
ment this invention, however, are not conventional, because
they provide a distributed garbage collection scheme that
ensures referential integrity and eliminates memory leaks.
A. Overview

A method invocation (MI) component located in each of
the computers 1n the distributed processing system imple-
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ments the distributed garbage collection scheme of this
invention. The MI component may consist of a number of
software modules preferably written 1n the JAVA™ pro-
cramming language.

In general, whenever an application in the distributed
processing system obtains a reference to a distributed
resource, by a name lookup, as a return value to some other
call, or another method, and seeks to access the resource, the
application makes a call to the resource or to an MI
component managing the resource. That MI component,

called a managing MI component, keeps track of the number
of outstanding references to the resource. When the number

of references to a reference 1s zero, the managing MI
component can reclaim the resource. The count of the
number of references to a resource 1s generally called the
“reference count” and the call that increments the reference
count may be referred to as a “dirty call.”

When an application no longer requires a distributed
resource, 1t sends a different call to the resource or the
managing MI component. Upon receipt of this call, the
managing MI component decrements the reference count for
the resource. This call to drop a reference may be referred to
as a “clean call.”

In accordance with an implementation of the present
invention, a dirty call can include a requested time 1nterval,
called a lease period, for the reference to the resource. Upon
receipt of the dirty call, the managing MI component sends
a return call indicating a period for which the lease was
oranted. The managing MI component thus tracks the lease
period for those references as well as the number of out-
standing references. Consequently, when the reference count
for a resource goes to zero or when the lease period for the
resource expires, the managing MI component can reclaim
the resource.

B. Procedure

An application call processor 1n an MI component per-
forms the steps of the application call procedure 100 1llus-
trated 1n FIG. 1. The server call processor 1n the managing
MI component performs the steps of the procedures 200,
300, and 400 illustrated in FIGS. 24, respectively. The
managing MI component’s garbage collector performs con-
ventional procedures to reclaim resources previously bound
to references 1n accordance with instructions from the server
call processor. Accordingly, the conventional procedures of
the garbage collector will not be explained.

1. Application Call Processor

FIG. 1 1s a flow diagram of the procedure 100 that the
application call processor of the MI component uses to
handle application requests for references to resources man-
aged by the same or another MI component located in the
distributed processing system.

After an application has obtained a reference to a
resource, the application call processor sends a dirty call,
including the resource’s reference and a requested lease
period to the managing MI component for the resource (step
110). The dirty call may be directed to the resource itself or
to the managing MI component.

The application call processor then waits for and receives
a return call from the managing MI component (step 120).
The return call includes a granted lease period during which
the managing MI component guarantees that the reference of
the dirty call will be bound to its resource. In other words,
the managing MI component agrees not to collect the
resource corresponding to the reference of a dirty call for the
orant period. If the managing MI component does not
provide a grant period, or rejects the request for a lease, then
the application call processor will have to send another dirty
call until it receives a grant period.
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The application call processor monitors the application’s
use of the reference and, either when the application explic-
itly informs the application call processor that the reference
1s no longer required or when the application call processor
makes this determination on its own (step 130), the appli-
cation call processor sends a clean call to the managing MI
component (step 140). In a manner similar to the method
used for dirty calls, the clean call may be directed to the
referenced resource and the managing MI component will
process the clean call. Subsequently, the application call
processor eliminates the reference from a list of references
being used by the application (step 150).

If the application is not yet done with the reference (step
130), but the application call processor determines that the
grant period for the reference is about to expire (step 160),
then the application call processor repeats steps 110 and 120
to ensure that the reference to the resource 1s maintained by
the managing MI component on behalf of the application.
2. Server Call Processor

The MI component’s server call processor performs three
main procedures: (1) handling dirty calls; (2) handling
incoming clean calls; and (3) initiating a garbage collection
cycle to reclaim resources at the appropriate time.

(I) Dirty Calls

FIG. 2 15 a flow diagram of the procedure 200 that the MI
component’s server call processor uses to handle requests to
reference resources, 1.€., dirty calls, that the MI software
component manages. These requests come from application
call processors of MI components 1 the distributed pro-
cessing system, including the application call processor of
the same MI component as the server call processor han-
dling requests.

First, the server call processor receives a dirty call (step
210). The server call processor then determines an accept-
able grant period (step 220). The grant period may be the
same as the requested lease period or some other time
per1od. The server call processor determines the appropriate
orant period based on a number of conditions including the
amount of resource required and the number of other grant
periods previously granted for the same resource.

When the server call processor determines that a resource
has not yet been allocated for the reference of a dirty call
(step 230), the server call processor allocates the required
resource (step 240).

The server call processor then increments a reference
count corresponding to the reference of a dirty call (step
250), sets the acceptable grant period for the reference-to-
resource binding (step 260), and sends a return call to an
application call processor with the grant period (step 270).
In this way, the server call processor controls incoming dirty
calls regarding references to resources under its control.

Applications can extend leases by sending dirty calls with
an extension request before current leases expire. As shown
in procedure 200, a request to extend a lease 1s treated just
like an mitial request for a lease. An extension simply means
that the resource will not be reclaimed for some additional
interval of time, unless the reference count goes to zero.
(i1) Clean Calls

The MI component’s server call processor also handles
incoming clean calls from application call processors. When
an application 1n the distributed processing system no longer
requires a reference to a resource, 1t informs the MI com-
ponent managing the resource for that reference so that the
resource may be reclaimed for reuse. FIG. 3 1s a flow
diagram of the procedure 300 with the steps that the MI
component’s server call processor uses to handle clean calls.

When the server call processor receives a clean call with
a reference to a resource that the MI component manages
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(step 310), the server call processor decrements a corre-
sponding reference count (step 320). The clean call may be
sent to the resource, with the server call processor monitor-
ing the resource and executing the procedure 300 to process
the call. Subsequently, the server call processor sends a
return call to the MI component that sent the clean call to
acknowledge receipt (step 330). In accordance with this
implementation of the present invention, a clean call to drop
a reference may not be refused, but 1t must be acknowl-
edged.

(111) Garbage Collection

The server call processor also 1nitiates a garbage collec-
tion cycle to reclaim resources for which 1t determines that
either no more references are being made to the resource or
that the agreed lease period for the resource has expired. The
procedure 400 shown 1n FIG. 4 includes a flow diagram of
the steps that the server call processor uses to 1nitiate a
cgarbage collection cycle.

The server call processor monitors reference counts and
oranted lease periods and determines whether a reference
count 1s zero for a resource managed by the MI component,
or the grant period for a reference has expired (step 410).
When either condition exists, the server call processor
initiates garbage collection (step 420) of that resource.
Otherwise, the server call processor continues monitoring
the reference counts and granted lease periods.

C. Call Flow

FIG. 5 1s a diagram 1illustrating the tlow of calls among MI
components within the distributed processing system. Man-
aging MI component 525 manages the resources 530 by
monitoring the references to those resources 530 (see gar-
bage collect 505). Because the managing MI components
525 manages the resources, the server call processor of
managing MI component 525 performs the operations of this
call flow description.

FIG. 5 also shows that applications 510 and 540 have
corresponding MI components 515 and 545, respectively.
Each of the applications 510 and 540 obtains a reference to
one of the resources 530 and seeks to obtain access to one
of the resources 530 such that a reference 1s bound to the
corresponding resource. To obtain access, applications 510
and 540 1mnvoke their corresponding MI components 515 and
545, respectively, to send dirty calls 551 and 571,
respectively, to the MI component 525. Because the MI
components 515 and 525 handle application requests for
access to resources 330 managed by another MI component,
such as managing MI component 525, the application call
processors of MI components 515 and 545 perform the
operations of this call flow description.

In response to the dirty calls 551 and 5§71, managing MI
component 525 sends return calls 552 and 572, respectively,
to each of the MI components 515 and 545, respectively. The

dirty calls include granted lease periods for the references of
the dirty calls 551 and 571.

Similarly, FIG. 5 also shows MI components 515 and 545
sending clean calls 561 and 581, respectively, to managing
MI component 525. Clean calls 561 and 581 inform man-
aging MI component 525 that applications 510 and 540,
respectively, no longer require access to the resource speci-
fied 1n the clean calls 561 and 581. Managing MI component
525 responds to clean calls 561 and 581 with return calls 562
and 582, respectively. Return calls 562 and 582 differ from
return calls 552 and 572 1n that return calls 562 and 582 are
simply acknowledgments from MI component 525 of the
received clean calls 561 and 581.

Both applications 510 and 540 may request access to the
same resource. For example, application 510 may request
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access to “RESOURCE(1)” while application 540 was pre-
viously granted access to that resource. MI component 525
handles this situation by making the resource available to
both applications 510 and 540 for agreed lease periods.

Thus, MI component 525 will not initiate a garbage collec-
tion cycle to reclaim the “RESOURCE(1)” until either

applications 510 and 540 have both dropped their references
to that resource or the latest agreed periods has expired,
whichever event occurs first.

By permitting more than one application to access the
same resource simultaneously, the present mvention also
permits an application to access a resource alter 1t sent a

clean call to the managing MI component dropping the
reference to the resource. This occurs because the resource

1s still referenced by another application or the reference’s
lease has not yet expired so the managing MI component
525 has not yet reclaimed the resource. The resource,
however, will be reclaimed after a finite period, either when
no more applications have leases or when the last lease
eXpIres.

D. MI Components

FIG. 6 1s a block diagram of the modules of an MI
component 600 according to an implementation of the
present invention. MI component 600 can include a refer-
ence component 603 for each reference monitored, applica-
tion call processor 640, server call processor 650, and
cgarbage collector 660.

Reference component 6035 preferably constitutes a table or
comparable structure with reference data portions 610, ref-
erence count 620, and grant period register 630. MI com-
ponent 600 uses the reference count 620 and grant period
630 for each reference specified 1in a corresponding refer-
ence data portion 610 to determine when to initiate garbage
collector 660 to reclaim the corresponding resource.

Application call processor 640 1s the software module that
performs the steps of procedure 100 in FIG. 1. Server call
processor 650 1s the software module that performs the steps
of procedures 200, 300, and 400 in FIGS. 2—-4. Garbage
collector 660 1s the software module that reclaims resources
In response to 1nstructions from the server call processor
650, as explained above.

E. Distributed Processing System

FIG. 7 1illustrates a distributed processing system S0
which can be used to implement the present invention. In
FIG. 7, distributed processing system 50 contains three
independent and heterogeneous platforms 100, 200, and 300
connected 1n a network configuration represented by the
network cloud 55. The composition and protocol of the
network configuration represented in FIG. 7 by the cloud 55
1s not 1important as long as 1t allows for communication of
the information between platforms 700, 800 and 900. In
addition, the use of just three platforms 1s merely for
1llustration and does not limit the present invention to the use
of a particular number of platforms. Further, the specific
network architecture 1s not crucial to this invention. For
example, another network architecture that could be used 1n
accordance with this mmvention would employ one platform
as a network controller to which all the other platforms
would be connected.

In the implementation of distributed processing system
50, plattorms 700, 800 and 900 cach include a processor
710, 810, and 910 respectively, and a memory, 750, 850, and
950, respectively. Included within each processor 710, 810,
and 910, are applications 720, 820, and 920, respectively,
operating systems 740, 840, and 940, respectively, and MI
components 730, 830, and 930, respectively.

Applications 720, 820, and 920 can be programs that are
cither previously written and modified to work with the

10

15

20

25

30

35

40

45

50

55

60

65

10

present 1nvention, or that are specially written to take
advantage of the services offered by the present invention.
Applications 720, 820, and 920 mvoke operations to be
performed 1n accordance with this mnvention.
MI components 730, 830, and 930 correspond to the MI
component 600 discussed above with reference to FIG. 6.
Operating systems 740, 840, and 940 are standard oper-

ating systems tied to the corresponding processors 710, 810,
and 910, respectively. The platforms 700, 800, and 900 can

be heterogenous. For example, plattorm 700 has an UltraS-
parc® microprocessor manufactured by Sun Microsystems
Corp. as processor 710 and uses a Solaris® operating system
740. Platform 800 has a MIPS microprocessor manufactured
by Silicon Graphics Corp. as processor 810 and uses a Unix
operating system 840. Finally, platform 900 has a Pentium
microprocessor manufactured by Intel Corp. as processor
910 and uses a Microsoft Windows 95 operating system 940).
The present invention 1s not so limited and could accom-
modate homogenous platforms as well.

Sun, Sun Microsystems, Solaris, Java, and the Sun Logo
are trademarks or registered trademarks of Sun
Microsystems, Inc. 1in the United States and other countries.
UltraSparc and all other SPARC trademarks are used under
license and are trademarks of SPARC International, Inc. 1n
the United States and other countries. Products bearing
SPARC trademarks are based upon an architecture devel-
oped by Sun Microsystems, Inc.

Memories 750, 850, and 950 serve several functions, such
as general storage for the associated platform. Another
function 1s to store applications 720, 820, and 920, MI
components 730, 830, and 930, and operating systems 740,
840, and 940 before execution by the respective processor
710, 810, and 910. In addition, portions of memories 750,
850, and 950 may constitute shared memory available to all
of the platforms 700, 800, and 900 in network 50.

E. MI Services

The present invention may be implemented using a client/
server model. The client generates requests, such as the dirty
calls and clean calls, and the server responds to requests.

Each of the MI components 730, 830 and 930 shown 1n
FIG. 7 preferably includes both client components and
server components. FIG. 8, which 1s a block diagram of a
client platform 1000 and a server platform 1100, applies to
any two of the platforms 700, 800, and 900 m FIG. 7.

Platforms 1000 and 1100 contain memories 1050 and
1150, respectively, and processors 1010 and 1110, respec-
fively. The elements in the platforms 1000 and 1100 function
in the same manner as similar elements described above
with reference to FIG. 7. In this example, processor 1010
executes a client application 1020 and processor 1110
executes a server application 1120. Processors 1010 and 110
also execute operating systems 1040 and 1140, respectively,
and MI components 1030 and 1130, respectively.

MI components 1030 and 1130 each include a server call
processor 1031 and 1131, respectively, an application call
processor 1032 and 1132, respectively, and a garbage col-
lector 1033 and 1133, respectively. Each of the MI compo-
nents 1030 and 1130 also contains reference components,
including reference data portions 1034 and 1134,
respectively, reference counts 1035 and 1135, respectively,
and grant period registers 1036 and 1136, respectively, for
cach reference that the respective MI component 1030 or
1130 monitors.

Application call processors 1032 and 1132 represent the
client service and communicate with server call processors
1031 and 1131, respectively, which represent the server
service. Because platforms 1000 and 1100 contain a server
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call processor, an application call processor, a garbage
collector, and reference components, either platform can act
as a client or a server.

For purposes of the discussion that follows, however,
platform 1000 1s designated the client platform and platform
1100 1s designated as the server platform. In this example,
client application 1020 obtains references to distributed
resources and uses MI component 1030 to send dirty calls to

the resources managed by MI component 1130 of server
platform 1100.

Additionally, server platform 1100 may be executing a
server application 1120. Server application 1120 may also
use MI component 1130 to send dirty calls, which may be
handled by MI component 1130 when the resources of those
dirty calls are managed by MI component 1130.
Alternatively, server application 1120 may use MI compo-
nent 1130 to send dirty calls to resources managed by MI
component 1030.

Accordingly, server call processor 1031, garbage collec-
tor 1033, and reference count 1035 for MI component 1030
of client platform 1000 are not active and are therefore
presented 1n FIG. 8 as shaded. Likewise, application call
processor 1132 of MI component 1130 of the server platform
1100 1s shaded because 1t 1s also dormant.

When client application 1020 obtains a reference corre-
sponding to a resource, application call processor 1032
sends a dirty call, which server call processor 1131 receives.
The dirty call includes a requested lease period. Server call
processor 1131 increments the reference count 1135 for the
reference 1n the dirty call and determines a grant period. In
response, server call processor 1131 sends a return call to
application call processor 1030 with the grant period. Appli-
cation call processor 1032 uses the grant period to update
recorded grant period 1035, and to determine when the
resource corresponding to the reference of its dirty call may
be reclaimed.

Server call processor 1131 also monitors the reference
counts and grant periods corresponding to references for
resources that 1t manages. When one of its reference counts
1135 1s zero, or when the grant period 1135 for a reference
has expired, whichever event occurs first, server call pro-
cessor 1131 may imitiate the garbage collector 1133 to
reclaim the resource corresponding to the reference that has
a reference count of zero or an expired grant period.

The leased-reference scheme according to the implemen-
tation of the present invention does not require that the
clocks on the platforms 1000 and 1100 mvolved in the
protocol be synchronized. The scheme merely requires that
they have comparable periods of increase. Leases do not
expire at a particular time, but rather expire after a specific
time interval. As long as there 1s approximate agreement on
the interval, platforms 1000 and 1100 will have approximate
agreement on the granted lease period. Further, since the
timing for the lease 1s, In computer terms, fairly long, minor
differences 1n clock rate will have little or no effect.

The transmission time of the dirty call can affect the
protocol. If MI component 1030 holds a lease to reference
and waits until just before the lease expires to request a
renewal, the lease may expire before the MI component
1130 receives the request. If so, MI component 1130 may
reclaim the resource before receiving the renewal request.
Thus, when sending dirty calls, the sender should add a time
factor to the requested lease period in consideration of
transmission time to the platform handling the resource of a
dirty call so that renewal dirty calls may be made before the
lease period for the resource expires.
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F. Conclusion

In accordance with the present invention a distributed
cgarbage collection scheme ensures referential integrity and
climinates memory leaks by providing granted lease periods
corresponding to references to resources in the distributed
processing system such that when the granted lease periods
expire, so do the references to the resources. The resources
may then be collected. Resources may also be collected
when they are no longer being referenced by processes 1n the
distributed processing system with reference to counters
assigned to the references for the resources.

Alternative Embodiment of the Present Invention

The leasing technique, described above, relates to garbage
collection. However, an alternative embodiment of the
present 1nvention, as described below, can be used with
storage devices.

Storage devices have many storage locations containing
various logical groupings of data that may be used by more
than one program. These logical groupings may take the
form of files, databases, or documents. The leasing of
storage locations allows access (e.g., read and write access)
to the storage locations for a pre-negotiated amount of time.
It 1s immaterial to the leasing of storage locations what kind
of data 1s contained 1n the storage locations or whether the
storage locations contain any data at all. Also, the leasing of
storage locations can be applied on different levels of
storage, such as database fields, files, blocks of storage, or
actual storage locations.

In a computer system or a distributed system, many
programs may compete for files stored in various groups of
storage locations. Thus, groups of storage locations may
have many programs vying for access. The leasing technique
can be used to arbitrate the use of storage locations in such
an environment.

When using a lease for a group of storage locations
containing the data for a file, a program (“the client”)
requests a lease from the file system manager (“the server”)
to access the group of storage locations for a period of time
(“the lease period”). Depending on availability, priority, and
other factors described below, the server either denies the
request or grants a lease period. The lease period granted
may be either the enfire lease period requested or some
portion of 1t. Once a client receives a lease, the client may
access the group of storage locations for the lease period.

When requesting a lease period, the client may request an
exact lease period. In this situation, the server only grants the
lease if the lease period would be the entire lease period
requested, as opposed to a portion of it.

While a lease 1s active, the client 1s guaranteed access to
the group of storage locations and may perform read and
write operations on them. And, likewise, the server, during
an active lease, will maintain the storage locations’ integrity.
For example, during the lease period, the server will not
allow the leased file to be deleted, written over, or otherwise
affected by any enfity other than the client. After a lease
expires, however, the server no longer guarantees the mteg-
rity of the file to the client, and thus, the server may delete
the file or otherwise materially change it, or grant a lease to
another client that may do the same. Storage locations with
no outstanding leases are reclaimed by the server.

Each storage location may have an associated limiting
parameter, such as an access parameter or a privilege param-
cter. The access parameter determines the type of access the
server supports for that storage location. For example, a
storage location may be defined as read-access only. In this
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case, the server only allows read access for a subsequently
oranted lease for that particular storage location. Conversely,
an attempt by the client to write to that storage location
would not be permitted by the server. Other potential storage
location access parameters may include write access, allo-
cation access, re-allocation access, and sub-block access
(i.., for large blocks of storage).

The associated privilege parameter specifies the privilege
level the client must have before a lease will be granted. The
server may use the privilege parameter to prioritize com-
peting lease requests. In other words, when the server has
multiple outstanding lease requests for the same storage
location, 1t may prioritize the requests based on the privilege
level of the clients making the request.

The alternative embodiment also supports concurrent
access to a group of storage locations by granting multiple,
concurrent leases to the same storage location. For example,
if a particular storage location’s parameter specifies “read”
access, the server can grant multiple concurrent leases to that
storage location without breaching the integrity of the stor-
age location. Concurrent leases could also be applied, for
example, to large files. The server could merely grant leases
to smaller sub-blocks of the file, again, without compromis-
ing the integrity of the larger {ile.

Once the client requests a lease, the server returns to the
client an object, including methods for determining the
duration of the lease, for renewing the lease, and for can-
celing the lease. The object 1s an 1nstance of a class that may
be extended 1n many ways to offer more functionality, but
the basic class 1s defined as follows:

interface Lease {

obj FileHandle;

public long getDuration ();

public void cancel () throws Unknownl.easeException,

RemoteException;

public void renew (long renewDuration) throws
LeaseDeniedException,
Unknownl.easeException,
RemoteException;

Specifically, invoking the “getDuration” method provides
the client with the length of the granted lease period. This
per1od represents the most recent lease granted by the server.
It 1s the client’s responsibility, however, to determine the
amount of time outstanding on the lease.

The “renew” method permits the client to renew the lease,
asking for more time, without having to re-initiate the
original lease request. Situations where the client may desire
to renew the lease include when the original lease proves to
be insufficient (1.e., the client requires additional use of the
storage location), or when only a partial lease (i.¢., less than
the requested lease) was granted.

The client may use the renew method to request an
additional lease period, or the client may continually invoke
the renew method multiple times until many additional lease
periods are granted. The renew method has no return value;
if the renewal 1s granted, the new lease period will be
reflected 1n the lease object on which the call was made. It
the server 1s unable or unwilling to renew the lease, the
reason 1s set forth in the LeaseDeniedException generated
by the renew method.

Finally, the client invokes the “cancel” method when the
client wishes to cancel the lease, but there 1s still time left on

the lease. Thus, cancel allows the server to re-claim the
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storage locations so that other programs make access them.
Accordingly, the cancel method ensures that the server can
optimize the use of the storage locations 1n the distributed
system. In contrast, upon the end of a lease (i.c., natural
termination), the server knows to take back control of
storage locations. Therefore, the client has no obligation to
notify the server upon the natural termination of the lease.

FIG. 9 depicts a data processing system 9000 suitable for
use by an alternative embodiment of the present invention.
The data processing system 9000 includes a computer
system 9001 connected to the Internet 9002. The computer
system 9001 includes a memory 9003, a secondary storage
device 9004, a central processing unit (CPU) 9006, an input
device 9008, and a video display 9010. The memory 9003
further includes an operating system 9012 and a program
(“the client”) 9014. The operating system 9012 contains a
file system manager (“the server”) 9016 that manages files
9018 on the secondary storage device 9004. The client 9014
requests access to one or more of the files 9018 by request-
ing a lease from the server 9016. In response, the server
9016 may either choose to grant or deny the lease as farther
described below. One skilled 1n the art will appreciate that
computer 9000 may contain additional or different compo-
nents.

Although aspects of the alternative embodiment are
described as being stored mn memory 9003, one skilled 1n the
art will appreciate that these aspects may also be stored 1n
other computer-readable media, such as secondary storage
devices, like hard disks, floppy disks, or CD-Rom; a carrier
wave from the Internet 9002; or other forms of RAM or
ROM. Additionally, one skilled 1n the art will appreciate that
the alternative embodiment can be used to lease other forms
of data 1n secondary storage, like databases, spreadsheets,
and documents.

FIGS. 10A and 10B depict a flowchart of the steps
performed by the client when requesting a lease from the
server. The first step performed by the client 1s to send a
request for a lease to the server (step 10002). This request is
a Tunction call that includes a number of parameters, includ-
ing (1) the requested storage locations the client wishes to
lease, (2) the desired lease period, (3) an exact lease
indicator, (4) the type of access the client desires, and (5) the
client’s privilege.

The requested storage location contains an indication of
the storage locations to be leased. The desired lease period
contains an amount of time that the client wants to utilize the
storage locations. The exact lease request contains an indi-
cation of whether an exact lease request 1s being made or
whether a lease of less than the requested amount waill
suffice. The type of access requested indicates the type of
storage location access the client requested. The types of
access 1nclude read access, write access, allocation access,
re-allocation access, and sub-block access (i.e., for large
blocks of storage). The privilege field indicates the privilege
level of the user or the client. To form a valid request, the
client request must contain both the requested storage loca-
tion and the desired lease period.

There are two general scenarios that generate a lease
request for storage locations. The first scenario occurs when
a file 1s created. The creation command used to create the file
also generates a lease request to the server for access to the
file. The requirement that a new file be regulated by the lease
technique ensures that storage locations do not remain
unaccounted for. Thus, the server would not be inclined to
orant long or indefinite leases for new files. The second
scenario occurs when a client desires access to existing
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storage locations or a file already having an existing lease
(i.c., in the case of concurrent leases).

After sending the request, the client determines if a lease
was granted by whether 1t receives a lease object from the
server (step 10006). The lease object contains, various
information, as described above, including the file handle,
the getDuration method, the renew method, and the cancel
method. It should be noted that if the server rejects the lease
for any reason, the server generates an exception, which 1s
handled by various exception handlers of the client.

If a lease was not granted because of an improper request
(step 10008), an exception handler of the client is invoked
that reconfigures the request (step 10010) and processing
continues to step 10002. An improper request includes lease
period requests that are too large or lease requests for an

unknown storage location. If the request was 1mproper, the
client reconfigures the request to create a valid request. For
example, 1f the server was unable to grant an exact lease
request, the client may reconfigure the request to reflect a
lesser lease period, or if the request was for an unknown
storage location, the client may reconfigure the request to
reflect a known storage location.

However, 1f the lease was not granted because the storage
location 1s being leased by another client (step 10012), an
exception handler i1s 1nvoked that waits a predetermined
amount of time (step 10014) and processing continues to

step 10002.

An alternative, however, 1s that the server may queue
lease requests. In this case, after waiting a predetermined
amount of time, the client determines 1f 1t received a
response 1ndicating that the lease has been granted. If a lease
1s subsequently granted, processing continues to step 10024
in FIG. 10B. If a lease 1s not granted, the client waits and
then continues to step 10002.

If the client determines the lease request was successiul in
step 10006, the client has an active lease. At this point, the
client may access the storage locations covered by the lease
(step 10024). After accessing the storage locations, the client
determines 1f it 1s finished accessing the storage locations
(step 10026). If the client is finished accessing the storage
locations, the client determines if the lease expired (step
10028). If the lease expired, processing ends and no com-
munication 1s necessary between the client and the server
(i.e., natural termination occurred). Otherwise, if the lease is
still active, the client invokes the cancel method (step
10030). The client does this for optimization purposes. The
client accesses the cancel method via the lease object. The
cancel method informs the server that the client 1s no longer
interested 1n the storage locations. Accordingly, the cancel
method allows the server to reclaim the storage location for
use by other programs 1n an expeditious fashion.

If the client’s use of the leased file 1s not completed, the
client determines if the lease is about to expire (step 10032).
This 1s achieved by the client comparing the current time
with the duration of the lease. The duration of the lease 1s
found by invoking the getDuration method. If the lease 1s not
about to expire, the client may continue to access the storage
location 1n step 10024. However, 1f the lease 1s about to
expire, the client must decide whether or not to renew the
lease (step 10034). If the client chooses to renew the lease,
the client invokes the renew method of the lease object. It
the renew method 1s 1mnvoked, processing continues to step
10024. It the client does not renew the lease, the processing
ends and no communication 1s necessary between the client
and the server (i.e., natural termination).

FIG. 11 depicts a flow chart of the steps performed by the
server when a client requests a lease. These steps may be
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invoked when a client creates a file, requests a lease on a file
that already has one, or invokes the renew method. The {first
step performed by the server 1s to receive a lease request by
the client (step 11002). After receiving the request, the
server examines the parameters to verily the propriety of the
request (step 11004).

After examining the parameters, the server determines 1t
the request 1s proper (step 11006). For example, the server
checks 1f the requested storage location 1s, in fact, an actual
storage location and 1if the client possesses a sufficient
privilege level. Also, the server verifies that a desired lease
per1od 1s specified. Additionally, the server checks if the type
of access requested 1s available. If the server determines that
the lease request 1s 1improper, the server generates an excep-
tion and invokes the appropriate client event handler (step
11008) and processing ends.

If the request 1s proper, the server executes the lease
period algorithm (“LPA”) to determine the lease period that
should be granted (step 11010). The LPA produces a lease
period that can range from the client’s desired lease period
to no lease at all. The LPA considers many factors in
determining a lease period, these factors include, whether
the request 1nitiated from a renew method, a create mstruc-
fion or a subsequent lease request, the client’s usage
patterns, the demand of the storage location, and the size of
the storage locations, (if access to a large grouping is
requested). Additionally, the LPA may consider the value of
the storage locations. For example, 1f a particular storage
location 1s very expensive to access or 1n high demand, the
LLPA may grant only short leases.

Once the LPA determines the lease period, the server
determines if a lease period was granted (1.e., greater than
zero) (step 11012). If no lease period was granted, the server
generates an exception (step 11008) and processing ends. As
described above, an alternative 1s that the server may queue
lease requests. In this case, the server stores the lease
requests for later processing.

If the LPA did grant a lease period, the server determines
if an exact lease was requested by the client (step 11016). If
an exact lease was requested by the client, the server
determines 1f the lease period granted by the LPA 1s less than
the requested lease period (step 11018). If the lease granted
by the LPA 1s less than the exact requested lease period, the
server generates an exception (step 11008) and processing
ends.

If an exact lease was not requested or an exact lease was
oranted, the server creates a lease object and returns 1t to the
client (step 11020). It should be noted that the server, by
monitoring active lease periods, reclaims leased storage
locations that no longer have any active leases pertaining to
them.

The foregoing description of an 1mplementation of the
invention has been presented for purposes of 1llustration and
description. It 1s not exhaustive and does not limit the
invention to the precise from disclosed. Modifications and
variations are possible 1n light of the above teachings or may
be acquired from practicing of the invention. For example,
the described implementation includes software but the
present invention may be implemented as a combination of
hardware and software or 1n hardware alone. The scope of
the invention 1s defined by the claims and their equivalents.

What 1s claimed is:

1. A method performed by a server, comprising:

receiving a request for a lease for accessing a resource
from each of a first and second client;

providing, to the first client, a first lease object for
managing a first lease for accessing the resource; and
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providing, to the second client, a second lease object for

managing a second lease for accessing the resource.

2. The method of claim 1, wherein the first and second
leases are for accessing a common memory location 1n the
resource.

3. The method of claim 1, wherein the first and second
leases are for accessing different memory locations in the
resource, respectively.

4. The method of claim 1, further comprising:

receiving, from either the first and second client, an
unsolicited request to renew their respective lease; and

renewing either the first and second lease for the first and
seccond client, respectively, based on the received
request.

5. A method performed by a first client, comprising:

providing a request for a lease for utilizing a resource
assoclated with a second lease granted to a second
client, the resource being remote with respect to the
second client; and

receiving a lease object for managing a first lease asso-
ciated with the resource.
6. The method of claim 5, further comprising;:

determining whether the first lease 1s about to expire; and

renewing at least the first and second lease based on the
determination.
7. A method for utilizing a memory location, comprising:

providing, from a {first process to a second process, a
request for a lease associated with the memory loca-

tion;

determining, by the second process, a lease period during
which the first process may utilize the memory loca-
tion; and

providing, by the second process to the first process, a

lease object that enables the first process to manage the
lease associated with the memory location.

8. The method of claim 7, wherein the lease object enables
the first process to provide a request to renew the lease based
on a determination that the lease 1s about to expire.

9. The method of 7, wherein the lease object enables the
first process to cancel the lease.

10. The method of claim 7, further comprising:

determining, by the first process, whether the lease 1s
about to expire.
11. The method of claim 10, wherein determining whether
the lease 1s about to expire comprises:

comparing a current time with a duration time value

assoclated with the granted lease.

12. A system, comprising:

a memory including a storage location associated with a

limiting parameter; and a server for

receiving, from a client, a request for a lease for
accessing the storage location, determining whether
the request 1s valid based on the limiting parameter;
and providing, to the client, a lease object that
enables the client to manage the lease.

13. The system of claim 12, wherein the limiting param-
cter 15 an access parameter reflecting a type of access
supported by the server for the storage location.

14. The system of claim 13, wherein the server determines
whether the request 1s valid by determining whether a type
of access associlated with the lease request 1s compatible
with the type of access reflected by the access parameter.

15. The system of claim 12, wherein the limiting param-
eter 1s a privilege parameter reflecting a privilege level
associated with the storage location.

138

16. The system of claim 15, wherein the server determines
whether the request 1s valid by determining whether the
client 1s associated with a privilege level compatible with the
privilege level reflected by the access privilege parameter.

5 17. The system of claim 15, wherein the server determines
whether the request 1s valid by determining whether a
privilege level associated with the client has a higher priority
than a privilege level associated with a second client that
provided a request for a second lease for accessing the
storage location.

18. The system of claim 12, wherein the lease object
includes processes for allowing the client to determine a
lease period, renewing the lease, and canceling the lease.

19. The system of claim 12, wherein the server determines
a lease period during which the client may access the storage
location.

20. A computer-readable medium including instructions
for performing a method, when executed a server, the
method comprising;:

receving a request for a lease for accessing a resource
from each of a first and second client;

providing, to the first client, a first lease object for
managing a first lease for accessing the resource; and

providing, to the second client, a second lease object for

managing a second lease for accessing the resource.

21. The computer-readable medium of claim 20, wherein
the first and second leases are for accessing a common
memory location in the resource.

22. The computer-readable medium of claim 21, wherein
the first and second leases are for accessing different
memory locations in the resource, respectively.

23. The computer-readable medium of claim 21, wherein
the method further comprises:

receiving, from either the first and second client, an
unsolicited request to renew their respective lease; and

renewing either the first and second lease for the first and
second client, respectively, based on the received
request.
24. A computer-readable medium including instructions
for performing a method, when executed by a first client, the
method comprising:

providing a request for a lease for utilizing a resource
assoclated with a second lease granted to a second
client, the resource being remote with respect to the
second client; and

receving a lease object for managing a first lease asso-
ciated with the resource.
25. The computer-readable medium of claim 24, the
method further comprising:

determining whether the first lease 1s about to expire; and

renewing at least one of the first and second lease based

on the determination.

26. A computer-readable medium including instructions
for performing a method, when executed by a processor, for
utilizing a memory location, comprising:

providing, from a first process to a second process, a

request for a lease associated with the memory loca-
tion;

determining, by the second process, a lease period during,

which the first process may utilize the memory loca-
tion; and

providing, by the second process to the first process, a

lease object that enables the first process to manage the
lease associated with the memory location.

27. The computer-readable medium of claim 26, wherein
the lease object enables the first process to provide a request
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to renew the lease based on a determination that the lease 1s
about to expire.
28. The computer-readable medium of 26, wherein the
lease object enables the first process to cancel the lease.
29. The computer-readable medium of claim 26, wherein
the method further comprises:

determining, by the first process, whether the lease 1s
about to expire.

30. The computer-readable medium of claim 29, wherein

determining whether the lease 1s about to expire comprises:

comparing a current time with a duration time value
associated with the granted lease.

31. A system, comprising:

means for receiving a request for a lease for accessing a
storage device from each of a first and second client;

means for providing, to the first client, a first lease object
for managing a first lease for accessing the storage
device; and

means for providing, to the second client, a second lease
object for managing a second lease for accessing the
storage device.

32. The system of claim 31, wherein the first and second
leases are for accessing a common memory location 1n the
storage device.

33. The system of claim 31, wherein the first and second
leases are for accessing different memory locations 1n the
storage device, respectively.

34. The system of claim 31, further comprising:

means for receiving, from either the first and second
client, an unsolicited request to renew their respective
lease; and

means for renewing either the first and second lease for
the first and second client, respectively, based on the
received request.

35. A system, comprising:

means for providing a request for a lease for accessing a
resource assoclated with a second lease granted to a
second client, the resource being remote with respect to
the second client; and

means for receiving a lease object for managing a first
lease associated with the resource.

36. The system of claim 35, further comprising:

means for determining whether the first lease 1s about to
expire; and

means for renewing at least one of the first and second
lease based on the determination.

J7. A system for accessing a memory location, compris-

Ing:

means for providing, from a first process to a second
process, a request for a lease associated with the
memory location;

means for determining, by the second process, a lease
period during which the first process has access to the
memory location; and

means for providing, by the second process to the first
process, a lease object that enables the first process to
manage the lease associated with the memory location.
38. The system of claim 37, wherein the lease object
enables the first process to provide a request to renew the
lease based on a determination that the lease 1s about to
expire.
39. The system of 37, wherein the lease object enables the
first process to cancel the lease.
40. The system of claim 37, further comprising:

means for determining, by the first process, whether the
lease 1s about to expire.
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41. The system of claim 40, wheremn the means for
determining whether the lease 1s about to expire comprises:

means for comparing a current time with a duration time
value associlated with the granted lease.
42. A method for accessing a resource 1In a system
including a client and a server, the method performed by the
Server, comprising,

determining 1f a lease request received from the client
includes a requested lease period;

determining a lease period based on the request during
which the client has access to the resource;

determining whether the determined lease period 1s less
than the requested lease period; and

generating an exception when the determined lease period
1s less than the requested lease period.
43. The method of claim 42, wherein determining a lease
period comprises:

determining the lease period based on at least one of the
source of the request, a demand associated with the
resource, a usage pattern associated with the client, and
a size assoclated with the resource.
44. The method of claim 43, wherein determining a lease
period based on the source of the request comprises:

determining the lease period based on a determination
whether the lease request initiated from a renew
method associated with a lease object held by the client,
a create instruction, or a subsequent lease request.
45. The method of claim 42, wherein generating an
exception further comprises:

invoking an exception handler associated with the client.
46. A method for accessing a resource 1In a system
including a client and a server, the method performed by the
client, comprising:
providing, to the server, a lease request for accessing the
resource;

determining whether the lease was granted by the server;

reconfiguring the lease request based on the determina-
tion; and
providing the reconfigured lease request to the server.

47. The method of claim 46, wherein reconfiguring the
lease request comprises:

reconflguring the lease request based on the determination
that an exception handler was 1nvoked.
48. The method of claim 47, wherein the server invokes
the exception handler when the lease request 1s not granted.
49. The method of claim 46, wherein reconfiguring the
lease request comprises:

reconflguring the lease request for a lesser lease period
than a lease period reflected 1n the lease request.
50. The method of claim 46, wherein reconfiguring the
lease request comprises:

reconfiguring the lease request to reflect a different
resource location than that reflected 1n the lease request.
51. The method of claim 46, further comprising:

receiving a lease object from the server based on the
provided reconfigured lease request.
52. The method of claim 51, wherein the lease object
allows the client to manage the lease for accessing the
resource.

53. A system for accessing a resource, comprising

means for determining if a lease request received from a
client includes a requested lease period;

means for determining a lease period based on the request
during which the client has access to a resource;
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means for determining whether the determined lease
period 1s less than the requested lease period; and

means for generating an exception 1n the event the deter-
mined lease period 1s less than the requested lease
period.
54. The system of claim 53, wherein the means for
determining a lease period comprises:

means for determining the lease period based on at least
one of the source of the request, a demand associated
with the resource, a usage pattern assoclated with the
client, and a si1ze associated with the resource.
55. The system of claim 54, wherein the means for
determining a lease period based on the source of the request
COMPrises:

means for determining the lease period based on a deter-
mination whether the lease request inifiated from a
renew method associated with a lease object held by the
client, a create 1nstruction, or a subsequent lease
request.
56. The system of claim 53, wherein the means for
generating an exception further comprises:

means for invoking an exception handler associated with
the client.
57. A system for accessing a resource, comprising:

means for providing, to a server, a lease request for
aCCESSING a resource;

means for determining whether the lease was granted by
the server;

means for reconfiguring the lease request based on the
determination; and

means for providing the reconfigured lease request to the
SETVEr.
58. The system of claim 57, wherein the means for
reconflguring the lease request comprises:

means for reconfiguring the lease request based on the

determination that an exception handler was 1mvoked.

59. The system of claim 38, wherein the server imnvokes

the exception handler when the lease request 1s not granted.

60. The system of claim 57, wherein the means for
reconflguring the lease request comprises:

means for reconfiguring the lease request for a lesser lease

period than a lease period reflected 1n the lease request.

61. The system of claim 57, wherein the means for
reconflguring the lease request comprises:

means for reconfiguring the lease request to retlect a
different resource location than that reflected in the
lease request.

62. The system of claim 57 further comprising:

means for receiving a lease object from the server based
on the provided reconfigured lease request.
63. A computer-readable medium including instructions
for performing a method, when executed by a server, for
accessing a resource, the method comprising

determining if a lease request received from a client
includes a requested lease period;
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determining a lease period based on the request during
which the client has access to the resource;

determining whether the determined lease period 1s less
than the requested lease period; and

generating an exception in the event the determined lease
period 1s less than the requested lease period.
64. The computer-readable medium of claim 63, wherein
determining a lease period comprises:

determining the lease period based on at least one of the
source of the request, a demand associated with the
resource, a usage pattern associated with the client, and
a size associated with the resource.
65. The computer-readable medium of claim 64, wherein
determining a lease period based on the source of the request
COMPrisSes:

determining the lease period based on a determination
whether the lease request initiated from a renew
method associated with a lease object held by the client,
a create instruction, or a subsequent lease request.
66. The computer-readable medium of claim 63, wherein
generating an exception further comprises:

invoking an exception handler associated with the client.

67. A computer-readable medium including instructions
for performing a method, when executed by a client, for
accessing a resource, the method comprising;:

providing a lease request for accessing the resource to a
SETVET;

determining whether the lease was granted by the server;

reconfiguring the lease request based on the determina-
tion; and
providing the reconfigured lease request to the server.

68. The computer-readable medium of claim 67, wherein
reconfiguring the lease request comprises:

reconflguring the lease request based on the determination

that an exception handler was 1nvoked.

69. The computer-readable medium of claim 68, wherein
the server mmvokes the exception handler when the lease
request 1S not granted.

70. The computer-readable medium of claim 67, wherein
reconflguring the lease request comprises:

reconflguring the lease request for a lesser lease period
than a lease period reflected 1n the lease request.
71. The computer-readable medium of claim 67, wherein
reconfiguring the lease request comprises:

reconfiguring the lease request to reflect a different
resource location than that reflected in the lease request.
72. The computer-readable medium of claim 67, further
comprising:
receiving a lease object from the server based on the
provided reconfigured lease request.
73. The computer-readable medium of claim 72, wherein
the lease object allows the client to manage the lease for
accessing the resource.
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