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(57) ABSTRACT

A system for allowing a plurality of administrators to control
switching system resources 1n a telephone system. A switch-
Ing system 1s communicatively connected to a server com-
puter. The server computer maintains databases that store the
resources that a plurality administrators are allowed to
access and the functions that each administrator 1s allowed
to perform. When the server computer receives a request
from an administrator for an administrative function to be
performed by the switching system, the software executed
by the server computer accesses the database and determines
if the administrator 1s allowed to perform the requested
function and 1if the resources are available to administrator.
If the administrator has made a valid request the server
computer generates a command and transmits the command
to the switching system that performs the function requested
in the command. The server computer may also maintain a
database that maintains a pool of unused resources. These
resources may then be allocated to administrators upon a
demand basis. Any unfulfilled request can then be logged
and used to allocate resources 1n the future or to add
additional resources to the system.
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TELEPHONE SYSTEM HAVING MULTTPLE
ADMINISTRATORS OF SWITCHING
SYSTEM RESOURCES

FIELD OF THE INVENTION

This invention relates to a telephone system having a
plurality of administrators of switching system resources.
More particularly, this invention relates to a computer sys-
tem network connected to a switching system via a server to
provide access to swithing system resources by the admin-
istrators. Still more particularly, this ivention relates to
software applications and databases maintained by the
server to partition switching system resources between the
administrators and to prevent unauthorized access of the
switching system resources. This 1invention also relates, to
software applications executed by the server computer-that
allow unused switching system resources to be dynamically
allocatcd to administrators to meet administrator demands
for additional resources- during peak calling times.

PROBLEM

It 15 a problem to allow multiple administrators to control
switching system resources. For the purposes of the present
discussion, switching system resources include telephone
lines, trunks, and other systems of a switching system used
to provide telephone service to subscribers connected to the
switching system. One problem with allowing multiple
administrators to control switching system resources 1s the
ability to prevent an administrator from controlling
resources that are under the control of other administrators.
Switching systems typically do not provide a system for
partitioning the resources to prevent administrators from
controlling resources in the switching system that are not
partitioned to the administrator.

The lack of an ability to allow multiple administrators to
control resources has become a particular problem as more
administrative accesses of switching systems resources are
needed to provide telephone service 1n today’s society. One
reason that more administrative accesses are neecded 1s
computer telephony which 1s the transmitting of digital
computer data over the telephone network. In computer
telephone, administrative accesses increase because com-
puter telephony requires that a subscriber have an ability to
start, stop, and restart links into the switching system. Each
of these functions requires an administrative access of the
switching system. In current switching systems, an admin-
istrative access can only be executed by the owner of the
switching system. This places a great administrative burden
on the owner of the switching system to provide these
accesses for all of the subscribers connected to the switching
system.

It 1s common for an owner of the switching system to sell
or lease resources 1n the switching system to service
resellers, who 1n turn, sell or lease the resources to subscrib-
ers. However, there 1s currently no effective method of
passing the burden of providing the administrative accesses
onto the service resellers. The owner of the switching system
must still provide all of the administrative accesses. Owners
of switching systems desire a process for passing the burden
of administrative accesses along to the service resellers
when resources are sold or leased to the resellers. As stated
above, one problem with allowing the service resellers to
provide administrative accesses 1s the ability to limit the
access of a service provider to only the resources owned by
the service reseller.
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It 1s also a problem that service resellers must be given
enough resources to satisfy the demands of the subscribers
during peak calling times. Peak calling times are periods
when a subscriber or service reseller need extra resources to
handle an increase 1n the number of calls to a subscriber or
subscribers. In order to meet the resource demands during a
peak calling period, a service reseller will typically buy a
surplus of resources. All resources controlled by a service
reseller may not be used on a regular basis. A certain
percentage of resources may only be used during peak
calling times for the subscribers of the service reseller. The
peak calling times may be different for the subscribers and
different resellers. Resources could be reused by different
resellers if there were a method for dynamically allocating
the resources. It 1s desirable to develop a system for allo-
cating excess resources during period of low demands by a
service resellers to make more efficient use of the switching
system resources.

There 1s a need for a system that would allow the owner
of a switching system to allow each service reseller to
configure the resources controlled by the reseller on the
switching system and to shift the burden of administrative
accesses to the service resellers. There 1s also a need for
ciiicient allocation of switching system resources to meet the
demands of subscribers.

SOLUTION

The above and other problems are solved and an advance
in the art 1s made by providing a system for allowing
multiple administrators to control resources of a switching
system. One advantage of allowing multiple administrators
to control the resources 1s that the burden of doing the
Operation, Administrative, and Maintenance functions
(OA&M functions) on the switching system can be trans-
ferred from the owner of the switching systems to each
administrator that control the resources. A second advantage
1s that each administrator may subdivide the resources
controlled by the administrator to allow sub-administrators
to control their allocated resources. A third advantage 1s that
resources not being used by an administrator may be placed
into a common pool of unused resources and provided to
other administrators on a demand basis. A fourth advantage
of the present mnvention 1s that one server computer can be
used to control multiple switching systems and the actual
location of resources on different switching systems could
be hidden from an administrator controlling the resources.

In order to allow multiple administrators access to switch-
ing systems 1n a telephone system, a server computer 1s
communicatively connected to a controler of each switching
system. Software applications executed by the server com-
puter allow the server computer to transmit data 1n a form
that can be understood by the controller of the switching
system. Since there are several different types of switching
systems, the server computer must have a different software
application for communicating with each different type of
switching system connected to the server.

The server computer 1s also connected to a plurality of
work station computers. Administrators use the work station
computers to transmit OA&M commands to the server
computer. When the server computer receives an OA&M
command from an administrator via a work station
computer, software applications executed by the server
computer read an administrator data record from an admin-
istrator database. The software applications then compare a
password 1n the command received from the administrator
with a password in the administrator data record to deter-
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mine 1f the command 1s from the 1dentified administrator.
The software applications also use the administrator data
record to determine 1f the administrator 1s authorized to
perform the requested command and to determine which
resources are partitioned to the administrator. This prevents
the administrator from performing OA&M commands on
resources that are not partitioned to the administrator.

Since the server computer 1s maintaining a record of all
the resources 1n the switching systems, 1t 1s also possible to
maintain a common pool of unused resources. The common
pool of unused resources contains the resources 1n each
administrator partition that are not frequently used by the
administrator for providing telephone service to subscribers.
The resources in the pool can then be allocated to other
administrators on a demand basis to meet resource demands
during peak demand times for a particular business or
application. For example, an administrator may normally
use five trunks to provide phone service to subscriber lines
controlled by the administrator. However, the administrator
may need 10 trunks during a peak calling time in order to
provide telephone service to all of the administrators’s
subscribers. It 1s possible to allow the administrator to
request the additional trunks from the common pool of
unused resources. This allocates the resources of other
administrators whose subscribers have different peak calling
times and allows for a more efficient use of switching system
resources to assure that administrators can meet the resource
demand of their subscribers.

In order to perform the functions of allowing multiple
administrators to control switching system resources and
maintaining a pool of unused resources, the server computer
must maintain an administrator database, a resource
database, and a switching system database. The administra-
tor database includes administrator data records that include
the resources partitioned to an administrator, the OA&M
functions that the administrator 1s allowed to perform, and
the resources 1n the partition that can be included in the pool
of unused resources. The administrator database 1s used by
software applications executed by the server computer to
verily messages from administrators and to prevent admin-
istrators from performing OA&M functions on resources
that are not partitioned to the admainistrator. In order to
allocate resources from the common pool of unused
resources, the administrator database 1s also read to deter-
mine 1f the administrator currently has unused resources in
the pool that can be used to satisty the request.

The resource database 1s a database that stores data
records for each resource. Each data record 1n the resource
database includes a resource 1dentity, the switching system
containing the resource, a field indicating that the resource
1s a resource dedicated to an administrator, a field indicating
that the resource 1s in the pool of unused resources, and a
field indicating whether a resource 1s currently allocated to
an administrator from the pool of unused resources. The
records 1n the resource database are used by software
applications executed by the server computer to determine
the availability of a resource for use and to determine Which
switching system contains the resource in order to generate
an OA&M function command for that switching system.

The switching system database 1s a database that stores
information about every switching system connected to a
server. The switching system database 1s used by the soft-
ware applications executed by the server to determine the
type of switching system containing a resource and whether
a switching system has resources available to satisty a
request for additional resources from an administrator. Each
record in the switching system database includes the 1den-
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fification of the switching system, the type of switching
system, the resources contained 1n the switching system and
the resources 1n available 1n the unused pool of the switching
system.

DESCRIPTION OF THE DRAWINGS

FIG. 1 1llustrates a block diagram of a telephone system

having multiple administrators of switching system
resources;

FIG. 2 1llustrates a flow diagram of a process for gener-
ating commands and transmitting commands from a work-
station computer to a server computer;

FIG. 3 illustrates a flow diagram of a process for receiving,
a command at a server computer and transmitting the
command to the proper switching system;

FIG. 4 1llustrates a flow diagram of a process for desig-
nating resources 1n a partition either dedicated or unused;

FIG. 5 1llustrates a flow diagram of a process for allocat-
ing unused resources on a demand basis;
FIG. 6 illustrates a block diagram of a processing unit;

FIG. 7 1illustrates a block diagram of an administrator
database;

FIG. 8 1llustrates a block diagram of a resource database;
and

FIG. 9 illustrates a block diagram of a switching system
database.

DETAILED DESCRIPTION

Diagram of a Telephone System—FIG. 1

FIG. 1 1illustrates telephone system 100 which allows
multiple administrators to perform OA&M functions on
switching systems 101-102. Switching systems 101-102 are
standard switching systems, such as a SESS® central office
switching system produced by AT&'T. Switching systems
101-102 each have n lines 121-129 for providing connec-
tions to subscriber telephone stations(not shown). The n
trunks 131-139 connect switching systems 101-102 to other
switching systems 1n telephone network 105. The n trunks
131-139 and n loops 121-129 connected to a switching,
system 101-102 as well as other devices and systems in the
switching systems are hereafter referred to as resources.
Each switching system 101-102 has a controller 110 which
1s a processing system that controls the operation of the
switching system. An exemplary processing system 1s 1llus-

trated 1in FIG. 6.

In order to allow multiple administrators to control
switching resources, controllers 110 of switching systems
101-102 are connected to server computer 175 via commu-
nications path 120. Data can be transferred between con-
trollers 110 and server computer 175 over the communica-
tions path 120. This allows server computer 175 to transmat
commands to controllers 110 for performing OA&M func-
tions requested administrators. Server computer 175 1s a
computer that has a processing system such as the process-
ing unit illustrated 1n FIG. 6.

A plurality of work station computers 161-164 are also
connected to server computer 175 via paths 165-169. Work
station computers 161-164 are computers having standard
processing systems such as the processing system illustrated
in FIG. 6. Administrators input OA&M commands into
work station computers 161-164 which generate messages
which are transmitted to server computer 1785.

Block Diagram of a Processing Unit—FIG. 6

In order to allow multiple administrators to control
resources 1n the switching systems 101-102, the present



US 6,690,786 Bl

S

invention requires a plurality of processing systems 1nclud-
ing server computer 175, work station computers 161-164
and controllers 110 to be communicatively linked to perform
the various operations required to provide security for
telephone network 100 while allowing multiple administra-
tors to each control the resources of the switching systems
101-102 partitioned to the administrators. FIG. 6 1llustrates
a standard processing system 600 that i1s representative of
cach of these processing systems.

Processing system 600 has a central processing unit
(CPU) 601 which executes instructions read from a memory
to perform applications that comprise the operations of
processing system 600. CPU 601 1s connected to a memory
bus 602. Memory bus 602 allows CPU 601 to access Read
Only Memory (ROM) 602 and Random Access Memory
603. ROM 602 1s a memory that stores instructions for
performing the basic operative tasks of processing system
600. RAM 603 1s a memory that stores the mstructions and
data needed to execute applications that are performed by
processing system 600.

I/0 bus 610 connects CPU 601 to a plurality of peripheral
devices. CPU 601 receives and transmits data to the periph-
eral devices via I/O bus 610. The peripheral devices con-
nected to I/O bus 610 can include, but are not limited to,
display 620, input device 630, network intertace 640, and
non-volatile memory 650. Display 620 1s connected to I/0O
bus 610 by path 621 and includes a video driver and
connected monitor for displaying information to a user.
Input device 630 1s connected to I/O bus 610 via path 631
and 1s a keyboard, mouse and/or other device attached to an
appropriate driver for receiving input data from a user.
Network 1nterface 640 1s connected to 1/0 bus 610 via path
641. Network interface 640 1s a device, such as a modem or
Ethernet device driver, that allows processing system 600 to
communicate with a second processing system. Non-volatile
memory 650 1s a device, such as a disk drive, connected to
I/0 bus 610 via path 651 and which can read and write data
to a disk or other storage media to store the data for future
use.

Databases Needed by Server Computer 175 to
Allow Multiple Administrators to Control
Switching System Resources

FIG. 7-9 1llustrates the databases stored 1n a non-volatile
memory of server computer 175. These databases are
accessed by software applications executed server computer
175 when commands are received from work station com-
puters 161-164 in order to determine whether an adminis-
trator 1s allowed to request a command and to determine the
resources partitioned to an administrator. Although the fol-
lowing are described as databases, one skilled 1n the art will
recognize other types of data structures can be used to store
the data 1n the memory of server 1735.

Database for Maintaining a Record of Resources
Partitioned for an Administrator—FIG. 7

Administrator database 700 1s the database maintained by
server computer 175 1n order to determine which resources
are partitioned to each administrator as well as to maintain
a record of which functions an administrator 1s provisioned
to perform on those resources. Each administrator has a
corresponding data record 710-715. Each data record con-
tains data fields 701 to 706. Data field 701 contains an
administrator i1dentification. An administrator password 1s
stored 1n data field 702. The resources partitioned to the
administrator are stored 1n data field 703. In data field 704,
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a list of dedicated resources 1s maintained and 1n data field
705, a list of unused resources partitioned to the adminis-
frator 1s maintained. A description of dedicated and unused
resources 1s given 1n detail below. In data field 708, the
OA&M functions that an administrator 1s allowed to per-
form 1s stored.

Resources Database—FIG. 8

A second database maintained by server computer 175 1s
resources database 800 illustrated in FIG. 8. Resources
database 800 1s used to maintain a record of each resource,
the switching system where the resource i1s located, and
other mmformation about the current status of the resource. A
data record 810-813 1s maintained for each resource 1n
switching systems 101-102 of telephone system 100. Each
data record 1ncludes data fields 801-806. Resource data field
801 contains an identification of the resource. Switching
system field 802 contains an identification of the switching
system 101-102 that contains the resource. Administrator
field 803 contains the administrator identification of the
administrator controlling the resource. Dedicated resource
field 804 indicates whether or not the resource 1s one of the
resources dedicated to use by the administrator and unused
resource data field 805 indicates whether or not the resource
1s 1n a common pool of unused resources. If the resource 1s
in the common pool of unused resources field 706 indicates
whether the resource 1s currently allocated to an adminis-
trator.

Switching System Database—FIG. 9

Switching System database 900 1s the database that main-
tains a record of the resources on a switching system
101-102. This database 1s used to determine the proper
software needed to generate a command to perform an
OA&M function on a switching system 101-102 as well as
to determine the resources currently available 1n a switching
system 101-102. A separate data record 910-915 1s main-
tained for each of the n different switching systems con-
nected to server computer 175. Each data record contains
fields 901-904. Switching system 1dentification field 901
contains an 1dentification of the switching system. Type field
802 1s record of the type of switching system. Type field 802
1s used to determine the software application needed to
generate a command transmitted to switching system
101-102 to execute a requested command. Resources field
803 contains the resources on the switching system and
pooled resources 804 stores a list of resources available 1n
the common pool of unused resources.

A Process for Receiving Commands for OA&M
Functions on Resources of Switching Systems

101-102—FIG. 2

In order to allow multiple administrators control of
resource 1n telephone system 100, each workstation
161-164 receives 1nputs from an administrator which rep-
resent an OA&M function to performed by controller 110 of
switching system 101-102 on a resource controlled by the
adminmistrator. FIG. 2 1llustrates a process for a workstation
computer 161-164 to receive a command from an admin-

istrator and to transmit the command to server computer
175.

Process 200 begins 1n step 201 with a workstation com-
puter 161-164 receiving an mput of an OA&M command
from an administrator. One manner for receiving input 1s for
an administrator to type a command 1nto the computer using,
an attached keyboard. Alternatively, the software application
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executed by the workstation computer to perform process
200 may include a display of commands that the adminis-
frator can select by using a mouse to move an icon to the
selected command in the display and clicking on the selected
command. The manner in which the 1nput 1s received 1s left
to a designer of the system.

After a command 1s received, a communications applica-
tion executed by workstation computer 161-164 generates a
message containing the command 1n step 202. The message
1s generated 1n the proper protocol for transmitting messages
between a workstation 161-164 and server computer 175.
The protocol used 1s dependent on the system used in
communications between server computer 175 and work-
stations computers 161-164 and 1s left to the designer of the
system. The message includes the i1dentity of the
administrator, the desired OA&M command, and the
resources that are to be used. The message may also 1include
an administrator identification password that ensures the
message 1s authorized by the admainistrator.

In order to provide security for each administrator and for
telephone system 100, the messages may be encrypted in
step 203. This prevents an unauthorized user from remotely
accessing server computer 175 and entering unauthorized
OA&M commands. Process 200 ends 1n step 204 with the
encrypted message being transmitted from workstations
161-164 to server computer 175. Other types of access may
also be used including but not limited to verify and “call
back” techniques.

Process for Receiving and Executing a OA&M
Command—FIG. 3

FIG. 3 1illustrates a process 300 performed by software
applications executed by server computer 175 to receive and
perform OA&M commands received from administrators.
Process 300 begins 1n step 301 with server computer 175
receiving a message from a workstation computer 161-164.
As stated above, 1t 15 a designers choice as to the protocol for
transmitting and receiving messages between workstation
computers 161-164 and server computer 1785.

After receiving a message 1n step 301, software applica-
tfions executed by server computer 175 decrypt the message
in step 302. In step 303, 1t 1s determined 1f the message 1s a
legitimate message. The determination i1s performed by a
software application which reads the administrator identifi-
cation and administrator password received in the message.
The software application then reads the data record 710-713
of the administrator stored in administrator database 700.
The password from the message and the password from field
702 of the data record read from database 700 are compared.
If the passwords do not match, an error signal 1s generated
in step 320 and process 300 ends.

If the passwords match, the message contains a legitimate
command and the command 1s read 1 step 304. In step 3085,
the data record of administrator 1s read from administrator
database 700. The resources that are provisioned to the
administrator and the OA&M functions that the administra-
for may used are determined from the reading of the data-
base record. In step 306, data field 708 1s read and 1s used
to determine 1f the command sent by the administrator can
be performed on the administrators resources.

If the administrator attempts to perform operations on
resources outside of his control or attempts to perform a
function that the user 1s not enfitled to perform, an error
signal 1s returned 1n step 320 and process 300 ends. Recov-
ery from an error situation 1s outside the scope of the present
invention. If the administrator 1s performing a legitimate
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OA&M function, process 300 determines which switching,
system 101-102 contains the requested resources in step
307. Step 307 allows the system to mask which switching
system 101-102 contains the requested resources. The deter-
mination 1n step 307 1s completed by reading the data record
810-813 of resource database 800 that corresponds to the
requested resource. An administrator 1s able to view all of
the resources available to the administrator without needing
to know which switching system 101-102 contains the
resource.

After the switching system 101-102 that controls the
resource 15 determined, software executed by server com-
puter 175 generates a command recognizable by the switch-
ing system controlling the resource 1n step 308. This per-
formed by reading the data record 910-913 of the switching
system containing the resource. Field 902 1s then read from
the record to identify the type switching system that contains
the resources. For each different type of switching system
101-102 1n telephone network 100, a different software
application generates the command for the switching sys-
tem. Since software executed by server 175 generates the
command to be transmitted to the switching system, an
administrator can 1nput a general command without needing,
to know the type of switching system that 1s contains the
request resource. The generated command 1s then transmit-
ted to controller 110 of the switching system 101102 which
controls the resource 1n step 309. The switching system
101-102 performs the received command.

Process for Pooling Excess Resources—FIG. 4

A second advantage of a system for allowing multiple
administrators 1n telephone system 100 1s the ability to
create a common pool of unused resources that can be
allocated to an administrator on a demand basis. FIG. 4
1llustrates a process 400 for pooling unused resources 1 an
cach administrator partition and making the unused
resources available to other administrators on a demand
basis. This allows for more effective use of switching system
reSOurces.

Process 400 begins 1n step 401 by determining which
resources 1n each administrator partition are frequently used.
This can be done by monitoring the use of each resource in
cach partition and 1s left to the designer of the system. In step
402, the resources that are frequently used 1n each admin-
istrator partition are made dedicated resources for the par-
fittons. This 1s indicated by updating field 706 of the
administrator database and dedicated field 804 for each
dedicated resource 1n resource database 800. By having
dedicated resources, the administrator 1s ensured of having
enough resources to perform normal operations when oper-
ating at a normal capacity.

In step 403, the remainder of the resources 1n an admin-
istrator partition are allocated to the common pool of unused
resources. The allocation of unused resources to the pool of
unused resources 1s completed 1n the following manner. In
administrator data records 710-713 of administrator data-
base 700, the unused resources for the each admainistrator are
recorded. For each unused resource, unused resources field
805 1 data records 810-813 are updated to indicate the
resource 15 1n the pool. For each switching system, the
unused resources field 904 for each data record 910-913 1s

updated to indicate all of the unused resources in the
switching system. The resources in the pool of unused
resources are then ready to be allocated on a demand basis
in step 404.

Process for Allocating Resources from the Pool of
Unused Resources—FIG. 5

The advantage of pooling resources i1s that the unused
resources can be dynamically allocated to administrators in
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order to meet demands of the administrators’s subscribers at
peak demand times. This provides more effective use and
allocation of switching system resources. FIG. 5 1llustrates
a process 300 for allocating the pooled resources.

Process 500 begins 1n step 501 with server computer 175
receiving a message from a workstation computer 161-164.
The message 1ncludes a request for additional resources to
be allocated to an administrator. The request could be to
have additional lines allocated to a telephone number to
handle a larger volume of incoming telephone calls for the
telephone number to correspond to a peak business time.
One example of a peak business time 1s a time when a
television commercial 1s being aired displaying the tele-
phone number of a subscriber and subscriber has an increase
in the number of incoming telephone calls. The administra-
tor may want to allocate additional resources to the tele-
phone number of the subscriber to handle the influx of
telephone calls corresponding to the airing of the commer-
cial and call interval.

In step 502, software 1n server computer 175 reads the
data record 710713 of the administrator and determines 1t
the administrator partition includes unused resources that
could be used to satisty the request. If the administrator does
have unused resources m the administrators partition to
satisfy the request, these unused resources are allocated from
the common pool of unused resources to the administrator 1n
step 503. This assures that the resources partitioned to an
administrator are always available to the administrator.

If the administrator does not have additional partitioned
resources or all of the resources partitioned to the adminis-
frator are allocated from the common pool 1n step 503,
process 500 reads a data record 910-913 in switching,
system database 900 of a switching system that can satisly
the administrator’s request to determine whether there are
resources in the common pool of unused resources available
in switching system to satisty the request. In step 504,
process 500 determines 1f there are resources available to
satisfy the demand by reading unused resource field 904. It
there are not enough resources to satisty the request, an error
signal 1s generated 1n step 505.

Additionally, an optional step 590 stores a record logging
unfulfilled requests. This log of unfuliilled requests can
contain information such as the time of day that a request
could not be fulfilled and the amount of resources that could
not be allocated. This information can be used administra-
tors or others to plan the use of resources and need for
additional resources.

If there are resources available to satisty the request in the
pool, the resources are marked as currently being used in the
database and allocated to the administrator in step 506.
When resources are allocated, the in-use field 806 of the data
record 1n database 800 for the resource 1s updated to indicate
the resource 1s 1n use. Field 806 1s erased when the admin-
istrator 1s no longer using the resource. A data record 1s
maintained of the time and use of each resource allocated to
an administrator m step 507 and 1s stored mm a billing
database to be used for billing purposes 1n step 508. In step
508, process 500 ends by using the data records of resource
use to bill an administrator for use of the resources.

The above description describes one possible exemplary
embodiment of a telephone system having multiple admin-
istrators of switching system resources. It 1s envisioned that
one skilled 1 the art can and will design telephone systems
having multiple administrators that infringe on the present
invention as set forth in the below claims either literally or
through the Doctrine of Equivalents.
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What 1s claimed 1s:
1. A system for providing control of telephone switching
system resources to a plurality of administrators comprising:

means for partitioning said resources between said plu-
rality of administrators wherein each said administrator
controls a partition of said resources;

means for receiving a request to perform an administra-
tive function on a one of said plurality of partitions of
said resources from one of said plurality of adminis-
trators,

means responsive to receiving said request for determin-
ing said one of said plurality of administrators is
provisioned to execute said administrative function on
said one of said plurality of partitions; and

means responsive to determining said one administrator 1s
provisioned to execute said administrative function, for
executing said administrative function on said one of
said plurality of partitions of resources.

2. The system of claim 1 further comprising:

means responsive to receiving said request for determin-
ing said request 1s from said one administrator provi-
sioned to perform administrative functions on said
partition of resources; and

means responsive to a determination that said one admin-
Istrator 1s not provisioned to execute said administra-
tive function on said partition for disabling said admin-
istrative function.

3. The system of claim 2 wherein said means for deter-

mIining COMmMprises:

means for receiving a password from said one adminis-

trator;

means responsive to receiving said password from read-
ing an administrator password from a storage means;
and

means responsive to reading said administrator password
for comparing said administrator password and said
received password.
4. The system of claim 1 wherein said system provides
control of resources on a plurality of switching systems, said
system further comprising:

means for determining a one of said plurality of switching
systems that 1includes said resources 1n said partition.
5. The system of claim 4 further comprising:

means responsive to a determination of said one of said
plurality of switching systems that includes said
resources 1n said partition for generating a command
for said switching system to perform said administra-
tive function; and

means responsive to generating said command for trans-
mitting said command to said one switching system.
6. The system of claim 1 wherein said means for receiving
said request comprises:

a remote means for recewving an input from said one
admainistrator;

means 1n sald remote means for generating a message
including request responsive to receiving said nput;

SCIVCT IMICAIlS,

means for transmitting said message from said remote
means to said server means.

7. The system of claim 6 further comprising:

means responsive to generating said message for encrypt-
ing said message 1n said remote means; and

means 1n said server means for decrypting said message
responsive to receiving said message.
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8. The system of claim 6 further comprising:

means 1n said server means for generating a command to
perform said administrative function in said request;
and

means for transmitting said command to said switching,
system.
9. The system of claim 1 further comprising:

means for determining which said resources in each said
partition are unused frequently; and

means responsive to said determination for generating a
common pool of unused resources from said resources
that are frequently unused.

10. The system of claim 9 further comprising:

means for allocating resources 1n said common pool of
unused resources to an administrator.
11. The system of claim 10 further comprising:

means for receiving a request for additional resources
from an administrator;

means responsive to receiving said request for determin-
ing which resources 1n said common pool can be
allocated to said administrator; and

means responsive to a determination of which said

resources 1n said common pool are available for allo-

cating said resources from said common pool to said
administrator.

12. The system of claim 11 wherein said means for

determining which resources can be allocated to said admin-
Istrator comprises:

means responsive to receiving said request for allocating,
said resources of said administrator in said pool to said
administrator; and

means for determining said pool has resources from other
administrators to provide to said administrator to sat-
1sfy said request.

13. The system of claim 11 further comprising;:

means for determining said request cannot be fulfilled
from said pool of unused resources; and

means responsive to a determination that said request
cannot be fulfilled for storing a record of said unful-
filled request.

14. The system of claim 9 further comprising:

means for dedicating frequently used resources 1n each
said partition to said administrator of said partition.
15. A system for allowing a plurality of administrators to
control resources on a switching system via a server com-
puter communicatively connected to a controller in said
switching system comprising;:
instructions for directing said server computer to receive
a request from one of said plurality of administrators
for an administrative function to be performed on said
resources controlled by said administrator, to read an
administrator database, to determine whether said
administrator 1s provisioned to execute said requested
administrative function, to generate a command 1n a
format understandable by said controller of said switch-
ing system wherein said command directs said control-
ler to perform said adminmistrative function, and to
transmit said command to said controller responsive to
a determination that said administrator 1s provisioned to
execute said function; and

a memory readable by said server computer for storing
said 1nstructions.
16. The system of claim 15 wherein each said request
includes an administrator idenftification and a password
wherein said instructions further comprise:
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instructions for directing said server computer to read an
administrator record 1n said administrator database to
determine if said password 1n said request 1s equal to a
password stored 1n said administrator record and to
disable said request responsive to a determination said
passwords are not equal.
17. The system of claim 15 wherein said server computer
1s communicatively connected to a plurality of switching
system controllers and said instructions further comprise:

instructions directing said server computer to determine
which one of a plurality of switching system contains
said resource to determine a proper protocol for said
commands based upon which said one of said switch-
Ing system 1s to receive said command, and to generate
said command to perform said functions in said proper
protocol responsive to said switching system contain-

ing said resource.
18. The system of claim 15 wherein said server computer
1s communicatively connected to a plurality of remote work

station computers said instructions further comprising:

instructions for directing said server computer to receive
said request from one of said plurality of work stations
In a message.

19. The system of claim 18 wherein said work station
executes software that encrypts said message, said mnstruc-
tions for receiving said message 1n said server further
comprise:

instructions for decrypting said message.

20. The system of claim 15 wherein said instructions
further comprise:

instructions to direct said server computer to determine
which resources partitioned to an administrator are
frequently left unused by said administrator, to main-
tain a resource database for storing a data record for
cach of said resources that indicates a resource 1s
dedicated or unused, to update said resource database
to 1ndicate said frequently unused resources are 1n a
common pool of unused resources.

21. The system of claim 20 wherein said instructions

further comprise:

instructions for directing said said server computer to
allocate resources from said common pool of unused
resources to an administrator responsive to said admin-
istrator needing excess resources to meet demands.
22. The system of claim 21 wherein said instructions to
allocate resources comprise:

instructions for directing said server computer to receive
a request from an administrator, to allocate said unused
resources of said administrator 1n said common pool of
unused resources to said administrator and to allocate
any extra needed resources from said unused resources
of other administrators in said pool of unused
reSOurces.

23. The system of claim 21 wherein said instructions to

allocate said resources further comprise:

instructions directing said server computer to maintain a
log containing each unfuliilled request for additional
reSOurces.

24. A method for allowing a plurality of administrators to

control switching system resources in a telephone system
comprising the steps of:

partitioning said resources between said plurality of
administrators wherein each said administrator controls

a partition of resources;

receiving a request to perform an administrative function
on a partition of said resources from one of said
plurality of administrators;
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determining said one of said plurality of administrators 1s
provisioned to execute said administrative function on
said partition responsive to receiving said request; and

executing said administrative function on said partition of
resources responsive to determining said one adminis-
trator 1s provisioned to execute said administrative
function.

25. The method of claim 24 further comprising the steps

of:

determining said request 1s from said one administrator
provisioned to perform administrative functions on said
partition of resources responsive to receiving said
request; and

disabling said administrative function responsive to a
determination that said one administrator 1s not provi-
sioned to execute said admainistrative function on said
partition.

26. The method of claim 24 wherein said step for deter-

mining comprises the steps of:

receiving a password from said one administrator;

reading a administrator password from a database respon-
sive to receiving said password; and

comparing said administrator password and said received
password.
27. The method of claim 24 wherein said telephone
system has resources on a plurality of switching systems,
said method further comprising the steps of:

determining a one of said plurality of switching systems
which includes said resources in said partition.

28. The method of claim 27 further comprising the steps
of:

generating a command for said one of said plurality of
switching systems to perform said administrative func-
tion on said resources 1n said partition responsive to a
determination of which said one of said plurality of
switching systems includes said resources ; and

transmitting said command to said one of said plurality of
switching systems responsive to generating said com-
mand.

29. The method of claim 24 wherein said step for receiv-
ing said request comprises the steps of:

receiving an 1nput of a request from said one administra-
tor at a workstation that 1s remote from said server;

generating a message at said workstation including said
request responsive to receiving said input; and

transmitting said message to said server.

30. The method of claim 29 further comprising the steps
of:
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encrypting said message 1n said workstation responsive to
generating said message; and

decrypting said message at said server responsive to
receiving said message.

31. The method of claim 29 further comprising the steps
of:

generating a command to perform said administrative
function 1n said request responsive to receiving said
message 1n said server computer; and

transmitting said command from said server computer to
said switching system.

32. The method of claim 24 further comprising the steps
of:

determining which said resources in each said partition
are unused frequently; and

generating a common pool of unused resources from said

resources that are frequently unused.
33. The method of claim 32 further comprising the step of:

allocating resources in said common pool of unused
resources to an administrator.
34. The method of claim 33 said step of allocating
comprises the steps of:

receiving a request for additional resources from an
administrator; and

determining which resources 1n said common pool to
allocate to said administrator responsive to receiving,
said request.
35. The method of claim 34 wherein said step for deter-
mining which resources can be allocated to said adminis-
trator comprises the steps of:

allocating said resources of said administrator in said
common pool to said administrator responsive to
receiving said request from said administrator;

determining said pool has enough resources from other
administrators to provide to said administrator to sat-
1sty said request; and

allocating resources of said other administrators in said

common pool to said administrator.
36. The method of claim 35 further comprising the step of:

recording a record of an unfulfilled request responsive to
a determination that there are not enough resources to
satisty to said request.

37. The method of claim 32 further comprising the step of:

dedicating frequently used resources in each of plurality
of said partitions to said administrator of each partition.
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