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anew at the fixed point 1n the hop sequence, thus operating,
to maintain a set of consecutive good channels.
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METHOD FOR DYNAMIC CHANNEL
ALLOCATION IN A FREQUENCY HOPPING
RADIO SYSTEM

BACKGROUND OF THE INVENTION

Devices 1ncorporating wireless communications tech-
niques are becoming increasingly prevalent in modem soci-
ety. An 1nevitable result of this trend 1s that frequency
spectrums are becoming more crowded and prone to inter-
ference. At the same time, consumers are becoming increas-
ingly concerned about the privacy and security of
communications, Consequently, systems engineers design-
ing a variety of wireless communications systems, including
cellular and cordless telephones, are increasingly turning to
digital spread spectrum signaling methods to achieve better
voice quality, greater security, and more etfficient bandwidth
utilization than can be achieved with conventional signaling
methods, such as amplitude or frequency modulation with-
out bandwidth spreading.

One popular spread spectrum signaling technique 1is
frequency-hopping spread spectrum (“FHSS”). A FHSS
transceiver operates by rapidly changing its tuned carrier
frequency 1 a known pattem, called the hop sequence. By
using different hop sequences, multiple users can commu-
nicate simultaneously over differing communications chan-
nels all within a common frequency bandwidth. FHSS offers
better voice quality than other solutions 1n noisy environ-
ments because a short segment of voice data transmitted on
a “bad” channel 1s simply muted. When the number of bad
channels 1n the hop sequence 1s relatively low, the resultant

degradation in voice quality i1s not noticeable to the user.

Another aspect of FHSS systems which 1s particularly
advantageous 1s the ability to circumvent interference at a
particular frequency by dynamically changing the channels
in the hop sequence, substituting a new frequency channel
for a detected/identified “bad” channel. Numerous methods
of monitoring channel performance and determining when a
channel should be removed from the hop sequence are
known 1n the art. However, the specific implementation of
typical FHSS protocols compromises the effectiveness of
many prior art dynamic channel allocation techniques in
extremely noisy environments.

For example, many FHSS systems transmit traffic infor-
mation 1n predetermined data packet structures consisting
mostly of primary traffic data, and sometimes containing
some lesser amount of secondary control data. For example,
in the context of a wireless telephone, a typical data packet
transmitted/exchanged during the course of a conversation
may be comprised primarily of voice data, with a small
allocation for any control information that may be necessary,
such as link control commands. Because of the minimal
bandwidth allocated to control data, a complete command to
substitute a poor frequency channel 1n the hop sequence
must generally be broken up and transmitted in the control
data field of multiple packets. As a result, channel substi-
tution transmissions are much more sensitive to errors than
any given primary traflic transmission, because an error in
any one of the multiple packets in which the control com-
mand 1s transmitted will result 1n a failed substitution.
Furthermore, transmission of a channel substitution com-
mand takes appreciably more time than transmission of a
single traffic packet. While these factors are inconsequential
when the communications link 1s clean, they can seriously
degrade the efficacy of dynamic channel allocation tech-
niques 1n the presence of significant interference. Indeed, as
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the packet error probability goes up 1n a system that divides
a channel subsfitution command into five transmitted
packets, the probability of a failed channel substitution
increases at five times the rate of the probability of a packet
error. Consequently, dynamic channel allocation perfor-
mance breaks down i1n extremely noisy environments.

Although channels could be allocated more quickly and
with less chance of error by transmitting the substitution
command 1n a data packet comprised entirely of command
data, such a dedicated data packet structure necessarily

requires an undesirable interruption in the throughput of the
volce data. Such an interruption results 1n the user’s voice
being temporarily “blanked” during transmission of the
command data packet.

Another problem faced by many prior art dynamic chan-
nel allocation techniques 1s ensuring that a receiving party
properly receives a channel substitution command sent by a
transmitting party. Without confirmation that a channel
substitution was received, the transmitting party may begin
communicating on a channel that 1s not tuned by the
receiver. Thus, all communications on that channel 1n the
hop sequence would cease, and muting of the voice signal
may result. Furthermore, because channel substitutions typi-
cally occur only when communicating in a noisy
environment, the risk of a transmitted channel substitution
command being received improperly 1s significant.

One approach to ensuring receipt of channel substitution
commands 1s the introduction of handshakes between com-
municating parties to confirm that a channel substitution
request was properly received before the request 1s carried
out. However, such request-reply command pairs further
increase the throughput required to enact each substitution.
In particularly noisy systems, 1t may be desirable to
exchange multiple handshake signals. As a result, either the
rate at which noisy channels can be replaced 1s reduced, or
the voice data throughput is further sacrificed; either effect
results 1n increased muting of the voice channel.

It 1s therefore an object of this invention to provide a
method of applying known dynamic channel allocation
techniques 1n a way that the continuity of primary traffic 1s
preserved under conditions of minor interference, and yet a
communications link suffering heavy interference can be
maintained and rapidly improved.

SUMMARY OF THE INVENTION

This 1invention consists of a method of dynamic channel
allocation 1n a frequency hopping communications system.
Specifically, this method provides improved efficiency and
reliability of channel replacement over prior art techniques.

The 1nvention mvolves a wireless communications link
between two or more transceivers. While the mvention will
be explained 1n the context of a link between two wireless
transceivers, the methods could be applied by one of ordi-
nary skill in the art to systems involving any number of
transceivers that are time or frequency division multiplexed
on a common link.

In one embodiment of the invention, a first and second
fransceiver engage 1n a frequency hopping wireless com-
munication link. During the course of the communications,
a transceiver begins evaluating the performance of each
channel 1n the hop sequence, starting at a fixed point 1n the
sequence. The transceiver proceeds sequentially through the
hop sequence, until a channel fails to satisty a predetermined
quality criterion. A channel which fails to satisfy the quality
criterion 1s considered bad.

Upon locating a bad channel, the transceiver selects a
replacement channel from a set of available channels. The
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bad channel 1s then replaced m the hop sequence by the
replacement channel. dr

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a schematic block diagram of one embodiment
of the mvention, whereby a wireless telephone can dynami-
cally optimize the communications link performance by
allocating channels and data packet content.

FIG. 2 1s a diagram of a VMUX packet structure.

FIG. 3 1s a diagram of a DMUX packet structure.

FIG. 4 1s a state diagram of one aspect of the invention
providing a level of dynamic control over data packet
content, according to one possible embodiment.

DETAILED DESCRIPTION OF THE
INVENTION

While this invention 1s susceptible to embodiment in
many different forms, there are shown in the drawings and
will be described 1n detail herein specific embodiments, with
the understanding that the present disclosure 1s to be con-
sidered as an exemplification of the principle of the inven-
tion and 1s not intended to limit the 1nvention to embodi-
ments 1llustrated.

FIG. 1 of the drawings illustrates an embodiment of the
present invention as implemented 1n a wireless telephone. In
the embodiment illustrated, the telephone sends a combina-
tfion of voice data and control data as necessary to implement
an optimal dynamic channel allocation technique. The sche-
matic block diagram of FIG. 1 illustrates only the elements
of the wireless telephone which are specifically referenced
in this invention. In order to clarily the present invention,
further detail as to the operation and design of wireless
telephones 1s not included because such detail 1s well known
in the art and not necessary to the understanding of this
invention.

Channel Evaluator 10 includes an error detection
subcircuit, which 1s known 1n prior art circuits for perform-
ing dynamic channel allocation 1n a FHSS system. The error
detection subcircuit monitors the occurrence of errors on
cach frequency channel 1n the hop sequence, and maintains
a quality ficure of merit for each channel according to its
index number. The index number 1s simply the position of
the frequency channel 1n the hop sequence. Channel Evalu-
ator 10 also stores a threshold value for the channel quality
figure of merit, such that any channel which fails to meet the
threshold quality 1s deemed to require replacement. Finally,
channel evaluator 10 compares the quality figures of merit of
cach frequency channel against the threshold value. The
total number of channels failing to meet the threshold
quality level 1s output to packetizer 11 via connection 20,
while lowest hop sequence mdex number contamning a
frequency channel which fails to meet the threshold quality
level 1s output via connection 21.

The wireless telephone voice path of this embodiment
includes audio transducer 12, and voice digitizer 13. Voice
digitizer 13 may include an analog-to-digital converter, and
a vocoder, as 1s known 1n the art. The digitized audio 1s sent
to packetizer 11 via connection 22.

Packetizer 11 forms data packets for transmission. Pack-
ctizer 11 first determines the type of data packet to transmiut,
then forms the data packet with the appropriate information,
and finally sends the data packet to the transmitter circuitry
for transmission. In this embodiment, packetizer 11 can
choose between the VMUX data packet structure depicted in

FIG. 2, which includes 128 bits of voice data and 16 bits of
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4

control data, and a DMUX data packet structure depicted 1n
FIG. 3, which 1s an 80-bit control data packet with no voice
data. A complete control data packet 1s comprised of 80 bits
of data; specifically, 16 synchronization bits, an 8-bit packet
header, 40 bits of content, and a 16-bit CRC. Thus, trans-

mission of each 80-bit control data packet requires either
one DMUX packet or five VMUX packets.

When a channel substitution 1s required, packetizer 11
transmits a control data command to substitute the channel
contained 1n the lowest-indexed hop sequence position that
requires substitution, which position 1s received from chan-
nel evaluator 10 via connection 21. By always substituting
the lowest position channel, the receiver optimally attempts
to maintain a continuous sequence of “good” channels in the
hop sequence. By maintaining consecutive good channels,
control commands sent on a multitude of VMUX packets are
more likely to be received without error.

In addition to the advantages of maintaining consecutive
ogood channels, the process of always replacing the lowest
position bad channel also eliminates the need for either
periodic broadcasting of the entire hopping pattem, or mul-
tiple request-reply pairs to confirm successful channel
replacement by all transceivers. If transmitter 14 broadcasts
a channel substitution that 1s not properly received by the
intended recipient, channel evaluator 10 will promptly flag
the very same hop sequence position as containing a bad
channel. Another channel substitution command directed to
the same hop sequence position would then be sent. Thus,
just as 1n a system using requestreply pairs to confirm
successtul channel substitution, the system depicted 1n FIG.
1 repeatedly tries to replace a bad channel 1n a given hop
sequence position until that channel 1s successtully replaced.
By eliminating the need for request-reply pairs or periodic
hopping pattern broadcast, the system of FIG. 1 implements
dynamic channel allocation with minimal reduction 1n voice
data throughput.

Packetizer 11 determines which data packet structure to
utilize based upon the mput from connection 20, according
to the state diagram depicted in FIG. 4. Circuit operation
begins 1n State 1, transmitting tratfic data in VMUX packets.
If the input from connection 20 remains below a predeter-
mined threshold value, link quality 1s considered “Level 7,
and packetizer 11 remains 1n State 1.

If the mput from connection 20 exceeds a first threshold,
packetizer 11 enters State 2, 1n which a mixture of VMUX
and DMUX packets are transmitted. While the users voice
will be muted for an imstant during transmission of the
occasional DMUX packet, each DMUX will carry a com-
plete channel substitution command, thereby enabling rapid
and reliable placement of poor frequency channels in the
hop sequence. If the value received by packetizer 11 from
channel evaluator 10 via connection 20 falls below the first

threshold, packetizer 11 returns to State 1, transmitting
VMUX packets.

While in State 2, transmission of DMUX packets should
begin at the first position each time through the hopping
pattern. Starting at the lowest position ensures that the
DMUX packets are transmitted over the channels that are
most likely to be good.

The proportion of VMUX to DMUX packets transmitted
while 1n State 2 can be either fixed or dynamically variable.
VMUX packets should be transmitted in consecutive groups
of a size equal to an integer multiple of the number of
VMUX packets required to transmit one full control data
command. Hence, in the embodiment 1llustrated here, the
proportion of VMUX to DMUX packets could potentially be
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3to1,9tol, 27 to 1, etc. A predetermined proportion of
VMUX to DMUX might be 10 to 1. A dynamically variable
proportion of VMUX to DMUX might vary between 5 to 1
and 50 to 1, with the proportion of DMUX packets 1ncreas-
ing as the value received via connection 20 increases above

the first threshold.

If the value received via connection 20) exceeds a second
threshold while 1n State 2, packetizer 11 enters State 3. In
State 3, packetizer 11 forms exclusively DMUX packets.
Voice transmission 1s suspended while channel substitution
commands are transmitted. Packetizer 11 remains 1n State 3
until the value received via connection 20 falls below the
first threshold, in which case packetizer 11 returns to State

1.

Data packets formed by packetizer 11 are output to
transmitter 14, which icludes circuits to modulate and
amplily the signal for wireless transmission.

The foregoing description and drawings merely explain
and 1llustrate the invention and the mmvention 1s not limited
thereto except 1insofar as the appended claims are so limited,
inasmuch as those skilled i the art, having the present
disclosure before them will be able to make modifications
and variations therein without departing from the scope of
the 1nvention.

I claim:

1. A method for selecting a plurality of channels over
which at least a first wireless transceiver and a second
wireless transceiver communicate, in which at least the first
transceiver measures the quality of communications on each
channel of the plurality of channels on which 1t
communicates, which method comprises the following steps
performed repeatedly:

comparing the measured quality of each channel to a
predetermined threshold, starting at the beginning of
the plurality of channels and progressing 1n a known
order through the plurality of channels, until the mea-
sured quality of a selected channel fails to meet the
predetermined threshold;

identifying to the second transceiver by the first trans-
ceiver the selected channel with a measured quality that
fails to meet the predetermined threshold;

removing the selected channel from the plurality of chan-
nels over which the first and the second transceivers
communicate;

inserting an unused channel into the plurality of channels
in place of the removed channel;
whereby bad channels will be replaced in a manner which
attempts to maintain a contiguous series of good channels at
the beginning of the hop sequence.

2. A method for communicating digital data over a wire-
less communications link via packets transmitted sequen-
tially over a plurality of frequency channels, said packets
comprised of at least potentially varying proportions of
primary data content and/or secondary control data, which
method comprises:
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evaluating the quality of communications on each channel
in the plurality of channels;

recognizing each channel which fails to meet a predeter-
mined quality criterion as requiring substitution;

determining the overall quality of the communications
link by the number of channels which require substi-
tution;

selecting the quantity of control data contained in each
data packet transmitted based upon the overall quality
of the communications link;
transmitting data according to the selected data packet
content,
whereby control data throughput can be increased when the
communications link includes numerous bad channels,
thereby facilitating more rapid and reliable replacement of
the bad channels.
3. The method of claim 2, where the step of selecting a
quantity of control data contained 1 each data packet
transmitted further includes the substeps of:

selecting data packets according to a first data packet
format including both primary traffic data and second-
ary control data, when the quality of the communica-
tions link meets or exceeds a predetermined threshold;

selecting data packets according to a second data packet
format including secondary control data and an absence
of primary traffic data, when the quality of the com-
munications link falls below the predetermined thresh-
old.
4. The method of claim 2, where the step of selecting a
quantity of control data contained in each data packet
transmitted further includes the substeps of:

selecting data packets according to a first data packet
format mcluding both primary traffic data and second-
ary control data, when the quality of the communica-
tions link meets or exceeds a first predetermined thresh-
old;

selecting a combination of data packets according to the
first data packet format and data packets according to a
second data packet format, which includes secondary
control data and an absence of primary traffic data,
when the quality of the communications link 1s between
the first predetermined threshold and a second prede-
termined threshold;

selecting data packets according to the second data packet
format when the quality of the communications link
meets or falls below the second predetermined thresh-
old.

5. The method of claim 4, in which the substep of
selecting a combination of data packet formats when quality
of the communications link i1s between the first and second
predetermined thresholds further includes the substep of
varying the proportion of selected packets according to the
second data packet format inversely with the quality of the
communications link.
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