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(57) ABSTRACT

The electronic chip (10) comprises an interface (11)
enabling it to communicate with a terminal and a processing

circuit (13) capable of performing processing when the chip
communicates with the terminal. A time base circuit (18) is
connected to the processing circuit (13) for generating a first
signal (SI) during at least one given moment if processing
has not yet been completed at said moment. A restart signal
(SR) is transmitted to the interface in response to the first
signal with the purpose of indicating to the terminal that the
chip 1s still operating.

15 Claims, 3 Drawing Sheets
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ELECTRONIC CHIP FOR A PORTABLE
OBJECT

FIELD OF THE INVENTION

This invention concerns, generally, an electronic chip for
a portable object such as a smartcard.

BACKGROUND OF THE INVENTION

The smartcards are currently extremely successtul. They
are used 1n sectors as varied as banking, health, telephony,
etc. The electronic chip 1n the smartcard incorporates one or
more memories, 1n order to store data specific to the card
user, such as a bank account number, the user’s social

security number, the number of remaining telephone units,
etc.

Some smartcards, 1n particular those used 1n the banking
sector, 1nclude a microprocessor type processing circuit,
including a source code capable of carrying out relatively
complex operations. These operations consist, for example,
of 1implementing encryption algorithms to protect secret
information contained 1n the card, or organising data files.
Generally, such operations are carried out after a command
1s sent by a card read and/or write terminal.

FIG. 1 1llustrates a smartcard 1, including an electronic
chip 1la, designed to co-operate with a terminal or read
and/or write device 2. The terminal 2 can communicate with
the electronic chip 1a, in particular to read or write data in
1it, when the card 1 1s inserted 1n a slot 2a of the terminal
provided for this purpose. In addition, the terminal 2 sup-
plies the chip 1a with electrical power.

Consequently, once the connection 1s set up between the
chip 1a and the terminal 2, the latter can send a command
to the chip, such as a read command, to make 1t execute a
particular processing operation. However, after sending the
command, the terminal 2 expects the chip 1a to reply within
a given time 1nterval. If, on expiry of this time interval, the
terminal 2 has not received any reply from the chip 1a, 1t
ogenerally considers that the latter 1s no longer operating or
that 1t has been withdrawn from the terminal. The standard
ISO 7816-3, concerning a transmission protocol for
smartcards, defines a “working time-out” corresponding to
the maximum time allocated to the smartcard to reply to the
terminal. On expiry of this working time-out, 1f 1t 1s still
executing a processing operation, the card can transmit a
restart byte to indicate to the terminal that 1t 1s still operating.
Once the restart byte has been received by the terminal, the
card has a further time interval before replying and can
transmit other restart characters if necessary.

In conventional smartcards, the operation to transmit
restart bytes 1s programmed 1n the microprocessor. To do
this, commands are inserted at specific positions 1n the
source code to be executed by the microprocessor. When,
during a given processing operation, the microprocessor
detects one of these commands, it interrupts the said pro-
cessing to send a restart byte to the terminal.

This technique has a major disadvantage, since the time
required for each operation to be carried out by the micro-
processor must be planned 1n advance, 1.e. when writing the
source code. If, for example, the specific commands are too
far apart from each other 1n the source code, the maximum
response time authorised by the standard ISO 7816-3 may be
exceeded during a processing operation which takes longer
than planned to execute. In this case, there 1s a strong
likelihood that the terminal, considering that the smartcard
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1s not operating, switches off the electricity supply to the
card, resulting 1n a possible loss of data or files 1n the card.
If on the contrary the specific commands are too near each
other 1n the source code, the microprocessor 1s obliged to
interrupt the processing numerous times, which reduces the
card execution speed.

Generally, 1t 1s extremely difficult to estimate the time
required by the card microprocessor to execute the source
code, since this time usually depends on 1nitial, variable
conditions.

In this context, 1t 1s easy to understand that there 1s a need
for an electronic chip which can reply reliably to a terminal
within an allocated time interval, without having too much
impact on the speed of the processing operation(s) imple-
mented by the chip.

SUMMARY OF THE INVENTION

The purpose of this invention, 1n particular, 1s to supply an
clectronic chip which can meet this requirement.

Consequently, an electronic chip 1s provided which com-
prises an interface enabling it to communicate with a ter-
minal and a processing circuit capable of performing pro-
cessing after a link has been set up between the chip and the
terminal, characterised 1n that it also comprises a time base
circuit, connected to the processing circuit, for generating a
first signal during at least one given moment 1f processing
has not yet been completed at the said moment, and a means
of transmitting to the 1nterface, in response to the first signal,
a second signal with the purpose of indicating to the terminal
that the chip is still operating.

Thus, according to this invention, the moment(s) when a
restart signal must be sent to the terminal are determined by
a time base circuit separate from the processing circuit.
These moments are therefore independent of the processing
duration implemented by the processing circuit, so that the
terminal will receive restart signals 1n time, irrespective of
the processing complexity.

In practice, the processing circuit is adapted to activate the
fime base circuit approximately at the start of the processing.
“Approximately at the start of the processing” means that
the processing circuit 1s activated shortly before or after the
processing circuit starts to execute the processing. Similarly,
the processing circuit 1s adapted to deactivate the time base
circuit approximately at the end of the processing.

Typically, between the time when 1t 1s activated by the
processing circult and the time when it 1s deactivated, the
time base circuit generates the first signal periodically. The
time period between two successive transmissions, by the
time base circuit, of the first signal 1s less than a predeter-
mined response time, allocated to the electronic chip to reply
to the terminal.

According to a first mode of realisation of this invention,
the means of transmitting the second signal to the interface
comprises the processing circuit, connected to the time base
circuit so as to be able to receive the first signal. The
processing circuit interrupts the processing in response to
the reception of the first signal, transmits the second signal
to the interface and then resumes the processing.

According to a second mode of realisation of this
invention, the means of transmitting the second signal to the
interface 1s separate from the processing circuit and includes
for example an encoding circuit to convert the first signal,
received from the time base circuit, into a signal which can
be recognised by the terminal, forming the second signal. As
a variant, the time base circuit and the encoding circuit form
the same circuit so that the second signal 1s identical to the
first signal.
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Preferably, the second signal takes the form of a finite
ogroup of bits, such as a byte.

The processing circuit 1s usually a microprocessor. The
fime base circuit 1s therefore connected to a bus of the chip,
to which the microprocessor and memories associated with
it are also connected. According to the invention, the time
base circuit 1s also connected to the microprocessor by a
direct line, which can transmit the first signal of the time
base circuit to the microprocessor and connected, in the
MICroprocessor, to an interrupt mnput.

This 1nvention also concerns a smartcard including the
clectronic chip as defined above.

According to another aspect of the invention, a method 1s
planned to transmit a restart signal to a terminal from an
clectronic chip, the said electronic chip comprising a means
enabling 1t to communicate with the terminal and a process-
ing circuit, the method being characterised i that 1t com-
prises the following steps: set up a link between the elec-
tronic chip and the terminal, generate a first signal from a
fime base circuit connected to the processing circuit at least
one given moment during processing carried out by the
processing circult and transmit to the terminal, 1n response
to the first signal, a second signal with the purpose of
indicating to the terminal that the chip is still operating.

Other features and advantages of this invention will
appear on reading the detailed description which follows of
several modes of realisation made in reference to the
attached drawings;

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1, already discussed, shows a smartcard and a
smartcard read terminal;

FIG. 2 1s a block diagram showing the main electronic

circuits of an electronic chip for smartcard, according to a
first mode of realisation of the invention;

FIG. 3 1s a flowchart of a method implemented according,
to the first mode of realisation of the invention;

FIG. 4 1s a block diagram showing the main electronic
circuits of an electronic chip for smartcard, according to a
second mode of realisation of the invention; and

FIG. 5 1s a flowchart of a method implemented according,
to the second mode of realisation of the invention.

DETAILED DESCRIPTION

In reference to FIG. 2, an electronic chip 10 for smartcard
according to a first mode of realisation of the invention
comprises 1n particular an mterface 11, a transmission circuit
12, a microprocessor 13 and memories 14, 15, 16. The
memories 14, 15, 16 consist respectively of a RAM

(Random Access Memory), a ROM (Read Only Memory)
and an EEPROM (Electrically Erasable Programmable Read

Only Memory).

The interface 11 generally consists of electrical contacts
designed to co-operate with the corresponding electrical
contacts (not shown) of a smartcard read terminal. As a
variant, however, 1t may comprise radio-frequency
fransmission/reception means to exchange data with the
corresponding transmission/reception means planned 1n the
terminal. The interface 11 1s used to set up a link between the
terminal and the electronic chip 10, when a smartcard
incorporating the said chip 10 1s inserted mnto the terminal as
shown on FIG. 1, or moved within the terminal’s electro-
magnetic field.

The transmission circuit 12 manages the communication
protocol between the terminal and the chip 10. This circuit
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4

1s known by those skilled 1n the art and will therefore not be
described 1n detail.

The purpose of the microprocessor 13 1s to execute a chip
processing and management program called the “operating
system” stored as a source code 1n the ROM 135. In addition
to the basic chip management algorithms, the operating
system can 1mplement complex processing operations.
These complex processing operations are generally carried
out on reception of a command from the terminal. However,
the chip could also act actively after a link has been set up
with the terminal, to carry out a complex operation on its
own 1nitiative.

“Complex operation” means a speciiic operation whose
execution 1s likely to last longer than the response time
allocated to the chip after the command has been sent by the
terminal or, when the chip 1s active after setting up the link
between the chip and the terminal. For example, an encryp-
tion algorithm to protect secret data contained in the
EEPROM 16 could represent such a complex operation.
Similarly, a file organisation routine to, for example, update
a file tree structure also stored in the EEPROM 16 could take
longer to execute than the response time allocated to the
chip. The operating system 1s generally composed of a main
program and sub-programs. Each complex operation 1s
implemented by a corresponding sub-program.

The RAM 14 1s mainly used for temporary storage of data
during execution by the microprocessor 13 of the operating
system. The memories 14, 15 and 16 exchange information
with the microprocessor via a data bus 17.

According to this invention, the electronic chip 10 also
comprises a time base circuit 18, connected to the bus 17
and, via a direct link 184, directly to the microprocessor 13.
The time base circuit 18 1s a circuit of known type, for
example the circuit “ST 19” manufactured by ST Micro-
electronics.

A time base circuit 1s generally able to trigger events at
precise times. According to this invention, circuit 18 1s used
to periodically generate an “interrupt” signal SI, which 1s
sent to the microprocessor 13 via the direct link 18a. The
interrupt signal SI typically consists of a finite group of bits
such as a byte. The time period between two successive SI
signals 1s noticeably less than the response time allocated to
the electronic chip. For example, if the response time
allocated to the electronic chip 1s 1 second, the said period
between two successive Sl signals could be 900 ms.

The time base circuit 18 1s activated by the microproces-
sor 13 before the start, or at the start, of each complex
operation to be carried out and deactivated by the same
microprocessor on completion of the said complex opera-
tion. During the execution of the complex operation by the
microprocessor 13, circuit 18 periodically transmits the
iterrupt signal SI to an interrupt mnput 13a of the micro-
processor. In response to the reception of the signal SI, the
microprocessor 13 immediately interrupts the execution of
the complex operation 1 process and executes a speciiic
interrupt program, also called interrupt routine, command-
ing the transmission by the microprocessor of a restart signal
SR. In compliance with the standard ISO 7816-3, the signal
SR takes the form of a byte called a “NULL byte” of
hexadecimal value “60”. The signal SR 1s sent to the
interface 11 via the transmission circuit 12, to be transmitted
to the read terminal of the electronic chip and recognised by
it. The terminal then resets the response time allocated to the
card and waits for the response again. At the same time, the
microprocessor 13 resumes the complex operation. If, on
expiry of the time period between two successive interrupt
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signals SI, the complex operation 1s not finished, a new
interrupt signal SI 1s transmitted so that the microprocessor
sends a new restart signal SR to the terminal, and so on until
the end of the complex operation.

FIG. 3 shows 1n more detail the method implemented
according to the first mode of realisation of this invention,
and using the electronic chip 10 illustrated on FIG. 2.

Steps E1 to E3 of the method shown on FIG. 3 are carried
out before the operating system 1s installed 1n the chip 10,
1.e. during the actual development of this operating system.

The next steps E4 to E12 are implemented by the micro-
processor 13 of the chip 10 after the operating system has
been permanently installed in the chip.

In step E1, imitialisation values of the time base circuit 18
are entered 1n the operating system source code. In
particular, the time frequency of the circuit 18 1s defined so
that the time period between two successive mnterrupt signals
SI 1s noticeably less than the response time allocated to the
clectronic chip.

In step E2, commands to activate and commands to
deactivate the circuit 18 are inserted in the source code of the
chip operating system. The activation commands are entered
in sections of the source code, each corresponding to the
start of a complex processing operation to be carried out by
the microprocessor. The deactivation commands are entered
1n sections of the source code, each corresponding to the end
of a complex processing operation.

In step E3, the above-mentioned interrupt routine 1s
written as a sub-program of the operating system. As
explained previously, the interrupt routine when 1t 1s acti-
vated by the main program of the operating system, com-

mands transmission of the restart signal SR to the interface
11.

In step E4, after the smartcard has been inserted in the
terminal or the smartcard has been moved through the
clectromagnetic field of the terminal, the microprocessor 13
like the other circuits 1 the chip 1s powered electrically or
clectromagnetically by the terminal. The microprocessor

then executes the main program of the operating system
stored 1n the ROM 135.

In step ES, before starting, for example upon command
from the terminal, the execution of a sub-program of the
operating system, corresponding to a complex operation, the
microprocessor detects an activation command and conse-
quently activates the time base circuit 18 via the bus 17,
setting an activation flag in the circuit 18 to “1”. The time
base circuit 18 so activated can periodically generate the
iterrupt signal SI according to the time frequency defined
in the 1nitialisation values entered in step E2.

In step E6, the microprocessor starts to execute the
complex operation.

In step E7, the microprocessor polls its interrupt input
13a. If no interrupt signal SI has reached the input 134 and
if the complex operation is not yet finished (step ES8),
operation continues at step E6. If at step E8 the complex
operation 1s finished, the microprocessor deactivates the
time base circuit 18 by setting the activation flag to “0” (step
E9) and returns to the main program of the operating system
(step E4).

If, on the contrary, mput 13a has received an interrupt
signal SI, the microprocessor 13 interrupts the complex
operation (step E10). It then executes the interrupt routine
described above, to command the transmission by the micro-
processor of the restart signal, or byte, SR to the smartcard
read terminal.
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If in step E11 the complex operation 1s not finished, the
algorithm returns to step E6. If the complex operation 1s
finished 1n step Ell, the microprocessor 13, detecting a
deactivation command 1n the source code, deactivates the
time base circuit 18 by setting its activation flag to “0” (step
E12) then returns to the main program of the operating
system (step E4).

Thus, according to the invention, the moments when the
restart signal SR 1s sent to the terminal are determined by the
time base circuit 18, 1.e. a circuit separate from the micro-
processor 13. When 1t 1s active, circuit 18 periodically
transmits the restart signal SR, independently of the com-
plex operation that the microprocessor 13 1s 1n the process
of executing. The microprocessor 13 only interrupts the
complex operation on an external event, 1.€. the transmission
of the interrupt signal SI, triggered by the circuit 18. It is
therefore possible to define very accurately the moments
when the restart signal SR must be sent to the terminal, so
that there 1s no risk of the terminal switching off the chip
power supply because the authorised response time has been
exceeded.

FIG. 4 represents an electronic chip 20 according to a
second mode of realisation of this invention. The electronic
chip 20 includes 1n particular an interface 21, a transmission
circuit 22, a microprocessor 23 and memories 24, 25, 26.
The elements 21 to 26 are identical to elements 11 to 16
illustrated on FIG. 2 and are linked together 1n the same way.

The main difference between the electronic chip 20 and
the chip 10 according to the first mode of realisation of the
mvention 1s that the time base circuit 28, i1dentical to the
circuit 18 of FIG. 2, 1s connected to the microprocessor 23

solely via the bus 27, like the memories 24, 25, 26. The
direct link 18a between the time base circuit 18 and the
microprocessor 13 has therefore been deleted. Circuit 28,
however, 1s connected to an encoding circuit 29, itself
connected to the transmission circuit 22.

The microprocessor 23 activates and deactivates the time
base circuit 28 at the start and end of a complex operation
respectively. During the time when the circuit 28 1s active,

it periodically generates a signal SI', for example 1dentical to
the signal SI of FIG. 2. The signal SI' is received by the
encoding circuit 29 and converted mto a signal SR' whose
format can be recognised by the smartcard read terminal.
The signal SR' represents the restart signal intended to

indicate to the terminal that the smartcard 1s still operating,
and has the same format as the signal SR of FIG. 2.

In the example shown on FIG. 4, the circuits 28 and 29 are
separate from each other. As a variant, however, they could
be combined 1n a single circuit generating the restart signal
SR'.

Chip 20 according to the second mode of realisation offers
the advantage, as compared with the {first mode of
realisation, that a restart signal can be transmitted without
interrupting the execution of the complex operation by the
microprocessor 23. In this second mode of realisation, the
restart signal 1s 1 fact transmitted in parallel with the
complex operation.

FIG. § shows 1n more detail the method implemented
according to the second mode of realisation of this

invention, and using the electronic chip 20 illustrated on
FIG. 4.

Steps F1 and F2 of the method shown on FIG. § are
carried out before the operating system 1s installed 1n the
chip 20, 1.e. during the actual development of this operating
system.

The next steps F3 to F7 are implemented by the micro-
processor 23 of the chip 20 after the operating system has
been permanently installed in the chip.

™
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The preliminary steps F1 and F2 consist respectively of
entering 1n the operating system of the chip initialisation
values of the time base circuit 28 and commands to activate
and deactivate this circuit, similarly to steps E1 and E2 of the
first mode of realisation.

In the next step F3, when the electronic chip 20 1s
connected to the terminal by inserting the corresponding
smartcard 1n 1t or by moving the smartcard through the
clectromagnetic field of the terminal, the microprocessor 23
executes the main program of the operating system.

In a step F4, before starting to execute a sub-program of
the operating system, corresponding to a complex operation,
the microprocessor detects an activation command and
consequently activates the time base circuit 28 via the bus
27, setting an activation flag in the circuit 28 to “17.

In a step F5, the microprocessor starts to execute the
complex operation.

When the complex operation is finished (steps F6, F7), the
microprocessor deactivates the time base circuit 28 and
returns to the main program of the operating system (step
F3).

During the time when the time base circuit 28 1s active,
1.e. between steps F4 and F7, 1t periodically transmits the
signal SI' to the encoding circuit 29. In response to reception
of the signal SI', the encoding circuit 29 transmits the restart
signal SR' to the interface 21 via the transmaission circuit 22.

This 1mnvention has been described above purely as an
example, within the context of a smartcard. However, 1t will
be clear to those skilled in the art that the electronic chip
according to the invention can be associated with other
portable objects such as a plug-in card or a ring.

What 1s claimed 1s:

1. An electronic chip comprising an interface enabling the
clectronic chip to communicate with a terminal, and a
processing circuit capable of performing processing after a
link has been set up between the chip and the terminal,
wherein the electronic chip also comprises:

a time based circuit, connected to the processing circuit,
for generating a first signal during at least one given
moment 1f processing has not yet been completed at the
sald moment, and

a means of transmitting to the interface, 1n response to the
first signal, a second signal with the purpose of 1ndi-
cating to the terminal that the chip 1s operating.

2. An electronic chip according to claim 1, wherein the
processing circult 1s adapted to activate the time based
circuit at the start of the said processing.

3. An electronic chip according to claim 1, wherein the
processing circuit 1s adapted to deactivate the time based
circuit at the end of the said processing.

4. An electronic chip according to claim 1, wherein the
fime based circuit 1s adapted to generate the first signal
periodically.

5. An electronic chip according to claim 4, wherein the
fime period between two successive transmissions, by the
fime based circuit of the first signal 1s less than a predeter-
mined response time, allocated to the electronic chip to reply
to the terminal.

6. An electronic chip according to claim 1, wherein the
said means of transmitting the second signal to the interface
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comprises the processing circuit, connected to the time
based circuit so as to be able to receive the first signal.

7. An electronic chip according to claim 6, wherein the
processing circuit 1s adapted to mterrupt the processing in
response to the reception of the first signal, to transmit the
second signal to the interface and then resume the process-
Ing.

8. An electronic chip according to claim 1, wherein the
said means of transmitting the second signal to the interface
1s separate from the processing circuit.

9. An electronic chip according to claim 8, wherein the
said means of transmitting the second signal to the 1nterface
comprises an encoding circuit to convert the first signal,
received from the time based circuit, into a signal which can
be recognised by the terminal, forming the second signal.

10. An electronic chip according to claim 1, wherein the
processing circuit 1s a miCroprocessor.

11. An electronic chip according to claim 1, wherein the
time based circuit 1s connected to a bus of the chip, to which
the microprocessor and memories associated with the micro-
processor are also connected and in that the time based
circuit 1s also connected to the microprocessor by a direct
line, which can transmit the first signal of the time based
circuit to the microprocessor and connected, i1n the
MICroprocessor, to an interrupt nput.

12. An electronic chip according to claim 1, wherein the
microprocessor 1s programmed to execute an interrupt
routine, 1n response to the reception of the first signal, to
interrupt the processing.

13. An electronic chip according to claim 1, wherein the
processing circuit 1s adapted to carry out the processing in
response to a command sent by the terminal.

14. Smartcard comprising an electronic chip comprising
an 1nterface enabling the electronic chip to communicate
with a terminal, and a processing circuit capable of perform-

ing processing after a link has been set up between the chip
and the terminal, wherein the electronic chip also comprises:

a time based circuit, connected to the processing circuit,
for generating a first signal during at least one given
moment 1f processing has not yet been completed at the
sald moment, and

a means of transmitting to the interface, 1in response to the
first signal, a second signal with the purpose of 1ndi-
cating to the terminal that the chip 1s operating.

15. Amethod to transmit a restart signal to a terminal from
an electronic chip, the said electronic chip comprising a
means enabling the said electronic chip to communicate
with the terminal and a processing circuit, the method being
wherein 1t comprises the following steps:

set up a link between the electronic chip and the terminal,

ogenerate a first signal from a time based circuit connected
to the processing circuit during at least one given
moment during a processing carried out by the pro-
cessing circuit, and

transmit to the terminal, 1n response to the first signal, a
second signal with the purpose of indicating to the
terminal that the chip 1s operating.
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