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SYSTEM AND METHOD FOR FAULT
DIAGNOSIS

BACKGROUND OF THE INVENTION

The invention relates to a method and system for diag-
nosing and repairing operational faults on a machine, and
more specifically to accessing remotely located information
to assist with the diagnosis and repair.

The diagnosis, maintenance and repair of a complex
system used 1n industrial processes, medical 1maging,
telecommunications, acrospace applications, transportation,
and power generation involves extremely complex and time
consuming processes. Efficient and cost-effective operation
of the machine requires fast and accurate diagnosis of
machine faults, followed by a repair to return the machine to
operational status.

The conventional diagnosis and repair process for most
machines 1s based on the experience of the field engineer, 1n
conjunction with the use of paper-based service information
describing the components and operation of the machine. In
some situations, a performance log may be available as an
aid to the diagnostic process. Such performance logs can be
created manually by the machine users or generated auto-
matically by the machine itself. After examining the symp-
toms displayed by the machine and entries 1n the perfor-
mance log, the field engineer uses his accumulated
experience and training to map incidents occurring within
the machine to one or more potential faults that may be
causing these 1ncidents. For simple problems with simple
machines, this process works well. However, 1f the problem
1s complex and the root cause difficult to discern, the
experienced field engineer may be unable to identily the
problem. In that case, the machine 1s rendered out of service
and the machine or at least a suspect part of the machine 1s
returned to a repair center for further analysis and repair or
replacement. The 1nability of the field engineer to accom-
plish the repair on-site creates a cost for the machine owner
while the faulty machine 1s out of service during the pen-
dency of the repair.

Some complex machines incorporate diagnostic processes
and sensors that can automatically report faults and machine
operational parameters. Typically, to diagnose a fault 1n such
a machine, a field engineer studies the fault log and the
operational parameters as an aid to determining the root
cause of the fault. Although the fault log can provide helpful
diagnosis information, the field engineer also relies substan-
tially on her prior experiences with the machine (or similar
machines) to make a full and complete diagnosis and
successtul repair.

To perform the diagnosis and repair, the field engineer
uses service documentation, including block diagrams,
exploded diagrams, parts lists, assembly drawings,
schematics, etc. The documentation may be applicable only
to a specific machine model number; 1t usually will not be
unique to the specific machine undergoing diagnosis and
repair. Obviously, as the complexity of the machine
increases, the amount of paper needed to describe the
machine and assist with the diagnosis and repair process
likewise increases. Again, the field engineer relies on his
experiences with the machine, and others like it, in conjunc-
tion with the paper-based information, to perform the diag-
nosis and subsequent repair.

Yet another problem with a paper-based system as applied
to complex machines, 1s the wvariety of machine
configurations, with each having i1ts own unique service
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documentation. During the production run of a given model,
there may be multiple redesigns and changes. Thus, the
paper-based service documentation, which 1s usually based
on a speciiic model number, may not accurately reflect the
technical content of a specific machine bearing that model
number. When the problems associated with model run
changes are considered 1n light of a paper-based system,
there 1s presented an inordinately complex and unmanage-
able problem of locating the correct service documentation
for a specific machine.

In addition to the standard service documentation, it
would also be desirable for the field engineer to have access
to design information created during the design of the
machine by the design engineering personnel. Such detailed
information may help the field engineer understand the
interrelationship of various machine components. Failure
mode and effects analysis and fault tree documentation can
also advantageously aid the field engineer 1n correctly
diagnosing the machine fault. Unfortunately, frequently the
repair activity 1s undertaken without detailed knowledge of
the system design and the system design 1s undertaken with
little mput from field engineers having responsibility to
repailr the machine.

One problem that has been noted with field service repairs
1s the tendency of the field engineer to fix problems with
which they are familiar, rather than undertaking a complete
and thorough analysis to identify the root cause of the
problem and fix 1t. For example, a field engineer may be
familiar with an air conditioner problem typically caused by
a faulty switch. Unknown to the field engineer, engineering,
personnel may have redesigned the switch so that it 1s now
much less likely to be the culprit when a given fault occurs.
However, the field engineer, being unaware of the redesign,
will continue to replace the switch whenever he encounters
a fault which had previously been resolved by replacing the
switch. The result will be a failed repanr.

SUMMARY OF INVENTION

Briefly, in accordance with one embodiment of the present
invention, a method for analyzing a fault condition on a
machine comprises: receiving fault symptoms to provide a
fault analysis; automatically attempting to determine a prob-
able cause of the fault; 1if a probable fault cause 1s
determined, automatically generating an indication of the
fault cause; and, if a probable fault cause 1s not determined,
automatically generating a return code associated with the
fault symptoms and the fault analysis.

In accordance with another embodiment of the invention,
a method for use by a field engineer for analyzing a fault
condition on a machine located at a machine site comprises:
at the machine site, providing information to an analysis tool
for analyzing the fault, wherein the information is provided
by the field engineer as queried by the analysis tool, and
wherein a plurality of mdividual queries and field engineer
responses constitute a search path; i1f the analysis tool
determines the probable cause of the fault, repairing the
machine at the machine site based thereon; and, if the
analysis tool 1s unable to determine the probable cause of the
fault, assigning a return code prior to moving at least a part
of the machine to a repair center, wherein the search path 1s
associated with the return code.

BRIEF DESCRIPTION OF DRAWINGS

The features and advantages of the present mnvention will
become apparent from the following detailed description of
the invention when read together with the accompanying
drawings in which:
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FIG. 1 1s a block diagram showing the elements of a
system constructed according to the teachings of one
embodiment of the present invention;

FIGS. 2, 3 and 4 are process flowcharts illustrating,
operation of the various system elements depicted in FIG. 1.

DETAILED DESCRIPTION

Before describing in detail the particular diagnosis and
repalr system 1n accordance with one embodiment of the
present invention, 1t should be observed that the present
invention resides primarily 1n a novel combination of pro-
cessing steps and hardware related to the diagnosis and
repair of complex machines. Accordingly, these processing
steps and hardware components have been represented by
conventional processes and elements 1n the drawings, show-
ing only those specific details that are pertinent to the present
invention so as not to obscure the disclosure with structural
details that will be readily apparent to those skilled 1n the art
having the benelit of the description herein.

The block diagram of FIG. 1 shows the elements 1n accord
with one embodiment of the present invention and also the
interaction between them. A diagnosis and repair system 10
in FIG. 1, includes the following elements: a field engineer
12 with access to a machine 14, an on-line center 16, a repair
center 18, and a design engineer represented by a block 20.
Each of these elements will be discussed 1n detail below.
Machine 14 (the machine to be diagnosed by the field
engineer) may comprise an electrical machine, a mechanical
machine, an optical machine, or a machine having a com-
bination of electrical, mechanical, and/or optical aspects, for
example.

The field engineer 12 has access to the machine 14, with
responsibility to diagnose and repair the machine 14. The
machine 14 and/or tool of field engineer 12 may include a
subsystem for monitoring the machine’s performance and
maintaining an operational log. Many complex machines
include an on-board subsystem that maintains a record of
certain operational parameters (e.g., current demand,
temperature, voltages) and some subsystems also identify
anomalous conditions. In embodiments wherein such
machines are adapted to communicate directly with an
on-line center, the on-line center can analyze the information
and provide the field engineer with 1nstructions, for
example, as to which tools and/or materials to bring for
further analysis and/or repair. This 1s beneficial because field
engineers can typically only carry a limited number of tools
and/or materials to a machine site.

In addition to consulting the log, the field engineer 12 can
discuss the nature of the fault and the operation of the
machine 14 with machine users, and conduct a wvisual
inspection of the machine. Relying on his field repair
experiences with this and similar machines, plus the diag-
nostic information collected, the field engineer 12 attempts
to diagnose the fault. As taught one embodiment of the
present 1nvention, the field engineer 12 also has access to
expert systems which, 1n one embodiment are located at the
on-line center 16, as an additional aid to the diagnosis
process. For example, this access can be provided via a
telnet session, an FTP file download, or an Internet web link.
As 1s known to those skilled 1n the art, the field engineer 12
can access these Internet-based sites using a wireless or
modem-based Internet-ready personal digital assistant, a
laptop computer, etc.

On-line center 16 (which may be situated at the site of
machine 14 or at a site remote from machine 14) may
include an analysis tool for determining the probable cause
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of a fault. In one embodiment, the on-line center 16 accesses
machine repair information created by the repair center 18.
As machine repairs are undertaken at the repair center 18, an
information repository 1s created for use in resolving sub-
sequent faults for the same or stimilar machines. The 1nfor-
mation repository includes quality and reliability prediction
information (e.g., fault trees and failure mode effects
analysis) and an expert system knowledge base derived from
the analysis of historical fault and repair data. Such a system
can be especially helpful for new machines with which field
engineers have not yet become familiar. For example, the
reliability information can be used to 1dentify the most likely
predictive solutions for a given fault, and specific repairs to
correct the fault. If a machine exhibited a particular failure
mode, statistical information and/or confidence levels 1den-
tifying the module components that were replaced 1s also
maintained. For a statistical example, 1if 90 percent of the
occurrences of a specific fault were corrected by replacing
clement A, 7 percent were corrected by replacing element B,
and 3 percent of the faults were corrected by replacing,
clement C, there 1s a very high likelihood that subsequent
occurrences of this fault will likely be corrected by replacing
clement A. At least that should be the field engineer’s first
repair choice. According to the teachings of one embodi-
ment of the present mvention, the field engineer 12 has
access to this statistical information and therefore can
quickly and confidently replace element A, with a high
likelihood that the fault will be corrected. If the repair
solution solves the problem, then the statistical information
and/or confidence levels can be dynamically updated. This
database of fault resolution information 1s created at the
repair center 18 and provided to the on-line center 16 via a
communications link, such as an Internet web link. Once this
information 1s transferred to the on-line center 16, 1t 1s

accessible to the field engineer 12 as previously discussed.

The design engineer 20 also has access to the machine
repalr information stored at the on-line center 16. For
example, the 1nformation can include statistics for each
machine failure. Data such as the mean time between
failures, the average number of failures 1mn a given time
interval, the relationship between failures and ambient con-
ditions (for example, the ambient temperature), the most
likely components to fail, and the symptoms exhibited by
specific faults, can be valuable mformation for the design
engineer 20. In the course of creating new machine designs
or modifying existing machine designs, the design engineer
20 can use the machine repair information to conduct
reliability studies, for yield prediction analyses, to select
machine components, and to predict yield and reliability of
new systems.

FIG. 2 illustrates an exemplary process utilized by the
field engineer 12. The process begins at a step 30 where the
field engineer 12 enters fault symptoms and any other
desired information (such as date and time, for example) into
a portable unit, such as a laptop computer or a personal
digital assistant, and at a step 32, wherein the entered
information 1s supplied to a web-based expert system for
analyzing the field problem. In one embodiment, entry and
analysis access steps 30 and 32 can be combined 1nto one
retrieval step 31 with field analysis queries, for example, as
discussed below with respect to FIG. 4. This input 1is
provided via the Internet as discussed 1n conjunction with
FIG. 1. In one embodiment, the analysis process carried out
at the step 32 1s siumilar to a troubleshooting guide 1n an auto
repalr manual. As problem symptoms are entered, the expert
system deduces the most likely root cause or causes of the
problem. Then, as additional symptoms are 1dentified the list
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of root causes narrows until the most likely root cause 1s
identified. As 1s well known 1n the art, there are several tools
and techniques available for identifying root causes, includ-
ing case-based reasoning approaches and artificial intelli-
gence techniques.

If the problem was successiully 1dentified at the step 34,
at a step 36 the fault root cause 1s automatically returned to
the field engineer 12, and, i1f necessary, the necessary
replacement parts or components are requested from the
parts supply store 38. Also, a knowledge base 40 (which
includes machine diagnostics solutions and at least one
database such as a component defect database 41, for
example) is automatically updated with the results of the
fault resolution. For example, the knowledge base 40 may
contain information as to the mean time between failure for
the machine or 1ts components. The reliability and accuracy
of this information continues to increase as root cause
problems are 1dentified and added to the knowledge base 40
during the machine’s life cycle. Data within the knowledge
base 40 1s also used to produce a reliability growth curve
such as a Duane plot or Crow-AMSAA model, which are
well known 1n the reliability art. The expert system, which
1s a part of the knowledge base 40, can also be upgraded as
more machine experiences becomes available.

Returning to the step 34, if the problem was not success-
fully idenfified, the process moves to a step 42 where
possible fault causes are identified using field machine
failure data. The data consulted at the step 42 includes fault
tree and failure mode effects analysis prepared during the
design process, as augmented by the resolution of subse-
quent field failures to make the prediction/estimation pro-
cess assoclated with the step 42 more accurate. The use of
a fault tree or failure mode effects analysis 1s especially
valuable during the early life cycle of the machine, as little
actual fault data 1s available at that time. A decision step 44
asks whether the problem has been successfully identified. If
the answer 1s affirmative, processing moves to the step 36
that was discussed above. If the problem has not been
successtully resolved at the decision step 44, processing
moves to a step 46 where a return code 1s automatically
generated by the on-line center 16. To this point, the search
path or diagnostic procedure performed by the field engineer
12 has been saved for later use at the repair center as
discussed below. Because the field engineer’s diagnostic
steps are retained, she 1s no longer required to write a
detailed account of the diagnostic steps undertaken before
the malfunctioning machine or machine part 1s returned to
the repair center. Generally, this 1s a laborious and time
consuming task for the field engineer. The faulty machine or
machine part 1s then returned to the repair center 18 at a step
50. At the repair center, more sophisticated diagnostic tools
and software, which are not available to the field engineer
12, are used to diagnose and then repair the machine. The
return code 1s associated with the fault symptoms entered by
the field engineer 12 and the search or diagnostic path
performed by the field engineer 12, which will help reduce
the diagnosis and repair effort at the repair center 18. The
repair center process 1s discussed below 1n conjunction with

FIG. 3.

FIG. 3 1llustrates an exemplary repair process undertaken
at the repair center 18. The field engineer 12 has been unable
to diagnose the failure, has returned at least a part of the
machine to the repair center 18, and has obtained a return
code as discussed 1n conjunction with FIG. 2. At the repair
center 18, a repair technician obtains the defective part to
which a return code has been assigned, as shown at a step 51.
At a step 52, the repair technician retrieves the return code,
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which 1s associated with the fault symptoms entered by the
field engineer 12 as well as the diagnostic or search path.
The repair technician can analyze and verily the search path
executed by the field engineer 12 (see a step 54) and use the
scarch path 1n the subsequent fault analysis. Using the repair
tools available at the repair center, a detailed analysis 1s
performed on the defect, as shown at a step 56. That analysis
continues until the root cause of the failure 1s determined, as

represented by a decision step 58. If 1t has not, processing
continues back to the step 56 where additional analysis 1s
conducted. If the root cause has been detected, processing
moves to a step 60 where the part or machine 1s repaired.
The repaired part or machine i1s then moved to the supply
store 38 or returned to the machine site for later use, as
illustrated at a step 61. Following the repair step 60, an
analysis 1s undertaken of the field engineer’s search path to
determine how and where that search path can be augmented
to 1include information related to the current fault and 1ts root
cause. In an exemplary embodiment, the expert system, and
the case-based reasoning and artificial intelligence tools
referred to above, which drive the field engineer’s diagnosis
scarch path, are modified so that subsequent identical or
related machine problems will more quickly converge to the
correct fault diagnosis, without intervention from the repair
center 18. This process of updating the field engineer’s
scarch path 1s 1llustrated by a step 62 1n FIG. 3. These
revisions are stored at the on-line center 16.

Also following the repair step 60, information describing
the defects 1n the parts/components 1s stored at the on-line
center 16 for updating the fault statistics for later use by
machine design engineers and field engineers. This process
1s 1llustrated at a step 64.

FIG. 4 depicts an exemplary process operative at the
on-line center 16. As discussed in conjunction with FIGS. 2
and 3, information 1s sent to the on-line center 16 by the field
engineer 12 and by the repair center 18. The on-line center
16 tracks the search path undertaken by the field engineer
12, as represented by a step 70. This search path includes the
expert systems or other fault prediction tools available at the
on-line center for use by field engineers. At a step 72, the
scarch path 1s associated with a return code, for later
retrieval at the repair center 18, as discussed above. At a step
74, the on-line center 16 tracks individual components and
parts and the defects experienced. Statistical failure analysis
can be performed (see a step 76) to improve the reliability
of the statistical fault database.

In one embodiment, the analysis tool of the on-line center
obtains fault symptoms and any other appropriate 1nforma-
tion by querying the field engineer. In this embodiment, the
scarch path then includes both the queries and the field
engineer responses. At a step 78, the search path may be
analyzed so that it too can be modified (see a step 79) with
information concerning the present fault and its resolution.

The present invention thus includes a variety of embodi-
ment options to overcome the disadvantages discussed
above 1n the Background. Allowing the field engineer real
time access to general and machine specific technical and
design documentation heretofore not available at the field
site 1s useful to assist the field engineer with the diagnosis
and repair. Also, the diagnostic steps executed by the field
engineer can be automatically tracked and maintained for
later analysis at the repair center 1n the event the field
engineer 1s unable to correct the fault and therefore must
send the malfunctioning part to the repair center. The result
1s reduction 1n machine down time experienced by the
customer. Even 1f the machine requires repair at the repair
center, personnel at the repair center can more quickly
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conduct the repair by utilizing the diagnostic approach
undertaken by the field engineer as a starting point. Field
repalr data can be stored 1n an information repository for
later use by design engineers so that the quality and reli-
ability of the machine can be improved. Further, the present
invention can be used for dynamically updating the infor-
mation repository with machine design changes and their
implementation date so that the field engineer has immediate
access to the most current machine information, making the
diagnosis process casier and reducing the likelihood of
unnecessary and futile repairs.

While the invention has been described with reference to
a preferred embodiment, 1t will be understood by those
skilled 1n the art that various changes may be made and
equivalent elements may be substituted for elements and
steps thereof without departing from the scope of the inven-
tion. In addition, modifications may be made to adapt a
particular situation more material to the teachings of the
invention without departing from the essential scope thereof.
Therefore, 1t 1s intended that the invention not be limited to
the particular embodiment disclosed as the best mode con-
templated for carrying out this invention, but that the inven-
tion will include all embodiments falling within the scope of
the appended claims.

What 1s claimed 1s:

1. A method for use by a field engineer for analyzing a
fault condition on a machine located at a machine site,
comprising:

at the machine site, providing information to an analysis

tool for the analyzing the fault, wherein the information
1s provided by the field engineer as queried by the
analysis tool, and wherein a plurality of individual
queries and field engineer responses constitute a search
path;

if the analysis tool determines the probable cause of the
fault, repairing the machine at the machine site based
thereon;

the analysis 1s tool unable to determine the probable
cause of the fault, assigning a return code, transmitting
the search path and the return code to a repair center,
and moving at least a part of the machine to the repair
center,

analyzing the search path; and

using the search path analysis to modily the analysis tool
to improve the probability that future use of the analy-
sis tool will converge to the correct fault solution.

2. The method of claam 1 wheremn the analysis tool
attempts to determine a probable cause of the fault by using
an expert system for receiving fault symptoms and for
providing a fault root cause.

3. The method of claim 1 where the analysis tool attempts
to determine a probable cause of the fault by using a fault
free associating a plurality root causes with a probability
measure that a root cause will resolve the fault.

4. The method of claim 1 further comprising,

at the repair center:

performing a detailed analysis of the at least a part of the
machine to identify the root cause using information
available 1n the search path; and

repalring the at least a part of the machine.

5. The method of claim 1 wherein the analysis tool 1s
located at a site remote from the machine.

6. A method for use by a field engineer for analyzing a
fault condition on a machine located at a machine site,
comprising;

at the machine site, providing information to an analysis

tool for analyzing the fault, wherein the information 1s

it
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provided by the field engineer as queried by the analy-
sis tool, and wherein a plurality of individual queries
and field engineer responses constitute a search path;

if the analysis tool determines the probable cause of the
fault, repairing the machine at the machine site based
thereon;

the analysis tool 1s unable to determine the probable
cause of the fault, assigning a return code, transmitting
the search path and the return code to a repair center,
and moving at least a part of the machine to repair
center; and

computing statistical failure analysis data based on the
fault.

7. A system for analyzing a fault condition on a machine,
comprising:

an on-line center for receiving fault symptoms for a field
engineer at a machine site, for analyzing the fault
symptoms using an analysis tool, for returning probable
fault cause information if obtainable, and for assigning,
a return code associlated with the fault symptoms 1f
fault cause information 1s not obtainable, wherein the
on-line center 1s adapted to generate queries to receive
the fault symptoms and where a plurality of queries and
respective responses constitute a search path;

a repair center for, if fault cause information 1s not
obtainable, receiving at least a part of the machine, the
return code, and the search path and using the return
code and the search path for further analysis; wherein
the analysis tool 1s adapted to analyze the search path
and use the search path analysis to modify the analysis
tool to 1improve the probability that future use of the
analysis tool will converge to correct fault solution.

8. The system of claim 7 wherein the on-line center
includes an expert system for receiving fault symptoms and
for providing probable fault cause information.

9. The system of claim 7 wherein the on-line center
includes a fault tree associating a plurality of fault root
causes with a probability measure that a specified cause will
resolve the fault.

10. The system of claim 7 wherein the on-line center 1s
augmented with information concerning the fault and a root
cause thereof after the further fault analysis.

11. The system of claim 7 wherein the on-line center 1s
adapted to use an analysis of the search path to improve
future query generations.

12. A system for analyzing a fault condition on a machine,
comprising;

an on-line center for receiving fault symptoms from a
field engineer at a machine site, for analyzing the fault
symptoms using an analysis tool, for returning probable
fault cause information 1f obtainable, and for assigning,
a return code associated with the fault symptoms 1f
fault cause information 1s not obtainable, wherein the
on-line center 1s adapted to generate queries to receive
the fault symptoms and wherein a plurality of queries
and respective responses constitute a search path;

a repair center for, if fault cause information 1s not
obtainable, receiving at least a part of the machine, the
return code, and the search path and using the return
code and the search path for further fault analysis;
wherein the analysis tool 1s adapted to compute statis-
tical failure analysis data based on the fault.

13. A system for use by a field engineer for analyzing a
fault condition on a machine located at a machine site,
comprising:

at the machine site, means for identifying fault symptoms
at the machine site;

if
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means for automatically providing a fault analysis of
the fault analysis of the fault symptoms including a
probable cause of the fault from the fault symptoms,
wherein the fault providing analysis means are
adapted to generate queries to receive the fault
symptoms and wherein a plurality of queries and
respective responses constitute a search path;

means for, when the fault analysis providing means are
successful, automatically providing machine site repair
mstructions;
means for, when the fault analysis providing means are
not successiul assigning a return code and transmit-
ting the search path and the return code to a repair
center,
wherein the fault providing analysis means are further
adapted to analyze the search path and use the search
path analysis to modify the analysis tool to 1mprove
the probability that the future use of the analysis tool
will converge to the correct fault solution.
14. The system of claim 13 where the fault analysis
providing means a situated remotely from the machine sit.
15. The system of claim 13 where the fault analysis
providing means 1s adapted to use an analysis of the search
path to improve future query generations.
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16. A system for use by a field engineer for analyzing a
fault condition on a machine located at a machine site,
comprising:

at the machine site, means for identifying fault symptoms

at the machine site;
means for automatically providing a fault analysis of

the fault symptoms including a probable cause of the
fault from the fault symptoms, wherein the fault
providing analysis means are adapted to generate
queries to receive the fault symptoms and wherein a
plurality of queries and respective responses consti-
tute a search path;

means for, when the fault analysis providing means are

successiul, automatically providing machine site
repair instructions;

means for, when the fault analysis providing means are

not successiul assigning a return code and transmit-
ting the search path and the return code to a repair
center; wherein the fault providing analysis means

are adapted to compute statistical failure analysis
data based on the fault.
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