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CONTENT ROUTING

FIELD OF THE INVENTION

This mvention relates generally to computer system net-
working and, more particularly, to routing methods and
apparatuses for routing network connections based on the
data to be transferred during the network connection.

BACKGROUND OF THE INVENTION

Web caches, the Internet equivalent of the caches built
Into microprocessors today, store copies of documents the
caches expect will be requested soon. Web caches are useful
for three main reasons. First, they alleviate Internet hot spots
by reducing the load seen by busy servers and increasing the
availability of popular documents. Second, they bring docu-
ments closer to the clients accessing them, thereby reducing
the latency component of download time. Third, by reducing
the number of times duplicate data i1s sent over network
links, web caches reduce network bandwidth utilization.
Cache location often determines which of these benefits 1s
most 1important to the cache provider or owner. For caches
connected to 1nexpensive high capacity networks, latency 1s
the most critical measure of caching effectiveness. For
caches connected to expensive transoceanic connections,
reducing bandwidth 1s most important.

Evidence of the benefits of web caching can be seen in the
performance statistics of currently deployed caches. Hit
rates of up to 50% (and byte hit rates of up to 35%) have
been reported. While this shows a clear benefit in terms of
bandwidth savings, this single 1mprovement 1s not enough.
Cable modems and Asynchronous Digital Subscriber Line
(ADSL) have created a market for fast, large caches that are
also capable of increasingly better throughput and lower
latency. Under the very best conditions these modem high-
end caches can currently handle 60 megabits per second
(Mb/s) and the minimum latency they induce is 20 milli-
seconds (ms).

An 1ncreasingly popular way of improving the perfor-
mance of a web cache 1s to leverage the contents of other
caches. By servicing each other’s misses, a group of coop-
erating caches can increase the overall cache hit rate
observed by their clients. Since reducing latency is also
critical, a key challenge for such distributed web caching 1s
the design of an efficient method of forwarding web requests
through a number of caches.

A cache mesh 1s an interconnected group of caches that
works together to form a very large disk capacity (multi-
terabyte) distributed cache. FIG. 1 shows an example of a
subset of a cache mesh set up by UNINETT (the national
research network of Norway). Cache meshes are most
commonly deployed in regions separated from the bulk of
the Internet by long-haul links, their purpose being to reduce
the bandwidth usage across these expensive links. A cache
mesh 1s formed by manually configuring a region of caches
into an overlay network. Neighboring caches 1n this
network, or mesh, exchange information about their contents
using a specialized protocol, typically ICP (Internet Cache
Protocol). This content information is then used to determine
where to forward requests for documents that are not present
locally. An effort 1s made to search a number of caches in the
mesh before forwarding a request out over the long-haul
link. This policy helps cache meshes accomplish their chiet
ogoal of reducing long-haul bandwidth. Despite this benefit,
however, cache meshes remain hard to manage because of
the difficulties of manual configuration.
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Another option 1s to organize caches 1nto transparent
hierarchies. Using Web Cache Communication Protocol
(WCCP) or a layer 4 switch, a web cache is installed at any
network location to transparently intercept and service all
web requests passing through that point. On a cache miss,
the cache obtains the desired document by sending out a
request addressed to the document’s home server, causing
this request to be picked up by the next upstream cache. So,
in effect, each request travels up a hierarchy of caches rooted
at the requested document’s home server. Since caches do
not need to know about each other 1n order to cooperate, a
transparent web mesh can be created without any of the
administrative work normally associated with cache meshes.

Although transparent hierarchies eliminate the problem of
cache mesh management, they are not the final solution.
Like cache meshes, transparent hierarchies suffer from the
problem of long latency imposed by chains of TCP
(Transmission Control Protocol) connections. Each cache
between the client and the request’s final destination must
establish a TCP session with the requesting client or cache,
read the request (URL), and then either service the request
or create another TCP session with an upstream device. This
results 1n the data travelling back to the client through a
chain of TCP connections. For example, FIG. 2 shows a
client 502 requesting a web document from server 508.
Transparent caches 504, 506, and others are located on the
network path between the client and the server. If none of
these caches has the requested data, the client must establish
a connection with cache 504 to request the data, cache 504
must establish a connection with cache 506 to request the
data, cache 506 must do the same with the next cache, and
so on until the request reaches the server 508.

Not only do all these individual requests for the data hurt
end-to-end reliability by mtroducing many single points of
failure i1nto the connection, but performance of the data
transfer suflers because packets are effectively being for-
warded through multiple slow transport-layer devices
instead of only through faster IP routers. Each TCP endpoint
in the chain significantly increases network latency, an
increasingly important component of download time. The
situation 1s especially unfortunate for the growing percent-
age of Web traflic that 1s not cacheable at all. In this case,
users see mcreased browsing delay with no benefit.

The problem only worsens as caches are more widely
deployed, increasing the size of cache meshes/networks. For
example, a typical network path may contain 10-20 hops. It
a caching device were to exist at each hop and each device
added a minimal 20 ms, the latency induced would be at
least 360 ms for an 18 hop path. This 1s far greater than the

time (about 100 ms) it would take to communicate directly
with the server.

TCP chaining also exacerbates the already challenging
problem of provisioning upstream caches located 1n or at the
cdge of the Internet backbone. Because such caches have to
be able to keep up with the high speed/bandwidth links on
which they sit, they have to be large and fast. This means
that they are very expensive and physically large, requiring
large amounts of expensive rack space. With TCP chaining
in use, these caches would have to be TCP-level forwarders
for every Web flow passing through. Not only 1s this
unacceptable because of the latency 1ssues discussed above,
but no current caching solution/device could possibly do this
fast enough to keep up with the OC3 and greater speeds of
modern backbones.

Thus a need remains for a more efficient mechanism for
forwarding web requests to different network elements.
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SUMMARY OF THE INVENTION

The 1nvention routes data requests based on their content.
The client requesting the data sends a heads up packet
(HUP) just before sending a setup packet requesting the
network connection. The HUP 1dentifies the data the client
1s requesting. A properly-equipped proxy device decodes the
HUP and routes the setup packet according to the requested
data. If the proxy device 1s aware of a network cache with
the requested data, the proxy device forwards the setup and
heads up packets to that cache. Otherwise, the proxy device
forwards the setup and heads up packets 1n the direction of
the server from which the client made the request.

HUPs are imtroduced without otherwise affecting the
functionality of an network. It 1s 1mportant that a proxy
device not equipped to decode HUPs not attempt to establish
a connection with the client based on receipt of a HUP. The
HUP 1s structured so that an unequipped proxy device will
ignore the HUP. In a preferred embodiment, the HUP has a
port and a reset flag setting that cause an unequipped proxy
device to drop the HUP and prevent the proxy device from
requesting the client to re-send the packet.

HUPs are matched to theirr setup packets. The HUP
includes an identifier corresponding with an identifier in a
setup packet. If a proxy device receives a HUP without
receiving the matching setup packet, the proxy device can
drop the HUP and wait for the client to re-send the setup and
heads up packets. In a preferred embodiment over a TCP/IP
network, the HUP uses the destination address, source
address, destination port, and sequence number as the 1den-
fifier for matching with the setup packet.

Setup packets can also be matched to their HUPs. The
setup packet mcludes some 1dentifier associating the setup
packet to a HUP. If a proxy device receives a setup packet
without receiving the matching HUP, the proxy device can
choose to drop the setup packet and wait for the client to
re-send the setup and heads up packets. Alternatively, the
proxy device can process the setup packet as 1if no HUP 1s
forthcoming.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows an example of a cache mesh.

FIG. 2 shows an example of a hierarchical cache.

FIG. 3 shows a user connected to the Internet.

FIG. 4 shows a flowchart of how a client and server
establish a connection 1n the prior art.

FIG. 5 shows a flowchart of how a client and server
establish a connection 1n the invention.

FIG. 6 shows the structure of a TCP packet header.

FIG. 7 shows what happens when a proxy forwards a
setup packet to a web cache rather than the requested server.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

FIG. 3 shows a typical user making a data request over the
Internet. The user works on a computer 202 that 1s connected
to a server 204. The server 204 is connected to the Internet
206. Other servers 208, 210, and 212 are among the other
hosts attached to the Internet 206. When computer 202
requests data from destination server 208, the flowchart of
FIG. 4 shows the steps involved in establishing the connec-
fion 1n the prior art. At step 305, the client sends a setup
packet to the destination server. This setup packet requests
a connection with the server. At step 310, the setup packet
1s passed node by node over the Internet until it reaches the
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destination server. When the server finally receives the setup
packet at step 315, the server acknowledges the setup
packet. The acknowledgement 1s then passed back to the
client over the Internet at step 320. When the client receives
the acknowledgement at step 325, the connection 1s estab-
lished. The client then requests data and the server provides
data 1n step 330 over the established connection.

Returning to FIG. 3, the server 204 and all other servers
connecting computer 202 and destination server 208 merely
act as funnels, passing the packets between the computers.
No effort 1s made to more efficiently find the requested data.
For example, server 212 may include a web cache contain-
ing a copy of the data requested by computer 202 (for
example, server 212 is a mirror to server 208). Server 204
currently cannot redirect the data request to the closer server
212 containing the same requested data.

The invention uses a heads up packet (HUP). FIG. §
shows how a connection 1s established using HUPs. In step
605, the client sends a HUP. The HUP describes the data the
client desires. In step 610, the client sends a setup packet.
The setup packet requests a connection with the destination
server. Note that the HUP 1s sent before the setup packet.
This helps to ensure that the HUP arrives at an intermediary
server before the setup packet, helping the imtermediary
server route the setup packet promptly. In step 615, the
server checks to see the setup packet has reached its desti-
nation. Assuming 1t has not, at step 620, the intermediary
server that has received the setup and heads up packets
decodes the HUP to determine what data the client has
requested. At step 625, the server determines if 1t knows of
a cache storing the desired data. If not, then at step 630 the
intermediary server forwards the setup and HUP in the
direction of the destination. Otherwise, at step 635 the
intermediary server changes the destination of the setup and
heads up packets towards the nearer source and forwards the
packets. Control then returns to step 6135.

In step 625, there 1s an implied requirement that an
intermediary server have knowledge about the documents
stored 1n nearby caches. One example of a simple way the
intermediary server collects information about the contents
of nearby caches 1s as follows: Assume a server A contains
a cache and forwards a document from that cache to a
neighboring server B known to have a cache. If server A then
removes that document from 1ts cache, server A can forward
requests for that document to server B. Server B may request
the document from server A sometime 1n the future. This 1s
an 1ndication to server A that server B no longer has the
document 1n cache. Accordingly, server A then no longer
forwards the requests to server B. There are many other
ways that the intermediary server can track the contents of
nearby caches that go beyond the scope of this invention.

FIG. 7 shows how the flowchart of FIG. 5 operates. In
FIG. 7, client 802 sends a HUP 812 and a setup packet 814
toward server 804. Server 804 1s the server from which
client 802 requests the data. Proxy 806, an example of a
content routing device and acting as an intermediary server,
receives the HUP 812 and the setup packet 814. After
decoding HUP 812, proxy 806 has three choices. If proxy
806 does not know of a cache closer to server 802 which
contains the requested data, proxy 806 forwards HUP 812
and setup packet 814 toward server 804. In this case, when
the HUP 812 and setup packet 814 eventually reach server
804, server 804 accepts the packets and 1ssues an acknowl-
cdgment 822 to client 802. If proxy 806 knows of a cache
closer to client 802 which contains the requested data (for
example, cache 808), proxy 806 changes the HUP 812 and

setup packet 814 to request the data from cache 808. Proxy
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806 then forwards the changed HUP 816 and changed setup
packet 818 toward cache 808. In this case, when cache 808
receives the changed HUP 816 and changed setup packet
818, cache 808 accepts the packets and 1ssues an acknowl-
cdgment 820 to client 802. As a third choice, if proxy 806
1s also a web cache and happens to contain the requested
data, proxy 806 can 1itself accept the HUP 812 and setup
packet 814 and i1ssue an acknowledgement back to client
802. This case effectively combines proxy 806 and cache

808 of FIG. 7 into one network element.

In a preferred embodiment, the setup and heads up
packets are implemented 1n a TCP/IP network. However, the
invention 1s applicable to any packet-based network. In such
a network, the setup packet 1s commonly referred to as a
SYN packet because its synchronize flag 1s set. The header
structure of a TCP packet 1s shown 1n FIG. 6. Some fields
contained 1 the TCP header are the source address 700,
destination address 701, source port 702, the destination port
704, and the flags 708. The header for the setup packet and
associlated HUP are identified by the same source address
700, destination address 701, destination port 704, and
sequence number 706. Source address 700 and destination
address 701 indicate the client and desired server, respec-
tively. Source port 702 and destination port 704 indicate the
desired ports within the client and server, respectively.
Sequence number 706 1s an 1dentifying number associated
with the packet (in general, each packet on the Internet
receives its own sequence number). Flags 708 indicate
special conditions about a packet.

It 1s 1important that content routing operate within the
context of the Internet as 1t exists today. In another aspect of
the nvention, an mntermediary server not equipped to decode
HUPs continues to operate after recerving a HUP. Such an
intermediary server drops the HUP and does not consider 1t
part of an existing connection. To achieve this goal 1n a TCP
network, the HUP source port 702 1s set to 0 and the reset
flag 708 1s set to 1. Setting the source port 702 to O
cguarantees that the HUP will not match any existing data
stream, and setting the reset flag ensures that the interme-
diary server will not respond to the HUP.

It 1s important that the heads up packet be quickly
decoded. In a third aspect of the invention, the HUP 1s given
a very small payload size. This ensures that an intermediary
server does not wait for a long time to receive the HUP. A
small payload also helps to prevent the HUP from being
fragmented en route to the intermediate server. If the HUP
has a total size smaller than the minimum packet size at
which packets can be fragmented, the HUP will always
remain 1ntact.

It 1s important that the client be able to accept an acknowl-
edgement from a server other than the server from which the
client originally requested data. In another aspect of the
invention, the client 802 1s modified to accept an acknowl-
cdgement from a server other than that requested. For
example, 1n FIG. 7, assume client 802 sends a HUP 812 and
a setup packet 814 requesting a connection with the server
804. The proxy 806 receives the HUP 812 and the setup
packet 814. Proxy 806 decodes the HUP 812, and 1n doing
so recognizes that cache 808 has the requested data and 1s
closer to the client 802 than the server 804 from which client
802 originally requested the data. Proxy 806 then changes
the HUP 816 and the setup packet 818 to request the
information from cache 808 and forwards the changed setup
and heads up packets to cache 808. Cache 808 receives
changed HUP 816 and changed setup packet 818. Cache 808
recognizes that the communication request 1s with 1itself, and
sends the client 802 an acknowledgement 820. Unless client
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802 1s prepared to accept the acknowledgement 820 from
cache 808 1nstead of server 804, client 802 will not receive
the requested data. Because client 802 1ssued a HUP, 1t must
have been prepared to accept the acknowledgement 820
from a network device other than device identified in the
original data request, such as cache 808.

Client 802 may not be configured to accept the acknowl-
cdgement 820 from servers other than the original destina-
tion server 804. Client 802 then does not send out the HUP
812. Without HUP 812, proxy 806 does not forward the HUP

812 and setup packet 814 to servers other than server 804.
Accordingly, an acknowledgement 820 1s not returned from
another server 804.

If proxy 806 1s not equipped to decode HUP 812, then
proxy 806 should drop HUP 812 and forwarded setup packet
814 alone to server 804.

The intermediary server may receive the HUP but not
receive a corresponding setup packet. Thus, 1n another
aspect of the invention, the HUP 1s kept for a period of time
that depends on receiving an associated setup packet. If the
intermediary server does not receive the matching setup
packet within some period of time after receiving the HUP,
the intermediary server drops the HUP. There 1s no concern
about dropping the HUP because client resends another HUP
when the setup packet 1s resent. In a TCP/IP network, the
HUP 1s bound to the setup packet by including the same
source address, destination address, destination port, and
sequence number of the setup packet.

There 1s also the possibility that a HUP may be lost. If a
setup packet 1s received but not a matching HUP, the
intermediary server cannot take advantage of content rout-
ing. When a setup packet 1s received that indicate an
associated HUP, the intermediary server drops the setup
packet and waits for the client to re-transmit. Because the
setup packet contains an indication that there 1s a matching
HUP, the mntermediary server has the option of dropping the
setup packet if the HUP does not arrive. Thus, the interme-
diary server can possible wait for another setup packet and
assoclated HUP that enable faster data access than possible
from the original destination server identified 1n the original
setup packet.

Aside from reducing latency and demands on bandwidth
by effectively using web caching, using HUPs has potential
in other contexts as well. For example, HUPs may be useful
in connection with mobile computing on the Internet
(avoiding or minimizing the problem of tunneling). HUPs
may also be allow for more efficient web traffic not through
using a nearby web cache but in finding a less direct route
to the destination server through a connection with greater
available bandwidth.

Having 1illustrated and described the principles of our
invention 1 a preferred embodiment thereot, 1t should be
readily apparent to those skilled in the art that the invention
can be modified in arrangement and detail without departing
from such principles. We claim all modifications coming
within the spirit and scope of the accompanying claims.

We claim:

1. A system for routing packets based on data content, the
system comprising:

a client sending a heads up packet prior to establishing a
connection for transferring data, the heads up packet
identifying the data to be transferred over the connec-
tion; and

a content routing device receiving and decoding the heads
up packet before the connection with the client 1s
established and routing the connection according to the
identified data in the heads up packet.
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2. A system according to claim 1 wherein:

the client sends an associated setup packet to establish the
connection after the heads up packet;

the heads up packet identifies the associated setup packet;
and

the content routing device routes the associated setup
packet according to the identified data 1n the heads up
packet.

3. A system according to claim 2 wherein the content
routing device reroutes the heads up packet and the associ-
ated setup packet to a network device having a cache
containing the identified data in the heads up packet without
the content routing device ever establishing a connection
with the client.

4. A system according to claim 2 wherein the content
routing device forwards the heads up packet and the asso-
clated setup packet to another content routing device closer
to a destination server to establish the connection when there
1s no other content routing device containing the identified
data 1n the heads up packet.

5. A system according to claim 2 wherein the content
routing device accepts the associated setup packet and then
sends another heads up packet and another associated setup
packet to another content routing device requesting the data
for the client.

6. A system according to claim 2 wherein the connection
1s established by the content routing device sending an
acceptance of the associated setup packet to the client and
the client acknowledging the acceptance of the associated
setup packet back to the content routing device.

7. A system for routing packets based on data content, the
system comprising:

a client sending a heads up packet prior to establishing a
connection for transferring data and an associated setup
packet to establish the connection after the heads up
packet, the heads up packet 1dentifying the data to be
transferred over the connection and i1dentifying the
assoclated setup packet; and

a content routing device recerving and decoding the heads
up packet before the connection with the client 1s
established and routing the connection according to the
identified data in the heads up packet, the content
routing device routing the associated setup packet
according to the i1dentified data 1n the heads up packet
and dropping the heads up packet if the content routing,
device does not receive the associated setup packet.

8. A system according to claim 2 wherein the associated

setup packet includes an association to the heads up packet.

9. A system for routing packets based on data content, the

system comprising:

a client sending a heads up packet prior to establishing a
connection for transferring data and an associated setup
packet to establish the connection after the heads up
packet, the heads up packet 1dentifying the data to be
transferred over the connection and identifying the
assoclated setup packet and the associated setup packet
includes an association to the heads up packet; and

a content routing device recerving and decoding the heads
up packet before the connection with the client 1s
established and routing the connection according to the
identified data in the heads up packet, the content
routing device routing the associated setup packet
according to the identified data 1n the heads up packet
and dropping the associated setup packet if the content
routing device does not receive the associated heads up
packet.
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10. A system according to claim 2 wherein the associated
setup packet 1s a TCP/IP packet that sets up the connection
as a TCP connection.

11. A system for routing packets based on data content, the
system comprising:

a client sending a heads up packet prior to establishing a
connection for transferring data and an associated setup
packet to establish the connection after the heads up
packet, the heads up packet identifying the data to be
transferred over the connection and identifying the
assoclated setup packet and the associated setup packet
being a TCP/IP packet that sets up the connection as a
TCP connection, the heads up packet and the associated
setup packet having a same destination address, source
address, destination port and sequence number; and

a content routing device receiving and decoding the heads
up packet before the connection with the client 1s
established and routing the connection according to the
identified data in the heads up packet, the content
routing device routing the associated setup packet
according to the i1dentified data 1n the heads up packet
and dropping the associated setup packet if the content
routing device does not receive the associated heads up
packet.

12. A system for routing packets based on data content,

the system comprising:

a client sending a heads up packet prior to establishing a
connection for transferring data and an associated setup
packet to establish the connection after the heads up
packet, the heads up packet 1dentifying the data to be
transferred over the connection and identifying the
associated setup packet and the associated setup packet
being a TCP/IP packet that sets up the connection as a
TCP connection, the heads up packet includes a source
port and reset flag set that prevents the content routing
device from establishing a second connection with the
client based on the heads up packet; and

a content routing device receiving and decoding the heads
up packet before the connection with the client is
established and routing the connection according to the
identified data in the heads up packet, the content
routing device routing the associated setup packet
according to the identified data 1n the heads up packet
and dropping the associated setup packet if the content
routing device does not receive the associated heads up
packet.

13. A system according to claim 12 wherein the source
port of the heads up packet 1s set to 0 and the reset flag of
the heads up packet 1s set to 1.

14. A system according to claim 1 wherein the content
routing device drops the heads up packet if the content
routing device 1s not configured to decode the heads up
packet.

15. A system according to claim 1 wherein the content
routing device routes the connection according to the 1den-
tified data 1n the heads up packet and available capacity of
network devices.

16. A content routing device, comprising:

an mput recewving a heads up packet and an associated
setup packet, the heads up packet 1identitying data to be
transferred over a network connection and identifying
the associated setup packet, and the associated setup
packet used for setting up the network connection; and

a processor decoding the heads up packet prior to estab-
lishing the network connection, the processor routing
the associated setup packet for establishing the network
connection according to the identified data in the heads
up packet.
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17. A content routing device according to claim 16
wherein the processor reroutes the associated setup packet
and the heads up packet to a network device having a cache
containing the 1dentified data in the heads up packet without
the content routing device ever establishing a network
connection.

18. A content routing device according to claim 16
wherein the processor routes the associated setup packet and
the heads up packet to another content routing device closer
to a destination server to establish the network connection
when there 1s no other content routing device containing the
identified data in the heads up packet.

19. A content routing device according to claim 16
wherein the processor accepts the associated setup packet
and then sends another heads up packet and another asso-
clated setup packet to another content routing device
requesting the 1dentified data 1n the heads up packet.

20. A content routing device according to claim 16
wherein the processor sends an acceptance of the associated
setup packet.

21. A content routing device, comprising;:

an 1nput receiwving a heads up packet and an associated
setup packet, the heads up packet identifying data to be
transferred over a network connection and i1dentifying
the associated setup packet, and the associated setup
packet used for setting up the network connection; and

a processor decoding the heads up packet prior to estab-
lishing the network connection, the processor routing
the associated setup packet for establishing the network
connection according to the identified data 1n the heads
up packet, the processor dropping the heads up packet
if the processor does not receive the associated setup
packet.

22. A content routing device according to claim 16
wherein the associated setup packet includes an association
to the heads up packet.

23. A content routing device, comprising:

an 1nput receiwving a heads up packet and an associated
setup packet, the heads up packet identifying data to be
transferred over a network connection and i1dentifying
the associated setup packet, and the associated setup
packet used for setting up the network connection, the
associated setup packet including an association to the
heads up packet; and

a processor decoding the heads up packet prior to estab-
lishing the network connection, the processor routing
the associated setup packet for establishing the network
connection according to the identified data 1n the heads
up packet, the processor dropping the associated setup
packet it the processor does not receive the associated
heads up packet.

24. A content routing device according to claim 16
wherein the processor drops the heads up packet if the
processor 1s not configured to decode the heads up packet.

25. A content routing device according to claim 16
wherein the processor reroutes the network connection
according to the identified data 1n the heads up packet and
available capacity of network devices.

26. A content routing device according to claim 16
wherein the associated setup packet 1s a TCP/IP packet that
sets up the network connection as a TCP connection.

27. A content routing device, comprising:

an 1nput receiwving a heads up packet and an associated
setup packet, the heads up packet identifying data to be
transferred over a network connection and i1dentifying
the associated setup packet, and the associated setup
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packet used for setting up the network connection, the
assoclated setup packet being a TCP/IP packet that sets
up the network connection as a TCP connection, the
heads up packet and the associated setup packet having
a same destination address, source address, destination
port and sequence number; and

a processor decoding the heads up packet prior to estab-
lishing the network connection, the processor routing
the associated setup packet for establishing the network
connection according to the identified data 1n the heads
up packet.

28. A content routing device, comprising:

an mput recewving a heads up packet and an associated
setup packet, the heads up packet 1identitying data to be
transferred over a network connection and identifying
the associated setup packet, and the associated setup
packet used for setting up the network connection, the
heads up packet includes a source port and reset flag set
that prevents the content routing device from establish-
ing a connection based on the heads up packet; and

a processor decoding the heads up packet prior to estab-
lishing the network connection, the processor routing,
the associated setup packet for establishing the network
connection according to the 1identified data 1n the heads
up packet.

29. A content routing device according to claim 28
wherein the source port of the heads up packet1s set to 0 and
the reset flag of the heads up packet 1s set to 1.

30. A network element comprising:

an output outputting a heads up packet and an associated

setup packet, wherein:

the associated setup packet contains information for
establishing a network connection;

the heads up packet identifies data transmitted over the
network connection and identifies the associated
setup packet; and

the heads up packet enables routing of the associated
setup packet according to the identified data in the
heads up packet before establishing the network
connection.

31. A network element according to claim 30 further
including an input receiving an acceptance of the associated
setup packet from a different destination location other than
a destination location requested by the network element.

32. A network element according to claim 30 wherein the
associated setup packet includes an association to the heads
up packet.

33. A network element according to claim 30 wherein the
assoclated setup packet 1s a TCP/IP packet that sets up the
network connection as a TCP connection.

34. A network element comprising:

an output outputting a heads up packet and an associated

setup packet, wherein:

the associlated setup packet contains information for
establishing a network connection, the associated
setup packet bemng a TCP/IP packet that sets up the
network connection as a TCP connection;

the heads up packet identifies data transmitted over the
network connection and identifies the associated
setup packet, the heads up packet and the associated
setup packet having a same destination address,
source address, destination port and sequence num-
ber; and

the heads up packet enables routing of the associated
setup packet according to the identified data in the
heads up packet before establishing the network
connection.
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35. A network element comprising;

an output outputting a heads up packet and an associated
setup packet, wherein:
the associated setup packet contains information for
establishing a network connection, the associated
setup packet being a TCP/IP packet that sets up the
network connection as a TCP connection;
the heads up packet 1dentifies data transmitted over the
network connection and identifies the associated
setup packet, the heads up packet including a source
port and reset flag set that prevents establishment of

a connection based on the heads up packet; and

the heads up packet enables routing of the associated
setup packet according to the 1dentified data in the
heads up packet before establishing the network
connection.

36. A network element according to claim 35 wherein the
source port of the heads up packet 1s set to 0 and the reset
flag of the heads up packet 1s set to 1.

7. A method for routing packets to different network
clements, the method comprising;:

receiving a heads up packet from a client, the heads up
packet identifying data to be transferred over a network
connection and identifying a matching setup packet;

receiving the matching setup packet from the client used
for establishing the network connection;

decoding the identified data 1n the heads up packet;

selecting one of the network elements associated with the
identified data in the heads up packet;

rerouting the matching setup packet to the selected one of
the network elements prior to establishing a network
connection with the client, and

establishing the network connection between the client
and the selected network element using the rerouted
matching setup packet.

38. The method of claim 37, wherein selecting one of the
network elements includes selecting a network element that
1s most associated with the i1dentified data 1n the heads up
packet.

39. A method for routing packets to different network
clements, the method comprising;:

receiving a heads up packet from a client, the heads up
packet identifying data to be transferred over a network
connection and 1dentifying a matching setup packet;

receiving the matching setup packet from the client used
for establishing the network connection;

decoding the 1dentified data 1 the heads up packet;

selecting one of the network elements associated with the
identified data in the heads up packet;

rerouting the matching setup packet to the selected one of
the network elements prior to establishing a network
connection with the client, including rerouting the
heads up packet and the matching setup packet toward
a destination requested by the client when none of the
network elements 1s selected as associated with the
identified data in the heads up packet; and

establishing the network connection between the client
and the selected network element using the rerouted
matching setup packet.
40. A method for routing packets to different network
clements, the method comprising:

receiving a heads up packet from a client, the heads up
packet identifying data to be transferred over a network
connection and identifying a matching setup packet;

receiving the matching setup packet from the client used
for establishing the network connection;
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decoding the 1dentified data 1n the heads up packet;

selecting one of the network elements associated with the
identified data in the heads up packet;

rerouting the matching setup packet to the selected one of
the network elements prior to establishing a network
connection with the client, including accepting the
matching setup packet and sending a second heads up
packet and a second matching setup packet to request
the 1dentified data; and

establishing the network connection between the client
and the selected network element using the rerouted
matching setup packet.
41. A method for routing packets to different network
clements, the method comprising;:

receving a heads up packet from a client, the heads up
packet identifying data to be transferred over a network
connection and 1dentifying a matching setup packet;

receving the matching setup packet from the client used
for establishing the network connection;

decoding the 1dentified data in the heads up packet;

selecting one of the network elements associated with the
identified data in the heads up packet;

rerouting the matching setup packet to the selected one of
the network elements prior to establishing a network
connection with the client;

establishing the network connection between the client
and the selected network element using the rerouted
matching setup packet; and

dropping the heads up packet if the matching setup packet
1s not received.
42. The method of claim 37, wherein the matching setup
packet mcludes an association to the heads up packet.
43. A method for routing packets to different network
clements, the method comprising;:

receving a heads up packet from a client, the heads up
packet identifying data to be transferred over a network
connection and identifying a matching setup packet;

receiving the matching setup packet from the client used
for establishing the network connection, the matching
setup packet including an association to the heads up
packet;

decoding the 1dentified data in the heads up packet;

selecting one of the network elements associated with the
identified data in the heads up packet;

rerouting the matching setup packet to the selected one of
the network elements prior to establishing a network
connection with the client;

establishing the network connection between the client
and the selected network element using the rerouted
matching setup packet; and

dropping the matching setup packet if the associated

heads up packet 1s not received.

44. The method of claim 37 further comprising dropping,
the heads up packet if 1t cannot be decoded.

45. The method of claim 37 wherein the setup packet 1s a
TCP/IP packet that sets up the network connection as a TCP
connection.

46. A method for routing packets to different network
clements, the method comprising:

receiving a heads up packet from a client, the heads up
packet identifying data to be transferred over a network
connection and identifying a matching setup packet;

receiving the matching setup packet from the client used
for establishing the network connection, the setup
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packet being a TCP/IP packet that sets up the network
connection as a TCP connection, the heads up packet
and the matching setup packet having a same destina-
tion address, source address, destination port and
sequence number;

decoding the 1dentified data 1 the heads up packet;

selecting one of the network elements associated with the
identified data in the heads up packet;

rerouting the matching setup packet to the selected one of
the network elements prior to establishing a network
connection with the client, and

establishing the network connection between the client
and the selected network element using the rerouted
matching setup packet.

47. A method for routing packets to different network

clements, the method comprising;:

receiving a heads up packet from a client, the heads up
packet identifying data to be transferred over a network
connection and identifying a matching setup packet;

receiving the matching setup packet from the client used
for establishing the network connection, the setup
packet being a TCP/IP packet that sets up the network
connection as a TCP connection, the heads up packet
including a source port and a reset flag set that prevents
establishing a second network connection based on the
heads up packet;

decoding the identified data 1n the heads up packet;

selecting one of the network elements associated with the
identified data in the heads up packet;

rerouting the matching setup packet to the selected one of
the network elements prior to establishing a network
connection with the client, and

establishing the network connection between the client
and the selected network element using the rerouted
matching setup packet.

48. The method of claim 47, wherein the source port of the
heads up packet 1s set to 0 and the reset flag of the heads up
packet 1s set to 1.

49. A method for routing packets according to content,
comprising;

generating a setup packet containing information for

establishing a network connection;

generating a heads up packet identifying data to be
transmitted over the network connection, the heads up
packet associated with the setup packet; and

sending the heads up packet to a first destination address
prior to sending the setup packet, the heads up packet
enabling the first destination address to reroute the
setup packet 1if necessary to a second destination
address associated with the 1dentified data in the heads
up packet before establishing the network connection to
the first destination address.

50. A method for routing packets according to content,

comprising:

generating a setup packet containing information for

establishing a network connection;

generating a heads up packet identifying data to be
transmitted over the network connection, the heads up
packet associated with the setup packet;

sending the heads up packet to a first destination address
prior to sending the setup packet, the heads up packet
enabling the first destination address to reroute the
setup packet 1f necessary to a second destination
address associated with the 1dentified data in the heads
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up packet before establishing the network connection to
the first destination address;

receiving an acceptance of the setup packet from the
second destination address; and establishing a network
connection with the second destination address.

51. A method according to claim 49 wheremn the setup
packet 1s a TCP/IP packet that sets up the network connec-
tion as a TCP connection.

52. A method for routing packets according to content,
comprising:

generating a setup packet containing information for

establishing a network connection, the setup packet
being a TCP/IP packet that sets up the network con-
nection as a TCP connection;

ogenerating a heads up packet identifying data to be
transmitted over the network connection, the heads up
packet associated with the setup packet, the heads up
packet and the setup packet have a same destination
address, source address, destination port and sequence
number; and

sending the heads up packet to a first destination address
prior to sending the setup packet, the heads up packet
enabling the first destination address to reroute the
setup packet 1f necessary to a second destination
address associated with the 1dentified data in the heads
up packet before establishing the network connection to
the first destination address.

53. A method for routing packets according to content,

comprising:

generating a setup packet containing information for
establishing a network connection, the setup packet
being a TCP/IP packet that sets up the network con-
nection as a TCP connection;

cgenerating a heads up packet identifying data to be
transmitted over the network connection, the heads up
packet associated with the setup packet, the heads up
packet including a source port and reset flag set that
prevents establishment of a connection based on the
heads up packet; and

sending the heads up packet to a first destination address
prior to sending the setup packet, the heads up packet
enabling the first destination address to reroute the
setup packet 1f necessary to a second destination
address associated with the identified data 1n the heads
up packet before establishing the network connection to
the first destination address.

54. A method according to claim 33 wherein the source
port of the heads up packet 1s set to 0 and the reset flag of
the heads up packet 1s set to 1.

55. A method according to claim 49 wheremn the setup
packet 1s associated with the heads up packet.

56. An article comprising a machine-accessible medium
having associated data that, when accessed, results 1n a
machine:

receiving a heads up packet from a client, the heads up
packet 1identifying data to be transferred over a network
connection and identifying a matching setup packet;

receiving the matching setup packet from the client used
for establishing the network connection;

decoding the 1dentified data in the heads up packet;

selecting one of the network elements associated with the
identified data in the heads up packet;

rerouting the matching setup packet to the selected one of
the network elements prior to establishing a network
connection with the client, including rerouting the
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heads up packet and the matching setup packet toward
a destination requested by the client when none of the
network elements 1s selected as associated with the
identified data in the heads up packet; and

establishing the network connection between the client
and the selected network element using the rerouted

matching setup packet.
57. An article comprising a machine-accessible medium

having associated data that, when accessed, results 1n a
machine:

receiving a heads up packet from a client, the heads up
packet 1dentifying data to be transferred over a network
connection and identifying a matching setup packet;

receiving the matching setup packet from the client used
for establishing the network connection;

decoding the identified data 1n the heads up packet;

selecting one of the network elements associated with the
identified data in the heads up packet;

rerouting the matching setup packet to the selected one of
the network elements prior to establishing a network
connection with the client, including accepting the
matching setup packet and sending a second heads up
packet and a second matching setup packet to request
the 1dentified data; and

establishing the network connection between the client
and the selected network element using the rerouted
matching setup packet.

58. A content routing device, comprising:

means for receiving a heads up packet from a client, the
heads up packet 1dentifying data to be transferred over
a network connection and 1dentifying a matching setup
packet;

means for receiving the matching setup packet from the
client used for establishing the network connection;

means for decoding the identified data in the heads up
packet;
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means for selecting one of the network elements associ-
ated with the 1dentified data 1n the heads up packet;

means for rerouting the matching setup packet to the
selected one of the network elements prior to estab-
lishing a network connection with the client, including
rerouting the heads up packet and the matching setup
packet toward a destination requested by the client
when none of the network elements 1s selected as
assoclated with the identified data 1n the heads up
packet; and

means for establishing the network connection between
the client and the selected network element using the
rerouted matching setup packet.

59. A content routing device, comprising;:

means for recerving a heads up packet from a client, the
heads up packet 1dentifying data to be transferred over
a network connection and 1dentifying a matching setup
packet;

means for receiving the matching setup packet from the
client used for establishing the network connection;

means for decoding the identified data in the heads up
packet;

means for selecting one of the network elements associ-
ated with the 1dentified data 1n the heads up packet;

means for rerouting the matching setup packet to the
selected one of the network elements prior to estab-
lishing a network connection with the client, including
accepting the matching setup packet and sending a

second heads up packet and a second matching setup
packet to request the 1dentified data; and

means for establishing the network connection between
the client and the selected network element using the

rerouted matching setup packet.
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