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APPARATUS, SYSTEM, METHOD AND
MEMORY MEDIUM FOR DATA
PROCESSING

BACKGROUND OF THE INVENTION

The present invention relates to a data processing
apparatus, data processing system, a method of data pro-
cessing and a storage medium. More particularly, the present
invention relates to an apparatus, system, method and stor-
age medium for providing data in conformity with Hyper

Text Transfer Protocol (HTTP).

When providing a user with a live image service, which
1s not provided by the existing generally used World Wide
Web (WWW) server, in conformity with Hyper Text Trans-
fer Protocol (HT'TP) used in the Internet, it 1s necessary to
generate a new 1ndependent program module. When pro-
viding a unique extension service and the WWW service,
both the generated program module and the WWW server
must be utilized.

When the WWW server and unique service server are
simultaneously started to provide both services on HTTP, a
problem may occur when the services pass a Fire Wall. Since
two servers are separate execution modules, when the two
servers are operated on a single machine, separate commu-
nication ports must be used.

If the Fire Wall 1s set such that a service can pass only the
port number 80, 1.e., a default port of HITTP, one of the
services cannot pass the Fire Wall to be supplied to a client
(a terminal receiving the service).

Under this circumstance, in order to enable both services
to pass the Fire Wall, two computers must be provided for
respective services, or the WWW server function must be
incorporated 1n the module of the unique service.

SUMMARY OF THE INVENTION

The present mvention 1s made in consideration of the
above situation, and has as 1its object to provide a data
processing apparatus, data processing system, a method of
data processing and a storage medium, which can supply a
client with data in conformity with a generally used protocol
even 1 the data 1s provided by a server or 1s unique data
which 1s not provided by the server.

In order to achieve the above object, the data processing
apparatus according to the present invention has the follow-
ing configuration. More specifically, the data processing
apparatus for supplying a client 1n a network with data other
than data provided by a server in conformity with a generally
used protocol, comprises: determining means for determin-
ing whether a given request 1s directed to data supplied by
the server or directed to uniquely supplied data; and trans-
ferring means for transferring the request to the server in
accordance with the determination result of the determining
means.

According to an aspect of the present invention, when a
request 1s transmitted by a client through a Fire Wall, a
unique service 1s provided through a communication port of
the unique service server, and when a request 1n conformity
with Hyper Text Transfer Protocol, which 1s not directed to
the unique service, 1s transmitted by the client, the request 1s
transmitted through the unique service server and transferred
to the WWW server. By this, 1t 1s possible to provide a data
processing apparatus, system, method and storage medium
for providing a client with two services by using only one
communication port.

10

15

20

25

30

35

40

45

50

55

60

65

2

Other objects and advantages besides those discussed
above shall be apparent to those skilled 1n the art from the
description of a preferred embodiment of the invention
which follows. In the description, reference i1s made to
accompanying drawings, which form a part thereof, and
which 1illustrate an example of the invention. Such example,
however, 1s not exhaustive of the various embodiments of
the 1nvention, and therefore reference 1s made to the claims
which follows the description for determining the scope of
the 1nvention.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated 1n
and constitute a part of the specification, illustrate embodi-

ments of the mvention, and together with the description,
serve to explain the principles of the invention.

FIG. 1 1s a conceptual view of a construction of an
embodiment of the present invention;

FIG. 2 1s an explanatory view showing an unfavorable
state when a service complying with HTTP 1s provided

through a Fire Wall;

FIGS. 3A and 3B are explanatory views showing
examples of construction capable of serving as a generally
used WWW server and a server supplying a unique service;

FIG. 4 1s an explanatory view showing contents of a table
according to the present embodiment;

FIGS. 5A and 5B are conceptual views showing construc-
tions of other embodiments of the present invention;

FIG. 6 1s a flowchart showing operation processing per-
formed by a unique service server of the present embodi-
ment,

FIG. 7 1s a block diagram of the unique service server
according to the present embodiment; and

FIG. 8 1s an allocation table according to another embodi-
ment of the present invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

Preferred embodiments of the present mmvention will be
described 1n detail 1n accordance with the accompanying
drawings.

FIG. 1 shows an overall configuration of an embodiment
of the present invention. Referring to FIG. 1, reference
numeral 102 denotes the generally used World Wide Web
(WWW) server, and 101 denotes a unique service server

providing an original service which 1s not supplied by the
WWW server 102.

A unique module operated on the unique service server
101 1s a server module which transfers live images picked up
by cameras proposed by the assignee of the present inven-
tion. In response to a request made by a Web browser
operated on the client, the server module realizes the service
for obtaining an 1mage picked up by a camera and returning
the 1mage as a compressed 1image conforming to JPEG by
utilizing the Hyper Text Transfer Protocol (HTTP). HTTP 1s
employed so that the network user can request and utilize
services through the Fire Wall. As an example of the unique
service, a service for moving image or for audio data can be
orven 1n addition to still-image services; however, detailed
description thereof will not be provided herein.

In the above configuration, in a case where a machine for
supplying unique services provides a user with the generally
used WWW service, a simple construction such as that
shown 1n FIG. 2 may be provided. In this case, since the
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unique service module 201 serves as a different execution
module from the WWW service module 202, different
communication ports must be utilized. However, if the Fire
Wall 1s set such that only a default port for the HITTP
protocol 1s available, one of the services 1s unable to pass the
Fire Wall.

In order to supply two services 1n the above state, two host
units must be provided as the Fire Wall for each of the
services as shown 1n FIG. 3A, or the WWW server function
must be incorporated in the module of the unique service as
shown 1n FIG. 3B. However, the former raises a problem of
cost for setting up hardware or the like, and the latter raises
a problem of high cost of development.

According to the present embodiment, as shown i FIG.
1, 1n a case the unique service server receives a request for
a service other than the unique service, the unique service
server mediates the communication between the client and a
designated WWW server, thereby making it possible to
support both services with one communication port.

The unique module 1includes a command table 401 shown
in FIG. 4 (since the unique service server according to the
present embodiment 1s a personal computer or the like, the
table 1s stored in hard disc or RAM or the like). With respect
to a command 1ncluded i1n the table, the unique module
performs processing therefor. With respect to a command
which 1s not included in the table, the unique module
transfers the command to the WWW server without further
processing, and returns the response to the client without any
processing.

Hereinafter, detailed description of data transmission will
be provided. For instance, a request for camera control and
a request for 1mage acquisifion as unique SErvices are
described as follows:

http://service__host/CameraControl?pan=10&tilt=

5&zoom=30 http://service__host/Getlmage

The client transmits the above-described request to the
port number 80 of the module of the unique service server
101.

The module of the unique service server 101 interprets
this request, extracts an operator portion (in the above
example, “CameraControl” or “Getlmage”), and compares
the operator with the contents of the table 401. Since the
above operator “CameraControl” for controlling a camera or
“Getlmage” for acquisition of an 1image are included 1n the
table 401, processing 1s performed by the module of the
unique service server 101 and the result 1s returned to the
client.

For instance, in a case where the operator (operation
command) “CameraControl” is received, the camera is con-
trolled 1n accordance with the subsequent data pan=10&tilt=
5&zoom=30. As can be readily assumed, the camera is
controlled such that the pan angle is 10° tilt angle is 5°, and
zoom value (corresponding to zoom angle of view) is 30.
Upon controlling the camera, a character string “OK” 1s
returned. Meanwhile, 1n a case where the operator “Getlm-
age” 1s received, an 1mage 1s captured from the currently
connected camera and returns the captured image as a
compressed 1mage conforming to JPEG. Note that since the
assignee of the present invention has already proposed a
number of techniques for controlling a camera and transfer-
ring an 1image picked up by the camera to a client, detailed
description will not be provided herein.

A request to the WWW server 102,

http://service__host/wwwroot/index.html
1s also received by the port number 80 of the module of the
unique service server 101. Similar to the above, the operator
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portion “wwwroot” 1s extracted. Then, 1t 1s examined by
referring to the table 401 that the operator “wwwroot” 1s not
included 1n the table 401. In such case, assuming that the
service port of the WWW server 1s 8080, the module of the
unique service server 101 operates as 1f 1t 1s a client, and

transmits the following request to the WWW server 102:

http://service__host:8080/wwwroot/index.html
When the WWW server returns the result 1in response to the
above request, the module of the unique service server 101
transiers the result to the client without further processing,
and the processing for this request ends.

The unique service server 101 according to the present
embodiment operates 1n accordance with the flowchart
shown 1n FIG. 6. As shown 1n FIG. 6, there are two modules,
one performing the processing of steps S1 to S7 and the
other performing the processing of steps S11 and S12.

In step S1, when a client request in conformity with Hyper
Text Transfer Protocol (hereinafter, referred to as HTTP
request) is detected through the Fire Wall, the processing
proceeds to step S2 where the unique service server 101
determines whether or not the request includes a request
command related to the unique service by referring to the
table 401. If the unique service server 101 determines that
the request includes descriptions not 1n the table 401, 1.e.,
descriptions directed to the WWW server, the processing
proceeds from step S3 to S4 where the request 1s transferred
to the WWW server 1n the manner described above
(transferred to the WWW server as if the unique service
server is the original requester). As a result, a file is
transferred back from the WWW server 1n accordance with
the HTTP. The unique service server 101 receives the file
(step S5) and transmits the file to the client (step S6). Then,
the processing returns to step S1.

While receiving a request from a client, 1f 1t 1s determined
that the request includes a command uniquely used in the
unique service server, the processing proceeds to step S7
where the command 1s used as an argument to execute an
extension module which performs the unique processing.
Then, the processing returns to step S1.

As shown 1n FIG. 6, the extension module interprets the
received command and performs processing based on the
command in step S11, ¢.g., changes a camera angle (pan
angle, tilt angle and zoom value) or captures an image
sensed by the camera. In step S12, the result 1s returned to
the client. The contents of response vary depending on each
command. For instance, 1n a case where a request to change
the camera angle 1s executed, completion or reception of the
request 1s notified to the client. In a case of “Getlmage”
command, processing 1s performed such that an image
picked up by a camera 1s transferred to the client.

As described above, according to the present
embodiment, 1 order to realize the unique extension
service, the table 401 and extension service module are
newly provided. However, since no change 1s necessary 1n
the main module (steps S1 to S7 m FIG. 6), the unique
extension service can be constructed by combining only
necessary functions. Therefore, mm a case where a new
service 1s provided in the future, only a minimum modifi-
cation 1s necessary; thus, developing a new service can be
readily realized.

Note that the unique service server 101 according to the
present embodiment can be realized by a generally used
personal computer. Detailed construction thereotf 1s shown 1n
FIG. 7.

In FIG. 7, reference numeral 1 denotes a CPU which
controls the entire unique service server; and 2, a ROM
where Basic Input/Output System (BIOS) or boot programs
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are stored. Reference numeral 3 denotes a RAM, to which
OS (operating system) or server programs are loaded, and
used as a work area of the CPU 1. Reference numeral 4
denotes a command table memory storing the command
table 401 described above. Reference numeral 5 denotes a
Network Interface Card (NIC) for communicating with a

network. Reference numeral 6 denotes a camera controller
which controls the camera angles (pan angle, tilt angle and
zoom ratio) under the control of CPU 1. The camera 7 is
attached to a pan head (not shown). By controlling the pan
head by the camera controller 6, the pan and tilt angles are
changed. By controlling the optical unit of the camera, the
zoom ratio 1s changed. Reference numeral 8 denotes a video
capture portion where i1mage signals picked up by the
camera 7 are received and captured as digital image data.
Reference numeral 9 denotes an external storage device such
as a hard disc or the like, where OS (Operating System) or
programs serving as the unique service server as described
above, are stored. When power to the personal computer 1s
turned on, the OS 1s loaded into the RAM 3 1n accordance
with the boot program in the ROM 2, and the unique service
server program 1s also loaded into the RAM 3, thereby
serving as the above-described unique service server 101.

Other Embodiments

FIGS. 5A and 5B are structural views of a plurality of
unique services provided.

As shown 1 FIG. 5A, by serially connecting the exten-
sion modules each adopting the similar processing scheme,
an additional function can be independently provided in
module units and a new service can be constructed by
combining only the necessary functions. In this case, the
above-described processing according to the flowchart
shown 1n FIG. 6 1s executed basically by each of the unique
SEIVICE SEIVETS.

FIG. 5B shows the case where the portion, having a table
for allocation determination and receiving a service request
from a client, 1s separated from the service servers. Modules
providing respective extension services are arranged 1in
parallel 1n the next level of the allocation module. In this
case, 1t 1s possible to prevent efficiency from declining,
caused due to the multi-level communications, unlike the
case of FIG. 5A, and 1t 1s possible to construct the service by
combining only the necessary functions.

The service allocation server has the same configuration
as that shown i FIG. 7. However, 1n a case where the
allocation server does not provide any services, the camera
controller, camera and video capture are unnecessary.
However, the allocation table shown 1n FIG. 8 1s required.
The allocation table shows correspondences between com-
mands requested by clients and servers which accept the
command.

Note that 1n the present embodiment, description has been
provided based on an assumption that the unique service
server 1s an apparatus including a controllable camera and
having function to capture images sensed by the camera.
However, a generally used apparatus, e€.g., a personal
computer, having hardware complying with the type of
services, can realize the present invention. Therefore, the
present 1nvention can be realized by providing a storage
medium, which stores program codes for realizing the
above-described functions of the present embodiment, to a
system or an apparatus, and reading the program codes with
a computer (e.g., CPU, MPU) of the system or apparatus
from the storage medium, then executing the program.

In this case, the program codes read from the storage
medium realize the new functions according to the present
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invention, and the storage medium storing the program
codes constitutes the invention.

Further, the storage medium, such as a floppy disk, hard
disk, an optical disk, a magneto-optical disk, CD-ROM,
CD-R, a magnetic tape, a non-volatile type memory card,
and ROM can be used for providing the program codes.

Furthermore, besides aforesaid functions according o the
above embodiment are realized by executing the program
codes which are read by a computer, the present mnvention
includes a case where an OS (Operating System) or the like
working on the computer performs a part or enfire processes
in accordance with designations of the program codes and
realizes functions according to the above embodiment.

Furthermore, the present invention also mcludes a case
where, after the program codes read from the storage
medium are written 1n a function expansion card which 1s
inserted 1nto the computer or 1n a memory provided 1n a
function expansion unit which i1s connected to the computer,
a CPU or the like contained 1n the function expansion card
or unit performs a part or entire process 1n accordance with
designations of the program codes and realizes functions of
the above embodiment.

As has been set forth above, according to the present
embodiment, in response to a client request received through
the Fire Wall, the unique service 1s provided by using the
communication port of the unique service server, and in
response to a client request on HI'TP which 1s not directed
to the unique service, the request 1s transmitted through the
communication port and transierred to the WWW server. In
this manner, both services can be supplied to the client with
only one communication port.

The generally used protocol of the present invention 1s not
limited to HTTP protocol, but may be any protocol used on
various network, such as Ethernet. Moreover, the present
invention 1s applicable to other servers besides WWW
SErver.

As set forth above, according to the present invention, 1t
1s possible to supply a client with data provided by the server
or unique data provided by other server, 1n accordance with
generally used protocol.

The present invention 1s not limited to the above embodi-
ments and various changes and modifications can be made
within the spirit and scope of the present invention.
Therefore, to appraise the public of the scope of the present
invention, the following claims are made.

What 1s claimed 1s:

1. A data processing apparatus for supplying a client 1n a
network with data other than data provided by a server, in
conformity with a generally used protocol, comprising:

determination means for determining whether a given
request from a client 1s directed to data supplied by the
server or directed to data uniquely supplied by said data
processing apparatus; and

control means for, when said determination means deter-
mines that the given request 1s directed to data provided
by the server, transferring the given request to the
server, while, when said determination means deter-
mines that the given request 1s directed to uniquely
supplied data, performing processing in accordance
with the given request and sending a processed result to
the client,

wherein said determination means performs the determi-
nation by comparing the given request with requests
stored 1n a storage device, the stored requests being
related to unmiquely supplied data,
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whereln 1n a case where said determination means deter-
mines that the given request 1s directed to uniquely
supplied data, said control means transfers contents of
the given request to a processing module which
executes a service of the uniquely supplied data, and

wherein the uniquely supplied data includes a service for

controlling a camera which can be controlled, and a

service for acquiring an 1mage picked up by the camera.

2. The data processing apparatus according to claim 1,

wherein the generally used protocol 1s Hyper Text Transfer
Protocol (HTTP).

3. A system constructed by having a plurality of data

processing apparatuses according to claim 1 which are
linked to each other.

4. A method of controlling a data processing apparatus
which supplies a client in a network with data other than data
provided by a server, 1n conformity with a generally used
protocol, comprising the steps of:

determining whether a given request from a client 1s
directed to data supplied by the server or directed to
data uniquely supplied by the data processing appara-

tus; and

performing a control step for, when 1t 1s determined 1n
said determining step that the given request 1s directed
to data provided by the server, transierring the given
request to the server, while, when 1t 1s determined 1n
said determining step that the given request 1s directed
to uniquely supplied data, performing processing in
accordance with the given request and sending a pro-
cessed result to the client,

wherein the determination said determining step 1s
obtained by comparing the given request with requests
stored 1n a storage device, the stored requests being
related to uniquely supplied data,

whereln 1n a case where said determination means deter-
mines that the given request 1s directed to uniquely
supplied data, said control means transfers contents of
the given request to a processing module which
executes a service of the uniquely supplied data, and

wherein the uniquely supplied data includes a service for
controlling a camera which can be controlled, and a
service for acquiring an 1mage picked up by the camera.

5. A method of controlling the data processing apparatus
according to claim 2, further comprising a process step
executed 1n response to a request directed to the uniquely
supplied data, as an independent step.

6. A storage medium storing a program serving as a data
processing apparatus which supplies a client 1n a network
with data other than data provided by a server in conformity
with a generally used protocol, by causing a computer to
read and execute the program, the program comprising:

program codes serving as determination means for deter-
mining whether a given request from a client 1s directed
to data supplied by the server or directed to data
unmquely supplied by the data processing apparatus; and

program codes serving as control means for, when the
determination means determines that the given request
1s directed to data provided by the server, transferring
the given request to the server, while, when the deter-
mination means determines that the given request is
directed to uniquely supplied data, performing process-
ing 1n accordance with the given request and sending a
processed result to the client,

wherein the determination means performs the determi-
nation by comparing the given request with requests
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stored 1n a storage device, the stored requests being
related to unmiquely supplied data,

whereln 1n a case where said determination means deter-
mines that the given request 1s directed to uniquely
supplied data, said control means transfers contents of
the given request to a processing module which
executes a service of the uniquely supplied data, and

wherein the uniquely supplied data mncludes a service for
controlling a camera which can be controlled, and a
service for acquiring an 1mage picked up by the camera.
7. A data processing apparatus for supplying a client 1n a
network with data other than data provided by a server, in
conformity with Hyper Text Transfer Protocol (HTTP),
comprising:
storage means for storing identification data for identify-
ing whether a given request 1s directed to data supplied
by the server or directed to uniquely supplied data;

determining means for determining whether or not a
request transmitted by a client 1s directed to uniquely
supplied data, by referring to the identification data
stored 1n said storage means;

control means for performing processing corresponding,
to the request when said determining means determines
that the request 1s directed to uniquely supplied data;
and

transferring means for transferring the request to the
server when said determining means determines that
the request 1s directed to data supplied by the server,

wherein the uniquely supplied data includes a service for
controlling a camera which can be controlled, and a
service for acquiring an 1mage picked up by the camera.

8. The data processing apparatus according to claim 7,
whereln said control means transfers contents of the client
request to a processing module which executes a service of
the uniquely supplied data.

9. A system constructed by having a plurality of data
processing apparatuses according to claim 7 which are
linked to each other.

10. The data processing apparatus according to claim 7,
wherein said server is a World Wide Web (WWW) server in
the Internet.

11. A method of controlling a data processing apparatus
which supplies a client 1n a network with data other than data
provided by a server, 1n conformity with Hyper Text Trans-
fer Protocol (HTTP), comprising the steps of:

determining whether or not a request transmitted by a
client 1s directed to uniquely supplied data, by referring
to 1dentification data stored 1n advance;

controlling to perform processing corresponding to the
request when 1t 1s determined that the request 1s
directed to uniquely supplied data; and

transferring the request to the server when 1t 1s determined
that the request 1s directed to data supplied by the
SETVET,

wherein the uniquely supplied data includes a service for
controlling a camera which can be controlled, and a
service for acquiring an 1mage picked up by the camera.

12. A method of controlling the data processing apparatus
according to claim 11, wherein processing performed in a
controlling step 1n response to the given request 1s an
independent step.

13. A method of controlling the data processing apparatus
according to claim 11, wherein said server 1s a World Wide
Web (WWW) server in the Internet.

14. A storage medium, storing a program, serving as a
data processing apparatus which supplies a client 1 a
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network with data other than data provided by a server in
conformity with Hyper Text Transfer Protocol (HTTP) by
causing a computer to read and execute the program, com-
Prising;
program codes serving as determining means for deter-
mining whether or not a request transmitted by a client

1s directed to uniquely supplied data, by referring to
identification data stored 1n advance;

program codes serving as control means for executing
processing means corresponding to the request when
said determining means determines that the request 1s
directed to unmiquely supplied data; and

program codes serving as transferring means for transfer-
ring the request to the server when said determining

10

10

means determines that the request 1s directed to data
supplied by the server,

wherein the uniquely supplied data includes a service for
controlling a camera which can be controlled, and a
service for acquiring an 1mage picked up by the camera.
15. The storage medium according to claim 14, wherein
program codes for providing a service 1n response to the
request directed to the uniquely supplied data are indepen-
dent from each of said program codes for the determining
means, control means, and transferring means.
16. The storage medium according to claim 14, wherein

said server is a World Wide Web (WWW) server in the
Internet.
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