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(57) ABSTRACT

The mvention relates to a method of controlling errors in the
transmission of packets transmitted over at least one trans-
mission link between a transmitter and a receiver, the said
fransmitter receiving from an 1nput mulfiplex packets
belonging to a plurality of end to end associations or groups
of end to end associations and transmitting them 1n the form
of sequences of packets over a transmission line, the
receiver, on reception of a packet, verifying whether it 1s
correctly received and if so, delivering 1t to an output
multiplex, and if not, sending to the transmitter a negative
acknowledgement so that the transmitter can re-transmit it.

This method inclusive, at the transmitter side, of allocating,
to each packet to be transmitted over the transmission line,
two 1ndices, one giving the sequence number of the packet
and the other enabling the packet to point to the last packet
which was previously transmitted belonging to the same end
to end association or the same group of associations as the
packet, and, at the receiver side, 1n determining, on a correct
reception of a packet, the packet pointed to by the received
packet, and, if this packet pointed to has been delivered to
the output multiplex, then delivering the received packet,
otherwise not delivering 1t.

15 Claims, 11 Drawing Sheets
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METHOD OF CONTROLLING ERRORS IN A
PACKETS TRANSMISSION LINK

BACKGROUND OF THE INVENTION

FIELD OF THE INVENTION

The present invention concerns a method of controlling
errors 1n packets transmitted on at least one transmission
link between a transmitter and a receiver. The present
invention applies essentially in cases where the said link can
support a plurality of virtual circuits.

DESCRIPTION OF THE BACKGROUND ART

The present mvention applies to a transmission system of
the type depicted 1in FIG. 1. In this FIG. 1, a transmitter 10
can be seen which receives, from an input multiplex 11,
packets which may belong to several different virtual cir-
cuits. This transmitter 10 transmits, to a receiver 30 via a
transmission line 20, the packets which 1t receives from the
multiplex 11, m the form of a sequence of packets. On
receiving the packets from the transmission line 20, the
receiver 30 implements a method of controlling errors which
took place during the transmission. More particularly, the
packets received 1n the order of the sequence are delivered
to an output multiplex 31. On the other hand, if the packet
received does not have the required sequence number 1n the
sequence notably because of a loss of one or more packets,
it 1s not delivered to the output multiplex 31 as long as the
lost packet or packets have not been received or as long as
the maximum waiting time has not expired.

This error control method 1s generally known as
Sclective-Repeat ARQ. The implementation of this method
1s 1llustrated 1n FIG. 2. The left-hand part of this FIG. 2 1s
a diagram showing, at the transmitter, the transmission of
packets as a function of time (the time elapses downwards)
and the right-hand part 1s a diagram showing, at the receiver,
the reception of transmitted packets also as a function of
fime. As for the central part, this depicts the transmission of
the packets over the transmission line.

Two virtual circuits VC-o. and VC-[3 are multiplexed on
the transmission line between the transmitter and receiver.
Each packet transmitted over the transmission line bears a
sequence number which i1dentifies 1t, in the sequence of
transmitted packets, with respect to the preceding ones and
the following ones.

As can be seen in this diagram, the packet I, (the first
packet in a sequence of packets) which belongs to the second
virtual circuit VC-f3 has been recerved correctly. This packet
[, 1s then delivered to the output multiplex 31.

The packet I, on the other hand has been lost and 1s
therefore not received by the recerver 30. On reception of the
packet I, the receiver 30 notes that the sequence number 1n
the sequence 1s not the one required. It 1s 1n fact 2 whereas
it 1s the packet I,, and therefore with the sequence number
1, which 1s expected. The receiver 30 therefore sends to the
transmitter 10 a negative acknowledgement NAK, thus
requesting the transmitter 10 to re-transmit the packet I,.

As for the packets I, to I,, they have been correctly
received by the recerver. However, because the packet I, has
not been correctly received, they too are not delivered and
are then stored whilst awaiting their delivery. It will also be
said that they are kept.

After the transmission of the packet I, the transmaitter 10
receives the negative acknowledgement NAK, concerning
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the packet I, and consequently re-transmits this packet I,
which 1s received later at the receiver. As can be noted, the
recerver delivers to the output multiplex not only the packet
[, but also the packets I, to I, which had been kept up till
now

Thus, according to this method, the packets which have
been received after the loss of a packet are not delivered and
are kept, until the packet 1s correctly received.

It 1s possible that the packet I, may not always be
correctly received by the receiver 30. Conventionally, the
packets I, I, and I, are then delivered after the expiry of a
predetermined time, referred to as the maximum waiting
time.

It will be noted that such a process requires only the
sequence number of sending of the packets in the current
sequence 1n order to function correctly.

However, when several virtual circuits are multiplexed on
onc and the same transmission link between a transmitter
and receiver, 1t may happen that packets belonging to one
virtual circuit are kept because a packet belonging to another
virtual circuit has been lost. This eventuality 1s also 1llus-
trated 1n FIG. 2, where it can be seen that the packets I, and
I, belong to the same virtual circuit VC-a and that the
packets I, I, and I, belong to the other virtual circuit VC-f3.
The packets I, and I; of the virtual circuit VC-f3 are kept
whereas, with regard to this circuit VC-3, no packet has been
lost. Thus the lost packet I, belonging to the virtual circuit
V(C-a blocks the delivery of the packets of the virtual circuit
VC-f.

In order to solve this problem, a method 1s known from
U.S. Pat. No. 4,726,027 document for a Go-Back-N proto-
col. According to this method, at the transmitter side, each
packet 1s allocated with two 1ndices : one 1s an 1dentifier of
the logical link to which the packet belongs and the other 1s
the order of transmission of the packet regarding this logical
link. When a packet 1s not correctly received, a negative
acknowledgement 1s sent to the transmitter 1n order to
retransmit 1t. Only the successively received packets which
belong to the same program application are discarded, the
others being delivered.

FIG. 3 shows an example of an application of this method
modified to be applied as a Selective Repeat protocol.

In this FIG. 3, the packet Ip0 belonging to a virtual circuit
V(-3 1s correctly received and 1s delivered. The packet Ia0
belonging to an another virtual circuit VC-¢. 1s not received.

Contrary to the preceding scheme, although the preceding
packet I has not been received, the packet Ip1 belonging
to the virtual circuit VC-f3 1s delivered since 1t 1s correctly
recerved.

Note that the receiver doesn’t still notice that packet I
1s not correctly received. It does when the packet Ial
belonging to the same virtual circuit as the lost packet 1o
1s received. Then, the packet Ial 1s kept and a negative
acknowledgement NAKcaol 1s sent to the transmitter for
retransmission. When packet LaO 1s correctly received, the
packets al) and ol are delivered.

Although the U.S. Pat. No. 4,726,027 overcome the

problem raised above, the drawback of the method 1s the
delay for the receiver to notice that a packet from a virtual
circuit 1s not correctly received.

Furthermore, this method would need to transmit a packet
with an identifier of the virtual circuit and 1ts order of

transmission for that virtual circuit, which generally requests
a too large number of bats.

Furthermore, this method would need to modity the
Selective Repeat ARQ protocol at both transmitter and
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receiver sides 1n order to be aware of the logical link to
which a retransmitted packet belongs.

SUMMARY OF THE INVENTION

The aim of the present invention 1s therefore to resolve the
above-mentioned problems in the case of multiplexing of
several virtual circuits on the transmission link.

In order to achieve these aims, the method of the present
invention consists, at the transmitter side, 1n allocating, to
cach packet to be transmitted over the or a transmission line,
two 1ndices, one giving the sequence number of the said
packet and the other enabling said packet to point to the last
packet which was previously transmitted belonging to the
same virtual circuit as the said packet, and, at the receiver
side, 1n determining, on a correct reception of a packet, the
packet pointed to by the said received packet, and, 1f this
packet pointed to has been delivered to the output multiplex,
then delivering the said received packet, otherwise not
delivering it.

According an another characteristic of the present
mmvention, the method consists, at the receiver side, 1n
keeping the packets which are not delivered and, in
delivering, when correctly received, a re-transmitted packet
and then 1n seeking amongst the keeping packets the one, 1f
it exists, which points to said retransmitted packet and then
delivering 1t, and once again 1n seeking, if 1t exists, the
packet which points to the latter packet and delivering it and
so on unfil there 1s no packet which points to the one
delivered previously.

BRIEF DESCRIPTION OF THE DRAWINGS

The characteristics of the invention mentioned above,
along with others, will emerge more clearly from a reading
of the following description of several embodiments of the
invention, the said description being given with regard to the
accompanying drawings, amongst which:

FIG. 1 1s a block diagram of a transmission system to
which the present mvention can be applied,

FIG. 2 1s a diagram 1llustrating an error control method in
accordance with the methods of the prior art,

FIG. 3 1s another diagram 1illustrating an error control
method 1n accordance with a method of the prior art

FIG. 4a 1s a diagram 1illustrating a first implementation of
an error control method according to the present invention,

FIG. 4b 1s a diagram 1llustrating a second 1implementation
of an error control method according to the present
mvention,

FIG. 5 1s another diagram 1llustrating another aspect of an
error control method according to the present mnvention,

FIG. 6 1s a block diagram of a transmission system to
which the present invention applies, the said system being,
provided with a plurality of transmission lines into the
transmitter and receiver,

FIG. 7 1s a diagram 1illustrating an error control method
according to the invention in the case of an application to a
fransmission system according to FIG. 6.

FIG. 8 1s a diagram 1llustrating a case wherein the size of
sequence number 1s limited,

FIG. 9 represents a table of a first type which 1s used in
an embodiment of the present mnvention,

FIG. 10 1s a table of a second type which 1s used i1n an
embodiment of the present invention, in which the stored
values are those corresponding to the diagram of FIG. 8,

FIG. 11 1s a diagram illustrating an example of an
embodiment of the present invention,
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FIG. 12 1s a table which 1s used 1n an embodiment of the
present 1nvention, in which the stored values are those
corresponding to the diagram of FIG. 11,

FIG. 13 1s a diagram 1llustrating an example of another
embodiment of the present invention,

FIG. 14 1s a table which 1s used 1n the preceding embodi-
ment of the present invention, in which the stored values are
those corresponding to the diagram of FIG. 13, and

FIG. 15 1s a diagram showing blocks which are double list
linked.

DETAILED DESCRIPTION OF THE
INVENTION

Since the applications of the method which are given 1n
the present specification are 1interested with ATM
technology, the notion of “virtual circuit” 1s generally used.
Sometimes, address 1s also used.

But, it must be understood that the present invention 1s
concerned with all sorts of each end-to-end association or of
ogroup of end-to-end associations.

In the case of X.25 packet switching network, a virtual
circuit 1s such typical association suitable for resequencing.
In the ATM network, a virtual channel (VC) or a virtual path
(VP) 1s such association. In the case of Internet, since there
Is no connection in the upper layer, there are a lot of
possibilities. Use of destination address 1s one possibly,
where a lot of end-to-end associations may use the same
destination address. These associations form a group. Order
of packets belonging to this group are kept by the rese-
quencing. Use of source and destination address pair is
another possibility, where multiple end-to-end association
may use the same address pair. To say more precisely, 1t 1s
possible to add port number to the source and destination
address.

The present invention applies to a transmission system of
the type depicted 1n FIG. 1, which comprises a transmitter 10
which receives, from an input multiplex 11, packets which
it transmits in the form of a sequence of packets, over a
transmission line 20, to a receiver 30. On receipt of the
packets from the transmission line 20, the receiver 30
implements a control method according to the present inven-
tion. The packets received correctly by the receiver 30 are
then delivered to an output multiplex 31.

According to the present invention, at the transmitter 10,
two 1ndices 1 and j are allocated to each packet to be
transmitted over the transmission line. The first index 1
represents the sequence number 1n the sequence of the
packet to be transmitted and the second index j constitutes
a pointer pointing to the last packet in the same virtual
circuit which was previously transmitted over the transmis-

sion link 20.

At the receiver 30, on receipt of a packet I, ,, which will
subsequently be referred to as the packet just received, a
check 1s made whether its sequence number 1 corresponds to
the one expected. If not, this means that at least one packet
has been lost. A negative acknowledgement 1s then 1mme-
diately sent to the transmitter 10 for this or each of these lost
packets.

In both cases, either the sequence number 1 corresponds to
the one expected or not, the last packet that has been
previously received and that belongs to the same virtual
circuit as the just received packet I,, also referred to as the
packet pointed to, 1s determined by means of the second
index j.

If the determined packet has previously been delivered to
the output multiplex 31, the packet I;; is also delivered.
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If the determined packet has not been still delivered,
either because 1t has not been received, or because 1t has
been kept, the just received packet I;; 1s also kept, that is to
say 1t 1s stored 1n a buffer memory without being delivered.

Furthermore, when the packet I, just received 1s a packet
whose receipt 1s awaited because of 1ts retransmission, it 1s
first processed as before. If it happens that 1t 1s delivered to
the output multiplex 31, then, amongst the kept packets, the
one which, 1f it exists, points to it 1s sought. The packet
which points to the packet just received 1s also delivered.
Also the packet which, 1f 1t exists, points to the first packet
pointed to 1s sought and delivered, and so on until there 1s
no packet which points to the one delivered lastly.

According to a first embodiment of the invention, the
seccond 1ndex ] represents the sequence number i1n the
sequence of the last packet of the same virtual circuit which
was previously transmitted over the transmission link 20.
Thus the first index of the packet pointed to by the packet
just received I is necessarily equal to the second index j of
the packet just received I;; and 1s therefore 1dentified by I ..

The index x signifies that 1t exists but that it 1s not significant
in the method.

According to another embodiment of the present
invention, the second index j represents the difference
between the sequence numbers of the packet considered and
the last packet belonging to the same virtual circuit.

In this second embodiment, at the receiver, on receipt of
a packet I, the last packet received which belongs to the
same virtual circuit 1s determined. Its first index 1s equal to
the difference between the two indices 1-7 and 1s then denoted

|

X

As betore, 1f the packet thus pointed to I ;. has previously
been delivered to the output multiplex 31, the packet I; 1s
itself delivered. On the other hand, i1if 1t has not been

delivered, the packet I; 1s kept.

FIG. 4a illustrates an example implementation of this
second embodiment. It can be seen notably that the packets
which belong to two virtual circuits VC-a and VC-f3 of the
input multiplex 11 are transmitted over a transmission line
20. Each new packet transmitted over the transmission line
has 1ts first index 1 incremented by one unit with respect to
the previous one. It can be seen that the second 1ndex of each
packet represents the difference between the sequence num-
bers 1n the sequence respectively of the packet considered
and the packet belonging to the same virtual circuit preced-
Ing it.

Thus, by way of example, the packet I, ; 1s the packet with
sequence number 4 1n the transmission sequence and refers
to the packet with sequence number 4-1=3, that is to say I ;,
which is indeed the packet preceding the packet I, ; belong-
ing to the same virtual circuit. Likewise, by way of example,
the packet I, 5 1s the packet with sequence number 3 1n the
fransmission sequence and refers to the packet of the same
virtual circuit with sequence number 3-3 =0, that 1s to say

IO O-

In the diagram in FIG. 34, it can be seen that the third
packet I, ; 1n the sequence has not been received. This event
1s represented by an asterisk between the line representing

the transmitter 10 and the line representing the receiver 30.

When the packet I; ; 1s recerved, the receiver 30 notes that
its sequence number does not correspond to the sequence
number of the expected packet, in this case the packet I, ,
with sequence number 2. A negative acknowledgement
NAK, (the index 2 signifying that it concerns the packet I, ,
with sequence number 2) for the expected packet I, , 1s then
sent to the transmitter 10.
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The recerved packet 15 5 1s then processed. To do this, the
difference 1s calculated between the two indices and O 1s
found. The packet then pointed to, which is the packet I, o,
has been delivered to the output multiplex 31. The packet
I; 5 1s then also delivered.

The process 1s the same for the packet 1, ;.

As for the packet I 5, it points to the packet I 5 ., which
is 1n this case the packet I, ;. The latter packet has not yet
been received and 1t follows that 1t 1s not delivered to the
multiplex 31 and 1s then kept.

On reception, at the transmitter side, of the negative
acknowledgement NAK,, the packet I, 1s re-transmitted
over the transmission line. When 1t 1s received, at the
receiver, the packet I, ; 1s delivered to the output multiplex
31 since it pomts to the packet I, , which has been delivered.
The packet which points to it, namely the packet I 5, 1s also
delivered to the multiplex 31. The latter packet I 5 1s not
pointed to by any other packet.

It will be noted that the first packet transmitted which
belongs to a given virtual circuit has a second imndex which
1s equal to O.

The same applies to a packet where all the previous
packets belonging to the same virtual circuit have been the
subject, at the transmitter, of the receipt of a positive
acknowledgement. The same also applies to a packet where
all the previous packets have been rejected because they
have not been the subject of an acknowledgement after the
expiry of a predetermined time.

With regard to the example illustrated by the diagram of
FIG. 4a, 1t can be seen that, by means of the present
invention, all the packets which belong to the virtual circuit
of a previous packet which had not been received are kept
and that the packets belonging to the other virtual circuits are
delivered independently. Thus the loss of a packet does not
block subsequent packets which do not belong to the same
virtual circuit as 1itself.

FIG. 4b depicts another example of an illustration of the
method of the present invention. The packet I,  1s the packet
which has not been recerved. On reception of the packet I, -,
the receiver transmits a negative acknowledgement NAK, to
the transmitter. The packet I, , 1s also delivered to the output
multiplex. Because 1t belongs to the same virtual circuit as
the lost packet I, , the packet I, 5 1s kept whilst awaiting the
re-transmission and correct reception of packet I, 5 and 1s
then delivered with 1t. However, at time t,, corresponding to
the expiry of a maximum waiting period, also referred to as
the lifetime, as from the time t, corresponding to the
moment when the receiver notes the loss of the packet I, ,
the packet I, , has still not been delivered. In this case,
although the packet I, ; has not been still correctly received,
the packet I, 5 1s delivered to the output multiplex 31.

It will be noted that a second negative acknowledgement
NAK, has been transmitted by the receiver at the expiry of
a maximum period of awaiting reception of the second
transmission of the packet I, .

In general terms, and therefore all the more so 1n the
embodiments described above, the second index 1s coded
digitally 1in a certain number of bits, for example 4 bits. The
result of this coding 1s that the second index can take only
a limited number of values, for example 16 values. The said
second 1ndex 1s therefore upwardly delimited.

It may happen that, for a given virtual circuit, the value
which the said second index should normally take 1s higher
than the value which delimits this second index (for 4 bits,
the value of the upper delimiter is 15). This may be the case,
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if the second i1ndex represents the difference between the
sequence numbers of the packets of the same virtual circuait,
when this difference 1s greater than this delimiter value.

According to the invention, at the transmitter, a second
index 7 1s then allocated a specific value 1*. At the receiver,
on reception of a packet I,; whose second index j has this
specific value 1%, 1t 1s first determined whether all packets of
the sequence belonging to all virtual circuits previously sent
by the transmitter have already been received by the receiver
and delivered to the output multiplex.

If all the previous packets of the sequence have been
delivered, then the packet just received I, 1s also delivered.
On the other hand, 1f such 1s not the case, the packet just
received I;; will be kept until all the previous packets are
delivered.

This aspect of the invention is illustrated by the diagram
of FIG. §, where a packet I 5, which belongs to a virtual
circuit VC-a., has been re-transmitted twice before being
delivered. At the last re-transmission, 17 packets belonging
to a second virtual circuit VC-f have already been
transmitted, but the last one I, ; has not been recerved. The
second packet of the virtual circuit VC-¢. 1s transmitted just
after the second re-transmission of the packet I ;. It should
be identified by I, 4 but the coding of the second index,
being assumed to be 1n 4 bits, has 1ts value upwardly
delimited at 15. It therefore bears the second index of
specific value 1*, which 1s 1n this case 15.

On reception of this packet I 4 5, the receiver verifies that
all the previous packets in the sequence (I, with j=0 to 17)
have been delivered. In the example, this 1s not the case
because the packet I, ; has not been received. So, the packet
just received 14 ;5 18 kept until the packet I, ; is received
and delivered.

For implementing the method of the 1nvention, the use of
two octets can be provided for, which are then allocated, at
the transmitter, to the packet to be sent over the transmission
line. The first octet gives the sequence number of the packet
in the sequence and the second gives the sequence number
of the packet pointed to 1n 7 bits, the eighth bit being used
as a flag 1n order to know whether or not reference 1s being
made to another packet.

Another implementation would consist of reserving the
octet 00H (the letter H signifies that the value is given in
hexadecimal) for cases where reference is not made to
another packet and the octets 01H to FFH for indicating the
difference between the numbers of the present packet and the
packet pointed to. Thus 255 packets are able to be pointed
to.

Another implementation would consist of allocating only
4 bits to the second 1index, as follows:

OH for cases where reference 1s not made to another
packet,

1H to EH for indicating the number of packets between
the present packet and he packet pointed to,

FH for indicating that the previous packet i1s the last
packet 1n the sequence and not the last packet of the
virtual circuit considered.

The present i1nvention also applies to a transmission
system of the type depicted in FIG. 6. In this FIG. 6, a
transmitter 10 can be seen which receives, from an 1nput
multiplex 11, packets which may belong to several different
virtual circuits. This transmitter 10 transmits the packets
which 1t receives from the multiplex 11, no longer over a
single transmission line 20, but over several transmission
lines 21 to 2n. This transmission over several transmission
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lines 1s governed by a process which does not form an
integral part of the present invention and which will there-
fore not be described in any more detail. Nevertheless, 1t will
just be noted that this process 1s such that it 1s possible that
packets which belong to the same virtual circuit may not be
transmitted over the same transmission line.

On receipt of the packets from one of the transmission
lines 20 to 2n, the receiver 30 implements, as before, an error
control method of the ARQ (automatic repeat request) type,
which 1s the subject of another embodiment of the present
invention. The packets received correctly by the receiver 30
are then delivered to an output multiplex 31.

According to this embodiment, at the transmitter 10, there
are allocated to each packet to be transmitted over one of the
transmission lines, two 1ndices 1,) which, as before, represent
respectively the sequence number 1 the transmission
sequence over the transmission line where the packet con-
sidered 1s transmitted and an 1dentifier pointing to the last
packet transmitted belonging to the same virtual circuit. In
this case, the index 7 has two dimensions and can therefore
be written as a combination of two indices j1 and ;2
representing respectively the identifier of the transmission
line over which the said last packet was transmitted, and a
pointer giving the sequence number i1n the transmission
sequence of the last packet transmitted over this transmis-
sion line.

On receipt of a packet I, ., on a transmission line, the last
packet received belonging to the same virtual circuit 1s
determined. This packet was transmitted over the transmis-
sion line identified by J1 and its transmission sequence
number 1s given by j2. It can therefore be designated by
I,., and 1s to be sought, at the receiver, in the packets
received from the transmission line 11.

If this packet I, has previously been delivered to the
output multiplex 31, the packet I, ., 1s also delivered. On the
other hand, 1t the packet I, .  has not been delivered to the
output multiplex 31, either because 1t has not yet been
received or because it has been kept, the packet I, 1s kept.

As previously, it the received packet I, corresponds to
a packet which had not yet been received and was therefore
awaiting reception, a search will be made 1n the kept packets
for the one which, 11 1t exists, points to 1t. If 1t 1s assumed that
the packet I;,., has been received on reception from the
transmission line whose 1dentifier 1s n, the packet which
points to it is then the packet I, ;. The packet I;, ., and the
packet I, ; are then delivered to the output multiplex 31. A
scarch will also be made for the packet which, 1if 1t exists,
points to this last packet I, ; and 1t will be delivered, and so
on, until there 1s no packet which points to the one delivered
lastly.

FIG. 7 1llustrates this process, 1n the case where three
virtual circuits VC-a, VC-3 and VC-y are multiplexed on
two transmission lines whose 1dentifiers are respectively
denoted a and b.

It can be seen that, for each transmission line a and b, the
first index of the transmitted packets increases progressively
as they are transmitted.

If for example the packets belonging to the virtual circuit
P are considered, it can be seen that the packet I, . 1s the
packet with sequence number 1 (second packet) in the
fransmission sequence which has been transmitted over the
transmission line 1dentified by b, and that the packet I, ,,,
which is the packet with sequence number 2 (third packet)
in the transmission sequence of the transmission line 1den-
tified by a, points to it. This 1s because the second index bl
of the packet I, ,, 1ndicates that it 1s a case of the packet

whose sequence number 1n the transmission sequence of the
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transmission line 1dentified by b 1s 1. It 1s 1ndeed a case of
the packet I .

It can be seen, from the asterisk on the transmission line
a, that the packet I, ,, has not been received. It can also be

seen that the following packets belonging to the same virtual
circuit VC-aq, that 1s to say the packets a., and o, transmitted
via the transmission line b by the respective packets I, ,; and
I, .5 are Kept, until the packet I, ,, has been recerved
correctly, at the receiver for the transmission line a. The
packet I, ;4 1s re-transmitted when the transmuitter for the
transmission line a has received the negative acknowledge-
ment NAK,.

On reception of the packet I, ., at the receiver for the
transmission line a, this packet I, , 1s delivered and then the
packet which points to 1t 1s sought. The second index of this
packet 1s necessarily al since the packet I, ,, has been sent
over the transmission line referenced a and 1s the packet with
sequence number 1 thereof, and it will be sought at the
recerver both for the transmission line a and for the trans-
mission line b.

It can be seen that it 1s a case of the packet I, ; received
at the reception of the transmission line b which is then also
delivered.

It is also sought whether this packet 1, ,; 1s pointed to by
another packet. If this packet exists, its second index i1s
necessarily bs. It can be seen that 1t 1s then a case of the
packet 1, 5 which 1s then also delivered.

Thus, again as before, only the packets belonging to the
same virtual circuit of a previous packet which has not been
received are kept, the other packets being processed 1nde-
pendently.

The s1ze of sequence number 1 1s generally limited. In the
normal HDLC protocol, for example, 3 bits are used for the
sequence number, where the same value 1s reused cyclically
suichas0,1,2,3,4,5,6,7,0,1, 2, etc. In this case, modulo
8 operations are used to calculate differences of two
sequence numbers. Note that (x modulo 8) operation means
taking a remainder of (x divided by 8).

[llustrated 1n FIG. 8 1s a case where, after a first packet ol
belonging to VC-a. 1s sent, eighth packets 1-8 belonging,
to VC-3 are sent. When a packet a2 1s sent, its second 1ndex
j1s calculated as the difference between 1ts sequence number
and the sequence number of the pointed packet a1l modulo

8:

j={((1-0)modulo 8}=1

since the assigned sequence number of the previous packet
a1 1s O and the assigned sequence number of the packet a2
1s 1.

The problem raised here is that this second index value
makes packet a2 pointing to packet {38.

To solve this problem, the present invention consists in
assoclating with each wvirtual circuit for which at least a
packet has not been still acknowledged, an associated value
which 1s equal to the sequence number of the last packet of
said virtual circuit which have not been still acknowledged.

Hereafter a state of a transmitted packet, which 1s waiting,
for an acknowledgement, 1s called outstanding.

According to a first embodiment of the invention, the
method consists in implementing, at the transmitter side 10,
a table (see FIG. 9) which has a row per virtual circuit, and
for associating a value with a virtual circuit, in storing said
value 1 said row, and for deleting such an association, in
storing a special value 1n the corresponding row.

Therefore, for each virtual circuit, if there are outstanding,
packets, the last sequence number among the outstanding,
packets 1s set 1n the row corresponding to the virtual circuit
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in the table. If there 1s no outstanding packet, 1.e. all previous
packets belonging to the considered virtual circuit are
acknowledged, special value, e.g. NULL, 1s set. This special
value 1s a value mdicating that this 1s not a normal sequence
number value.

When sending a new packet, transmitter 10 checks 11 a
value 1s associated with said virtual circuit and set the
second 1ndex 7 value as explained below.

According to the first embodiment, transmitter 10 checks
if the value of the sequence number stored 1n the row of the
table corresponding to the same virtual circuit of this packet.

In one hand, 1f the sequence number corresponding to the
associated value exists (in case of a table, the associated
value is not the special value NULL), then the second index
1 value 1s set to the difference modulo M between the
sequence number of the packet to be transmitted and the
sequence number assoclated with the same virtual circuit. M
1s a modulo size of the sequence number.

In the other hand, if no value 1s associated with said
virtual circuit (in case of a table, the associated value is the
special value NULL), the second index j value is set to zero,
meaning that resequencing 1s not needed for this packet if
received correctly by the receiver.

After having sent the packet, the transmitter associates its
sequence number to the virtual circuit. In case of a table, its
sequence number 1s stored 1n the row of the table corre-
sponding to the virtual circuait.

When a retransmission of a packet 1s performed, the
transmitter checks whether the packet pointed by this
packet, 1f there 1s any, has been already acknowledged. If 1t
has not been acknowledged, the same packet shall be sent
(same sequence number and same second index j as those of
the considered packet). If it has been acknowledged, the
second index value j of the retransmitted packet shall be
updated to zero meaning hat resequencing is not needed.

One scheme judging whether the pointed packet 1s
acknowledged or not can be one as follows.

Let R be the sequence number of the retransmitted packet.

Let P be the sequence number of the pointed packet by the
retransmitted packet.

Let Q be the sequence number of the last acknowledged.
Let M be the size of modulo.

If the following condition 1s satisfied, the pointed packet
has been acknowledged.

{(R-P)modulo M} ={(R-Q)modulo M}

Note that, since {(R-P) modulo M} is the value of the
second 1ndex set 1n the packet, above process can be done by
the following more simply.

{Original second index value of the retransmitted packet}={(R-

Q) modulo M}

When an acknowledgement 1s received, the transmitter
oets the virtual circuit identifier of the acknowledged packet,
and then finds the value associated with the virtual circuit.
In case of a table, this value 1s stored in the row including
the virtual circuit. In one hand, if the associated value 1s
equal to the sequence number of said acknowledged packet
(this means that there is no outstanding packet for this virtual
circuit), the association is deleted, i.e. in case of a table, the
assoclated value 1s set to the special value NULL. In the
other hand, if the associated value 1s not the same, 1t 1S not
modified.

Note that if multiple packets are acknowledged, this
process shall be done for each acknowledged packet.
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FIG. 10 shows the changes of the associated values stored
in a table as such that represented in FIG. 8, for time
instances t11, t12, . . ., t19 shown in FIG. 7 respectively
before packet al has been sent, after packets 1, 3 have
been sent, after acknowledgement packet ACK1 has been
received, after packets 35, (38, a2 have been sent and after
acknowledgement packets ACK1 and ACK2 have been
recerved.

At time t11, there 1s no packet sent on both virtual circuits
a. and {3. Then, the stored value 1s the special one NULL for
both virtual circuits. Then, as shown 1n FIG. 8, first packets
a1l and (1 are sent with the second index value 7 equal to
ZETO.

At time t12 one packet has been sent on each virtual
circuit ¢. and . The sequence number of the packet 1s stored
in the corresponding row of the table. Then, packet 32 1s sent
with second index value j equal to 1=2-1 and packet 33 with
1=3-2=1.

At time t13, packet 33 has been sent and the last sequence
number 3 1s stored 1n the corresponding row of the table.

At time t14, packet a1 has been acknowledged by recep-
fion of acknowledgement packet ACKI1. Since there 1s no
outstanding packet on the virtual circuit ¢, the special value
NULL 1s set 1n the row including o.

At time t15, a packet p5 has been sent with a sequence
number 5. The value 5 1s set 1n a row including [ 1n the table.

At time t16, a packet B8 has been sent with a sequence
number O (8 modulo 8). The value 0 1s set in a row including
3 1n the table.

At time t17, a packet a2 has been sent with the sequence
number 1 and value 1 1s set 1n a row 1ncluding o 1n the table.

At time t18, acknowledgement packet ACKI1 has
acknowledged a packet with sequence number 0, which 1s
stored 1n a row 1ncluding p 1n the table.

At time t19, acknowledgment ACK2 has acknowledged a
packet with sequence number 1. Special value NULL 1s
stored 1n a row 1ncluding ¢ in the table.

FIG. 11 shows another example wherein the second index
value 1 can be seen to be updated when a retransmission 1s
performed. When packet p3 1s sent for the first time, its
second index value 1s 1. But when the same packet is
retransmitted, since the previous packet P2 has been
acknowledged by acknowledgment packet ACK3, then the
second mdex value of retransmitted packet i1s changed to
zero, meaning that no resequencing i1s needed if this packet
1s recerved correctly.

FIG. 12 shows the changes of the table for time instances
41, 142, t43, 144 in FIG. 11.

At time t41, last sequence numbers for virtual circuits
V(-0 and VC-f3 are respectively 0 and 2 that are stored in
the corresponding row 1n the table.

At time t42, acknowledgment packet ACK1 acknowl-
edged packet al and since there 1s no outstanding packet on
the virtual circuit a, the special value NULL 1s set in row
including c.

At time t43, acknowledgment packet ACK3 acknowl-
edged packet 2. But there are two outstanding packets 33
and (34, so that the last sequence number 1s set 1n a row
including 3.

At time t44, acknowledgment packet ACK6 acknowl-
cdged retransmitted packet 33 and also packets 34 and o2.
Since there 1s no outstanding packet, special value 1is
assigned to both virtual circuits VC-o and VC-{3.

It should be noted that, when acknowledgment packet
ACKG®6 1s recerved, this acknowledges three packets 33, 4
and o2. The update of The table has to be done for both two
virtual circuits ¢ and p at this time.
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In the previous embodiment of the invention, the number
of virtual circuits 1s known and steady. But there 1s a case
where a large number of virtual circuits are multiplexed at
the mput of the transmitter, or the number cannot be pre-
scribed. This 1s the case when connectionless packets are
transmitted, where the order in the sequence of packets
having the same packet address has to be preserved, while
there 1s no need of keeping the order of packets which have
different packet addresses. Here, the packet address means
cither a destination address of a packet or a source and
destination address pair of a packet.

According to another embodiment of the invention, the
method consists in implementing, at the transmitter side, a
table which has a predefined number of rows, and for
assoclating a value with a virtual circuit, 1n storing said
value and an identifier of said virtual circuit 1n a row which
1s free at the moment, and for deleting such an association,
in making free the corresponding row.

Therefore, the address of the last sent packet 1s added with
respect to the previous embodiment to the table. Each row
of the table indicates the address and the sequence number
of the last packet sent with this address. If all outstanding
packets having the same packet address have been
acknowledged, the packet address has to be deleted in the
table 1n order to make another packet address be stored in the
table.

Since the maximum number of outstanding packets 1s
limited to the modulo value determined by the sequence
number size, the maximum si1ze of the table 1s Iimited to the
modulo size of the sequence number.

The mechanism 1s the same as the one previously
described except that the transmitter, when a packet with a
orven address 1s to be transmitted, checks 1f this address has
already been stored in the table. If 1t has not been, the
address 1s added to the table with a sequence number of the
packet transmitted. If 1t has been, the mechanism is the same
as previously.

By introducing this mechanism, unlimited number of
packet addresses or virtual circuits can be handled.

FIG. 13 shows an example of such an embodiment. In this
case, where 5 kinds of packet addresses a, b, ¢, d, ¢ are used
and the size of sequence number is 2 bits (four values O to
3 are used as sequence number). The maximum number of
outstanding packets are 3 so that the table (representated in
FIG. 14) has three rows for storing both addresses and
sequence numbers.

FIG. 14 shows the change of the table for mstances t61,
162, . . . 170 as 1illustrated 1in FIG. 13. N 1s the special value
NULL.

At time t61, no packet has been sent so that all rows of
The table are set to NULL (both addresses and sequence
numbers for each of the three potential addresses).

At time t62, when a packet al with address a 1s sent, the
transmitter allocates one row (first one) of the table to
address a, and sets the packet address a and a sequence
number equal to zero. The second 1index value j assigned to
the packet al also equals to zero since there 1s no outstand-
ing packet for this address.

At time t63, when a packet bl 1s sent, the transmitter
allocates another row (second one) to the table for address
b, and sets the packet address b and the sequence number 1
since this 1s the sequence number of the last packet trans-
mitted with this address. The second index value 7 assigned
to the packet bl also equals to zero.

At time t64, when a packet ¢l i1s sent, the transmitter
allocates another row (third row) to the table for address c,
and sets the packet address ¢ and its sequence number 2 to
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the row. The second 1ndex value j assigned to the packet ¢l
also equals to zero.

At time t65, when ackownledgment packet ACKI1 1s
received, since there 1s no outstanding packet having address
a, the transmitter set the row allocated to address a, to NULL
(both address and sequence number).

At time t66, when ackownledgment packet ACK2 1s
received, since there 1s no outstanding packet having address
b, the transmitter set the row allocated to address b to NULL.

At time t67, the transmitter allocates one row (the first
one), which was NULL, to address d, and sets the packet
address d and sequence number 0. The second index j of the
packet dl equals zero since the value of the sequence
number was set to N at the preceding time.

At t68, after packet €l has been transmitted, the trans-
mitter allocates one row (second one), which was NULL, to
address ¢, and sets to the row the packet address ¢ and
sequence number 1. The second index 1 of the packet el
equals zero since the value of the sequence number was set
to N at the preceding time.

At time 169, since the packet c2 has been acknowledged,
the third row of the table 1s set to NULL. A packet d2 has
also been sent and the sequence number of address d 1s
updated to 2 since this 1s the sequence number of the packet
d2. Since at the preceding time, the value of the sequence
number 1n the row 1s not N but zero, the second index j 1s
set to the difference between the sequence number (1.e. 2) of
the packet to be transmitted and the sequence number 1 the
row (1.e. 0) which is then equal to 2.

At time t70, when ackownledgment packet ACKJ3 1s
received, all packets having address d and ¢ are acknowl-
edged. Then, NULL 1s stored for the rows assigned to both
addresses d (the first row) and ¢ (the second row).

Since the size of a packet address 1s generally large, such
as several bytes, 1t 1s better that the table 1s sorted based on
registered addresses.

According to another embodiment of the invention, the
method consists 1n creating a memory block 1n which said
value and said packet address are stored and in linking said
block with other blocks still created for other packet
addresses, if they exist, so that to create a list of blocks and,
for deleting such an association formed by a block, remove
said block from the list of blocks.

Note that the table can then be dynamically configured by
sorting the double linked list.

FIG. 15 shows the table configured by double linked list.

When a new packet address 1s added, a new memory
block 1s allocated and the packet address and sequence
number are stored 1n the block. Then the block 1s linked with
other blocks of the list and thus inserted 1n the list. When an
packet address 1s deleted, corresponding memory block 1s
removed from the list and the link 1s reconfigured.

FIG. 15 shows the change of configuration for time
instances t62, t63, t64, 165, 166, t67 depicted 1n FIG. 13.

Each block has four fields. Two contain the address
ADDR and sequence number SN of the pomted packet. A
third contains a pointer PP to the preceding block and the last
a pointer PF to the following block. Both last fields are used
to constitute the link of the blocks of the list.

At the beginning of the process, at time t61 1 FIG. 13,
there 1s no block.

At time t62, when a packet a1 with address a 1s sent, the
transmitter creates a block B1 and sets the fields ADDR and
SN with the packet address a and a sequence number equal
to zero, since this 1s the sequence number of the last packet
transmitted with this address a.

At time t63, when a packet bl is sent, the transmitter
creates a new block B2 which 1s linked to block B1 by means
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of the respective pointer fields PF and PP of both blocks Bl
and B2. The transmitter sets then the fields ADDR and SN
of block B2 with the packet address b and a sequence
number equal to 1, since this 1s the sequence number of the
last packet transmitted with this address b.

At time t64, when a packet ¢l 1s sent, the transmitter
creates a third block B3 which 1s linked to the other blocks
B1 and B2 by means of the pointer ficlds PF and PP of all
the blocks of the list. The transmitter sets then the fields
ADDR and SN of block B3 with the packet address ¢ and its
sequence number 2.

At time t65, when the ackownledgment packet ACK1 1s
received, since there 1s no outstanding packet having address
a, the transmaitter deletes the block B1 and makes blocks B2
and B3 linked.

Note, there 1s basically no memory block including NULL
in an address field since, when a block should include NULL
values, 1t 1s removed from the list.

At time t66, when ackownledgment packet ACK2 1is
received, since there 1s no outstanding packet having address
b, the transmaitter deletes the block B2 and makes block Bl
self-linked.

At time t67, the transmaitter creates a new block B4 with
the packet address d and sequence number 0, which 1is
assigned to the packet dl.

Rather than use the packet address which 1s generally a
multi-bytes value, a random number, which 1s much smaller
than packet address, 1s calculated from the packet address
and 1s used as an equivalent to virtual circuit identifier. This
can be applied either to the table embodiment or to doubled
linked list embodiment. For instance, such calculation 1s to
take bit by bit EXOR for all bytes of packet address and to
oget one byte random number 0-255. This value 1s used as
virtual circuit 1dentifier.

Another method can be to divide the packet address value
by some prime number, for example 253, and get a
remainder, which 1s also a random number ranging 0-252.
Since the value of the random number takes small range, a
table can be looked up directly by using the random number
as an oifset of an zero address of the table.

In these schemes, the resequencing i1s done for each
random number independently. Since 1t 1s expected that
different packet address produces ditferent random number,
the resequencing 1s generally done for each different packet
address. But, there 1s a possibility that different packet
addresses produce the same random number. In this case,
sequence of packets are preserved unnecessarily among the
addresses producing the same random number. By increas-
ing the range of the random number, such possibility can be
reduced.

What 1s claimed 1s:

1. Method of controlling errors in the transmission of
packets transmitted between a transmitter and a receiver,
said transmitter receiving from an 1nput multiplex packets
belonging to a plurality of end to end associations and
transmitting them 1n the form of sequences of packets over
a transmission line, said receiver, on reception of a packet,
verifying whether said packet 1s correctly received and it so,
delivering said packet to an output multiplex, and 1f not,
sending to said transmitter a negative acknowledgment so
that the transmitter can retransmit said packet, characterized
in that 1t comprises, at the transmitter side, of allocating, to
cach packet to be transmitted over the transmission line, two
indices, a first mdex giving a sequence number of said
packet and a second index enabling said packet to point to
the last packet which was previously transmitted belonging
to the same end to end association as said packet, and, at the
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receiver side, determining, on a correct reception of a
packet, the packet pointed to by said received packet, and,
if this packet pointed to has been delivered to the output
multiplex, then delivering said received packet, otherwise
not delivering said received packet.

2. Method according to claim 1, characterized in that it
comprises, at the receiver side, keeping packets which are
not delivered and delivering, when correctly received, a
re-transmitted packet and then secking amongst the kept
packets the one, 1f said kept packet exists, which points to
said re-transmitted packet and then delivering said packet
which points to said retransmitted packet, and again seeking,
if 1t exists, the packet which points to said packet which
pomts to said re-transmitted packet and delivering said
packet which points to said packet which points to said
re-transmitted packet until there 1s no packet which points to
a packet delivered lastly.

3. Control method according to claim 2, characterized in
that the second index represents a sequence number of said
last packet which was previously transmitted belonging to
the same end to end association as the considered packet.

4. Control method according to claim 2, characterized in
that the second index represents a difference between a
sequence number of said last packet which was previously
transmitted and a sequence number of said considered
packet which was received, and these packets belong to the
same end to end association.

5. Control method according to one of claim 4, charac-
terised 1n that, at the transmitter, there 1s allocated to a packet
to be transmitted a specific value as the second index when
the value which said second index should normally take 1s
higher than a value upwardly delimiting said second index
and, at the receiver, on the receipt of a packet whose second
index has this speciiic value, 1t 1s determined whether all
packets of the sequence belonging to all the end to end
associations or to all the groups of associations previously
sent by the transmitter have already been received by the
receiver and delivered to the output multiplex, and 1f this 1s
the case, the packet just received 1s delivered, otherwise the
packet just received will be kept unftil all the previous
packets are delivered.

6. Control method according to claim 3, characterised 1n
that the second i1ndex also bears an item of information
indicating a transmission line over which said packet
pointed to was transmitted.

7. Control method according to claim 1, characterised in
that 1t comprises 1n allocating to each end to end association
or each group of associations for which at least a packet has
not been still acknowledged, an allocated value which 1is
equal to the sequence number of the last packet of said end
to end association or said group of end to end associations
which have not been still acknowledged, and when trans-
mitting a packet belonging to an end to end association or to
a group of end to end associations, 1n checking if a value 1s
associated with said end to end association or group of end
to end associations and 1if it 1s, 1 setting the second 1ndex
value of said packet to the difference modulo M between the
sequence number of the packet to be transmitted and the
allocated value, M being the modulo size of the sequence
number, and 1f 1t 1s not, in setting the second index value of
said packet to zero and, after having transmitted said packet,
in allocating the value of the sequence number of said packet
to said end to end association or said group of end to end
associations.

8. Control method according to claim 7, characterised in
that 1t comprises, when retransmitting a packet, either in
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allocating the same sequence number and the same second
index to the retransmitted packet if the packet pointed by
said packet has not been acknowledged, or in updating to
zero the second 1ndex value of the retransmitted packet 1f 1t
has been acknowledged.

9. Control method according to either claim 7, character-
1sed 1n that it comprises, when an acknowledgment packet 1s
received, 1n getting the identifier of the end to end associa-
tion or the group of end to end associations of the acknowl-
edged packet, 1n finding the value allocated to said end to
end association or the same group of end to end associations
and, 1f said allocated value 1s equal to the sequence number
of said acknowledged packet, in deleting the allocation, and
if the sequence number 1s different from the associated
value, 1n letting the allocated value as 1t 1s.

10. Control method according to claim 8, characterised in
that 1t comprises, for judging whether the pointed packet 1s
acknowledged or not, in checking whether the condition:

{(R-P) modulo M} ={(R-Q) modulo M}

1s satisiied or not, where R 1s the sequence number of the
retransmitted packet, P the sequence number of the pointed
packet by the retransmitted packet, Q the sequence number
of the last acknowledged packet and M the size of modulo.
11. Control method according to claim 8, characterised 1n
that 1t comprises, for judging whether the pointed packet 1s
acknowledged or not, in checking whether the condition:

{Original second index value of the retransmitted packet}={(R-
() modulo M

1s satisiied or not, where R 1s the sequence number of the
retransmitted packet, Q the sequence number of the last
acknowledged packet and M the size of modulo.

12. Control method according to claim 7, characterised in
that 1t comprises in implementing, at the transmitter side, a
table which has a row per end to end association or per group
of end to end associations, and for allocating a value to an
end to end association or to a group of end to end
associations, 1n storing said value i1n said row, and, for
deleting such an allocation, 1n storing a special value in the
corresponding row.

13. Control method according to claim 7, characterised in
that 1t comprises 1n 1mplementing, at the transmitter side, a
table which has a predefined number of rows, and for
allocating a value to an end to end association or to a group
of end to end associations, 1n storing said value and an
identifier of said end to end association or said group of end
to end associations 1n a row which 1s free: at the moment,
and, for deleting such an allocation, in making free the
corresponding row.

14. Control method according to claim 13, characterised
in that the maximum size of said table 1s limited to the
modulo size of the sequence number.

15. Control method according to claim 7, characterised in
that 1t comprises, for allocating a value to an end to end
association or to a group of end to end associations, 1n
creating a memory block 1n which said value and an 1den-
fifier of said end to end association or group of end to end
assoclations are stored and in linking said block with other
blocks still created for other end to end associations or
ogroups of end to end associations, if they exist, so that to
create a list of blocks and, for deleting such an allocation
formed by a block, remove said block from the list of blocks.
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