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(57) ABSTRACT

A system receives a flow of data packets via the link and
determines a target bandwidth to be allocated to the flow on
the link. In response to the flow, the receiving system
transmits data to the sending system. The transmitted data
control the sending system such that when the sending
system transmits subsequent data packets to the receiving
system, such subsequent data packets are transmitted at a
rate approximating the target bandwidth allocated to the
flow. In one embodiment, the rate at which the transmitted
data from the receiving system arrive at the sending system
determines the rate at which the sending system transmits
the subsequent data packets. The receiving system can
control the rate by delaying its response to the sending
system according to a calculated delay factor. In another
embodiment, the data transmitted from the receiving system
to the sending system indicate a maximum amount of data
that the receiving system will accept from the sending
system 1n a subsequent data transmission. The maximum
amount 1s determined so that when the sending system
transmits subsequent data packets according to that amount,

data 1s transmitted by the sending system to the receiving
system at a rate approximating the target bandwidth.

24 Claims, 5 Drawing Sheets

154 Bandwidth
g Allocation
o Commands
Application » Interface
Programs
Y
Protocol Default
D23 L _IBUf fewlgiack e Policy [
. 170
7 File
146
156 —__ Bandwidth
™ Allocation
¢ Configuration
l 172
Buffer -146
* Operating System

|

158

Network Interface

| ™—166




U.S. Patent May 6, 2003 Sheet 1 of 5 US 6,560,243 B1
100
\/\
106
142
_- 162
=
— —
126 < }110
— —
138 114
Router 4 Router 1
(R4) (R1)
134 118
A! 182 = 110
126 B
Ol 2 ?
H B
134 118
(R3) (R2)
130 199
— —
126 < —
‘_ >1 10
130 122
166__—1 102




U.S. Patent May 6, 2003 Sheet 2 of 5 US 6,560,243 B1

102

AW

Memory( operating System 158
CPU 48 File System 168
Protocol Stack 156
Default Policy File 170
Config File 172
Application program 154
@) pplication prog
User Interface _

Network Interface 166

FIG. 2



U.S. Patent May 6, 2003 Sheet 3 of 5 US 6,560,243 B1

150

N

154 Bandwidth

4 Allocation
o Commands
Application Interface
Programs
w Default

Policy
File

170

Bandwidth
Allocation
Configuration

172
146

Operating System

Network Interface 166

FIG. 3

158



U.S. Patent May 6, 2003 Sheet 4 of 5 US 6,560,243 B1

200

Receive Flow of —__
S Data Packets 204

I e

208 ~— Determine Target |— — ™
Bandwidth for Flow Classify Flow

l

Determine Advertised
Window Size

|

- Compute Delay —~ 214
| Factor

l

T . .
ransmit data to sender of flow 218
that controls rate of subsequent !

transmissions by sender

FIG. 4



U.S. Patent May 6, 2003 Sheet 5 of 5 US 6,560,243 B1

184

Byte Sequence
Number

Advertised
Window Size

186

188

FIG. S



US 6,560,243 B1

1

SYSTEM AND METHOD FOR RECEIVER
BASED ALLOCATION OF NETWORK
BANDWIDTH

The present mvention relates to the field of system
networks, and, more particularly, to a method and apparatus
for allocating bandwidth to systems transmitting data over a
communication link 1n a network.

BACKGROUND OF THE INVENTION

In a network, such as the Internet or an Intranet, in which
many systems are coupled to each other by communication
links, some links may be overused, that 1s, the demand for
bandwidth over a particular link exceeds the bandwidth that
1s actually available. Often, this demand results from several
data tlows, possibly originating from multiple sources com-
peting for the available bandwidth. Accordingly, 1t 1s desir-
able to enforce a specific policy for allocating the available
bandwidth among the competing sources.

Typically, the bandwidth allocation policy 1s performed
cither at the systems sending the data flows or at interme-
diate routers 1n the network. Examples of mechanisms for
allocating bandwidth among data flows include “fair
queuing’, “weighted fair queuing”, and “virtual clock™.
Some of these approaches aim at achieving simple fairness
among flows, while others can favor one data flow over
another.

Such approaches, however, are 1nadequate when the sys-
tem receiving the data flows wants to prioritize those data
flows. For one, the sending system may not be aware of the
desired priorities of the receiving system, and thus send data
contrary to those priorities. Further, if multiple sending
systems are sharing the link, 1t can be quite difficult for the
sending systems to coordinate their bandwidth allocation
policies to match the bandwidth allocation desired by the
receiving system, particularly if these sending systems do
not have a mutually agreed upon framework for expressing
priorities.

One example of such a situation would be a Web proxy
server, between an organization and the Internet, which is
connected to the Internet via an overutilized link. The proxy
operator may wish to give higher priority to retrievals
requested by specific users.

Another example 1s a Web browser with several active
windows, one of which 1s conveying low-priority periodic
status updates, and the other 1s used for explicit requests for
information. If the browser 1s connected via a slow link
(such as a modem), the user may want to give priority to
responses to the explicit requests, mstead of the status
updates.

Thus, there remains a need for a method and an apparatus
that enables a receiving system to achieve 1ts own bandwidth
allocation policy among multiple sending sources sharing a
communication link.

SUMMARY OF THE INVENTION

An object of the present mnvention 1s to give the receiver
of flows of data packets the capability to control the band-
width allocation among multiple users of a network sharing,
a common communication link. Thus, the receiver can
enforce 1ts own bandwidth allocation policy without the
need of tlow-setup protocols or having to communicate the
bandwidth policy to routers 1n the network. Further, the
invention has the advantage of not necessarily requiring
changes to existing sending systems or routers.
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The present invention relates to methods and systems for
allocating bandwidth on a communication link in a network
operating according to a flow-controlled protocol where a
receiving system receives a flow of data packets from a
sending system via the communication link. The receiving
system determines a target bandwidth to be allocated to the
flow on the link and transmits data to the sending system.
The transmitted data provides feedback to the sending
system such that when the sending system transmits subse-
quent data packets to the receiving system 1n response to the
transmitted data, data 1s transmitted by the sending system
to the receiving system at a rate approximating the target

bandwidth.

In one embodiment of the method, the data transmitted by
the receiving system to the sending system acknowledges
receipt of a particular data packet in the flow of data packets.

In another embodiment of the method, the data transmait-
ted from the receiving system to the sending system indicate
a maximum amount of data that the receiving system will
accept from the sending system 1n a subsequent data trans-
mission. The maximum amount 1s determined so that when
the sending system transmits subsequent data packets
according to that amount, data 1s transmitted by the sending,

system to the receiving system at a rate approximating the
target bandwidth.

In still another embodiment of the method, a rate at which
the transmitted data from the receiving system arrive at the
sending system determines the rate at which the sending
system transmits the subsequent data packets.

In still yet another embodiment, the method calculates a
period of time for which the receiving system does not
transmit data to the sending system. The delay 1s from when
the receiving system would normally transmit the data
operating according to the network protocol. The transmis-
sion of subsequent data packets on the link by the sending
system 1s thereby delayed for the period of time, causing the
data transmission rate of the sending system to approximate
the target bandwidth on the link allocated to the flow. In one
embodiment of the 1nvention, the method assigns the flow to
a class of flows, and the calculated period of time applies to
cach flow 1n that class.

The invention may be implemented 1n a system including,
a network interface for receiving a tlow of data packets from
a sending system on the network via the link. A processor,
coupled to the network interface, determines a target band-
width to be allocated to the flow on the link. The network
interface transmits data to the sending system in response to
receiving the flow of data packets. The data transmitted by
the interface controls the sending system such that the
sending system transmits subsequent data packets at a rate
corresponding to the target bandwidth allocated to the flow.

Other objects, features, and advantages of the present
invention will become apparent in the course of the follow-
ing description and by reference to the accompanying draw-
Ings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram of a system network illustrating
an exemplary embodiment of the invention;

FIG. 2 1s a block diagram 1illustrating the client system;

FIG. 3 1s a block diagram 1llustrating the Memory com-
ponent of the client system;

FIG. 4 1s a flow chart of an exemplary process of the
invention; and

FIG. § 1s a block diagram of an acknowledgment packet.
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DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

FIG. 1 shows an exemplary embodiment of a network 100
in which a client system 102 allocates link bandwidth to a
server system 106 according to the principles of the 1mnven-
tion. The network 100 can be for example, the Internet,
which 1s a worldwide, public network of computer systems
and devices operated and maintained by various organiza-
fions; or, as another example, the network 100 can be an
intranet, which 1s typically a private network of computer
systems operated by a single organization.

In this exemplary embodiment, the client 102 and the
server 106 communicate with each other via two network
paths. One network path includes a router R1 and a router R2
for transmitting data packets 110 sent by the server 106 to
the client 102. On this network path, the server 106 is
coupled to the router R1 by a communication link 114,
router R1 to router R2 by communication link 118, and
router R2 to the client 102 by communication link 122.

The other network path includes a router R3 and a router
R4 for transmitting acknowledgment packets (ACKs) 126
from the client 102 to the server 106. On this return path, the
client 102 1s coupled to the router R3 by a communication
link 130, router R3 to router R4 by communication link 134,
and router R4 to the server 106 by a communication link
138. In one aspect of this embodiment, the forward and
return paths may be the same; that is, router R1 and router
R4 are the same router, as are routers R2 and R3. Further,
depending upon the network protocol used by the systems to
communicate, there may be no formal distinction between
acknowledgment packets 126 and data packets 110.

The server 106 includes buffer memory 142 for storing
copies of data packets 110 sent but not yet acknowledged by
the client 102. In order to communicate with each other, the
server 106 and the client 102 each have a network interface
162, 166, respectively.

In FIG. 2, the client 102 mcludes a processor or CPU 148,
user mterface 149 and memory 150 for storing application
program 154 and operating system 158. The operating
system 158 preferably includes a file system 168, a protocol
stack 156, a default policy file 170 and a bandwidth allo-
cation configuration file 172. The client 102 also has buifer
memory 146 for storing data packets 110 received over the
network 100 but not yet read.

Examples of application program 154 are Web browsers
that implement rules for data transfer between computers,
such as the Hypertext Transfer Protocol (HTTP) or the File
Transfer Protocol (FTP). The operating system 158 is a
program or set of programs that provides basic services used
by the application program 154 that run on the CPU 148.
The file system 168 provides program f{iles to operating
system 1358. The default policy file 170 provides default
bandwidth allocation policies for use by the operating sys-
tem 1588 or protocol stack 156 when determining the target
bandwidth of data flows. For instance, the default bandwidth
allocation policy may automatically classity data flows into
various classes based on their duration and actual
(monitored) bandwidth usage, and then assign a target
bandwidth to each data flow based on its assigned class. The
configuration file 172 1s used to record specific data tlow
bandwidth allocations and/or bandwidth allocation policies
to be used with specified application programs, and thus to
override the default bandwidth allocation policies.

To send and receive data, the server 106 and client 102
execute processes of a network protocol. The network
protocol organizes the flow of data packets on the network
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and the format of the data 1n the data packets. The processes
for handling the network protocol are referred to as the
protocol stack 156.

In FIG. 3, memory 150 of client 102 1s illustrated to
facilitate the description of the general operation i1n the
exemplary embodiments.

General Operation

Typically, the network protocol used by the systems 106
and 102 will employ a flow-control mechanism. In a flow-
controlled network protocol, a sending system (sender)
transmits data packets to a receiving system (receiver), and
the receiver responds by sending acknowledgment (ACK)
packets to the sender. Based on these ACK packets, the
sender limits the rate at which to send subsequent data
packets to the receiver. For example, in a stop-and-wait
flow-control protocol, the sender of a data packet requires an
acknowledgment for that packet from the receiver before
sending the receiver the next data packet.

Preferably, the server 106 and client 102 of the invention
communicate using the Transmission Control Protocol
(TCP) as a layer on the Internet Protocol (IP), collectively
TCP/IP. Although the mvention 1s described with reference
to TCP, any other network protocol that employs a flow-
controlled mechanism 1s suitable for practicing the inven-
fion.

Advertised Window

TCP 1s a “sliding window” protocol that uses byte-based
sequence numbers to 1dentify the bytes in the data stream
transmitted from the sender to the receiver. A TCP receiver
will only allow a TCP sender to send as much data as the
receiver can store 1n available buffer memory. Referring to
FIG. 5, with each returned ACK packet 184, the receiver
indicates to the sender the sequence number 186 of the
acknowledged byte of data and the amount of data the
receiver 15 willing to accept from the sender, called an
“advertised window™ 188.

From the advertised window and the acknowledged byte
sequence number, the sender determines the highest byte
sequence number that can be transmitted. The sender 1s not
permitted to send data beyond this sequence number until
the sender receives another acknowledgment from the
receiver that increases its advertised window.

The present invention takes advantage of a fundamental
feature of a tlow-controlled protocol, which 1s that during
stcady state operation the ACK transmission rate of the
receiver controls the data transmission rate of the sender.
The receiver, then, can use the ACK packets to control the
bandwidth allocated to the sender by controlling when to
1ssue the ACK packets and by constraining the amount of
data the receiver 1s willing to receive 1n a subsequent data
transmission. The sender, then, can send more data only after
receiving an ACK packet in which the receiver has advanced
its advertised window.

Normally, the receiver acknowledges data 1immediately,
and consumes the received data as quickly possible.
Consequently, the rate at which the receiver advances ifs
advertised window 1s roughly the rate at which the data
arrive at the receiver. This rate of arrival 1s imposed by the
bottleneck link (i.e., the communication link with the lowest
bandwidth) on the network path between the sender and the
recelver.

To illustrate with the example shown in FIG. 1, the server
106 and the client 102 are in the process of communicating,
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with each other using data packets 110 and ACK packets
126. In this example, the server 106 1s the sending system,
and the client 102 1s the receiving system. Clearly, the roles
of the server 106 and client 102 as sender and receiver can
be reversed. For illustration purposes only, the transmission
rate for the link 118 is slower (i.e., smaller bandwidth) than
links 114 and 122, and, consequently, 1s the bottleneck link

on this network path.

When the router R2 forwards the data packets 110 from
the bottleneck link 118 to the faster link 122, the data packets
110 have the same temporal spacing as they had on the
bottleneck link 118, even though the link 122 has a higher
bandwidth. The ACKs 126 on the return network path, also,
have the same temporal spacing as the bottleneck link 118,
as indicated by the dashed lines 182. Consequently, a steady
state TCP flow of data 1s “self-clocking”; the flow automati-
cally transfers data and ACK packets at approximately the
rate 1imposed by the bottleneck link 118.

Although the self-clocking model 1s an
oversimplification, particularly where data flows from mul-
tiple sources share the bottleneck link, the model provides a
first approximation of the bandwidth typically allocated to
cach data flow. When state-of-the-art implementations and
routers are used, N flows sharing the bottleneck link will

each receive 1/N of the bandwidth of that link.

Determination of Bandwidth Allocation

The receiver of the mvention determines a target band-
width to be given to the sender. The receiver can make this
determination according to a policy that defines how the
bandwidth of the bottleneck link 1s to be shared among,
various concurrent flows. Given a description of the data
flow, such as, for example, the tlow’s source address, the
receiver can determine the fraction of bandwidth, B, allo-
cated to that flow according to governing policy. When the
bottleneck link 1s 1dle, the full bandwidth of the link should
be allocated to the flow.

For best performance, the policy should avoid over-
committing the available bandwidth of the link, 1.¢., the sum
of the allocations to all flows 1s not greater than 100% of the
bandwidth. The principles of the invention, however, can
still be practiced although a particular policy over-commits

the link.

In one embodiment of the invention, the particular appli-
cation program 154 that receives the data determines the
bandwidth. That 1s, the program 154 assigns a target band-
width to each data flow as that flow i1s created (or at a
subsequent time in the existence of that flow) and commu-

nicates this target to the operating system 138 or protocol
stack 156.

In other embodiments of the invention, the operating
system 158 or protocol stack 156 determines the bandwidth
directly, based on information provided by a default policy
file 170 in the operating system 154 through an user
interface, matched against the particular parameters of the
flow (such as the identification of the sender or the protocol
type). For example, the default policy file 170 may inform
the operating system 158 (or protocol stack 156) that all
HTTP flows arriving from a given system X are to be
assigned a low target bandwidth BX, and that all FTP flows
arriving from a given system Z are to be assigned a high
target bandwidth BZ. Changes to existing application pro-
oram 154 would be unnecessary for such embodiments.

Congestion Window

Modern TCP implementations of data transmitting sys-
tems mnclude a congestion avoidance and control mechanism
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called a “congestion window”. The congestion window 1s an
estimate of the amount of data that can be unacknowledged
at one time without congesting the network. The congestion
window 1s 1nitialized to a small value, such as, for example,
one packet or 4 Kbytes.

In the 1nitial “slow-start” phase, the congestion window 1s
increased by the size of one segment (i.e., the maximum
allowed packet size) when each ACK is received. After the
size ol the congestion window reaches the “slow-start
threshold”, the congestion window increases by the size of
one segment for each elapsed round-trip time.

Packet losses cause a decrease 1n the congestion window
and 1n the slow-start threshold. Until the congestion window
reaches the size of the recerver buffer 146, the data trans-
mission rate of the sender 1s controlled more directly by the
rate at which it receives acknowledgments rather than the
increase 1n the receiver’s advertised window. In general, the
sender sends no more data than are allowed by the more
restrictive of the congestion window or the advertised win-
dow of the receiver, presuming that the size of the server
buifer 142 1s not more restrictive than both windows.

Referring back to FIG. 1, during steady state operation,
the bandwidth used by the data flow from the server 106 is
approximately the advertised window size of the client 102
divided by the round-trip time. The client 102, then, can
achieve the target bandwidth for the flow by adjusting the
advertised window size or the round-trip time or both.

Varying the Advertised Window Size

In one embodiment of the invention, the client 102 uses
the size of the advertised window to control the data
transmission rate of the server 106. In the ACK packets 126,
the client 102 indicates the amount of data it will accept
from the server 102 1n a subsequent data packet transmis-
sion. This amount 1s calculated to achieve the target band-

width when the server 106 transmits subsequent data packets
in response to the ACK packets 126.

Through use of advertised windows, the client 102 can
either increase or decrease the rate at which the server 106
transmits data 1n order to achieve the target bandwidth. The
client 102 can attain a decrease in rate by shrinking the
window size advertised to the server 106. The client 102 can
increase the transmission rate of the server 102 by shrinking
the window size advertised to other data flow sources that
are concurrently using the bottleneck link 118. In this event,
the server 106 would gradually discover bandwidth made
available by the decreased activity of the other data flow
SOUrces.

Another way to increase the transmission rate 1s for the
client 102 to increase the window size advertised to the
server 106. This might, however, over-commit the link
bandwidth, increasing congestion on the link and leading to
a shrinking of the congestion window of the server 106.

Presumably, the advertised window size 1s less than both
the sender buffer size and the congestlon window size,
otherwise varying the advertised window size has no etfect
on the data transmission rate of the sender 106. Thus,
varying the advertised window size might not be useful for
making small adjustments to the bandwidth or for a con-
gested network path. Further, making the window size too
small, for example, below two segments, can produce bursty
transmissions and excessively low bandwidth. Varying the
advertised window, however, to a reasonable value could
help maintain the steady-state behavior of the flow, which,
in turn, could i1ncrease the congestion window of the server

106 indefinitely.
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To control bandwidth allocation, the client 102 can use the
technique of adjusting the advertised window 1independently
of or together with the technmique of “delay-extended”
acknowledgements of the invention, described below.
Similarly, the client 102 can use delay-extended acknowl-

cdgments to allocate bandwidth independently of the adver-
tised window technique.

Delay-Extended Acknowledgments

Delaying the transmission of ACK packets 126 to the
server 106 1s another technique by which the client 102 can
control the server data transmission rate. The delay 1is
imposed from the time when the client 102 would normally
transmit the ACK 126, that 1s, immediately upon receiving
the data packet. (For some TCP implementations, the ACK
1s already delayed so that a single ACK packet acknowl-
edges more than one data packet—the delay of the invention
1s 1mposed when that delayed ACK would normally be
transmitted. Thus, the acknowledgments of the invention are
called “delay-extended” acknowledgments.)

More specifically, the client 102 calculates a delay factor,
D, that will cause subsequent data transmissions by the
server 106 to be delayed appropriately to achieve the target
bandwidth allocated to the flow. Conceptually, the client 102
uses a model function, M(F, T, P), for predicting the band-
width consumed by a given flow FE, at time T, given a set of
parameters P. The parameter set P includes the round-trip
fime between server 106 and client 102, the segment size
being used, the size of the server’s congestion window, and
perhaps other information about the flow F and the state of
the network. The parameter set P also includes the calculated
delay factor, D, which 1s the period of time that each
acknowledgment for flow F 1s delayed. That 1s, if the most
recent acknowledgment for flow F was sent by the client 102
M seconds ago, and under normal circumstances the next
acknowledgment 1s due to be transmitted, that next acknowl-
edgment 1s delayed instead for M*(D-1) seconds.

The delay slows down the effective data transmission rate
of the server 106 below the normal speed of that flow (i.e.,
B/N, for N flows, in the simple model). In turn, the other,
more favored senders of data flows will discover a larger
share of the bandwidth B on the bottleneck link, and, as a
result, will increase their own transmaission rates. When the
model and the model inputs are correct, the result will be an
accurate allocation of bandwidth among the multiple flows
sharing the bottleneck link.

The technique of delaying acknowledgments according to
the delay factor D might be subject to inaccuracies because
it may be difficult or expensive to compute the desired value
for D for each flow. In particular, when the network traffic
1s primarily a small number of short-lived flows, which are
typical of modem Internet use, the calculations of D may be
Inaccurate for various reasons.

One possible cause of an 1naccurate calculation of D 1s
that the source of a short-lived flow may end its transmis-
sion. Thus, delaying ACKSs on this flow could postpone the
fime to completion, which might not be an optimal use of
resources. Also, short-lived flows are likely to be 1n their
slow-start phase, which increases the complexity of model-
ing the future behavior of the flow—and not all TCP
implementations use the same slow-start algorithms.

Other network conditions can complicate the modeling
process: new flows may arrive sharing the bottleneck link;
some sending systems have limited buffer size for unac-
knowledged data, which may reduce their transmission rate
below model predictions; network congestion 1s variable and
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difficult to predict, as 1s the resulting loss of data packets,
which reduce the bandwidth used by a flow.

Optimum performance occurs, then, when the network
traffic 1s composed primarily or enfirely of long-lived tlows.
Most of such flows are operating 1n a steady state, and not
in slow-start, and because of the dynamics of the congestion-
avoldance mechanisms, long-lived flows are less likely than
short-lived flows to experience congestion-related packet

loss. Also, effects due to limited buifer size on the sending

system will be factored into the self-clocking behavior of
TCP.

Still, 1f the network traffic 1s composed of a large number
of flows, 1t might not be possible to accurately predict the
bandwidth used by any one flow. Nonetheless, the average
behavior of large classes of flows may be predictable. For
example, assume a desired allocation policy 1s to allocate
half of the bandwidth B to the J flows 1n class A, and other
half of the bandwidth to the K flows 1n class B, measured
over periods of several minutes. In this case, although the
amount of bandwidth used by a particular flow in class A
might not approximate B/(2*]), if no systematic bias exists
for flows 1n either class, the total bandwidth used by all flows
in class A should approximate B/2.

Classitying Flows

A more practical approach, then, to calculating a delay
factor for each data flow would be to place the data tlows
into classes and to calculate a delay factor for each class of
flow. In so doing, an accurate model M of each flow and
accurate 1nformation about parameters of that flow are
unnecessary, avoiding the above-described complexities
associated with developing that model. Instead, feedback-
based control would be used to determine the D value for a
orven class of flows. The D value would apply to all flows
placed 1n that class. Appropriate feedback constants are
needed for limiting the rate at which packet acknowledg-
ment delay and/or advertised window 1s changed.

For instance, a first feedback constant might be used to
limit the change 1n packet acknowledgment delay factor D
from one ACK packet to the next as a percentage of delay
time. An appropriate value for the first feedback constant
might be 0.25, indicating that the delay time should not
change by more than 25% from one ACK packet to the next.
A second feedback constant might be used to limit changes
in the advertised window from one ACK packet to the next.
This second feedback constant might be defined as a fraction
of the number of bytes in the advertised window. An
appropriate value for the second feedback constant might be
0.3, mndicating that the advertised window size should not
change by more than 30% from one ACK packet to the next.
Selection of mappropriate feedback constants may cause the
feedback control to either fail to track changes 1n network
conditions (i.e., changes in network congestion), or may
cause the computed ACK packet delay factor D, or the
computed advertised window, to oscillate.

Successiul use of this approach depends on an appropriate
division of flows into feedback classes (i.e., classes of flows
sharing a feedback-controlled value for D). The following
exemplary classes of flows may produce an accurate delay
factor for each flow in that class (other classes are possible):

One class for each short-lived flow with a different target
bandwidth. For example, all short-lived flows with a
target bandwidth of B/1000 would be assigned to one
class, all short-lived flows with a target bandwidth of
B/500 would constitute another class.

One class for each long-lived flow. Because a long-lived
flow 1s likely to have a stable steady-state behavior,
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applying feedback control to derive a value for the
delay factor D value should be feasible.

One class for each “badly-behaved” flow with a different
targcet bandwidth. A badly-behaved flow 1s a flow
whose observed use of bandwidth significantly exceeds
the target bandwidth for its originally assigned class.
By 1solating badly-behaved flows from well-behaved
flows, the bandwidth allocated to badly-behaved flows
can be controlled without adversely affecting the well-
behaved flows 1n the same originally-assigned class.

Normally, a data flow would start as a short-lived flow in
one of the bandwidth-specific classes. The flow would
subsequently terminate or continue long enough to become
classified as a long-lived flow. The receiving system would
monitor the actual bandwidth consumption of each flow,
compare the consumption against the target bandwidth allo-
cated to that flow, and classify that flow as badly-behaved it
appropriate.

Increasing the value of D too quickly for individual or
classes of flows could lead to false timeouts at the sending
system because the adjusting D changes the effective round-
trip time and, therefore, the sending system’s estimate of
when to timeout and retransmit will be too low). Abrupt
increases 1n the value of D should be avoided.

FIG. 4 shows an exemplary process 200 executed by the
client to allocate bandwidth of a bottleneck link to the server
106 according to the invention. In general overview, the
client 102 receives a flow of data packets from the server
106 via the bottleneck link (step 204). The client 102
determines a target bandwidth to be allocated to the server
106 for the data flow on the link (step 208).

In some embodiments, the determination of the target
bandwidth 1s based on the application program associated
with the data flow. Alternately, the target bandwidth deter-
mination may include assigning the data flow to one of a
number of classes (222). The assignment of each data flow
to a class may be based on a set of default bandwidth
allocation policies as well as policies specified 1n the con-
figuration file 172 (FIG. 2).

At step 212, the client 102 determines the size of the
advertised window. The size limits the amount of data that
can be sent by the server 106 when transmitting subsequent
data packets to the client 102. As discussed above, while
performing step 212 constraints on the rate at which the
advertised window may change from one ACK packet to the
next may be applied.

At step 214, the client 102 computes a delay factor for
delaying the 1ssuing of acknowledgments to the server 106
in response to the flow of data packets. The value of the
delay factor 1s computed such that when the server 106
receives and responds to the acknowledgments and adver-
tised window, the data transmission rate of the server 106
approximates the target bandwidth allocated to the flow. As
discussed above, while performing step 214 the process will
preferably apply one or more constraints on the rate at which
the delay factor may change from one ACK packet to the
next.

As discussed above, the target bandwidth for any particu-
lar flow may be established either by an application program
assoclated with the flow, or by a set of default policies
indicated 1n a default policy file 170 (FIG. 2).

At step 218, the client 102 transmits the acknowledg-
ments to the server 106 to control the rate of subsequent data
transmissions by the server 106. The acknowledgments are
delayed according to the delay factor computed 1n step 214
and include the size of the advertised window.

In another embodiment of the process 200, step 212 1s
omitted, and data transmission rate of the server 106 i1s
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controlled by the rate of the delayed acknowledgments. In
yet another embodiment, step 214 1s omitted, and the size of
the advertised window controls the data transmission rate.

Although described 1n the context of particular
embodiments, one skilled in the art will recognize that the
invention can enable many new products and applications in
the field of network communications. For example, the
manager of a Web proxy server positioned between the
Internet and an organization can use the invention to grant
priorities to data retrievals requested by wvarious users.
Another example 1s a Web browser with several active
windows, one of which 1s conveying low-priority periodic
status updates, and another 1s used for explicit requests for
information. If the browser 1s connected via a slow link
(such as a modem), the invention can be used to give priority
to responses to the explicit requests, instead of the status
updates.

It will be apparent, therefore, that variations and modifi-
cations may be made to the described embodiments, with the
attainment of all or some of the advantages. It 1s the object
of the appended claims, therefore, to cover all such varia-
tions and modifications as come within the spirit and scope
of the mvention.

What 1s claimed 1s:

1. Amethod for allocating bandwidth on a communication
link 1n an operating network, comprising the steps of:

receiving a flow of data packets at a receiving system
from a sending system on the network via the link;

determining at the receiving system a target bandwidth for

the flow on the link;

transmitting data from the receiving system to the sending,
system 1n response to the flow of data packets received,
the transmitted data providing feedback to the sending
system such that when the sending system transmits
subsequent data packets to the receiving system, such
subsequent data packets are transmitted at a rate
approximating the target bandwidth determined by the
receiving system; and
calculating a period of time for which the receiving
system does not transmit data to the sending system.
2. The method of claim 1, wherein a rate at which the
transmitted data from the receiving system arrive at the
sending system determines the rate at which the sending
system transmits the subsequent data packets.
3. The method of claim 1, further comprising the step of:

applying the calculated period of time for which the
receiving system does not transmit data to a plurality of
flows of a class.

4. The method of claim 1, wherein the data transmitted
from the receiving system to the sending system indicates a
maximum amount of data that the receiving system will
accept from the sending system 1n a subsequent data trans-
mission.

5. The method of claim 1, wherein the step of calculating,
the period of time includes using a model of the network.

6. The method of claim 1, further comprising the steps of
measuring a bandwidth of the link being used by a class of
flows, and using the measured bandwidth as feedback for
calculating the period of time.

7. The method of claim 1, wherein the data transmitted by
the receiving system to the sending system includes
acknowledgment of receipt of a particular data packet in the
flow of data packets.

8. The method of claim 1, wherein the target bandwidth
1s determined by a network protocol process.

9. The method of claim 1, wherein when the link 1s idle,
the target bandwidth equals a full bandwidth of the link.
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10. A method for allocating bandwidth on a communica-
fion link 1n an operating network, comprising the steps of:

receiving a flow of data packets at a receiving system
from a sending system on the network via the link;

determining at the receiving system a target bandwidth for
the flow on the link; and

transmitting data from the receiving system to the sending,
system 1n response to the flow of data packets received,
the transmitted data providing feedback to the sending
system such that when the sending system transmits
subsequent data packets to the receiving system, such
subsequent data packets are transmitted at a rate
approximating the target bandwidth determined by the
receiving system;
wherein the flow 1s initially assigned to a first class of
flows, and 1s subsequently assigned to a second class of
flows when the flow continues for longer than a pre-
determined period of time; the target bandwidth com-
prising a first target bandwidth for flows 1n the first
class and a second target bandwidth for flows in the
second class.

11. The method of claim 10, further comprising the step
of:

assigning the flow to a third class of flows when the flow

uses substantially more bandwidth than the target band-

width allocated to that flow while 1n the second class of
flows.

12. A method for allocating bandwidth on a communica-

fion link 1n an operating network, comprising the steps of:

receiving flows of data packets at a receiving system from
sending systems on the network via the link;

determining at the receiving system a target bandwidth for
the flows on the link;

transmitting data to the sending systems that will cause
the sending systems to transmit subsequent data pack-
cts to the receiving system at a rate approximating the
target bandwidth for the flows of data packets from the
sending systems; and

for each flow of at least a subset of the flows, calculating,
a period of time for which the receiving system does
not transmit data to the sending system.
13. A computer system for allocating bandwidth on a
communication link 1n an operating network, comprising;:

a network 1nterface for receiving a flow of data packets
from a sending system on the network via the link; and

a processor coupled to the network interface for deter-
mining a target bandwidth for the flow on the link, the
network 1nterface transmitting data to the sending sys-
tem 1n response to the flow of data packets received, the
transmitted data providing feedback to the sending
system such that the sending system transmits subse-
quent data packets at a rate approximating the target
bandwidth for the tlow when responding to the trans-
mitted data;

wherein the processor 1s configured to calculate a period
of time for which the receiving system does not trans-
mit data to the sending system.

14. The computer system of claim 13, further comprising:

memory, coupled to the processor, configured to store a
model of a behavior of the network that 1s used when
calculating a period of time for which the receiving
system does not transmit data to the sending system.

15. The computer system of claim 13, wherein the pro-

cessor 1s configured to assign the flow to a class of tlows; and
wherein a calculated period of time for which the receiving,
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system does not transmit data to the sending system applies
to the flows 1n said class.

16. The computer system of claim 13, wherein the system
1s configured to measure a bandwidth of the link being used
by a class of flows and to calculate, based on the measured
bandwidth, a period of time for which the receiving system
does not transmit data to the sending system.

17. The computer system of claim 13, wherein the data
transmitted from the receiving system to the sending system
include a maximum amount of data that the receiving system
will accept from the sending system 1n a subsequent data
fransmission.

18. The computer system of claim 13, wherein the target
bandwidth i1s determined by an application program that
receives the tlow of data packets.

19. A method for allocating bandwidth on a communica-
tion link 1n an operating network, comprising the steps of:

receiving a flow of data packets at a receiving system
from a sending system on the network via the link;

determining at the receiving system a target bandwidth for

the flow on the link; and

transmitting data from the receiving system to the sending,
system 1n response to the flow of data packets received,
the transmitted data providing feedback to the sending
system such that when the sending system transmits
subsequent data packets to the receiving system, such
subsequent data packets are transmitted at a rate
approximating the target bandwidth determined by the
receiving system; and

calculating and applying a period of time for which the
receiving system does not transmit data to a plurality of
flows of a class;

wherein the target bandwidth 1s determined by an appli-

cation program that receives the tlow of data packets.

20. The method of claim 19, wherein the step of calcu-
lating the period of time includes using a model of the
network.

21. The method of claim 19, further comprising the steps
of measuring a bandwidth of the link being used by a class
of flows, and using the measured bandwidth as feedback for
calculating the period of time.

22. A method for allocating bandwidth on a communica-
tion link 1in an operating network, comprising the steps of:

receiving a flow of data packets at a receiving system
from a sending system on the network via the link;

determining at the receiving system a target bandwidth for

the flow on the link; and

transmitting data from the receiving system to the sending,
system 1n response to the flow of data packets received,
the transmitted data providing feedback to the sending,
system such that when the sending system transmits
subsequent data packets to the receiving system, such
subsequent data packets are transmitted at a rate
approximating the target bandwidth determined by the
receiving system;

wherein

the target bandwidth 1s determined by an application
program that receives the flow of data packets; and

the flow 1s 1n1tially assigned to a first class of flows, and
1s subsequently assigned to a second class of flows
when the flow continues for longer than a predeter-
mined period of time; the target bandwidth compris-
ing a first target bandwidth for flows 1n the first class
and a second target bandwidth for flows 1n the
second class.



US 6,560,243 B1

13

23. The method of claim 22, further comprising the step
of:

assigning the flow to a third class of flows when the flow

uses substantially more bandwidth than the target band-

width allocated to that flow while 1n the second class of
flows.

24. A method for allocating bandwidth on a communica-

fion link 1n an operating network, comprising the steps of:

receiving a flow of data packets at a receiving system
from a sending system on the network via the link;

determining at the receiving system a target bandwidth for
the low on the link; and

transmitting data from the receiving system to the sending
system 1n response to the flow of data packets received,
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the transmitted data providing feedback to the sending

system such that when the sending system transmits

subsequent data packets to the receiving system, such

subsequent data packets are transmitted at a rate

approximating the target bandwidth determined by the

receiving system;

wherein

the target bandwidth 1s determined by an application
program that receives the flow of data packets; and

the data transmitted by the receiving system to the

sending system 1ncludes acknowledgment of receipt
of a particular data packet 1n the flow of data packets.
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