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WATCHDOG TIMER THAT IS DISABLED
UPON RECEIVING SLEEP STATUS SIGNAL
FROM MONITORED DEVICE WHEREIN
MONITORED DEVICE IS NOT RESPONSIVE
TO TIME-OUT OF WATCHDOG TIMER

FIELD OF THE INVENTION

This mvention relates generally to power management,
and more particularly to controlling malfunctions with
power management.

BACKGROUND

The power consumption of electronic devices 1s 1mpor-
tant. The more power that an electronic device uses corre-
sponds to a number of problems such as increased energy
costs and 1ncreased heat. Furthermore, many devices utilize
battery backups 1n case of power outages. If devices use too
much power, these battery backups are of little value. Also,
energy conservation saves money and conserves natural
rESOUrces.

Electronic devices are often designed to reduce the power
consumption. For example, operating voltages of some
computer systems have moved from five volts to three volts
in order to reduce power. However, power reduction of
clectronic devices can only be reduced so far by designing.

One way celectronic devices can reduce power 1s by
utilizing a power management environment. By utilizing a
power management environment, electronic devices and
systems may be placed mto an energy conserving “sleep”
state. In this sleep state, parts or components of the system
may shut down or operate at a low capacity. This permits
energy saving by powering down these devices while they
are not being used. The sleep state 1s different than simply
shutting down a device. An electronic device may “wake up”
from a sleep state and continue operation as before the
device entered the sleep state.

Power management environments are often used 1n cus-
tomer premise equipment (CPE) such as personal
computers, workstations, network computers, and other
clectronic equipment. Personal computers can enter a
“sleep” state after some amount of time of inactivity. In this
sleep state, devices such as monitors, hard drives, modems,
video cards and tape drives may shut down thus conserving,
energy. The processor may shut down or operate at a fraction
of normal speed also conserving energy. Personal computers
can “wake up” from this sleep state by events such as mouse
movement, keyboard being used and a network message.

Electronic devices often interact with each other.
Naturally, 1t 1s hoped that errors do not occur but if errors or
malfunctions do occur, something needs to be done to
prevent further errors. Many of today’s electronic devices
implement a “watchdog timer” function to control and
prevent proliferation of errors. This function assures that if
a device’s software or another device controlling it
malfunction, steps are taken to either return the device back
to an operating state (1.e., reset it) or disable it from behaving
in an undesired manner until the problem 1s corrected.
Devices utilizing a watchdog timer expect to receive some
type of signal from another device at a regular 1nterval. This
“signal” resets the watchdog timer. If the watchdog timer 1s
not reset, the device utilizing the watchdog timer can assume
that an error has occurred and take appropriate steps.

When watchdog systems are used 1n conjunction with
power management environments, additional problems can
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occur when devices enter a sleep state. When a device enters
a sleep state, 1t 1s no longer able to communicate with

another device and reset the watchdog timer 1n the watchdog
system. Thus, devices may consider a device 1n a sleep state
to be non-functioning. For example, consider a personal
computer operating with a cable modem using a watchdog
system 1n a power management environment. If the personal
computer enters a sleep state it can no longer reset or clear
the watchdog timer. The cable modem assumes that the
personal computer 1s malfunctioning and disables its output.
Then, when the computer exits the sleep state the computer
has to reestablish 1ts connection to the network which may
involve resetting the cable modem. This can result in miss-
Ing an Incoming message.

One solution to this problem 1s to have a multiple device
system and not use a watchdog timer. There 1s no longer
concern over one device shutting down or disabling when
another device enters a “sleep” state. However, this too 1s
undesirable because errors can then proliferate. For
example, consider a personal computer operating with a
cable modem 1n a power management environment without
using a watchdog system. If the personal computer maltunc-
tions and the error is not caught, the cable modem could
corrupt other users’ information on the cable system.

For the reasons stated above, and for other reasons stated
below which will become apparent to those skilled 1n the art
upon reading and understanding the present specification,
there 1s a need 1n the art for a watchdog system 1n a power
management environment.

SUMMARY

One embodiment of the invention 1s a system comprising
a first device and a second device. The first device operates
In a power management environment and has a sleep status
signal for indicating a sleep status to the second device. The
second device 1s coupled to the first device and checks for
malfunctions of the first device.

Another embodiment of the invention 1s a system com-
prising a plurality of customer premise equipment (CPE)
devices, a plurality of cable modems, and a cable modem
network. The plurality of CPE devices operate 1in a power
management environment. The plurality of cable modems
are coupled to the plurality of CPE devices and the cable
modem network for providing network access to the plural-
ity of CPE devices.

Other embodiments of systems and methods are dis-
closed.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 115 a block diagram of a power management system
in accordance with an embodiment of the present invention.

FIG. 2A 1s a block diagram of a power management
watchdog system 1n accordance with an embodiment of the
present 1nvention.

FIG. 2B 1s a block diagram of a power management
watchdog system 1n accordance with an embodiment of the
present 1nvention.

FIG. 3 1s a block diagram of a system 1n accordance with
an embodiment of the present invention.

FIG. 4 1s a flowchart representing a method for detecting,
malfunctions in a CPE device by a second device having a
watchdog function having a timer in accordance with an
embodiment of the present invention.

DETAILED DESCRIPTION

The following discussion sets forth numerous specific
details to provide a thorough understanding of the invention.
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However, those of ordinary skill 1n the art, having benefit of
this disclosure, will appreciate that the invention may be
practiced without these specific details. In addition, various
well known methods, procedures, components, and circuits
have not been described 1n detail in order to focus attention
on the features of the present invention.

Electronic devices of today utilize power management for
energy conservation and watchdog systems to detect mal-
functions and reduce proliferation of errors from those
malfunctions. However, combining the power management
and watchdog systems can create problems.

A watchdog system operates with two devices. Watchdog
systems are generally used when one device relies on
another for operating correctly and attempts to catch mal-
functions of the other device.

One area that typically uses watchdog systems are cable
modem network systems. A cable modem network includes
a number of cable modems that share one physical network.
Cable modems reside on a medium where all users share the
same headend modem, bandwidth and access to highly
valued content. Since the cable modems share the one
network, 1t 1s especially important that one cable modem
does not 1nterfere with other cable modems. Typically, the
number of cable modems share the network by time slicing
which means that each modem 1s assigned a “time” 1n which
to operate or send data and 1n which no other cable modem
1s to operate or send data. For cable modems, each device
talks 1n turn. Ever device or user 1s given or assigned a
particular length of time and a time to send or transmit data.
If one user keeps sending data, other users can not access the
network. Thus, 1if one cable modem malfunctions 1t can
corrupt data for other users or prevent other users from using
the network.

The majority of cable modems are stand alone units that
have their own processor, software stack, and memory
footprint. These stand alone units operate independently of
customer premise equipment (CPE). Thus, an error in cus-
tomer premise equipment does not result 1n interference with
the cable network or other cable modems. However, a
number of cable modems are operated by the CPE and are
called CPE based cable modems. These CPE based cable
modems do not have their own processor, software stack,
and memory footprint. The CPE based cable modems rely
on the CPE to operate them. Since the CPE based cable
modems rely on the CPE, they can be more prone to errors.
For example, 1f the CPE 1s a personal computer and the
computer crashes, the CPE based cable modem could be
locked 1n a state where 1t 1s transmitting data continuously
and 1s thus preventing other users from using the network.
Or, the personal computer could malfunction and transmait
financial data that the user does not want transmitted.
Theretore, CPE based cable modems should have some way
to catch malfunctions in CPE devices.

The CPE based cable modems can incorporate a watch-
dog timer to detect malfunctions 1n customer premise equip-
ment. The CPE periodically sends a signal or notification to
the CPE based cable modem that 1t 1s operating normally. If
the periodic signal i1s not received, the CPE based cable
modem assumes that the CPE has malfunctioned and dis-
ables its output so that the cable network 1s not interfered
with.

However, many CPE devices such as personal computers
operate 1n a power management environment. In the power
management environment, the CPE enters a sleep state after
a certain period of inactivity. While 1n the sleep state, the
CPE can no longer periodically signal or notify the CPE
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based modem that 1t 1s operating normally. Thus, the CPE
based cable modem will incorrectly think there 1s a mal-
function and disable its output. Then, when the CPE “wakes
up” from 1ts sleep state, 1t finds the CPE based cable modem
disabled. To avoid this, the CPE sends a signal to the CPE
based cable modem when it 1s entering a sleep state so that
the CPE device does not incorrectly find that the CPE device
has malfunctioned. The CPE based cable modem can disable
the watchdog timer or continuously reset the timer or just
ignore the timer until the CPE has signaled the CPE based
cable modem that 1t has “woken up”. Furthermore, the CPE
based cable modem can cause the CPE to “wake up” by
signaling it to do so. The CPE based cable modem may do
SO upon receiving a network message.

A large number of devices besides cable modems can be
used with devices such as CPE in this manner. Some
examples of the large number of devices are modems,
network cards, external drives, and printers. A modem can
include but 1s not limited to types of modems such as cable

modems, digital subscriber line modems, 28 k modems, and
56 k modems.

FIG. 1 shows one embodiment of a power management
system. The system 1ncludes a first device 101 and a second
device 102. The first device 101 can be any electronic device
such as a personal computer. The second device 102 1is
connected to the first device 101. The connection may be
through a system bus, serial port, parallel port or universal
serial bus (USB). The second device 102 can be any
clectronic device such as a modem or network device.
Typically, the second device 102 1s controlled or operated by
the first device.

The first device 101 operates 1n a power management
environment. The first device 101 signals or informs the
second device 102 1f it has entered a sleep state. The second
device 102 continuously or periodically checks to see if the
first device 101 1s operating normally. If the second device
102 determines that the first device 101 has malfunctioned,
the second device follows a malfunction procedure to pre-
vent further proliferation of errors. The malfunction proce-
dure may be something as simple as shutting down or
disabling itself. When the first device 101 has informed the
second device 102 of 1t entering the sleep state, the second
device 102 no longer attempts to detect a malfunction of the
first device 101. The first device 101 signals or informs the
second device 102 upon exiting the sleep state or waking up
and resuming normal operation. On waking up, the first
device 101 1s able to continue operating as if it had never
entered the sleep state. The second device 102 resumes its
normal operation and continuously or periodically deter-
mines 1f the first device has malfunctioned.

FIG. 2A shows one embodiment of a power management
watchdog system. The system includes a first device 201 and
a second device 202. The first device 201 can be any
customer premise equipment (CPE) device such as a per-
sonal computer. The second device 202 1s connected to and
controlled by the first device 201. The connection may be
through a system bus, serial port, parallel port, universal
serial bus (USB), or other communication channel or bus.
The second device 202 can be any electronic device such as
a digital subscriber line (DSL) modem, cable modem or
network card.

The second device 202 includes a watchdog function 203
and an output unit 204. The second device 202 can com-
municate with other devices. The watchdog function 203
checks for a malfunction of the first device 201 by utilizing
a timer. Once enabled, the timer starts counting. The counter
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must be reset periodically by a check signal or a command
that resets the timer. A command can be sent to reset the
fimer through an i1nterface such as a universal serial bus or
a control wire may be used with a logical output for the sleep
state. If the timer reaches a predetermined value, the second
device 202 assumes that the first device 201 has maltfunc-
tioned. On a malfunction, the second device 202 disables its
output unit 204 so that a proliferation of errors 1s prevented.
The output unit 204 can be a line, a function, or a signal. For
example, a cable modem disables 1ts output so that a
malfunctioning personal computer does not send erroneous
data or disrupt a network.

If the first device 201 enters a sleep state, it sends a signal
or informs the second device 202 of entering the sleep state.
The second device 202 now knows not to check for mal-
functions of the first device 201. This can be done a number
of ways such as by disabling the watchdog timer, periodi-
cally resetting the timer, or 1ignoring the watchdog function
203. Thus, the second device 202 does not disable its output
when the first device 201 enters the sleep state. This permits
the second device 202 to continue operating. In an alternate
embodiment, the second device 202 can “wake up” the first
device 201 or cause the first device 201 to exit the sleep state
by sending a signal or a command from the second device

202 to the first device 201.

FIG. 2B 1s one embodiment of a power management
system according to the present invention. The system
includes a first device 201 and a second device 202. The first
device 201 includes a check unit 205 and a sleep status 206.
The second device 202 includes a watchdog function 203
and an output unit 204.

The first device 201 operates 1n a power management
environment. The first device 201 can be any customer
premise equipment (CPE) device such as a personal com-
puter. The first device 201 includes a check unit 205. The
check unit 205 1s for periodically signaling that the first
device 201 1s operating normally. This signal i1s sent to the
second device 202 or the watchdog function 203 of the
second device. The signal can be sent to any number of
devices for showing that the first device 201 is operating
normally. The first device 201 includes a sleep status unit
206. The sleep status unit 206 1s for signaling that the first
device 201 1s or has entered a sleep state. The sleep state 1s
a power conserving state. The signal 1s sent to the second
device 202 or the watchdog function 203 of the second
device. The signal can be sent to any number of devices for
showing that the first device 201 1s 1n a sleep state.

The second device 202 1s connected to the first device
201. The second device 202 may be controlled or operated
by the first device 201. For example, the second device could
be a modem that 1s controlled by a personal computer. The
second device 202 can be connected to the first device 201
by any means such as a network or interface. In other
embodiments, a number of second devices can be connected
to one first device or a number of first devices can be
connected to one second device.

The second device 202 includes a watchdog function 203
and an output unit 204. The second device 202 can com-
municate with other devices. The watchdog function 203
checks for a malfunction of the first device 201 by utilizing
a timer. Once enabled, the timer starts counting. The counter
must be reset periodically by a check signal or a command
that resets the timer. A command can be sent to reset the
timer through an interface such as a universal serial bus or
a control wire may be used with a logical output for the sleep
state. If the timer reaches a predetermined value, the second
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device 202 assumes that the first device 201 has malfunc-
tioned. On a malfunction, the second device 202 disables its
output unit 204 so that a proliferation of errors 1s prevented.
The output unit 204 can be a line, a function, or a signal.

FIG. 3 1s a system according to one embodiment of the
invention. The system includes a plurality of customer
premise equipment (CPE) devices 301, a plurality of cable
modems 302, and a cable modem network 303.

The plurality of CPE devices 301 can be personal com-
puters. The plurality of cable modems 302 are CPE based
cable modems. Unlike stand alone cable modems which
have a processor, software stack and a memory footprint,
CPE based cable modems are operated and controlled by
CPE devices. The plurality of cable modems 302 are con-
nected and controlled by the plurality of CPE devices 301.
Each cable modem 1s connected to one computer and 1s
ogenerally used for providing network access to the CPE
device.

The plurality of cable modems 302 each contain a watch-
dog function and an output. The watchdog function checks
for malfunctions by the corresponding CPE device. The
output 1s connected to the cable modem network 303. The
watchdog function includes a timer and, once enabled, the
timer starts counting. The counter must be reset periodically
by a check signal or a command that resets the timer and 1s
sent from the CPE device. A command can be sent to reset
the timer through an interface such as a universal serial bus
or a control wire may be used with a logical output for the
sleep state. If the timer reaches a predetermined value, the
cable modem assumes that the CPE device has malfunc-
tioned. On a malfunction, the cable modem disables its

output so that a proliferation of errors 1s prevented.

If one of the plurality of CPE devices 301 enters a sleep
state, 1t sends a signal or informs the corresponding cable
modem of entering the sleep state. The cable modem now
knows not to check for malfunctions of the CPE device. This
can be done a number of ways such as by disabling the
watchdog timer, periodically resetting the timer, or 1ignoring,
the watchdog function. Thus, the cable modem does not
disable its output when the customer premise equipment
device enters the sleep state. This permits the cable modem
to continue operating. The cable modem may finish sending
data or receive data even though the CPE device has entered
a sleep state. The cable modem can “wake up” the CPE
device to exit the sleep state by sending a signal or a
command from the cable modem to the CPE device. The
command may be sent across an interface such as a multi-
plexed interface like USB. The CPE device sends another
signal or command when 1t has exited the sleep state and
resumed normal operation. The cable modem then resumes

using the watchdog timer to check for malfunctions of the
CPE device.

FIG. 4 1s one embodiment of a method for detecting
malfunctions in a CPE device by a second device having a
watchdog function having a timer. The following do not
necessarily have to be performed in order.

The timer 1s reset to an initial value 401. The 1nitial value
may be zero. A determination 1s made as to whether a
wakeup has been sent to the CPE device by the second
device 402. The wakeup can be a command or signal sent by
the second device to the CPE device by a connection such
as a serial link or a universal serial bus. If a wakeup has not
been sent, a determination 1s made as to whether the CPE
device 1s sleeping 403. If the CPE device 1s sleeping, the
timer 1s reset. If the CPE device 1s not sleeping, the system
enters the counting state at 404. If the wakeup has been sent
to the CPE device, the system enters the counting state at

404.
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In the counting state 404, the timer counts. The timer may
count by a number of methods such as utilizing a clock,
counting circuits or shifting registers. In other embodiments,
the system 1s generally 1 the counting state and resets the
fimer upon events such as sleep or reset command.

A determination 1s made as to if a wakeup has been sent
to the CPE device by the second device 405. The wakeup
can be a command or signal sent by the second device to the
CPE device by a connection such as a serial link or a
universal serial bus. If a wakeup has not been send, a
determination 1s made as to whether the CPE device 1is
sleeping 406. If the CPE device 1s sleeping, the timer 1s reset.
If the CPE device 1s not sleeping, a determination 1s made
as to whether the timer has expired 407. The value of the
fimer 1s compared to a predetermined value. If the value of
the timer 1s greater than the predetermined value, the timer
has expired. If the timer has expired, the second device
disables 1ts output unit. If the timer has not expired, a
determination 1s made as to whether a CPE reset has been
sent by the CPE device 408. If the CPE reset has not been
sent, the system returns to the counting state. If the CPE
reset command has been sent, the timer 1s reset at 401.

By utilizing the various systems and methods disclosed,
clectronic devices can be used together better 1n power
management environments thus allowing energy conserva-
tion. Furthermore, by allowing for more reliable operation of
CPE controlled devices more electronic devices can be built
as CPE devices mnstead of building more expensive stand
alone units.

The 1nvention has been described with reference to spe-
cilic embodiments. Persons skilled 1n the art and having the
benefit of this disclosure will recognize that these embodi-
ments may be modified mm a variety of ways, without
deviating from the spirit of the ivention. For example,
while some of the disclosed embodiments refer to cable
modems, the 1nvention 1s applicable to other devices such as
network devices. The specific examples are provided only to
more clearly illustrate various features of the invention
which 1s limited solely by the scope of the appended claims.

What 1s claimed 1s:

1. A system comprising;:

a first device operating 1n a power management environ-

ment and having a sleep status signal for indicating a
sleep status; and

a second device coupled to receive the sleep status signal
from the first device, wherein the second device
includes a watchdog timer circuit configured to be
disabled 1n response to the sleep status signal, and
wherein the first device 1s configured to not be respon-
sive to a time-out of the watchdog timer circuit.

2. The system of claim 1 wherein the sleep status com-

prises a normal state and a sleep state.

3. The system of claim 2, wherein the second device 1s
configured to check for malfunctions of the first device.

4. The system of claim 1, wherein the second device
further comprises a wake signal for causing the first device
to exit a sleep state.

5. A system comprising;

a first device operating 1n a power managed environment
and having a sleep status signal for indicating a sleep
status, and having a second signal for periodically
signaling that the first device 1s operating normally; and

a second device coupled to the first device and controlled
by the first device, the second device having a watch-
dog function responsive to the sleep status signal and
the second signal, and having an output unit;
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wherein the first device 1s configured to not be responsive

to the watchdog function.

6. The system of claim 5, wherein the watchdog function
includes a watchdog timer.

7. The system of claim 6, wherein the timer counts until
the timer reaches a predetermined value.

8. The system of claim 7, wherein the timer 1s reset
periodically by the second signal of the first device.

9. The system of claim 5, wherein the output unit of the
second device 1s disabled upon malfunctioning of the first
device.

10. The system of claim 5§, wherein the watchdog function
1s disabled upon the second device receiving a sleep status
signal.

11. The system of claim 5, wherein the second device 1s
a network adaptor.

12. The system of claim 5, wherein the second device 1s
a modem.

13. A cable modem comprising;

a watchdog timer coupled to receive a periodic reset
signal and a sleep status signal from a device external
to the cable modem; and

an output unit configured to be disabled by the watchdog
timer 1f the watchdog timer times out;

wherein the watchdog timer 1s configured to stop if the
sleep status signal indicates the device external to the
cable modem 1s asleep.

14. The cable modem of claim 13 further comprising a
serial interface to receive the periodic reset signal and the
sleep status signal.

15. The cable modem of claim 14 wherein the serial
interface comprises a universal serial bus (USB).

16. A modem comprising:

a watchdog timer coupled to receive a periodic reset
indication and a sleep status indication from a device
external to the modem; and

an output unit configured to be disabled by the watchdog
timer 1f the watchdog timer times out;

whereimn the watchdog timer 1s configured to not disable
the output unit if the sleep status indication indicates
the device external to the modem 1s asleep.

17. The modem of claim 16 further comprising a serial
interface to receive the periodic reset indication and the
sleep status indication.

18. The modem of claim 17 wherein the serial interface
comprises a universal serial bus (USB).

19. A cable modem comprising;

a watchdog timer coupled to receive an indication of
normal operation and an indication of a sleep status
from a device external to the cable modem; and

an output unit configured to be disabled by the watchdog
timer 1f the watchdog timer does not receive the indi-
cation of normal operation from the device external to
the cable modem;

whereimn the watchdog timer 1s configured to not disable
the output unit 1f the indication of the sleep status
indicates that the device external to the cable modem 1s
asleep.

20. The cable modem of claim 19 further comprising a
serial interface to receive the indication of normal operation
and the mdication of a sleep status.

21. The cable modem of claim 20 wherein the serial
interface comprises a universal serial bus (USB).
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