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1
ELECTRONIC PAYMENT SYSTEM

This application 1s a continuation of international appli-
cation Ser. No. PCT/FI98/00761, filed Sep. 25, 1998.

BACKGROUND OF THE INVENTION

The 1nvention relates to electronic payment mechanisms
in telecommunications networks and particularly to an elec-
tronic payment system comprising first processing means for
generating electronic receipts corresponding to received
payments, second processing means for receiving said
receipts, and transfer means for transferring said receipts
between the first and second processing means.

As the use of telecommunications networks has increased,
the use of electronic payment mechanisms has become more
common. In the near future, payments for different services,
physical goods or information will be more and more often
transferred between buyers and sellers 1n the form of elec-
tronic money. These are generally called electronic tokens.

The 1ntroduction of electronic payment systems has been
delayed by uncertainty with respect to security. At the
protocol level, development of standards has advanced
considerably, and e.g. the SET standard (Secure Electronic
Transaction), which will be introduced soon, comprises
several encryption and authentication functions, by means of
which data transmission related to transactions can be 1mple-
mented reliably.

At the application level above the protocol level, practice
and practical applications still vary greatly. Accordingly,
several countries have drawn up rules and regulations to
protect consumers against errors and abuse 1n connection
with electronic transactions. For example, the United States
has 1ssued Regulation E stipulating that systems intended for
carrying out electronic transactions must provide receipt of
all transactions executed by the system and at regular
intervals provide a written specification of transactions for
the subscriber. This has been typically implemented 1in such
a manner that after each transaction the system sends a
record functioning as an electronic receipt to the unit that
stores the subscriber’s electronic tokens.

Such a receipt 1s fully sufficient for an ordinary subscriber
who uses the electronic payment system for simple personal
payments. There are, however, a large number of users
whose payment transactions are more complicated, and
therefore smooth registration, transfer and authentication of
recelpts 1s more important. For example, an employee, who
can afterwards charge certain expenses from his employer,
or a consult, who has several, projects at the same time and
charges each project separately for his expenses, either has
to acquire separate units (hereafter referred to as purses) for
storing electronic tokens for each 1invoicing destination or 1s
forced to waste time on storing, veritying, converting and
transferring receipts for invoicing purposes at different des-
finations. The former way quickly becomes difficult to
manage as the number of purses increases. The latter is
time-consuming and does not allow the user to utilize
benefits provided by advanced data transmission.

On the other hand, the end-receiver of the receipt, €.g. an
employer, customer or tax authorities receiving tax-
deductible bills, needs to be sure that the receipt 1s related to
a real transaction and originates from the payee. It 1s difficult
to acquire separate certifled receipts, and 1n the case of small
telephone bills this 1s even unprofitable. Certification based
on a bank statement 1 turn weakens the 1nvoicing person’s
information security, since 1n that case the person who
receives the specification also receives information on all
transactions related to the subscriber’s purse.
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2
BRIEF DESCRIPTION OF THE INVENTION

An object of the mvention 1s to develop an electronic
payment system, 1n which transactions involve a certified,
undeniable electronic receipt, which can be easily trans-
ferred and by means of which the payer’s information

security can be protected with respect to other payments
when the receipt 1s transferred. An electronic receipt sub-

stantially comprises information units represented by means
of electric or magnetic charge levels, and these units can be
read and written by means of electronic equipment.

The object of the invention 1s achieved with the electronic
payment system described in the introduction, characterized
in that first processing means are arranged to encrypt the
clectronic receipt to be generated or part of 1t, 1f necessary,
with a public-key algorithm by using the payee’s own secret
key as an encryption key; and second processing means are
arranged to decrypt a received receipt with a public-key
algorithm by using the payee’s public key as a decryption
key.

The mvention also relates to a method as claimed 1n claim
13 for acknowledging a transaction in the electronic pay-
ment system, which comprises first processing means for
providing electronic receipts corresponding to payments,
second processing means for receiving said receipts, and
transfer means for transierring said receipts between the first
and second processing means. The method is characterized
in that said electronic receipts or parts of them are encrypted
with a public-key algorithm by using the payee’s private key
as an encryption key; and receipts are decrypted with a
public-key algorithm by using the payee’s public key as a
decryption key.

The mnvention 1s based on the system comprising means
for encrypting an electronic receipt either completely or
partially with a digital public-key algorithm. Encryption 1s
carried out by using the payee’s private key, whereby the
encryption functions as an electronic signature 1n the receipt.
If the recipient of the receipt wants to be convinced of the
authenticity of the receipt, he decrypts the encryption with
the payee’s public key. The receipt 1s 1n electronic form, and
thus 1t can be easily read and transferred between different
destinations. Digital encryption with the payee’s private key
certifies the origin of the receipt undeniably. As long as the
receipt 1s 1n encrypted form, 1t cannot be read if the payee
1s not known exactly, and counterfeiting of information

included 1n the encrypted parts of the receipt 1s 1mpossible.

The part of the receipt to be encrypted preferably com-
prises a transaction 1dentifier, on the basis of which the seller
can 1denfify the transaction 1n his own transaction register,
the sum paid and a description of the subject of payment.
The encrypted text also preferably comprises a check field,
by means of which it can be verified that the decryption has
been correctly performed. Encryption can also be optional,
whereby 1t 1s used only when the receipt 1s needed in
certified form.

An advantage of the method and system of the invention
1s that users of the electronic payment system can provide
undenmiably certified receipts of transactions and transfer
them to further processing, with maintaining the level of
certification. Payments that are to be transferred to different
destinations for storing or crediting can be paid from the
same electronic purse regardless of the final payer, without
having to compromise 1information security of the purse in
connection with crediting of payments.

BRIEF DESCRIPTION OF DRAWINGS

In the following, the invention will be described in greater
detail 1n connection with preferred embodiments with ref-

erence to the accompanying drawings, in which
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FIG. 1 1s a block diagram 1illustrating the basic idea of the
invention 1n principle;

FIG. 2 1s a functional block diagram illustrating a pre-
ferred embodiment of the 1nvention;

FIG. 3 1s a signalling chart illustrating another preferred
embodiment of the invention;

FIG. 4 1s a block diagram 1llustrating a further preferred
embodiment of the invention; and

FIG. 5 1s a flow chart illustrating a method of the

invention 1 connection with the embodiment 1llustrated 1n
FIG. 4.

DETAILED DESCRIPTION OF THE
INVENTION

Referring to the block diagram i FIG. 1, the basic
principle of the invention will be described 1n the following,
and later on 1t will be 1illustrated with more detailed
examples. An electronic receipt 1s part of an electronic
fransaction, in which a payment 1s made in the form of
clectronic tokens between the seller 10 and the buyer 12 via
a telecommunications network 11. After the transaction the
buyer 12 wants to transfer the receipt to destination 13 for
further processing. As regards the basic i1dea of the
invention, the seller’s 10 and buyer’s 12 equipment, detailed
structure of the network 11 and protocols to be used are not
relevant per se, provided that an electronic system support-
ing encryption based on a public key 1s 1nvolved.

In solutions of the prior art, in response to an accepted
payment received from the buyer 12, the seller 10 generates
an electronic receipt, typically a record, which 1s transterred
to the buyer’s 12 unit storing electronic tokens, 1.¢. a purse.
When the buyer 12 wants to transfer the receipt to destina-
tion 13, he e.g. prints a record or a list of all records 1n his
purse and sends a hard copy to the destination, or electroni-
cally transfers a copy of the record to destination 13.
However, 1t 1s obvious that such an uncertified receipt can
only be used 1n transactions based on mutual confidentiality,
and as such 1s not valid for bookkeeping. Handling of hard
copies 1n turn unnecessarily increases the amount of work
needed for maintaining a purse.

In the invented solution the seller 10 generates a receipt
and preferably provides the receipt with an 1dentifier, which
may be €.g. a running number, a time stamp or another string
of characters and by means of which an entry corresponding
to the receipt can be found afterwards 1n the seller’s log. The
receipt also preferably shows the transferred sum and a
description of the transaction. After this, the seller’s server
encrypts the receipt or a selected of 1t by using the seller’s
private key as the encryption key. The part to be encrypted
preferably comprises at least said i1denfifier and the trans-
ferred sum.

The mathematical basis for encryption by means of a
public key lies in one-way trapdoor functions. These are
functions which are easy to solve in one direction and
extremely difficult to solve 1n the opposite direction, but
selected encrypted extra information substantially facilitates
their solving 1n the ditficult direction. Two keys are used 1n
encryption: a -private key and a public key. Determining the
private key on the basis of the public key by calculating 1s
virtually impossible. In ordinary encryption the owner of the
public key employs the easy direction and can encrypt
information with the key, but cannot decrypt encrypted
information. The private key 1s said extra information, by
means of which the function can be solved in the difficult
direction and by means of which an encrypted text can be
decrypted.
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In some public-key algorithms, encryption can be carried
out either with the public or the private key, and decrypting
in turn can be carried out with the other key. An example of
this is the widely used RSA algorithm (Rivest, Shamir and
Adleman). If a text is encrypted with the private key, and it
can be adecrypted with the public key, encryption of the text
functions as a reliable electronic signature. This electronic
signature will be utilized in the electronic receipt of the
invention.

The seller 10 transfers a record 11, which functions as a
receipt and has been encrypted with the seller’s private key,
to the buyer 12 via the network 11. The buyer 12 can store
receipts 1n the purse 1n encrypted form, or he can decrypt the
encryption and store the plaintext receipt 1n his purse for the
time desired, as normally. Due to the invention the buyer 12
can also transfer the receipt in encrypted form directly to
destination 13, which decrypts the encryption by using the
seller’s public key as the decryption key. If the decryption
succeeds normally, the destination 13 knows that the receipt
1in question 1s the receipt sent by the seller 10 and at least the
information in the encrypted parts of the receipt, comprising
preferably a seller-speciific identifier, description of the pay-
ment and the sum paid, 1s definitely correct.

The buyer, on the other hand, 1s able to transfer receipts
reliably and retrieve credits automatically already 1n con-
nection with transactions. If the buyer 12 transfers the entire
contents of the electronic purse to destination 13, the des-
fination 13 can only decrypt those receipts from the purse
whose seller and thus also the seller’s public key are known
to the destination. As regards other payments, information
security 1s preserved. When expenses are credited on a
continuous basis (e.g. an employer or a customer), an
application can be defined between the buyer and the
destination, by means of which any additional descriptions
required by the bookkeeping practice of the destination can
be directly added to the receipt, and thus the payment can be
directly registered 1n the correct destination. The use of such
an electronic payment system would allow e€.g. anonymous
payments, whereby mformation on the person who 1s the
final payer 1s not needed 1n connection with transactions. At
the same time, delay in crediting money can be minimized.

Management of public keys 1s an application-specific
option and 1s not as such part of the basic i1dea of the
invention. The buyer 12 can transfer the seller’s public key
to destination 13 with the receipt, or the server of the
destination 13 can store public keys of those sellers whose
receipts 1t 1s ready to accept. If necessary, a separate certi-
fication authority CA, which 1s responsible for the manage-
ment of public keys and maintained by a reliable
organization, can be connected to the network.

As was stated above, the invention can be applied to any
clectronic payment system which supports encryption based
on a public key. One skilled 1n the art can implement the
clectronic receipt 1n several different ways. For example, the
clectronic receipt may be a record that can be stored 1n a
memory card by means of a read/write unit. It can also be
formed of one or more signals that are transferred via a
telecommunications network. Since transferability of the
receipt and easy further processing are the most obvious
advantages of the invention, the invention will be described
in greater detail 1n connection with mobile communication
systems, without limiting the invention to the structure
described, forms of connection or payment protocols men-
fioned as an example. In the following, one preferred
embodiment of the mvention will be described 1n greater
detail by means of a payment system application arranged in
the digital GSM mobile communication system. As to a
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more precise description of the GSM system, reference 1s
made to GSM recommendations and The GSM System for
Mobile Communications, M. Mouly and M. B. Pautet,
Palaiseau, France, ISBN:2-9507190-0-7.

FIG. 2 1illustrates 1n principle a functional block diagram
of an electronic payment system, which according to the
principles of the mvention allows transfer of reliable elec-
tronic receipts between sellers 211, 212, 213, a buyer 261

and a destination 270 via a network 210, 220, 240.

The sellers 211, 212, 213 are connected to a public data
network 220 via a local area network LAN 210. The blocks
in FIG. 2 1llustrate the sellers' computers or cash systems, by
means ol which the sellers handle their electronic transac-
tions. In the invented solution, said computers and cash
systems can preferably encrypt a selected text by a public-
key algorithm. If the seller’s terminal equipment cannot
perform encryption, a server encrypting the receipt before it
1s sent to the buyer 261 via the public data network 220 can
be connected to the local area network 210.

The buyer 261 has an MS 262 at his disposal, which 1s
connected to a local area network LAN1 240 via a public
mobile communication network (Public Land Mobile
Network, PLMN), e.g. the GSM mobile communication
network, and to the public data network 220 via the local
arca network. The local area network LAN1 240 may be ¢.g.
a PLMN operator’s own local area network. In connection
with the local area network LANI, there 1s a separate
clectronic currency short message service centre EC-SMSC,
via which signalling related to the subscriber’s 261 trans-
actions takes place in the example under discussion.

™

In the mobile communication system, a traffic channel
TCH has been defined for data or speech transmission
between a base station and a mobile station, and control

channels SDCCH (Standalone Dedicated Control Channel)
and SACCH (Slow Associated Control Channel) for signal-
ling between them. The control channels of the mobile
communication system can be used for transmitting short
digital data messages, 1.€. short messages, between the
mobile station and a short message service center SMSC
connected to the system. The short message service centre 1s
a centre connected to the mobile communication system, via
which short messages are transmitted and 1n which they can
be stored to be sent later on if the recipient 1s not reached.
Messages sent by the short message service centre are
received by the mobile services switching centre which
functions as the gateway MSC for short message service of
the GSM system and interrogates routing and short message
information from the home location register and transmits a
short message to be forwarded to the recipient’s wvisitor
location register. In the GSM system, for example, the
maximum length of a short message 1s 140 bytes. A short
message may be a mobile terminating short message trans-
mission MT or a mobile originating short message trans-
mission MO.

If the mobile station MS 262 has a connection on the
tratfic channel TCH, short messages are transmitted on the
control channel SACCH. In other cases short messages are
transmitted on the control channel SDCCH. Subscriber
registers of the mobile communication system are used for
routing short messages 1n a mobile communication network
substantially in the same way as for routing calls. In the case
of MT, messages from the public data network 220 to the
mobile subscriber, which are in accordance with an elec-
tronic payment protocol, are first transmitted via the local
arca network LAN1 240 to the short message service centre
EC-SMSC 250, which converts them 1nto short messages of
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the mobile communication system PLMN 260 and transmits
them to subscribers in the manner described above. In the
case of MO, messages are transmitted via the mobile com-
munication network PLMN 260 to the short message service
centre EC-SMSC 250, from which, after a possible
conversion, they are routed via the public data network to
the address given by the subscriber.

In the example under investigation the mobile station MS
employs some widely used payment protocol, which 1s also
a protocol used by the sellers. The applicant’s previous
Finnish Patent Application 955354 discloses another
arrangement 1n which a separate gateway unit transmitting
fransactions 1s connected between the parties, and the gate-
way unit carries out a protocol conversion between different
payment service interfaces. One skilled 1n the art can select
and provide an interface between payment protocols to be
used 1n several different ways. With respect to the present
mvention this 1s not relevant, and hence the matter will not
be dealt with 1n greater detail.

In FIG. 2, the diagram including block 262 illustrates a
simplified structure of a mobile station MS. The radio part
265 comprises transmission and reception components for
crossing a radio path, such as a radio transceiver, modulator,
channel coder and decoder, etc. The signalling and control
part 264 controls the whole operation of the mobile station.
When communicating with the user said signalling and
control part produces desired messages and takes care that
that they are displayed on a display 267. Correspondingly,
the signalling and control part 264 interprets and executes
commands given by the user from a keyboard 266.
Furthermore, the mobile station comprises at least one data
base 263, which contains different subscriber-specific data.

In FIG. 2, the mobile station MS 262 comprises a data
base DB 263, in which information related to subscriber-
specific payment service 1s stored, e¢.g. information on the
amount of electronic money (cash or credit) the subscriber
has available and receipts related to transactions. This data
ogroup 1n the data base 263 1s called an “electronic purse”. In
the present case, information 1s preferably stored in the
identification unit of the mobile station MS, 1n the SIM card.

The subscriber 1dentity module SIM 1s a unit, 1n which
¢.g. according to the GSM recommendations all information
related to a mobile subscriber and mcluded 1n the mobile
station MS 262 are stored. The SIM may be a smart card, the
interface of which with the outside world 1s in accordance
with the ISO standard relating to IC cards, ISO 7816 series.
A standard-size 1C card SIM may be too large to be used 1n
portable radio devices, and thus also a plug-in SIM can be
used, which in the GSM system 1s a completely standardized
special module, which 1s arranged 1n the equipment of a
mobile station semi-permanently.

In the GSM system, a mobile subscriber 1s 1dentified on
the basis of the information 1n the SIM card. The storing
capacity of the SIM card may allow storing and managing of
additional 1nformation related to a mobile subscriber,
besides GSM-specific services and features. Due to the
support of digital public-key algorithms and storing
capacity, the SIM card 1s particularly suitable for imple-
menting the present invention.

The way of arranging the electronic purse in a mobile
telephone network illustrated in FIG. 2 1s only one of many
alternatives. For example, 1n the applicant’s previous Finn-
ish Patent Application 955354 the control unit of the gate-
way server connected to the local area network 240 monitors
buyers’ payment service data bases, and the electronic purse
1s connected to said gateway unit and not directly to the
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mobile station. The electronic purse can also be included 1n
the user’s memory card or smart card, which he uses by
means of publicly and privately used read/write units. The
way ol implementing the electronic purse 1s not relevant to
the invention, but can be implemented specifically for each
application by one skilled in the art. The essential thing 1s
that the user has an electronic purse at his disposal, 1n which
information can be stored on transactions, and mformation
stored 1n 1t can be read and deleted temporarily or perma-
nently by means of an interface unit that can be connected
to 1it.

In the following, a closer look will be taken at a case in
which the subscriber 261 orders a service or another com-
modity from the seller 212. The seller’s 212 computer or
cash system sends a message requesting a sum of money
corresponding to the value of the service to the network
address received from the buyer 261. Due to this network
address the message 1s routed via the local area network
[LLAN2, public data network 220 and local arca network
[LLAN1 to the short message service centre EC-SMSC 250
functioning in the subscriber’s 261 mobile communication
system. The short message service centre converts the
message 1nto a short message and sends 1t to the mobile
statton MS 262 via the public mobile telephone network
PLMN 260. The operating system of the mobile station
comprises a payment protocol interface, by means of which
functions related to transactions are carried out. The control
unit of the mobile station checks i1n the data base 263
whether there 1s a sufficient amount of money 1n the buyer’s
electronic purse to pay the requested sum. If the amount of
money 1s 1nsuificient, the control unit generates a rejection
message, which 1s sent to the seller 2 via the network. If
there 1s a suflicient amount of money in the data base 263,
the control unit generates a message containing a request for
payment onto the display. The user accepts the payment by
means of the keyboard 266, whereby the control unit trans-
fers the desired sum of money from the data base DB 263 via
the network to the seller 212 according to the payment
protocol used between buyers and sellers.

Having received the payment the seller 212 generates a
receipt, which 1s substantially in accordance with the used
payment protocol and includes essential information on the
transaction. Information 1n the receipt may vary depending
on the application, but 1t preferably contains a transaction
identifier, description, sum and check field indicating the
correct decryption. The transaction identifier ID 1s a string of
characters, which has been attached to the receipt by the
seller, and on the basis of which the receipt can be unequivo-
cally retrieved from the seller’s log. The 1dentifier may be
based ¢.g. on a time stamp or a running number or on a
combination of these. The description of payment is a string
of characters, which 1s in plaintext or coded and describes
the subject of ftransaction. Such a description may be
selected specifically for each application, but could typically
be e.g. a “hotel bill” or a “taxi journey” or a pre-selected
code corresponding to the use. The check field preferably
contains a pre-fixed value or a feature of the string of
characters on the basis of which 1t can be 1mmediately
concluded that decryption has succeeded or failed by com-
paring the check field achieved as a result of decryption with
the pre-fixed value.

Having generated the receipt the seller 212 encrypts it by
using a public-key algorithm. Such a public-key algorithm 1s
c.g. the widely used RSA algorithm. To ensure that the
encryption undeniably certifies the signature 1n the receipt,
the seller’s 212 cash system encrypts the receipt by using the
seller’s private key as the encryption key. After this, the
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receipt 1s sent via the local area network 210 and public data
network 220 to the short message service centre EC-SMSC
250 of the mobile communication system, from which it 1s
sent as a short message via the mobile telephone system to
the mobile station MS 262. When detecting the received
receipt the signalling and control part of the mobile station
MS 262 generates a message to the display 267 of the mobile
station to inform the buyer 261 of the reception of the receipt
and to request instructions for further processing of the
receipt. By using his keyboard 266 the buyer keys in
instructions telling whether the receipt 1s to be stored 1n the
data base DB 263 of the mobile station for later use or
whether 1t will be 1mmediately forwarded to further pro-
cessing.

A public key 1s needed for decrypting an encrypted receipt
into plaintext form. The file 1n which the sellers’ 1dentities
and public keys relating to them are stored will be called
certification authority CA 1n the following. A certification
authority can be implemented specifically for each applica-
tion 1n the way desired by one skilled 1n the art. It may be
¢.g. a file maintained by the users of the payment system 1n
connection with the electronic purse, cr 1t can be 1mple-
mented as a service of a reliable organization, or even as a
service provided by the authorities. In the present example,
the certification authority CA 1s placed in connection with
the equipment (mobile stations, cash systems) of the users
(buyers and sellers) of the payment system; however, the
invention 1s not limited to this alternative.

If the receipt 1s not forwarded, it 1s stored in encrypted
form 1n the electronic purse DB 263, whereby 1t can later on
be retrieved to be forwarded, 1f necessary. To make receipts
identifiable 1n the log of the electronic purse, a plaintext
identifier, which can be freely selected, can be added to the
receipts. The identifier may be e.g. a string of text, abbre-
viation related to the transaction, or the sum of the payment.
The seller can suggest an 1dentifier to be used 1n the buyer’s
log 1m a message sent by him, and on receiving the receipt
the buyer can either accept or refuse the i1dentifier.

If the subscriber 261 has electronically paid a bill, which
he wants to transfer to be credited from his office’s book-
keeping 270, he gives a command by means of his keyboard,
in response to which the control unit generates a message
including a request for credit and sends 1t to the office’s
network address. If the bookkeeping 270 accepts the request
and agrees to credit the sum, the receipt 1n encrypted form
and the seller’s identity is sent to destination 270. The
bookkeeping has a cerfification authority CA 275 at its
disposal, from which the seller’s public key 1s retrieved on
the basis of the seller’s i1dentity. The receipt 1s decrypted
with said public key. If decryption of the receipt with the
public key succeeds and the check field possibly included 1n
the receipt provides the expected value, the bookkeeping
accepts the receipt and sends electronic tokens correspond-
ing to the value of the sum to be credited to the subscriber’s
261 clectronic purse 263.

The signalling chart in FIG. 3 illustrates the process
described above. Processing of the character string T with an
RSA algorithm by using the seller’s S public key 1s denoted
by S(T) in the chart, and processing of the character string
T with an RSA algorithm by using the seller’s private key 1s
denoted by S™H(T). On the basis of this it is obvious that

S(S™HD)=T:

When trading, the buyer 261 sends a payment to the seller
212 1in the form of electronic money (signal 3.1). The seller
ogenerates a receipt and encrypts 1t digitally by using his
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private key, which 1s totally secret from everybody else. The
seller sends the encrypted receipt to the buyer (signal 3.2),
who forwards the encrypted receipt and the seller’s 1dentity
to the destination (signal 3.3), 1.e. to his office’s bookkeeping
270. The bookkeeping 270 gives the seller’s 1identity to the
certification authority CA 2785 (signal 3.4), which returns the
seller’s public key to the bookkeeping (signal 3.5). The
bookkeeping decrypts the receipt, and 1f encryption suc-
ceeds and the receipt’s check field gives a value on the basis
of which 1t can be concluded that the encryption has been
correctly decrypted, an amount of electronic money corre-
sponding to the sum to be credited 1s transferred to the buyer
(signal 3.6). The transferred sum is stored in the electronic
purse 263 included 1n the buyer’s 261 mobile station.

If the buyer does not need a credit, but wants to transfer
a tax-deductible receipt to be attached to his tax return, the
procedure is mainly similar to that described above (signals
3.1-3.5). The buyer makes a payment (3.1), the seller
generates a receipt (3.2), the buyer transfers the receipt and
the seller’s identity to the destination (3.3), which in this
case 15 the tax authorities' taxpayer-specific file 1n the data
base of the tax administration. The tax authorities send the
seller’s identity to the certification authority (3.4) and
receive the seller’s public key in response (3.5). The tax
authorities store the receipts and decrypt them when the
information 1s transferred to the tax payer’s tax information
at the latest.

Another alternative for storing tax-deductible receipts 1s
to establish an electronic receipt purse in connection with a
bank, tax authorities or 1n another reliable place. The tax-
payer transfers tax-deductible receipts to this purse during
the tax year. In the receipt purse, receipts can be stored as
encrypted, and the encryption can be decrypted, and a
specification certified by the keeper can be printed of the
receipts when a tax return 1s filled.

One embodiment of the invention is a certified hard copy
of an electronic receipt. A reliable organization, €.g. a bank
to which an encrypted receipt can be sent 1n order to receive
a hard copy, can be added to the arrangement. The bank
carries out the normal functions relating to the destination
(signals 3.4-3.5). The receipt is printed and the printout is
provided with the bank’s certification. After printing has
been completed, the bank destroys the electronic receipt.

The method of the 1invention 1s 1llustrated with the block
diagram 1n FIG. 4 and the flow chart in FIG. 5. The example
describes a case 1n which the buyer pays his employer’s
expenses with his own card and afterwards charges them
from his employer. In the arrangement illustrated 1n FIG. 4
the seller has a cash system 47 at his disposal, and a
read/write unit 46 capable of handling buyers’ cards 1is
connected to 1t. In connection with payment the buyer gives
his card 41 used as the means of payment to the seller, who
reads the contents of the electronic purse 42 included in the
card 41 and charges a certain sum from the purse 42. At the
same time, the seller’s system 47 generates a receipt corre-
sponding to the sum, encrypts 1t by using his private key as
the encryption key, and stores the receipt m the buyer’s
clectronic purse 42. When the buyer goes to the office next
time, he gives his card to the employer, who reads the receipt
stored 1n the electronic purse 42 of the card 41 with a
read/write unit connected to his system, and after accepting
the payment credits a sum corresponding to the receipt to the
buyer’s electronic purse 42.

The flow chart in FIG. § illustrates application of the
method of the invention to the above example. In step 510
the seller charges a number of electronic tokens correspond-
ing to the agreed sum from the buyer’s electronic purse.
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Having received the payment the seller generates a receipt
corresponding to the sum (step 515), encrypts the receipt or
a selected part of 1t by using his private key as the encryption
key (item 520) and stores the receipt in the buyer’s elec-
tronic purse (item 525). In the figure, broken lines indicate
those periods between the steps of the method the length of
which may vary. The steps of the method may follow one
another immediately, or a longer time may lapse between the
steps depending on the buyer’s actions.

[f the buyer wants to recover the sum he has paid (step
530), he gives his card to his employer, who reads the
contents of the electronic purse included 1n the card with a
read/write unit connected to his system (step 535). Since the
receipts are encrypted, the employer cannot read them
without extra information. Having received the seller’s
1dentity from the buyer the employer can retrieve the seller’s
public key from the data base of his system or from an
outside data base maintained by a reliable organization (step
545) to allow the receipt to be decrypted (step 550). The

employer can decode the encryption of only those receipts
that originate from a seller 1dentified by the buyer. On the
basis of the plamtext receipt the employer can decide
whether the expenses involved are to be credited to the
employee (step 555). Crediting is performed by storing a
number of electronic tokens corresponding to the receipt in
the buyer’s electronic purse (step 560).

One available alternative 1s to provide the seller’s and the
office’s systems with a read/write unit. The read/write unit
can be connected to the buyer’s computer or mobile station,
whereby transactions and related data transmission can be
carried out via the public data network e.g. in the manner
illustrated 1in FIG. 2.

The present certified electronic receipt can also be
arranged to be optional, whereby the buyer can determine 1n
connection with a transaction whether he wants to have a
certified receipt or whether an ordinary plaintext receipt 1s
sufficient. The receipt of the invention, certified with a
public-key algorithm, 1s provided only when the payer
requests 1it.

On the basis of what has been said above 1t 1s obvious to
one skilled 1n the art that the basic 1dea of the invention can
be implemented and applied in several different ways as the
technology develops. Thus the invention and i1ts embodi-
ments are not limited to the above examples, but may vary
within the scope of the appended claims.

What 1s claimed 1s:

1. An electronic payment system comprising:

first payment means for making payments in electronic
form,

first processing means for generating electronic receipts
corresponding to received payments, the first process-
iIng means being arranged to encrypt the electronic
receipt to be generated or part of it, if necessary, with
a public-key algorithm by using the payee’s private key
as an encryption key, wherein an electronic receipt
which 1s partly of completely encrypted does not con-
tain unencrypted 1dentification data on the payee,

second processing means for receiving said receipts, the
second processing means being arranged to decrypt a
received receipt with a public-key algorithm by using
the payee’s public key as a decryption key, and

transfer means for transferring said receipts between the
first and second processing means and the first payment
means, wherein

the first processing means are arranged to transfer the
generated electronic receipts to the first payment means
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in response to the payments made by means of the
transfer means, and the first payment means are
arranged to transfer one or more of said receipts to the
second processing means by means of the transfer
means, and

when transferring one or more of said receipts to the
second processing means, the first payment means are
arranged to transfer with the receipts only the payee’s
identification data related to the receipts that the second
processing means are enfitled to decrypt.

2. The electronic payment system as claimed 1n claim 1,
wherein said second processing means are arranged to
transfer a sum corresponding to the received and decrypted
clectronic receipt to said first payment means, 1f necessary.

3. The electronic payment system as claimed 1n claim 1,
wherein said first processing means comprise the seller’s
cash system, and said second processing means comprise the
cash system of the final recipient of the receipt.

4. The electronic payment system as claimed 1n claim 3,
wherein said first payment means comprise a memory card
or a smart card, and said transfer means comprise read/write
interfaces of the cards related to cash systems.

5. The electronic payment system as claimed 1n claim 3,
wherein said first payment means comprise a mobile station,
and said transfer means comprise at least one of the follow-
ing: a mobile communication network related to the mobile
station, public data network, local area network related to
said first or second processing means.

6. The electronic payment system as claimed in claim 3§,
wherein said transfer means also comprise a short message
service centre connected to the mobile communication net-
work for transferring electronic receipts to the mobile station
by means of a short message service.

7. The electronic payment system as claimed in claim 1,
wherein the system comprises at least one certification
authority for maintaining public keys of the units connected
o the system.

8. The electronic payment system as claimed 1n claim 7,
wherein one or more of the units connected to the system
maintain a certification authority of their own.

9. The electronic payment system as claimed in claim 1,
wherein said first processing means are arranged to enter
transactions 1n a log and mclude an identifier on the basis of
which a transaction can be retrieved from said log in the part
of the electronic receipt to be encrypted.
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10. The electronic payment system as claimed 1n claim 9,
wherein said first processing means are arranged to include
a part showing the paid sum 1n the encrypted part of the

clectronic receipt.

11. A method for acknowledging a transaction 1n an
clectronic payment system comprising first payment means
for making payments 1n electronic form, first processing
means for providing electronic receipts corresponding to

payments, second processing means for receiving said
receipts, and transfer means for transferring said receipts
between said first and second processing means and the first
payment means, the method comprising:

encrypting said electronic receipts or parts of them 1n the
first processing means with a public-key algorithm by
using the payee’s private key as an encryption key,
wherein an electronic receipt which 1s partly or com-
pletely encrypted does not contain unencrypted 1denti-
fication data on the payee,

transferring the encrypted electronic receipts from the first
processing means to the first payment means,

transferring one or more of said receipts from the first
payment means to the second processing means 1n such
a way that only the payee’s identification data related to
the receipts that the second processing means are
entitled to decrypt are transferred with the receipts, and

decrypting receipts 1n the second processing means with
a public-key algorithm by using the payee’s public key
as a decryption key.

12. The method as claimed 1n claim 11, wherein a sum
corresponding to the received and decrypted electronic
receipt 1s transferred to said first payment means.

13. The method as claimed 1n claim 12, wherein the
clectronic receipt 1s transferred 1n the mobile communica-
fion system by means of a short message service.

14. The method as claimed 1n claim 11, wherein transac-
tions are entered 1n a log and the identifier which 1s provided
by said first processing means and on the basis of which the
fransaction can be retrieved from said log 1s included 1n the
part of the electronic receipt to be encrypted.

15. The method as claimed 1n claim 14, wherein a part
showing the paid sum 1s included in the encrypted part of the
clectronic receipt.
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