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(57) ABSTRACT

The present invention provides a registration agent site (4)
which presents a simple intermediary between sites (3) and
internet users (1) that acts a single source of data entry, user
name and password for users. This allows users to register
with new sites automatically and move between registered
sites via a single interface, while allowing changes 1n profile
information via the same interface. The registration agent
site (4) acts as the agent for the internet user (1) rather than
the site owner, allowing registration by proxy in a manner
which 1s transparent to other sites. The agent negotiates
connectivity and connects the user.
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1
WEB SITE REGISTRATION PROXY SYSTEM

This application claims benedit of No. 60/122,537 filed
Mar. 2, 1999.

FIELD OF THE INVENTION

The present mnvention relates to the registration of internet
users at websites.

BACKGROUND TO THE INVENTION

Before using many websites, internet users need to fill in
an often cumbersome registration form providing personal
data. Site owners require this information for marketing
purposes and to personalise the offering to customers. Reg-
istration demands can range from the basic requirement of a
name and email address to a detailed request for personal
information including street address, employment details
and even salary levels. This process gives rise to a number
of problems for users. Registration 1s often slow and not
intuitive, with an additional problem that formats differ from
site to site. Once registered with more than one site, users
also have the problem of keeping track of the different user
names and passwords that they use. When a user’s infor-
mation changes (email, addresses etc.) the management of
multiple registrations becomes unwieldy. Furthermore, users
have little or no control of mmformation released to sites
which can on-sell the personal data leading to both a breach
of 1individual privacy and, perhaps inevitably, an accompa-
nying barrage of unwanted direct marketing emails or
“spam’”.

A typical mternet user may be registered with between
four and ten sites and would probably register with one new
site each month. The greater these numbers the more serious
the problem becomes. New users and sites are coming to the
internet at exponential rates of growth so this problem can
only get worse.

Though necessary for their business model, registration
also poses a major problem to site owners. Users quite often
enter bogus information (often several times having forgot-
ten their password and thus having to register anew), which
1s of no use to site owners whilst bearing a data storage cost.
Bogus information 1s entered for a number of reasons:
frustration with the speed of the registration process, a
ogeneral mistrust of the security and subsequent use of the
data, or simply because the user has forgotten the previous
registration details. Indeed, as much as 50% of all consumer
data held by major sites on the internet 1s estimated to be
false. Even genuine registration data becomes inaccurate
over time 1if 1t 1s not up-dated.

Another problem 1s that users frustrated with the regis-
fration process will stop before completion so that the site
loses a new potential customer. It 1s estimated that over 50%
of potential users are lost due to aborted registrations.

SUMMARY OF THE INVENTION

According to a first aspect of the present mnvention, in an
arrangement comprising at least one computer network
connecting at least one personal computer to at least one
service computer, the personal computer being associated
with at least one user, a method for managing the registration
of the user with the at least one service computer, the method
comprising the steps of:

cgathering registration data for the at least one service
computer;

storing the registration data in at least one data structure
on at least one registration agent computer connected to the
computer network;
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cgathering personal data for the user;

storing at least part of the personal data 1n at least one data
structure on at least one registration agent computer con-
nected to the computer network; and,

in response to a request from the user to a registration
agent computer connected to the computer network to
register the user with the at least one service computer,
submitting an application to register the user with the at least
one service computer by transmitting registration informa-
tion from at least one registration agent computer to the
service computer, the registration information being com-
piled from data obtained by accessing the users personal
data stored 1n the associated data structure and by accessing
registration data for the service computer stored in the
assoclated data structure.

The service computer may be a product-provider and/or
an mnformation-provider.

According to a second aspect of the present invention, 1n
a method for registering a user at a client node of a
communications network with at least one server node
connected to the communications network by the use of at
least one registration agent server node connected to the
communications network which stores personal data asso-
ciated with the user together with registration data associ-
ated with the at least one server node, the method compris-
ing the steps of registering the user with the at least one
server node 1n response to a user request received at the
registration agent server node by completing and transmut-
ting on behalf of the user a registration application from the
registration agent server node to the at least one server node
based on the personal data associated with the user and the
registration data associated with the at least one server node.

Preferably, the computer or communications network
utilises an internet protocol.

Preferably, each of the service computer or server nodes
1s a website having a server connected to an internet or
intranet. Preferably, the at least one registration agent com-
puter or registration agent server node 1s connected to an
internet, intranet or internet protocol (IP) network.

Preferably, the at least one registration agent computer or
registration agent server node 1s a World Wide Web server.

Preferably, the at least one registration agent computer or
registration agent server node operates a World Wide Web
site.

Preferably, the step of transmitting an application to
register the user 1s preceded by the step of verilying a user
identification and more preferably, a password, entered by
the user which 1dentifies the user with respect to the asso-
cilated personal data.

Preferably, the method includes the steps of storing per-
sonal data in the form of a master user profile data structure
which uniquely describes the user, together with a number of
personal registration data structures, each of which describes
registration data associated with the successtul registration
of the user with a service computer or server node. The
personal registration data structures permit repeat visits to
the service computer or server node without the user having
to go through the registration procedure again.

Preferably, the method includes the step of accepting user
inputs which define a privacy policy 1n relation to the user’s
personal data which describes the extent to which the
personal data 1s to be released for the purpose of submitting
a registration application.

Preferably, the method includes the step of providing a
unique proxy address for the user 1n a registration applica-
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fion so that communications addressed to the user using the
unique address are received by the at least one registration
agent computer or registration agent server and are subse-
quently forwarded to the user. More preferably, the com-
munications are forwarded to the user 1n dependence on an
email filtering policy accepted by the user. Most preferably,
a different proxy address for the user 1s allocated for each
subsequent registration with other service computers or
server nodes.

According to a third aspect of the present invention, an
apparatus for managing the registration of a user 1n accor-
dance with either one of the first and second aspects of the
present invention, COMpPrises:

means for storing registration data;
means for storing personal data;

means for receiving a user request to submit a registration
application on behalf of the user to a remote site;

means for completing a registration application based on
a combination of personal data associated with the user and
registration data associated with the remote site; and,

means for transmitting a completed registration applica-
fion to the remote site on behalf of the user.

Preferably, the apparatus comprises a computer storage
medium containing computer executable instructions for
performing the method of either one of the first and second
aspects of the present mvention. More preferably, the appa-
ratus comprises a server. Most preferably, the server 1is
arranged to provide a website having a unique resource

locator (URL).

In one example, the present invention provides a regis-
fration agent site which presents a simple intermediary
between sites and internet users that acts a single source of
data entry, user name and password for users. This allows
users to register with new sites automatically and move
between registered sites via a single interface, whilst allow-
ing changes 1n proiile information via the same interface.
The registration agent site acts as the agent for the iternet
user rather than the site owner, allowing registration by
proxy 1n a manner which 1s transparent to other sites. The
agent negotiates connectivity and connects the user.

In terms of the internet user, the benefits of using the
interface provided by the registration agent site can be
summarised as follows: the interface provides a convenient
way ol navigating between sites since 1t 1S necessary to
remember only one password; the interface provides an
cliortless way of registering with new sites; 1t offers the
ability to effect a global change across sites; it provides for
the control of privacy by allowing the user to define a
privacy policy; and, 1t allows for the integration of email
filtering by proxy to prevent “spamming’.

The registration agent site provides a central repository of
all personal information that an individual internet user 1s, at
least to some extent, prepared to give out to sites in order to
register with the site. Personal details particular to each site
registration are stored as well as a master profile of all
personal information. This information can be recalled and
modified via the interface. Accordingly, the user of the
interface will know what personal information has been
ogrven out and to whom as well as the totality of information
orven out to all sites. Users are able to impose speciiic
controls on how their personal information 1s used to register
with a site including the complete prohibition of the use of
certain 1mnformation, provided this does not conilict with a
site’s registration requirements. If there 1s a confilict, the
interface allows this to be resolved by deferring to the user
for a final decision.
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Referring to FIG. 2, in summary, the service that the
interface of the registration agent site 10 provides 1s one of
assisting internet users to complete registration forms for
websites by proxy, and logging into their sites on repeat
visits. The user does not have to retype information, can
have different profiles, can automatically check privacy
policies, can review what data has been given out and to
whom, and can protect their email address. Indeed, a key
component of helping users control their interaction with
sites 1s to protect their email address from being abused by
the sites they give 1t to. The present invention’s registration
processing system 11 offers the option to give protected
email addresses to sites when a user registers through the
interface. The site does not receive the user’s real address,
but 1s mstead given a unique proxy address by the registra-
tion processing system 11 (a different one for each site).
Email sent to that address 1s forwarded by the registration
processing system 11 to the user’s email account. This
allows users to selectively cut “spammers” off without
having to change their email address. It also allows users to
identity which sites are giving their email addresses to third
parties which use it for “spam”.

In summary, the service that the interface of the registra-
fion agent site provides 1s one of assisting internet users to
complete registration forms for websites by proxy, and
logging into their sites on repeat visits. The user does not
have to retype 1information, can have different profiles, can
automatically check privacy policies, can review what data
has been given out and to whom, and can protect their email
address. Indeed, a key component of helping users control
their 1nteraction with sites 1s to protect their email address
from being abused by the sites they give 1t to. The present
invention offers the option to give protected email addresses
to sites when a user registers through the interface. The site
does not receive the users real address, but 1s mstead given
a unique proxy address (a different one for each site). Email
sent to that address 1s forwarded to the users email account.
This allows users to selectively cut “spammers” off without
having to change their email address. It also allows users to
identify which sites are giving their email addresses to third
parties which use it for “spam”.

BRIEF DESCRIPTION OF THE DRAWINGS

An example of the present invention will now be
described 1n detail with reference to the accompanying
drawings, in which:

FIG. 1 1s a simplified schematic diagram showing an
internet user’s computer connected to the World Wide Web;

FIG. 2 1s a simplified block diagram of an example of a
registration agent website server;

FIGS. 3 and 4 show an example of an internet user
registering with a website; and,

FIGS. 5 and 6 show an example of an internet user
transferring registration information for a number of web-
sites to a registration agent website.

DETAILED DESCRIPTION

FIG. 1 1s a simplified schematic diagram showing an
internet user’s computer 1 connected to the World Wide Web
2. The 1nternet user’s computer 1 uses web browsers to
navigate the World Wide Web to access desired services,
known as websites 3. Many websites require an internet user
to register at the website, wherein the user 1s required to
establish a user 1dentification and optionally a password for
the website. Typically, the user 1s also asked to provide other
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personal 1nformation, not all of which 1s mandatory. The
present invention provides a registration agent site (RAS) 4,
in this example a web server, which presents a simple
intermediary between sites and internet users that acts as a
single source of data entry, username and password for
users. The mvention allows users to register with new sites
automatically and move between registered sites via a single
interface, whilst allowing changes in proiile information via
the same interface. The interface acts as the agent for the
internet user rather than the site owner, allowing registration
by proxy.

FIG. 2 1s a simplified block diagram of an example of a
registration agent site 10. The web server includes a regis-
tration processing system 11 which controls the steps of
lodging a registration with websites on behall of internet
users who are registered members of the registration agent
site. The server stores user proiiles 1n a user database 12
which represent a master profile of all personal information,
including a privacy policy, and personal details particular to
cach website where the user has registered to date. Each
website that 1s affiliated with the registration agent site 1s
represented 1n a registration profile database 13 where
details of the site registration requirements, including the
registration forms used by the website, are stored.

The core service provided by the registration agent site 10
1s one ol assisting users to fill out forms on websites,
primarily targeted towards registering with new sites and
logging 1nto sites on repeat visits. The user does not have to
retype information, can have different profiles, can auto-
matically check privacy policies, can review what data they
gave out and to whom, and can protect their email address.
The system does not require any plug-ins or software
downloads, and 1s browser mndependent.

The registration processing system 11 1s responsible for
submitting user data to a site’s registration system. This
involves the following functionality:

1. analysing the site’s data requirements and forms han-
dling system (in other words, what data do they want
from the user and how does their registration system
work?);

2. determining the site’s data privacy policies;

3. marshalling the appropriate user data;

4. 1dentifying and resolving contlicts between the user’s
privacy preferences and the site’s policies;

5. providing the data to the sites; and,

6. storing information about the transaction.

The functionality and data requirements can be divided
into three sections: interfacing with target sites, managing
and using data, and interfacing with the users.

When a user wants to fill out a form on a site, the
registration agent site 10 must marshal the appropriate user
data and provide 1t to the target site. This implies two core
parts of the interface: determining what data the site needs
and supplying the data to the site.

A simple way to supply data to sites 1s to submit it directly
to the site’s own forms processing applications 1n the format
it expects it. This involves making an HTTP GET or POST
request to the uniform resource indicator (URI) to which the
site’s own HTML forms submit their data. Alternatives
include using JavaScript to fill the site’s form or proxying
form submission. In the latter, the registration processing
system acts as an HT'TP client, connects to the target site’s
webserver and submits the form. Moreover, preferably, the
registration processing system 11 uses a process which
emulates the normal registration by a user by providing a
form which duplicates the data submission of the site’s own
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form. The registration processing system 11 generates an
HTML page which 1s dynamic and which contains a form
with all of the relevant data fields of the site’s own form. The
target for this form submission 1s the same URI which the
site’s form submits to.

Any system for submitting data to a site on behalf of a
user will need certain information about the site and 1its form
system, which 1s termed Site Data Requirements (SDR). A
orven site’s SDR 1s stored 1n the registration profile database
13, and needs to include at least some of the following
information:

1. what forms are on the site?

2. what are the site’s data privacy policies? Is there any
relevant third party auditing or accreditation?

. for each form, what URI 1s the form submitted to?
. for each form, what data fields are needed?

5. for each data field, 1s the data contained 1n the user
profile, and 1f so, which field of the profile?

6. for each data field, if the data i1s not contained 1n the
user file, what description should be shown to the user
to explain what 1s needed?

/. for each data field, what values are acceptable as
input?This includes whether the field 1s required or
optional;

8. for each data field, what name 1s it given by the site’s

forms processing system? and,

9. for each data field, 1s the user’s data going to be unique

to this site, for example user name and password, as

opposed to something which can be the same on all
sites, such as postal code?

SDRs can be determined in a number of ways. In one
example, an 1individual must first analyse the sites to deter-
mine the requirements and enter the information into the
registration profile database 13. It would then be possible to
update the stored data to take account of any changes which
subsequently occur. This update may be implemented auto-
matically. In another example, it may be possible to inter-
rogate the site automatically mn an intelligent fashion to
determine the SDR. Affiliated sites may also cooperate by
embedding encoded information into their HIML forms to
allow the SDRs to be determined automatically by the
registration processing system.

The user profile database 12 stores a collection of data for
cach user. A user 1s able to view all data maintained about
them as an individual and normally no one else has access
to this without the express permission of the user.

The user profile file structure includes personal prefer-
ences data which 1s used as part of the interaction with the
registration agent site and includes the user name and
password, as well as information for customisation of the
user 1nterface. This mmformation 1s not available to sites.

The user profile file structure also includes privacy pref-
erences data which describe the policies the user would like
a site to have 1f their data i1s to be given to the site by the
registration agent site. This covers general policies for the
site, whether or not the site’s policies are certified, and also
links policy choices to individual fields of the user personal
data (described below). This linking allows users to specify
that some data 1s more sensitive than others, so a site which
only asks for low sensitivity data 1s not expected to have as
rigorous a data privacy policy as a site which wants more
sensitive data.

As mentioned above, the user profile file structure also
includes personal data which 1s available to sites the user
chooses to register with (although the data is still subject to
the privacy settings described above). The registration agent
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site 10 stores a core profile which 1s a set of data fields
required by more than one site. Users can have more than
one set of core profile data which allows them to maintain
a set of different “personalities”, for example one for a work
address and one for a home address.

Other personal data can be stored in site-specific user
proiiles forming part of the user profile file structure. These
may consist of data which the user has supplied to a
particular site, but which 1s not used for other sites.
Examples include a user name and password for a site, or
preference data specific to one site.

The registration processing system 11 also allows users
the option to give “protected” email addresses to sites rather
than their normal address. When a site requests the user’s
email address, the interface generates a new address in a
mail domain and supplies that to the site. Email to the
address 1s forwarded by the registration agent’s system to
the user’s real email address, including a header indicating
which site 1t originated from. Mail 1s not stored by the
system, merely forwarded. The user can disable a protected
address to prevent unwanted mail from reaching them.

The web server which supports the registration processing,
system and assoclated databases includes a server platform
with appropriate hardware and an operating system, mail
serving software, and a hosting service. The databases may
be provided on the same machine or from a remote source
which 1s networked to the web server.

A user can be 1ntroduced to the registration agent site 10
by navigating directly to the associated URL, from an
athiliated site where they are registering for the first time
(they are presented with a registration button which provides
a link to the registration agent site), or from an affiliated site
where they are already registered (where again they are
presented with a registration button). In the latter case, the
user 1s prompted by the registration agent site 10 to provide
their existing user name and password for the site either
before or after registering with the registration agent.

When registering for the first time with the registration
agent site 10, the user 1s presented with a form generated
dynamically to gather the minimum information they need,
orven the circumstances. Core information required to sign
up a new member includes the user’s email address (which
is subsequently verified). The new member chooses a user-
name and password which 1s required on all subsequent
visits to the registration agent site. If the new member 1s
registering with a new site at this time, the user 1s presented
with a form which sets out the information that the site will
want for registration. The user 1s also presented with the
option of filling out data fields required by most atfiliated
sites which will make signing up with new sites faster next
fime.

The information may be grouped into different categories,
for example:

1. basic information (name, email address);

2. professional contact information (work address and
phone number, etc);

3. personal contact information (home address, etc);
4. profession demographics job title, etc); and,

5. personal demographics (size of family, hobbies,

interests, dislikes, etc).

For each information group, the user chooses an infor-
mation policy, which tells the registration agent site 10 when
and to whom the information 1n that category can be given
out. In this example, the choices are colour coded similar to
tratfic light colours. Green data 1s data that can be given out
to any site the user wishes to register with. Yellow data can
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be given to a site which matches certain criteria the user sets.
Red data will not be given out at all by the registration agent
site, unless the user specifically agrees to 1t at the time the
data 1s requested. The user can choose the circumstances
under which the data they tag as yellow can be given to sites
they register with. For example, the user may specily that the
site must have certain data handling policies 1n place and
perhaps that these policies must be verified by an indepen-
dent agency.

As described above, there are a number of ways that an
internet user can become a member of the registration agent
site 10 and some examples of these will be described below.
Throughout, the registration agent site and the interface it
provides shall be referred to as “RAS”.

In FIGS. 3 and 4, it 1s assumed that the internet user has
navigated the World Wide Web using a web browser (step
100 or 200) to arrive at the login page of a website (referring
site), of which they are not already a member, but which is
athiliated with the RAS and provides a button or other icon
with a URL to the RAS web server. The user 1s not already
a member of the RAS. The user clicks on the RAS button
appearing on the login page and a pop-up window appears
and the browser window of the referring site goes behind. In
step 101 or 201 the user completes the new member section
of an entry page, giving a username, password, email
address and language. The user then selects an option that
says that they are not already a member of the referring site
and clicks on an “enter” button. A new page then appears 1n
step 102 or 202 requesting additional information that is
necessary for the user to actually register with the referring
site. The site requirements are determined by accessing the
registration profile database 13. A master user profile for the
new member 15 created and stored in the user profile
database 12, together with a personal profile for the new
registration. Once the user has provided the additional
information, they click “enter” and the user’s new home
page for the RAS appears (in step 203) showing the referring
site as a registered site and a separate list suggesting other
athiliated sites where the user may wish to register. The RAS
pop-up window 1s then hidden behind the referring site
window, which itself changes to the page showing that the
user has successtully registered with the site.

In future, 1t 1s possible to logon to the same website by
navigating directly to the RAS website (by typing the
address for the registration agent site, assigning a bookmark
or clicking on an advertisement banner), and then clicking
on the listed entry for the site on the user’s home page.

Alternatively, the user can navigate directly to the website
itself, click on the RAS button, and logon via the RAS

website.

In each of the above cases, whether the procedure be a
simple logon or a new registration, it 1s preferred that the
process 1s entirely transparent to the website of interest 1n the
sense that 1t 1s wholly unaware of the mvolvement of an
intermediary.

In FIGS. § and 6, the internet user 1s already a member of
both the RAS and a particular website (referring site). Again,
the user is assumed to have navigated (in step 300 or 400)
to the logon page of the referring site using their web
browser, but 1s seeking a more convenilent way to sign in to
the website. In step 301 or 401 the user clicks on the RAS
button and a RAS pop-up window appears over the browser
window of the referring site. The user enters their username
and password for the RAS and selects the option that says
that they are already a member of the referring site. The user
then clicks “enter” and a new page appears with a request for
the user’s current login details for the referred site. In step
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302 or 402 the user enters their current login details for the
referring site and then clicks the “enter” button. The user’s
RAS home page then appears showing the referring site as
a registered site (in step 403). A personal profile for this site
1s created and stored in the user’s profile database 12 for
future use.

In the example shown 1n FIG. 6, the internet user decides
to repeat the process in steps 405 and 406 for other sites
which they are members of (but have registered with the
sites independently of the RAS). The user switches back to
the RAS window and on the home page enters the site name
into a search box. The search results are displayed to the user
in step 405 who then selects the appropriate site and the
transfer of login details process 1s repeated as above 1 step
406.

An 1mportant aspect of the present invention 1s that 1t 1s
possible for the user to specify a privacy policy (indicated in
steps 103 and 104) which may restrict to some extent
information the user is prepared to provide to sites 1n order
to complete the site’s registration forms. From knowledge of
the registration requirements of each affiliated site (stored in
the registration profile database), it is possible for the
registration agent site 10 to determine whether or not a
particular 1tem of personal information 1s mandatory and
subsequently warn a user that there 1s a policy clash before
an attempt to register with the site 1s made. A user can be
ogrven the option of making an exception 1n the circum-
stances or amending their global policy for the 1tem of data
In question.

In summary, the present invention provides a central
repository of all personal information that an individual
internet user 1s, at least to some extent, prepared to give out
to sites 1n order to register with the site. Personal details
particular to each site registration are stored as well as a
master profile of all personal information. This information
can be recalled and modified via the mterface. Accordingly,
the user of the interface will know what personal informa-
tion has been given out and to whom as well as the totality
of information given out to all sites. Users are able to impose
specific controls on how their personal information 1s used
to register with a site including the complete prohibition of
the use of certain information, provided this does not conflict
with a site’s registration requirements. If there 1s a contlict,
the 1nterface allows this to be resolved by deferring to the
user for a final decision.

What 1s claimed 1s:

1. An arrangement comprising at least one computer
network connected to at least one service computer, the
terminal being associated with at least one user, a method for
managing the registration of the user with the at least one
service computer, the method comprising the steps of:

cgathering registration data for the at least one service
computer;

storing the registration data in at least one data structure
on at least one registration agent computer connected to
the computer network;

cgathering personal data for the user;

storing at least part of the personal data in at least one data
structure on at least one registration agent computer
connected to the computer network;

In response to a request from the user to a registration
agent computer connected to the computer network to
register the user with the at least one service computer,
submitting an application to register the user with the at
least one service computer by transmitting registration
information from at least one registration agent com-

10

15

20

25

30

35

40

45

50

55

60

65

10

puter to the service computer, the registration informa-
tion being compiled from data obtained by accessing
the user’s personal data stored 1n the associated data
structure and by accessing registration data for the
service computer stored 1n the associated data structure;

and

providing a unique proxy address for the user 1n a
registration application so that communications
addressed to the user using the unique address are
received by the at least one registration agent computer
or registration agent server and are subsequently for-
warded to the user, including a header indicating which
service computer a communication originated from.

2. A method according to claim 1, in which a different
proxy address for the user 1s allocated for each subsequent
registration with other service computers or server nodes.

3. A method according to claim 1, in which the computer
or communications network utilises an iternet protocol.

4. A method according to claim 1, 1n which each of the
service computer or server nodes 1s a website having a server
connected to the mternet or an intranet.

5. Amethod according to claim 1, in which the at least one
registration agent computer or registration agent server node
1s connected to the internet, an intranet or an IP network.

6. A method according to claim 1, 1n which the at least one
registration agent computer or registration agent server node
1s a World Wide Web server.

7. Amethod according to claim 6, in which the at least one
registration agent computer or registration agent server node
operates a World Wide Web site.

8. A method according to claim 1, in which the step of
transmitting an application to register the user 1s preceded by
the step of verifying a user 1dentification and more
preferably, a password, entered by the user which 1dentifies
the user with respect to the associated personal data.

9. A method according to claim 1, including the steps of
storing personal data 1n the form of a master user proiile data
structure which uniquely describes the user, together with a
number of personal registration data structures, each of
which describes registration data associated with the suc-
cessful registration of the user with a service computer or
server node.

10. A method according to claim 9, 1n which the personal
registration data structures permit repeat visits to the service
computer or server node without the user having to go
through the registration procedure again.

11. A method according to claim 9, including the step of
accepting user i1nputs which define a privacy policy 1n
relation to the user’s personal data which describes the
extent to which the personal data 1s to be released for the
purpose of submitting a registration application.

12. A method according to claim 1, in which the com-
munications are forwarded to the user 1n dependence on an
email filtering policy accepted by the user.

13. A method for registering a user at a client node of a
communications network with at least one server node
connected to the communications network by the use of at
least one registration agent server node connected to the
communications network which stores personal data asso-
clated with the user together with registration data associ-
ated with the at least one server node, the method compris-
ing the steps of

registering the user with the at least one server node 1n
response to a user request received at the registration
agent server node by completing and transmitting on
behalf of the user a registration application from the
registration agent server node to the at least one server
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node based on the personal data associated with the
user and the registration data associated with the at
least one server node; and

providing a unique proxy address for the user 1n a

12

storing the registration data 1n at least one data structure
on at least one registration agent computer connected to
the computer network;

cgathering personal data for the user;

registration application so that communications °  storing at least part of the personal data in at least one data
addressed to the user using the unique address are structure on at least one registration agent computer
received by the at least one registration agent computer connected to the computer network; and,
oy o i e o4 et £ o 3 ot
: = a le — agent computer connected to the computer network to
service computer a communication originated from. 19 register the user with the at least one service computer,
1_4- A.user interface Efﬂd execution system for Mmanaging, submitting an application to register the user with the at
registration of a user with a service computer, wherein the least one service computer by transmitting registration
user interface comprises: information from at least one registration agent com-
memory means for storing registration data requirements puter to the service computer, the registration informa-
for the at least one service computer in at least one data ° tion being compiled from data obtained by accessing
structure; the user’s personal data stored 1n the associated data
personal data mput means for accepting personal data structure and by accessing registration data for the
relating to the user; service computer stored 1n the associated data structure.
memory means for storing at least part of the personal ,, 17. An apparatus according to claim 2, comprising a
data 1n at least one data structure; and, SCUIVEL. _ _ _ _
processing means being operative to accept a request to 18. An apparatus accord.mg 1o clauin 17, -~ thh- the
. . . server 1s arranged to provide a website having a unique
register the user with the at least one service computer, resource location (URL)
to compile a registration request from data obtained by 19 A method of regi.stering with a1 number of service
accessing the user’s personal data stored in the asso- 25 ' for svstems comprisine the stens of
clated data structure and by accessing registration data Com_p}l_ Y _ P g p ,
for the service computer stored 1n the associated data visiting a WWW site hosting a registration management
structure, to register the user with at least one service SYSj[e{II]; _ _ o , ‘
computer by transmitting the registration request to the submitting a registration application to the registration
service computer, and to provide a unique proxy 30 management system comprising a user 1dentifier, pass-
address for the user in a registration request so that word and personal data;
communications addressed to the user using the unique instructing the registration management system to submit
address are received by the processing means and are a registration to one or more of the service computer
subsequently forwarded to the user, including a header systems using the submitted personal data; and
indicating which service computer a communication 35  Submitting mputs to the registration management system
originated from. which define a privacy policy 1n relation to the user’s
15. An apparatus for managing the registration of a user personal data, the extent to which the personal data 1s
in accordance with the method of any preceding claim, released for the purpose of submitting a registration
comprising: application being dependent on the privacy policy.
means for storing registration data; 40  20. A computer system for managing the registration of a
p : ‘ user with a remote computer system comprising:
means for storing personal data; tor1 Istration data associated with one or
means for receiving a user request to submit a registration ‘ Hggrls?; Elzf;nforxf]%lit er systems:
application on behall of the user to a remote site; a memory storing personal data ;ssociated with one or
means for completing a registration application based on 45 MOTe USETS:
a combination of personal data associated with the user -
and registration dlzita assoclated with the remote site; ‘ p;' Oé;i?éﬁi?i;;ié% ;;czit {;l elgsai rsg ﬁﬁzt LZ:: ?211;
means for transmitting a completed registration applica- remote computer system, to complete a registration
tion to the remote site on behalt of the user; and application based on a combination of personal data
means for providing a unique proxy address for the user >0 assoclated with the user and registration data associated
In a registration application so that communications with the remote computer system;
addressed to the user using the unique address are to submit the completed registration application to the
received by a registration agent computer or a regis- remote site on behalf of the user; and,
tration agent server and are subsequently forwarded to to provide a unique proxy address for the user in a
tl}e USC, imluc}ing d hef_fld_“?'*f indicating which remote >3 registration application so that communications
1681211& commtmlcatlondqugutlateii jfmﬂi;s o addressed to the user using the unique address are
- apparatus according o clalm 15, CoOmprising 4 received by the processor and are subsequently for-
computer storage medium containing computer executable warded to t}ljle usei including a header indic?ating 1}u:vhi:::h
mstructions for performing a method of managing registra- remote computer system a communication originated
tion of a user, the method comprising: 60 from.

cgathering registration data for the at least one service
computer; ¥ ok ok ok ok
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