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(57) ABSTRACT

An error detector at a receiver comprises a feedback shift
register. A shift direction in the feedback shift register is
opposite to a shift direction at a transmitter 1n generating a
transmission bit string by using a specified generator poly-
nomial. A reception bit string 1s mputted to the feedback
shift register in reverse order to the transmission bit string
cgenerated at the transmitter so that errors in the reception bit
string are detected by obtaining the remainder. Another error
detector at a receiver comprises first and second feedback
shift registers. Respective shift directions in the first and
second feedback shift registers are the same as and opposite
to a shift direction at a transmitter 1n generating a transmis-
sion bit string. The reception bit string 1s inputted to the first
feedback shift register 1n the same order in which the
transmission bit string was generated, while the reception bit
string 1s 1nputted to the second feedback shift register in
reverse order to one which the transmission bit string was
cgenerated. Errors 1n the reception bit string are detected by
comparing respective remainders obtained by the first and
second feedback shift registers. This reduces the processing
time required for the error detection and 1ncreases efficiency
in detecting errors in transmitted data.

7 Claims, 31 Drawing Sheets
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ERROR DETECTOR, SEMICONDUCTOR
DEVICE, AND ERROR DETECTION
METHOD

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present mvention relates to a detection of errors in
data and, more particularly, to an error detector for detecting
errors that occur 1 data under transmission.

The present invention relates to a semiconductor device
comprising the error detector.

The present invention relates to an error detection method
for detecting errors that occur 1n data under transmission.

2. Description of the Related Art

There are various factors which may cause errors 1n data
being transmitted via transmission lines. For the detecting,
the errors, a transmitter in a communication system adds
check data, under a given rule, to target data to be trans-
mitted. A receiver 1n the communication system examines
whether or not the transmitted data 1s 1n accordance with the
rule and judges whether or not there are the presence of
errors based on the result of the detection.

Out of error detection methods, the most prevalent one 1s
a CRC (Cyclic Redundancy Check) method using a cyclic
code. In the CRC error detection, the transmitter splits the
target data to be transmitted into information bit strings of a
specified length, represents each of the information bit
strings 1n a polynomial, and divides 1t by a generator
polynomial. The transmitter then generates the cyclic code
by adding, as check bits, a remainder from the division to the
information bit string and transmits the cyclic code to the
recelver.

The receiver divides the received cyclic code by the same
generator polynomial used at the transmitter to judge
whether or not the presence of errors depending on whether
or not the cyclic code 1s divisible.

FIG. 1 shows an exemplary communication system that
performs the error detection by using the cyclic code. In the
communication system, a transmitter 1, and a receiver 2 are
connected to each other via a radio transmission line 3. The
transmitter 1 and the receiver 2 correspond to, €.g., a base
station and a mobile terminal for mobile communication
such as a mobile phone, respectively.

The transmitter 1 has a coder 4 for coding data to be
transmitted and a data modulating/transmitting unit 5 for
modulating the coded data and outputting the modulated
data to the radio transmission line 3. The coder 4 1s com-
posed of a feedback shift register 6.

The recerver 2 has a data receiving/demodulating unit 7
for receiving the data transmitted via the radio transmission
line 3 and demodulating the received data, and an error
detector 8 for detecting errors in the demodulated data. The
error detector 8 1s composed of a feedback shift register 9
and an right/wrong output unit 10 for outputting an error
detecting signal FLAG. The error detector 8 has been
formed 1n a semiconductor device SEM with other commu-
nication functional elements.

As shown 1n FIG. 2, the feedback shift register 6 and the
feedback shift register 9 are composed of 1dentical circuits

such as dividers conforming to a sixteenth-degree generator
polynomial X 0+X#4+X°+1.

Each of the feedback shift registers 6 and 9 has a register
unit 11 consisting of flip-flop circuits X185 to X0 (hereinafter
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referred to as F/F circuits X185 to X0) connected in cascade,
three EOR (Exclusive OR) circuits 124, 12b, and 12¢, and
switches S1 and S2. In the register unit 11, a shift direction
has been set such that data 1s shifted from the F/F circuit X0
to the F/F circuit X135. A clock signal CLK 1s connected to
the clock terminal of each of the F/F circuits X135 to X0 such
that shift operations are performed 1n synchronization.

The EOR circuit 12a receives an output of the F/F circuit
X15 and an input signal DIN1 (or DIN2) and outputs the
result of the operation to the F/F circuit X0. The EOR circuit
12b receives the output of the EOR circuit 124 and an output
of the F/F circuit X11 and outputs the result of the operation
to the F/F circuit X12. The EOR circuit 12¢ receives the
output of the EOR circuit 124 and an output of the F/F circuit
X4 and outputs the result of the operation to the F/F circuit

X3.

The switch S1 1s for selectively connecting the output of
the F/F circuit X15 or the mput signals DIN1 and DIN2 to

the output signals DOUT1 and DOUT?2 of the feedback shaft
registers 6 and 9. The switch 2 1s for feeding back the output

of the EOR circuit 12a to the EOR circuits 125 and 12¢ and
to the F/F circuit X0.

In the communication system shown in FIG. 1, the
transmitter 1 performs coding and the receiver 2 performs
the error detection as follows. By way of example, the
following description will be given to the case where a 6-bit
information bit string “01 0101” 1s transmitted.

FIG. 3 shows the respective states of the F/F circuits X135
to X0 when the feedback shift register 6 at the transmitter 1

1s operated. Upon each receipt of the clock signal CLK, the
feedback shift register 6 shifts the values held by the F/F

circuits X185 to X0 to the left in the drawing, so that
“STATE” 1s mcremented by 1 upon each receipt of the clock

signal CLK. That 1s, the individual F/F circuits X15 to X0
undergo transitions from “STATE 07 to “STATE 6” when
viewed 1n the columnar direction.

In “STATE 07, each of the F/F circuits X15 to X0 1s reset
to “07.

In “STATE 17 through “STATE 6” shown 1n FIG. 2, the
switch S1 1s switched to connect the mnput signal DIN1 to the
output signal DOUT, and the switch 2 1s closed.
Consequently, the information bit string “01 0101” mputted

from the 1nput signal DIN1 1s inputted to the feedback shaft
register 6 and outputted simultaneously to the output signal

DOUTI.

The information bit string outputted to the output signal
DOUT1 1s modulated by the data modulating/transmitting
unit 5 and then transmitted to the receiver 2 via the radio
transmission line 3.

When the feedback shift register 6 has operated to reach
“STATE 67, the values “0100 0010 0001 0100” held by the
respective F/F circuits X135 to X0 form a check bit string and
the cyclic code “01 0101 0100 0010 0001 0100” enclosed 1n

the bold rectangle of FIG. 3 are generated from the infor-
mation bit string and the check bit string.

An output of the check bit string 1s performed by oper-

ating the feedback shift register 6 and sequentially output-
ting the values held by the F/F circuits X135 to X0 in “STATE

6” to the output signal DOUT1. At this time, the switch S1
1s switched to connect the output of the F/F circuit X135 to
the output signal DOUTI, and the switch S2 is open. By

opening the switch S2, a “0” 1s inputted to each of the F/F
circuit X0 and the EOR circuits 125 and 12c.

The check bit string outputted to the output signal
DOUT1 1s modulated by the data modulating/transmitting
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unit 5 and then transmitted to the receiver 2 via the radio
transmission line 3.

The data receiving/demodulating unit 7 at the receiver 2
receives the modulated cyclic code (information bit string+
check bit string) and sequentially demodulates it to the
original cyclic code. The data recerving/demodulating unit 7
inputs the individual bits of the cyclic code to the feedback
shift register 9 of the error detector 8 1n the order 1n which
they were demodulated.

FIG. 4 shows the respective states of the individual F/F
circuits X15 to X0 when the feedback shiit register 9 of the
error detector 8 1s operated. It 1s to be noted that FIG. 4
shows the operation when the received cyclic code has no
CITOT.

In “STATE 07, each of the F/F circuits X15 to X0 1s reset
to “0”. In “STATE 1” through “STATE 227, the switch S2 of
FIG. 2 1s closed. The switch S1 may be switched to either
side.

The feedback shift register 9 sequentially receives the
cyclic code “01 0101 0100 0010 0001 0100” from the 1nput
signal DIN2. In “STATE 22” 1in which the cyclic code has
been received up to the least significant bit (hereinafter
referred to as LSB) thereof, the values held by the F/F
circuits X15 to X0, 1.e., the value of the remainder obtained
by dividing the received cyclic code by the generator
polynomial, 1s “0” when the received data 1s error-iree.

Whether or not the remainder 1s “0” 1s verified by the
rigcht/wrong output unit 10 of FIG. 1. Therefore, the feed-
back shift register 9 sequentially outputs the values held by
the F/F circuits X15 to X0 i “STATE 22”7 to the output
signal DOUT2. At this time, the switch S1 1s switched to

connect the output of the F/F circuit X135 to the output signal
DOUT2, while the switch S2 1s open.

The right/wrong output unit 10 sequentially receives from
the output signal DOUT2 a 16-bit value, which is the
remainder from the division, performs a logical NOR opera-
tion with respect to each bit of the received value, and
outputs the result of the operation to the error detecting
signal FLLAG. Accordingly, a “1” 1s outputted to the error
detecting signal FLLAG 1f the received cyclic code 1s correct.
If the received cyclic code 1s erroneous, on the other hand,
some of the values held by the F/F circuits X15 to X0 1n
“STATE 22” shown 1n FIG. 4 are nonzero. Therefore, a “0”
1s outputted to the error detecting signal FILAG as a result of
the NOR operation performed with respect to each of the
values held by the F/F circuits X135 to XO0. If the error
detecting signal FLAG 1s “07, the receiver 2 discards the
received data or gives a retransmission instruction to the
transmitter 1.

By thus using the cyclic code, the communication system
described above detects errors that have occurred on the data
on the radio transmission line 3.

In general, communication systems perform not only the
error detection but also the error correction for transmitted
data. As an error correcting code for use in the error
correction, a block code such as the cyclic code and a
convolutional code are known. Since the radio transmission
line used 1n mobile communication or the like has highly
variable characteristics depending on geographical features
and weather conditions and a burst error due to fading 1s
likely to occur, the convolutional code effective 1n correcting
the burst error 1s used frequently.

FIG. 5 shows an exemplary communication system that
performs the error correction by using the convolutional
code. In the communication system, the transmitter 1 has the
coder 4, a convolutional coder 13, and the data modulating/
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transmitting unit 5 which are connected 1n series, and the
receiver 2 has the data receiving/demodulating unit 7, a
Viterbi decoder 14, a data processing unit 15, and the error
detector 8 which are connected 1n series. In FIG. §, the same
components as used i FIG. 1 are designated by similar
reference numerals.

In the communication system shown 1n FIG. 5, the
detection and correction of errors 1n data transmitted from

the transmitter 1 are performed at the receiver 2.

First, the coder 4 at the transmitter 1 obtains a check bit
string from an i1nformation bit string to generate a cyclic
code and sequentially outputs the cyclic code to the output
signal DOUT1 having the information bit string side as the
most significant bit (hereinafter referred to as MSB).

The convolutional coder 13 sequentially receives the
cyclic code from the MSB side, generates the convolutional
code, and outputs the code to the data modulating/
transmitting unit 5. The data modulating/transmitting unit 5
modulates the convolutional code and outputs the modulated
convolutional code onto the radio transmission line 3.

The data transmitting/demodulating unit 7 at the receiver
2 sequentially receives the modulated convolutional code,

demodulates the code to the original convolutional code, and
outputs it to the Viterbi decoder 14.

The Viterbi decoder 14 decodes the received convolu-
tional code to the original cyclic code. During decoding, the
Viterb1 decoder corrects the burst error or the like that has
occurred on the radio transmission line 3 to recover the
original correct bit string. In the Viterbi decoder 14, the
cyclic code 1s sequentially decoded from the LSB side and
outputted.

Next, the cyclic code outputted from the LSB side 1s
sequentially loaded into the data processing unit 15 and,
after the reception 1s completed, the loaded cyclic code 1s
outputted from the MSB side to the mput signal DIN2 of the
feedback shift register 9. Thereafter, the error detection 1is
performed similarly to that performed by the communication
system of FIG. 1 described above and the result of the
detection 1s outputted as the error detecting signal FLAG.

To perform the error detection at the receiver 2 in the
communication system shown in FIG. 1, all the bits of the
cyclic code should be mputted bit by bit to the error detector
8. If the information bit string has considerable bit length, an
increased processing time 1s required for the error detection,
leading to the problem that the error detection process
cannot be performed efficiently.

In the communication system shown 1n FIG. 5, the Viterbi1
decoder 1 at the receiver 2 decodes the cyclic code from the
LSB side. The feedback shift register 9 receives the cyclic
code from the MSB side to perform the error detection.
Consequently, the receiver 2 cannot output the cyclic code
sequentially decoded by the Viterbi decoder 14 directly to
the feedback shift register 9.

As a result, the entire cyclic code should preliminarily be
inputted from the LSB side to the data processing unit 15
and, after the decoding process by the Viterbi decoder 14 1s
completed, the cyclic code 1s finally outputted from the MSB
side to the feedback shift register 9.

This causes the problems of the processing time extending
from the decoding process to the error detection increasing
and the circuit scale 1ncreasing.

The 1ncreased circuit scale further causes the problem that
the chip size of the semiconductor device SEM increases
when the error detector 8 has been formed into the semi-
conductor device SEM.
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Since the error detection cannot be performed efficiently,
there 1s the possibility that data transmission efficiency in the
communication system 1s lowered.

SUMMARY OF THE INVENTION

It 1s an object of the present invention, having been made
in order to solve the problems described above, to provide
an error detector and an error detection method wherein the
processing time for error detection can be reduced and errors
in transmitted data can be detected efficiently.

Another object of the present mnvention 1s to provide a
semiconductor device comprising the error detector wherein
the error detection can be performed efficiently without
increasing the chip size.

Still another object of the present 1nvention 1s to provide
a communication system wherein the error detection can be
performed without lowering the efficiency of data transmis-
sion on a transmission line.

In the error detector according to the present invention, a
feedback shift register for dividing a reception bit string by
a generator polynomial 1s so constructed that a shift direc-
tion and a feedback direction 1n obtaining a remainder
thereby are opposite to a shift direction and a feedback
direction at a transmitter in generating a transmission bit
string by using a specified generator polynomial.
Accordingly, the reception bit string 1s sequentially divided
to generate the remainder by inputting the reception bit
string to the feedback shift register in reverse order to the
fransmission bit string was generated at the transmitter.
Errors 1n the reception bit string are detected based on the
remainder. This reduces processing time required for the
error detection and provides efficient error detection process
in the case where the reception bit string 1s 1nputted in
reverse order to the order the transmission bit string was
generated at the transmitter.

In one of the aspects of the present invention, in the error
detector, the feedback shift register also comprises: a reg-
ister unit having stages equal in number to the highest degree
of the speciiied generator polynomial; the first operation unit
for performing an operation between an mput value to the
register unit and an output value from the final stage and
outputting a result of the operation to the first stage; and the
second operation unit for performing an operation between
the output value from the final stage and an output value
from the stage equal 1n number to the degree of each of the
terms of the specified generator polynomial other than the
highest-degree and lowest-degree terms and outputting a
result of the operation to the next stage. Accordingly, the
value of the register unit of the feedback shift register in
cach state 1s changed to the direction that returns the check
bit string generated by the feedback shift register at the
transmitter to an 1nitial value, by causing the feedback shift
register to perform shift operations and mputting the recep-
tfion bit string thereto 1n reverse order of the transmission bit
string generated. As a result, the reception bit string can be
judged to be erroneous 1f the value of the register unit when
the feedback shift register has performed a specified number
of shift operations does not coincide with the initial value of
the feedback shift register at the transmitter.

In another aspect of the present invention, the error
detector comprises comparing unit for comparing the
remainder obtained by the feedback shift register with a
predetermined expected value and outputting error data
indicative of the dissimilarity as a result of the comparison.
This result of the comparison performed by the comparing
unit allows easy the error detection. The remainder may be
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compared bit by bit with the expected value, while causing
the feedback shift register performs shift operations, or
alternatively, all the bits of the remainder may be compared
at a time with the expected value by constructing the
feedback shift register such that the generated remainder 1s
outputted i1n parallel.

In yet another aspect of the present invention, the error
detector comprises an 1nitializing unit for initializing the
register unit of the feedback shift register. This allows

initialization of the register unit without causing the feed-
back shift register to perform shift operations. As a result,
the register unit is loaded with the remainder (check bit
string) of the reception bit string, which was generated at the
transmitter, by merely causing the feedback shift register to
perform shift operations after the initialization. The reason
why the reception of the check bit string by the register unit
1s possible by mere shift operations 1s that each of the first
and second operation units has an input connected to the
final stage of the register unit. When the register unit 1s
mnitialized, therefore, data inputted to the feedback shaft
register 1s sequentially loaded therein till 1t makes a com-
plete circulation around the register unit.

In still another aspect of the present invention, the error
detector comprises a specified value setting unit for setting
a specifled value to the register unit of the feedback shift
register. The arrangement allows the remainder (check bit
string) obtained at the transmitter to be loaded simulta-
neously 1nto the register unit without causing the feedback
shift register to perform shift operations.

In another aspect of the present invention, the error
detector comprises the first and second feedback shift reg-
isters. The shift direction and the feedback direction 1n the
first feedback shift register are the same as the shift direction
and the feedback direction at a transmitter in generating a
fransmission bit string by using a specified generator poly-
nomial. A shift direction and a feedback direction i the
second feedback shift register are opposite to the shaft
direction and feedback direction at the transmitter in gen-
erating the transmission bit string by using the specified
ogenerator polynomial. The first feedback shift register gen-
erates a remainder by receiving a reception bit string in the
same order in which the transmission bit string was gener-
ated at the transmitter and dividing the reception bit string.
The second feedback shift register generates a remainder by
receiving the reception bit string 1 reverse order to the
transmission bit string was generated at the transmitter and
dividing the reception bit string. The error detector detects
errors 1n the reception bit string based on an agreement or a
disagreement between the respective remainders obtained
by the first and second shift registers.

In still another aspect of the present invention, 1n the error
detector, the first feedback shift register comprises: a first
register unit having stages equal 1n number to the highest
degree of the specified generator polynomial; the first opera-
tion unit for performing an operation between an input value
to the first register unit and an output value from the final
stage and outputting a result of the operation to the first
stage; and a second operation unit for performing an opera-
fion between the result of the operation performed by the
first operation unit and an output value from the stage which
1s smaller by one ordinal number than the degree of each of
the terms of the specified generator polynomial other than
the highest-degree and lowest-degree terms. The second
feedback shift register comprises: a second register unit
having stages equal in number to the highest degree of the
specified generator polynomial; a third operation unit for
performing an operation between an input value to the
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second register unit and an output value from the final stage
and outputting a result of the operation to the first stage; and
a fourth operation unit for performing an operation between
the output value from the final stage and an output value
from the stage corresponding to the degree of each of the
terms of the specified generator polynomial other than the
highest-degree and lowest-degree terms and outputting a
result of each operation to the subsequent stage.

As a result, the value of the first register unit of the first
feedback shift register 1n each state 1s changed in the same
direction as when the feedback shift register at the trans-
mitter performed shift operations by causing the first feed-
back shift register to perform shift operations and inputting,
the reception bit string thereto 1n the same order 1n which the
transmission bit string was generated at the transmitter. The
value of the second register unit of the second feedback shift
register 1n each state 1s changed 1n the direction that returns
the check bit string generated by the feedback shift register
at the transmitter to the imitial value, by causing the second
feedback shift register to perform shift operations and 1nput-
ting the reception bit string thereto 1n reverse order to the
fransmission bit string was generated at the transmitter. If the
reception bit string has no errors, the value of the first
register unit and the value of the second register unit
coincide with each other when each of the first and second
feedback shift registers performs shift operations. Whether
errors 1n the reception bit string 1s present or not 1s detected
based on an disagreement or agreement between the respec-
five remainders obtained by the first and second feedback
shift registers.

In still another aspect of the present invention, the error
detector comprises comparing unit for comparing the
respective remainders obtained by the first and second
feedback shift registers and outputting error data indicative
of a dissimilarity as a result of the comparison. The arrange-
ment allows the error detection based on the result of the
comparison performed by the comparing unit.

In still another aspect of the present invention, the error
detector comprises specified value setting unit for setting a
specified value to each of the first and second feedback shaft
registers. The arrangement allows the setting of a specified
value to each of the first and second registers without
causing the first and second feedback shift registers to
perform shift operations.

In one of the aspects of the present invention, in the
semiconductor device, each of the foregoing error detectors
can be composed of an error detector formed 1n the semi-
conductor device with other communication functional ele-
ments without increasing the manufacturing cost. Since the
feedback shift register composing the error detector has been
constructed by merely reversing the shift direction and the
feedback direction of the feedback shift register at the
transmitter, if the conventional semiconductor device has a
feedback shift register of the same construction as that of the
feedback shift register at the transmitter, the semiconductor
device comprising a feedback shift register which 1s oppo-
site 1n shift direction and i1n feedback direction can be
formed easily by merely changing a mask for the wiring
layer of the semiconductor device and changing the wiring
of the feedback shift register. In this case, there 1s no need
to change the chip size and pad position of the semiconduc-
tor device and any changes do not influence on exterior of
the semiconductor device.

In one of the aspects of the present invention, in the error
detection method, the inputting of a reception bit string to a
division procedure using a specified generator polynomial as
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a divisor 1s performed 1n an order reverse to the order 1n
which the transmission bit string was generated at the
transmitter by using the generator polynomial. Errors 1n the
reception bit string are detected based on the obtained
remainder, which reduces the processing time required for
the error detection.

In another aspect of the present invention, in the error
detection method, the remainder from the division procedure
1s compared with a predetermined expected value, the recep-
tion bit string 1s judged to be erroneous when the result of
the comparison indicates a dissimilarity therebetween, so
that the processing time required for the error detection is
reduced.

In yet another aspect of the present invention, 1n the error
detection method, a buffer unit for receiving the remainder
from the division procedure 1s initialized before the division
procedure 1s executed, which reduces the processing time
required for the error detection.

In still another aspect of the present invention, 1n the error
detection method, a buffer unit for receiving the remainder
from the division procedure 1s set to a speciiied value before
the division procedure 1s executed, which reduces the pro-
cessing time required for the error detection.

In still another aspect of the present invention, 1n the error
detection method, the first and second division procedures
cach for dividing a reception bit string by a specified
ogenerator polynomial are provided. The inputting of the
reception bit string to the first division procedure 1s per-
formed 1n the same order in which a transmission bit string
1s generated by using the generator polynomial at the
transmitter. On the other hand, the mputting of the reception
bit string to the second division procedure 1s performed 1n an
order reverse to the order 1n which the transmission bit string
1s generated by using the generator polynomial at the
transmitter. The respective remainders from the first and
second division procedures are compared and the reception
bit string 1s judged to be erroneous when the result of the
comparison indicates a dissimilarity therebetween.

In another aspect of the present invention, in the error
detection method, each of the first buifer unit for receiving
the remainder from the first division procedure and the
second buffer umit for receiving the remainder from the
second division procedure 1s set to a specified value before
the first and second division procedures are executed, so that
the processing time required for the error detection 1s
reduced.

BRIEF DESCRIPITION OF THE DRAWINGS

FIG. 1 1s a view showing the overall structure of a
conventional communication system;

FIG. 2 1s a circuit diagram showing a feedback shift
register provided in the conventional communication sys-
tem;

FIG. 3 1s a state diagram showing the operation of the
feedback shift register at the transmitter 1n the conventional
communication system;

FIG. 4 1s a state diagram showing the operation of the
feedback shift register at the receiver in the conventional
communication system; and

FIG. 5 1s a view showing the overall structure of another
conventional communication system.

FIG. 6 1s a block diagram showing the basic principle of
an error detector, a semiconductor device comprising the
error detector, and an error detection method according to a
first embodiment of the present invention;
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FIG. 7 1s a view showing the overall structure of the error
detector, the semiconductor detector comprising the error
detector, and the error detection method according to the first
embodiment;

FIG. 8 1s a circuit diagram showing a feedback shift
register at a transmitter of FIG. 7;

FIG. 9 1s a circuit diagram showing a feedback shift
register at a receiver of FIG. 7;

FIG. 10 1s a circuit diagram showing a comparing unit of
FIG. 7;

FIG. 11 1s a state diagram showing the operation of the
feedback shift register at the transmitter shown in FIG. 8;

FIG. 12 1s a state diagram showing the operation of the
feedback shift register at the transmitter shown 1 FIG. 8;

FIG. 13 1s a timing chart showing the operation of the
feedback shift register at the transmitter shown 1 FIG. 8;

FIG. 14 1s a state diagram showing the operation of the
feedback shift register at the receiver shown 1 FIG. 9;

FIG. 15 1s a timing chart showing the operation of the
feedback shift register at the receiver shown 1 FIG. 9;

FIG. 16 1s a block diagram showing the basic principle of
an error detector according to a second embodiment of the
present mvention;

FIG. 17 1s a circuit diagram showing the error detector
according to the second embodiment;

FIG. 18 1s a timing chart showing the operation of the
feedback shift register at the receiver shown in FIG. 17;

FIG. 19 1s a block diagram showing the basic principle of
an error detector according to the third embodiment of the
present mvention;

FIG. 20 1s a circuit diagram showing the error detector
according the third embodiment;

FIG. 21 1s a timing chart showing the operation of the
feedback shift register at the receiver shown 1 FIG. 20;

FIG. 22 1s a block diagram showing the basic principle of
an error detector, a semiconductor device comprising the
error detector, and an error detection method according to a
fourth embodiment of the present invention;

FIG. 23 1s a block diagram showing the error detector, the
semiconductor device comprising the error detector, and the
error detection method according to the fourth embodiment;

FIG. 24 1s a circuit diagram showing the first feedback
shift register of FIG. 23;

FIG. 25 1s a circuit diagram showing the second feedback
shift register of FIG. 23;

FIG. 26 1s a circuit diagram showing a comparing unit of
FIG. 23;

FIG. 27 1s a state diagram showing the operation of the
first feedback shift register shown 1 FIG. 24;

FIG. 28 15 a state diagram showing the operation of the
second feedback shift register shown in FIG. 285;

FIG. 29 1s a circuit diagram showing an example 1n which

the comparing unit shown in the first embodiment 1s formed
of a NOR circuit;

FIG. 30 1s a circuit diagram showing an example 1n which
the comparing unit shown 1n the first embodiment 1s com-
posed of an inverter circuit and an AND circuit;

FIG. 31 1s a circuit diagram showing another example of
the feedback shift register shown 1n the first embodiment;

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Referring to the drawings, the embodiments of the present
invention will be described 1n detail.
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FIG. 6 1s a block diagram showing the basic principle of
an error detector, a semiconductor device comprising the
error detector, and an error detection method according to
the first embodiment of the present invention. Transmitting
means and receiving means corresponding respectively to a
transmitter 21 and a receiver 23, which will be described
later, are connected to each other via a transmission line
corresponding to a radio transmission line 25. The transmut-
ting means, the receiving means, and the transmission line
constitute the communication system.

The transmitting means comprises a coder 27 and a
convolutional coder 29, which will be described later. The
receiving means comprises a decoder corresponding to a
Viterb1l decoder 41, which will be described later, and an
error detector 43.

The error detector 43 1s composed of, €.g., a semicon-
ductor device SEM, and comprises a feedback shift register
45 and a comparing unit 47, each of which will be described
later.

The transmitting means has the function of generating a
fransmission bit string by means of the coder 27, changing
the generated transmission bit string into a convolutional
code by means of the convolutional coder 29, and outputting
the convolutional code onto the transmission line.

The receiving means has the function of decoding the
received data 1nto a reception bit string by means of the
decoder 41 and detecting errors 1n the reception bit string by
means of the error detector 43. The error detector 43
performs the error detection by comparing a remainder
obtained by the feedback shift register 45 and a predeter-
mined expected value by using the comparing unit 47. The
comparing unit 47 outputs an error detecting signal FLAG
when the result of the comparison indicates a dissimilarity
therebetween.

FIG. 7 shows the error detector, the semiconductor device
comprising the detector, and the error detection method
according to the first embodiment. The communication
system 1n the drawing 1s composed of the transmitter 21 and
the receiver 23 connected to each other via the radio
transmission line 25. The transmitter 21 and the receiver 23
correspond to, €.g., a base station and a mobile terminal for
mobile telecommunication such as a mobile phone, respec-
fively.

The transmitter 21 has the coder 27 for converting data to
be transmitted to a cyclic code, the convolutional coder 29
for converting the coded data to a convolutional code, and
a data modulating/transmitting unit 31 for modulating the
convolutional code and outputting the modulated convolu-
tional code as the transmission bit string onto the radio
transmission line 25. The coder 27, the convolutional coder
29, and the data modulating/transmitting unit 31 are con-
nected 1n cascade.

The coder 27 1s composed of a feedback shift register 33
for generating a cyclic code, which 1s a type of linear code.
As shown 1n FIG. 8, a feedback shift register 33 has the same
dividing function as the feedback shift register 6 conforming
to the sixteenth-degree generator polynomial X'°+X'%+
X>+1 according to the conventional embodiment shown in
FIG. 2. The feedback shift register 33 1s constituted of a
register unit 35 consisting of sixteen flip-flop circuits X135 to
X0 (hereinafter referred to as F/F circuits X15 to X0)
connected in cascade, three EOR (Exclusive OR) circuits
37a, 37b, and 37¢, and switches S1, S2, and S3.

In the register unit 35, a shift direction has been set such
that data 1s shifted from the F/F circuit X0 to the F/F circuit
X15. A clock signal CLK1 1s connected to the clock terminal
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of each of the F/F circuits X15 to X0 such that shift
operations are performed 1n synchronization.

The EOR circuit 37a receives an output of the F/F circuit
X135 and an 1nput signal DIN1 and outputs the result of the
operation to the F/F circuit X0. The EOR circuit 37b
receives the output of the EOR circuit 374 and an output of
the F/F circuit X11 and outputs the result of the operation to
the F/F circuit X12. The EOR circuit 37c¢ receives the output
of the EOR circuit 37a and an output of the F/F circuit X4
and outputs the result of the operation to the F/F circuit X3.

The switch S1 1s for selectively connecting an output of
the F/F circuit X135 or the mput signal DIN1 to an output
signal DOUT1 of the feedback shift register 33. The switch
2 1s for feeding back the output of the EOR circuit 374 to the
EOR circuits 37b and 37¢ and to the F/F circuit X0. The
switch S3 1s for connecting the input signal DIN1 directly to
the F/F circuit X0 1n order to set the register unit 35 to a
speciflied value.

As shown 1n FIG. 7, the receiver 23 has a data receiving/
demodulating unit 39 for receiving data transmitted via the
radio transmission line 25 as the reception bit string and
demodulating the reception bit string to the original convo-
lutional code, the Viterbi decoder 41 for decoding the
demodulated convolutional code to the cyclic code and
performing the error detection simultaneously, and the error
detector 43 for detecting errors 1in the decoded cyclic code.
The data receiving/demodulating unit 39, the Viterbi
decoder 41, and the error detector 43 are connected 1in
cascade.

In the present embodiment, the error detector 43 has been

formed 1n the semiconductor device SEM such as a channel
CODEC LSI (Coder Decoder LSI).

The error detector 43 has the feedback shift register 45 for
generating a cyclic code, which 1s a type of linear code, and
the comparing unit 47 for comparing the outputs XOU'T135-

XOUTO of the feedback shift register 45 and a specified
expected value.

As shown 1 FIG. 9, the feedback shiit register 45 has a
register unit 49 consisting of sixteen flip-tflop circuits X135 to
X0 (hereinafter referred to as F/F circuits X15 to X0)
connected 1n cascade, three EOR circuits 51a, 515, and 5lc
cach for performing a specified operation, and a switch S4.
In the register unit 49, a shift direction has been set such that
data 1s shifted from the F/F circuit X135 of the first stage to
the F/F circuit X0. Thus, according to the present
embodiment, the F/F circuit X135 1s in the first stage and the
F/F circuit X0 1s 1n the final stage.

A clock signal CLK2 1s connected to the clock terminal of
cach of the F/F circuits X135 to X0 such that shift operations
are performed 1n synchronization. The F/F circuits X15 to

X0 output respective values held thereby as output signals
XOUT15 to XOUTO to the outside.

The EOR circuit §1a receives an output signal XOUTO of
the F/F circuit X0 and an mput signal DIN2 and outputs the
result of the operation to the F/F circuit X15. The EOR
circuit 51b receives the output signal XOUTO of the F/F
circuit X0 and an output signal XOUT12 of the F/F circuit
X12 and outputs the result of the operation to the F/F circuit
X11 1n the subsequent stage. The EOR circuit 51c¢ receives
the output signal XOUTO of the F/F circuit X0 and an output
signal XOUTS of the F/F circuit X5 and outputs the result
of the operation of the F/F circuit X4 1n the subsequent stage.

In short, the shift direction and the feedback direction 1n
the dividing circuit of the feedback shift register 45 are
opposite to the shift direction and the feedback direction in
the feedback shift register 33 at the transmitter 21 conform-
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ing to the generator polynomial X'°+X'*+X°+1, which is
shown 1n FIG. 7.

The switch S4 1s for feeding back the output signal
XOUTO of the F/F circuit X0 to the EOR circuits 515 and
S51c and to the EOR circuit 51a. By closing the switch S4,
the output signal XOUTO 1s fed back to each of the EOR
circuits 51a, 51b, and 51c. By opening the switch S4, the
output signal XOUTO 1s inhibited from being fed back to
cach of the EOR circuits 51a, 51b, and 5lc.

As shown in FIG. 10, the comparing unit 47 of FIG. 7 1s
composed of a 16-mnput AND circuit 533 and a flip-flop

circuit 5 having a reset terminal R and an enable terminal
EN.

The output signals XOUT1S to XOUTO of the feedback
shift register 45 are connected to the respective input ter-
minals of the AND circuit 53. The AND circuit 53 has an

output connected to the mput terminal D of the flip-flop
circuit 55.

A trigger signal TG 1s connected to the enable terminal
EN of the flip-flop circuit 55, while a reset signal RESET 1s
connected to the reset terminal R of the flip-flop circuit 585.
The error detecting signal FLLAG for outputting error data 1s
outputted from the output terminal Q of the tlip-flop circuit
55. The output terminal Q 1s for outputting a value having
the same logic as the value mputted to the mput terminal D.

In the communication system shown 1n FIG. 7, errors 1n
data transmitted from the transmitter 21 are detected as
follows. As an example, the following description will be
orven of the case where a 6-bit information bit string “01
01017 1s transmitted.

FIGS. 11 and 12 show the respective states of the F/F
circuits X135 to X0 when the feedback shift register 33 of the
coder 27 at the transmitter 21 1s operated. Upon each receipt
of the clock signal CLK1, the feedback shift register 33
shifts the values held by the F/F circuits X135 to X0 to the left
in the drawing, so that “STATE” 1s incremented by 1 upon
cach receipt of the clock signal CLLK1. That is, the individual
F/F circuits X153 to X0 undergo transitions from “STATE 0~
to “STATE 6” and from “STATE 6” to “STATE 22” when
viewed 1n the columnar direction.

First, the transmaitter 21 sets each of the F/F circuits X135
to X0 to “1”. The setting 1s conducted by causing the
feedback shift register 33 to perform sixteen shiit operations
with a “1” mputted to the input signal DIN1. In the
operations, the switch S2 of FIG. 8 1s open, while the switch
S3 1s switched to connect the input signal DIN1 to the
flip-flop XO.

Thereafter, the transmitter 21 sequentially inputs the
information bit string “01 0101” from the mnput signal DIN1
to the feedback shift register 33 to generate a check bait
string. In “STATE 17 through “STATE 67, the switch S1 is
switched so as to connect the mput signal DIN1 and the
output signal DOUT1, while the switch S2 1s closed. The
switch S3 1s switched to connect the output of the EOR
circuit 37a to the F/F circuit X0. Accordingly, the informa-
tion bit string “01 0101” received from the input signal
DINI 1s inputted to the feedback shift register 33, while it 1s
outputted simultaneously to the output signal DOUTI.

The values “0111 1010 1110 1000” held by the F/F
circuits X135 to X0 when the feedback shift register has
operated to reach “STATE 6” form the check bit string so

that the cyclic code “01 0101 0111 1010 1110 1000~
enclosed 1n the bold rectangle of FIG. 11 1s generated.

As shown 1n FIG. 12, the retrieval of the check bit string
1s performed by operating the feedback shift register 33 and
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sequentially outputting the values held by the F/F circuits
X135 to X0 1n “STATE 6” to the output signal Doul. At this
time, the switch S1 of FIG. 8 1s switched to connect the
output of the F/F circuit X135 to the output signal DOUT]I,
while the switch S2 1s open. The switch S3 may be switched

to either side. By opening the switch S2, a “0” 1s inputted to
cach of the F/F circuit X0 and EOR circuits 37b and 37c.

FIG. 13 shows an operation timing for the feedback shift
register 33 1 “STATE 07 through “STATE 22” shown 1n
FIGS. 11 and 12. In “STATE 17 through “STATE 67, the
information bit string inputted to the mput signal DIN1 1s
outputted bit by bit to the output signal DOUT1 1n synchro-

nization with the clock signal CLK. In “STATE 6” through
“STATE 227, the check bit string generated 1n the feedback
shift register 33 1s outputted bit by bit to the output signal
DOUT1 in synchronization with the clock signal CLK.

Therefore, the feedback shift register 33 sequentially
outputs the cyclic code (information bit string+check bit
string) via the output signal DOUT1 from the most signifi-
cant bit (hereinafter referred to as MSB) side. The cyclic
code outputted via the output signal DOUTI 1s sequentially
inputted to the convolutional coder 29 shown 1 FIG. 7.

The convolutional coder 29 generates a convolutional
code from the cyclic code and outputs the generated con-
volutional code to the data modulating/transmitting unit 31.
The data modulating/transmitting unit 31 modulates the
convolutional code and outputs the modulated convolutional
code onto the radio transmission line 235.

The data receiving/demodulating unit 39 1n the receiver
23 recerves the modulated convolutional code from the radio
transmission line 25, sequentially demodulates 1t to the
original convolutional code, and outputs the demodulated
convolutional code to the Viterb1 decoder 41.

The Viterb1 decoder 41 decodes the received convolu-
tional code to the original cyclic code, while correcting a
burst error or the like that has occurred on the radio
transmission line 25 to recover the original correct bit string.
In the Viterbi decoder 41, the cyclic code 1s decoded from
the least significant bit (hereinafter referred to as LSB) side.

The cyclic code decoded by the Viterbi decoder 41 1s
inputted sequentially from the LSB side to the input signal
DIN2 of the error detector 43.

FIG. 14 shows the respective states of the F/F circuits X135
to X0 when the feedback shift register 45 of the error
detector 43 1s operated. It 1s to be noted that FIG. 14 shows
the operation when the decoded cyclic code has no errors.

First, the error detector 43 resets each of the F/F circuits
X135 to X0 of the feedback shift register 45 to “0” to place

the feedback shift register 45 1n “STATE 0”. The resetting 1s
conducted by causing the feedback shift register 45 to
perform sixteen shift operations with a “0” mputted to the
input signal DIN2. In the operations, the switch S4 of FIG.
9 1s open. By opening the switch S4, a “0” 1s inputted to each

of the EOR circuits 51a, 51b, and 5lc.

The cyclic code sequentially transmitted from the Viterbi
decoder 41 1s 1inputted bit by bit to the feedback shift register
45 via the input signal DIN2. When the feedback shaft
register 45 has operated to reach “STATE 167, the feedback
shift register 45 1s loaded with the check bit string generated
by the feedback shift register 33 at the transmitter 21, as
indicated by the bold rectangle shown in the drawing.

The feedback shift register 45 further operates to cause
transitions from “STATE 177 to “STATE 227, whereby the
information bit string 1s inputted from the LSB side into the

feedback shift register 45 via the input signal DIN2. When
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the feedback shift register 33 has operated to reach “STATE
227, the respective values held by the F/F circuits X135 to X0
become “1111 1111 1111 1111”7, which 1s the initial value of
the feedback shift register 33 at the transmitter 21.

That 1s, if the received cyclic code has no errors, the
respective values held by the F/F circuits X15 to X0 of the
feedback shift register 45 in “STATE 0 through “STATE
22”7 become equal to the respective values held by the F/F
circuits X135 to X0 of the feedback shift register 33 1in
“STATE 22” through “STATE 0.

In “STATE 17 through “STATE 227, the switch S4 1s
closed.

FIG. 15 shows operation timing for the feedback shift
register 45 and the comparing unit 47 in “STATE 0 through
“STATE 22”7 shown 1 FIG. 14.

The error detector 43 changes the reset signal RESET
from “1” to “0” 1n “STATE 0” to reset the tlip-flop circuit 55
and set the error detecting signal FLAG to “0”. In “STATE
17 through “STATE 167, the values mnputted to the input
signal DIN2 are outputted to the output signals XOUT1S to
XOUTO 1n synchronization with the clock signal CLLK2. In
“STATE 17" through “STATE 227, the result (remainder) of
the operation performed 1n the feedback shift register 33 in
accordance with the values mputted to the input signal DIN2
1s outputted to the output signals XOUT1S to XOUTO 1n
synchronization with the clock signal CLLK2. In FIG. 15, the
values of the output signals XOUT1S to XOUTO are repre-
sented 1n hexadecimal notation.

In “STATE 227, the error detector 43 (see FIG. 7) changes
the trigger signal TG from “0” to “1”. The flip-tlop circuit 55
of FIG. 10 receives an output of the AND circuit 53 at the
input terminal D 1n synchronization with the leading edge of
the trigeer signal TG and outputs the received value as the
error detecting signal FLLAG. Since the values of each of the
output signals XOUT1S to XOUTO 1s “17, the AND curcuit
55 “1” to the flip-flop circuit 55. The tlip-flop circuit 5§
receives the output of the AND circuit 53 and outputs “1” to
the error detecting signal FLAG.

The error detector 43 detects the value “1” of the error
detecting signal FLAG and judges the received data as
having no errors. If 1t detects the value “0” of the error
detecting signal FLLAG, on the other hand, the error detector
43 judges the received data to be erroncous. The receiver 23
receives the judgment and gives a retransmission instruction
to the transmaitter 21.

In the error detector thus constructed, the shift direction
and feedback direction 1n the feedback shift register 45 at the
receiver 23 are opposite to the shift direction and feedback
direction 1n the feedback shift register 33 at the transmitter
21 conforming to the generator polynomial X'°+X*#4+X>+1.
Accordingly, the value of the register unit 49 of the feedback
shift register 45 1n each state can be changed 1n the direction
that returns the check bit string of the cyclic code generated
by the feedback shift register 33 at the transmitter 21 to the
initial value, by causing the feedback shift register 45 to
perform shift operations and inputting the cyclic code 1n
reverse order to one which 1t was generated at the transmitter
21. Hence, 1if the value of the register unit 49 when the
feedback shift register has reached “STATE 22" as a result
of the shift operations does not coincide with the 1nitial value
of the feedback shift register 33 at the transmitter 21, the
reception bit string can be judged to be erroneous.

As a result, the cyclic code can be mputted to the error

detector 43 1n reverse order to one which was generated at
the transmitter 21 1f the Viterbi decoder 41 1s provided at the
receiver 23, so that the error detection process can be
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performed efficiently without increasing the processing time
required for the error detection.

Moreover, since the comparing unit 47 compares the
values of the register unit 49 of the feedback shift register 45
in “STATE 22” and the 1mitial values of the feedback shift
register 33, all “1”, and outputs the error detecting signal
FILLAG when the result of the comparison indicates a dis-
similarity therebetween, the receiver 23 can judge the pres-
ence or absence of errors by detecting the value of the error
detecting signal FLAG.

Furthermore, since the error detector 43 has been formed

1n the semiconductor device SEM thus constructed such as
a channel CODEC LSI, the error detector 43 can be formed

simultaneously with the formation of the other communica-
tion functional units without increasing the manufacturing
COSt.

It 1s to be noted that the feedback shiit register 45 has been
constructed by merely reversing the shift direction and
feedback direction in the feedback shift register 33 at the
transmitter 21. Therefore, 1f the semiconductor device SEM
used conventionally has the feedback shift register 33 of the
same construction as that of the feedback shift register at the
transmitter 21, the semiconductor device SEM comprising
the feedback shift register 45 which i1s opposite 1n shift
direction and 1n feedback direction can be formed easily by
merely changing the wiring configuration of the feedback
shift register 33 by replacing a mask for the wiring layer of
the semiconductor device SEM. In this case, there 1s no need
to change the chip size and pad position of the semiconduc-

tor device SEM, which means making any changes to
influence the exterior of the semiconductor device SEM can

be avoided.

In the communication system thus constructed, the trans-
mission bit string generated by the coder 27 at the trans-
mitter 21 1s received as the reception bit string at the
receiver, which 1s mputted to the error detector 1n reverse
order to the order the transmission bit string was generated

by the coder 27, whereby errors 1n the reception bit string are
detected.

Moreover, since the convolutional coder 29 for converting,
the transmission bit string to the convolutional code 1is
provided at the transmitter 21 and the Viterbi1 decoder 41 for
decoding the received convolutional code 1s provided at the
receiver 23, the error detection can be performed by sequen-
tially 1nputting, without any alterations, the bit string
decoded by the Viterb1 decoder 41 1n reverse order to the
fransmission bit string was generated.

As a result, a conventional converting circuit for restoring
the bit string decoded in the reverse order by the Viterbi
decoder 41 to the order in which 1t was coded and the
process by the converting circuit can be omitted, thereby
achieving a reduced circuit scale at the receiver 23 and a
reduced processing time for the error detection. As a resullt,
data transmission can be performed without the lowering of
transmission efliciency.

FIG. 16 1s a block diagram showing the basic principle of
an error detector according to a second embodiment of the
present invention. In the present embodiment, the error
detector 43 comprises an 1nitializing unit for initializing a
feedback shift register §7. As for the other components, they
arc the same as 1n the first embodiment.

FIG. 17 depicts 1n detail the feedback shift register 57 of
the error detector at the receiver 23 according to the second
embodiment. The feedback shift register 57 1s a circuit used
in place of the feedback shift register 45 according to the
first embodiment. As for the components other than the
feedback shift register 57, they are the same as in the first
embodiment.
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In the present embodiment, the F/F circuits X135 to X0 of
the feedback shift register 57 have respective reset terminals
R. A reset signal RESET from the initializing unit 1s con-
nected to each of the reset terminals R. The reset signal
RESET 1s 1dentical to the signal connected to the reset

terminal R of the flip-flop circuit 55 of the comparing unit
47 m FIG. 10.

In the present embodiment, the switch S4 of the feedback
shift register 45 used 1n the first embodiment 1s not provided.
In other words, the output signal XOUTO0 of the F/F circuit
X0, the EOR circuits 515 and S1c¢, and the EOR circuit 51a
are constantly kept 1n the state where a feedback operation
1s enabled.

FIG. 18 shows operation timing for the feedback shift
register 57 and the comparing unit 47 1n “STATE 0” through
“STATE 22”.

In “STATE 07, the error detector 43 changes the reset
signal RESET from “1” to “0” and resets the flip-tlop circuit
55 to set the error detecting signal FLAG to “0”, while
simultaneously resetting each of the F/F circuits X135 to X0
of the feedback shift register 57 to “0”. In short, the present
embodiment sets the value of each of the F/F circuits X135 to
X0 to “0” without causing the feedback shift register 57 to
perform shift operations.

In “STATE 1” to “STATE 227, the operation timing for the

feedback shift register 57 and the comparing unit 47 are the
same as 1n the first embodiment.

The present embodiment can also achieve the same effects
as achieved by the first embodiment described above.

Since the present embodiment has provided the F/F
circuits X153 to X0 of the feedback shift register 57 with the
respective reset terminals R, the value of each of the F/F
circuits X15 to X0 can be set to “0” without causing the
feedback shift register §7 to perform shift operations. This
achieves reduction 1n processing time in the error detector

43.

FIG. 19 1s a block diagram showing the basic principle of
an error detector according to a third embodiment of the
present invention. In the present embodiment, the error
detector 43 comprises specified value setting unit for setting
a specified value to a feedback shift register §9. As for the
components other than the specified value setting unit, they
are the same as in the first embodiment described above.

FIG. 20 depicts 1n detail the feedback shift register 59 at
the receiver 23 of the error detector according to the third
embodiment. The feedback shift register 59 is a circuit to be
used 1n place of the feedback shift register 45 according to
the first embodiment. As for the components other than the
feedback shift register 59, they are the same as 1n the first
embodiment.

In the present embodiment, the F/F circuits X135 to X0 of
the feedback shift register 59 have respective set terminals
S and respective input terminals D. A set signal SET from
the specified value setting unit 1s connected to each of the set
terminals S. Input signals XIN1S to XINO from the setting
unit are connected to the respective mput terminals D of the
F/F circuits X135 to X0. Each of the F/F circuits X135 to X0
has the function of receiving the value mnputted to the 1input

terminal D 1n synchronization with the tailing edge of the set
signal SET.

In the present embodiment, the switch S4 used 1n the first
embodiment 1s not provided 1n the feedback shift register 59.
In other words, the output signal XOUTO of the F/F circuit
X0, the EOR circuits 515 and S1c¢, and the EOR circuit 51a
are constantly kept 1n the state where a feedback operation
1s enabled.




US 6,493,844 B1

17

FIG. 21 shows operation timing for the feedback shift
register 59 and the comparing unit 47. The present embodi-
ment performs the error detection by merely causing tran-

sitions from “STATE 16 to “STATE 22" of the first embodi-
ment in the feedback shift register 59.

In “STATE 167, the error detector 43 changes the set
signal SET from “1” to “0”. The F/F circuits X135 to X0 of
the feedback shift register 59 are loaded with the respective
values set to the mput signals XIN1S to XINO 1n synchro-
nization with the tailing edge of the set signal SET. To the
input signals XIN15 to XINO, the check bit string “0111
1010 1110 1000” (7AES in hexadecimal notation) has been
set preliminarily.

In “STATE 167, the error detector 43 changes the reset
signal RESET from “1” to “07, resets the flip-flop circuit 55,
and changes the error detecting signal FLAG to “07.

The operation timing for the feedback shift register 59 and
the comparing unit 47 1n “STATE 177 through “STATE 22”
are the same as 1n the first embodiment.

The error detector according to the present embodiment
can also achieve the same effects as achieved by the first
embodiment described above.

Since the present embodiment has provided the F/F
circuits X135 to X0 of the feedback shift register 59 with the
respective set terminals S and the respective mput terminals
D, the check bit string can directly be inputted in parallel to
the F/F circuits X135 to X0. This obviates the necessity for
the process performed 1n “STATE 07 through “STATE 15~
in the first embodiment and greatly reduces the processing
fime 1n the error detector 43 compared with that of the error
detector 1n the prior art.

FIG. 22 1s a block diagram showing the basic principle of
an error detector, a semiconductor device comprising the
error detector, and an error detection method according to
the fourth embodiment of the present invention. Transmit-
fing means and receirving means corresponding to the trans-
mitter 21 and the receiver 23 are connected to each other via
a transmission line corresponding to the radio transmission
line 25. The transmitting means, the receiving means, and
the transmission line constitute the communication system,
similarly to the first embodiment.

The transmitting means comprises the coder 27. The
receiving means comprises an error detector 63 composed
of, e.g., the semiconductor device SEM.

The error detector 63 comprises the first feedback shift
register 67, the second feedback shift register 69, specified
value setting unit for setting the first and second shift
registers 67 and 69 to a specified value, and the comparing
unit 71.

The transmitting means has the function of generating the
fransmission bit string by means of the coder 27 and
outputting the generated transmission bit string onto the
transmission line.

The receiving means has the function of receiving the
reception bit string at the first and second feedback shift
registers 67 and 69 and detecting errors in the reception bit
string. The error detector 43 performs the error detection by
comparing respective remainders obtained by the first and
second feedback shift registers 67 and 69 by using the
comparing unit 71. The comparing unit 71 outputs the error
detecting signal FLLAG when the result of the comparison
indicates a dissimilarity therebetween.

FIG. 23 shows the error detector, the semiconductor
device comprising the error detector, and the error detection
method according to the fourth embodiment. As for the same
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components as used 1n the first embodiment, they are
designated by similar reference numerals.

In the communication system, the transmitter 21 has the
coder 27 composed of the feedback shift register 33, a data
converting unit 61, and the data modulating/transmitting
unit 31. The data converting unit 61 has the function of
performing a bit rearrangement process whereby the
sequence of bits 1n the cyclic code generated by the feedback
shift register 33 1s rearranged. The receiver 23 has the data
receiving/demodulating unit 39, a data converting unit 635,
and the error detector 63. The data converting unit 65 has the
function of restoring data obtained through the bit rearrange-
ment process performed by the data converting unit 61 at the
transmitter 21 to the original cyclic code.

The error detector 63 has the first and second feedback
shift registers 67 and 69, and the comparing unit 71.

In the present embodiment, the error detector 63 has been
formed 1n the semiconductor SEM such as the CODEC LSI
(Coder Decoder LSI).

As shown 1n FIG. 24, the first feedback shift register 67
has a register unit 73 consisting of sixteen flip-tlop circuits
X15 to X0 (hereinafter referred to as F/F circuits X185 to X0)
connected 1n cascade, and three EOR circuits 75a, 7556 and
75¢ each for performing a specified operation.

The first feedback shift register 67 has the same dividing
function as the feedback shift register 33 at the transmitter
21, while the F/F circuits X15 to X0 and the EOR circuits
75a, 75b and 75c¢ are 1n the same connecting relations as in

the feedback shift register 33.

The F/F circuits X15 to X0 of the first feedback shift

register 67 have the respective set terminals S and the
respective mput terminals D for setting a specified value to
cach of the F/F circuits X135 to X0, and the respective output
signals XOUT15 to XOUTO for outputting the respective
values held by the F/F circuits X135 to X0 to the outside. A
set signal SET1 from the specified value setting unit is
connected to each of the set terminals S. The input signals
XIN15 to XINO from the setting unit are connected to the
respective 1nput terminals D of the F/F circuits X135 to X0.
Each of the F/F circuits X135 to X0 has the function of
receiving the value imputted to the mput terminal D 1in
synchronization with the tailing edge of the set signal SETT.

As shown 1n FIG. 25, the second feedback shiit register 69
has a register unit 77 consisting of sixteen F/F circuits X135
to X0 connected 1n cascade, and three EOR circuits 79a, 795
and 79c¢ each for performing a specified operation.

The second feedback shift register 69 has the same
dividing function as the feedback shift register 45 according
to the first embodiment, while the F/F circuits X15 to X0,
and the EOR circuits 79a, 796 and 79¢ are 1n the same

connecting relations as 1n the feedback shift register 435.

The F/F circuits X185 to X0 of the second feedback shift
register 69 have the respective set terminals S and the
respective mput terminals D for setting a specified value to
cach of the F/F circuits X135 to X0, and the respective output
signals YOUT1S to YOUTO for outputting the respective
values held by the F/F circuits X135 to X0 to the outside. A
set signal SET2 from the specified value setting unit 1is
connected to each of the set terminals S. The 1nput signals
YIN1S5 to YINO from the setting unit are connected to the
respective mput terminals D of the F/F circuits X135 to X0.
Each of the F/F circuits X15 to X0 has the function of
receiving the value imputted to the mmput terminal D 1in
synchronization with the tailing edge of the set signal SET2.

As shown 1n FIG. 26, the comparing unit 71 1s composed
of a comparing circuit 81 and a flip-flop circuit 83. The
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comparing circuit 81 1s composed of sixteen EOR circuits 85
and a 16-mput NOR circuit 87. The output signals XOUT1S

to XOUTO of the feedback shift register 67 and the output
signals YOUT1S to YOUTO of the feedback shift register 69
are connected to the respective two mnput terminals of the
EOR circuits 85 such that the output signals with the same
appended numbers are connected in pairs. The respective
outputs of the EOR circuits 85 are connected to the respec-
tive input terminals of the NOR circuit 87.

The tlip-tlop circuit 83 used 1n the present embodiment 1s
identical to the flip-flop circuit 55 of the comparing unit 47
used 1n the first embodiment and therefore has the input
terminal D, the enable terminal EN, the reset terminal R, and
the output terminal Q. The trigger signal TG 1s connected to
the enable terminal EN of the flip-flop circuit 83. The reset
signal RESET 1s connected to the reset terminal R of the
flip-flop circuit 83. The error detecting signal FLAG for
outputting error data 1s outputted from the output terminal QQ
of the tlip-flop circuit 83.

The output of the NOR circuit 87 1s connected to the input
terminal D of the flip-flop circuit 83.

In the communication system shown in FIG. 23, the
detection of errors in data transmitted from the transmitter
21 1s performed as follows. By way of example, the follow-
ing description will be given of the case where a 6-bit
information bit string of “010101” 1s transmitted.

First, the coder 27 at the transmitter 21 generates the
cyclic code “01 0101 0111 1010 1110 1000 1dentical to that
used 1n the first embodiment and outputs 1t to the data
converting unit 61 via the output signal DOUTI.

The data converting unit 61 performs a bit rearrangement
process with respect to the sequence of bits in the mputted
cyclic code under a given rule. The data converting unit 61
performs the bit rearrangement process such that the cyclic
code after the bit rearrangement process 1s restored to the
original cyclic code both from the MSB side and from the
LLSB side 1n the process performed by the data converting
unit 65, which will be described later.

The cyclic code after the bit rearrangement process 1s
outputted, by the data modulating/transmitting unit 31, the
radio transmission line 25, and the data receiving/
demodulating unit 39, to the data converting unit 635 at the
receiver 23.

The data converting unit 65 performs the process of
sequentially restoring the cyclic code after the bit rearrange-
ment process from the MSB side and from the LSB side to
the original cyclic code.

The data converting unit 65 sequentially outputs the
cyclic code restored from the MSB side to the first feedback
shift register 67 of the error detector 63, while sequentially
outputting the cyclic code restored from the LSB side to the
second feedback shift register 69 of the error detector 63.

FIG. 27 shows the respective states of the F/F circuits X135
to X0 when the first feedback shift register 67 operates upon
receipt of the cyclic code transmitted from the data convert-
ing unit 63.

At this stage, each of the F/F circuits X135 to X0 of the first
feedback shift register 67 has preliminarily been set to “1”
in response to the set signal SET1 under the control of the

error detector 63 of FIG. 24 via the mnput signals XIN135 to
XINO.

The F/F circuits X185 to X0 of the first feedback shift
register 67 undergo transitions from “STATE 0”7 to “STATE
11”7 1 synchronization with the clock signal CLK2. In the

drawing, “STATE 12” through “STATE 22" are the states of
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the F/F circuits X135 to X0 of the first feedback shiit register
67 when 1t 1s assumed that the cyclic code has entirely been
inputted from the MSB side, which are not the states used in

the present embodiment.

The respective values held by the F/F circuits X135 to X0

of the first feedback shift register 67 in “STATE 117 are
outputted to the comparing circuit 81 via the output signals
XOUT1S5 to XOUTO.

FIG. 28 shows the respective states of the F/F circuits X135
to X0 when the second feedback shift register 69 operates
upon receipt of the cyclic code transmitted from the data
converting unit 635.

At this stage, each of the F/F circuits X15 to X0 of the
second feedback shif 'y been set

t register 69 has preliminari.
to “0” 1n response to the set signal SET2 under the control

of the error detector 63 of FIG. 25 by means of the input
signals YIN1S to YINO.

The F/F circuits X135 to X0 of the second feedback shift
register 69 undergo transitions from “STATE 07 to “STATE
117 1in synchronmization with the clock signal CLK2. In the
drawing, “STATE 12” through “STATE 22” are the states of
the F/F circuits X15 to X0 of the second feedback shift
register 69 when it 1s assumed that the cyclic code has

entirely been inputted from the MSB side, which are not the
states used 1n the present embodiment.

It 1s to be noted that “STATE 0” to “STATE 22” m FIG.
27 comcide with “STATE 22” to “STATE 0” in FIG. 28,
respectively. Hence, the state transitions in the second

feedback shift register 69 arc the same as the transitions
from “STATE 22” to “STATE 0” 1n FIG. 27.

The respective values held by the F/F circuits X135 to X0
of the second feedback shift register 69 m “STATE 117 are
outputted to the comparing circuit 81 of FIG. 26 via the

output signals YOUTI1S to YOUTO.

The comparing circuit 81 receives the output signals
XOUT1S to XOUTO and the output signals YOUT1S to
YOUTO at the individual EOR circuits 85 and outputs the
results of the operations to the NOR circuit 87. Since the
output signals XOUT15 to XOUTO are 1n perfect agreement
with the output signals YOUT1S to YOUTO 1n the example
described above, each of the EOR circuits 85 outputs “0”.

The NOR circuit 87 receives “0” tfrom each of the EOR

circuits 85 to perform the logic operation and outputs “1” to
the tlip-flop circuit 83.

The tlip-flop circuit 83 receives “1” outputted from the
NOR circuit 87 in synchronization with the trigger signal TG
and outputs “1” to the error detecting signal FLLAG. The
error detector 63 detects the value “1” of the error detecting
signal FLLAG and judges the received data to not be having
any errors. Conversely, the error detector 63 judges the
received data to be erroneous when 1t detects the value “0”
of the error detecting signal FLAG outputted from the
flip-flop circuit 83. The receiver 23 receives the judgment
and gives a retransmission instruction to the transmitter 21.

Thus, the error detector 63 detects errors that have
occurred during data transmission by shifting each of the
first and second feedback shift registers 67 and 69 from

“STATE 0” to “STATE 11”7 and judging whether or not the
respective values held by the F/F circuits X185 to X0 1n
“STATE 117 are the same.

It 1s to be noted that the trigger signal TG and the reset
signal RESET are under the control of the error detector 63.
The flip-flop circuit 83 has been reset in response to the reset
signal RESET before 1t receives “1” outputted from the
NOR circuit 87, while “0” 1s outputted from the error
detecting signal FLAG at this time.
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The error detector and the semiconductor device accord-
ing to the present embodiment can also achieve the same
cifects as achieved by the first to third embodiments
described above.

In the present embodiment, moreover, the shift direction

and the feedback direction 1n the first feedback shift register

67 arc the same as the shift direction and the feedback
direction 1n the feedback shift register 33 at the transmitter
21 conforming to the generator polynomial X' °+X' 24X +1.

On the other hand, a shift direction and a feedback direction
in the second feedback shift register 69 are opposite to the
shift direction and feedback direction 1n the feedback shift
register 33 at the transmitter 21 conforming to the generator
polynomial X'°+X'*X°+1. Accordingly, the cyclic code can
be mputted to the first feedback shift register 67 1n the same
order in which it was generated at the transmitter 21 (from
the MSB side). On the other hand, the cyclic code can be
inputted to the second feedback shift register 69 1n reverse
order to one which 1t was generated at the transmitter 21
(from the LSB side). In short, shift operations performed in
the first feedback shift register 67 changes the value of the
first register unit 73 in each state in the same direction as
when the feedback shift register 33 at the transmitter 21
performs shift operations. On the other hand, shift opera-
tions performed in the second feedback shift register 69
changes the value of the second register unit 77 1n each state
in the direction that returns the check bit string generated by
the feedback shift register 33 at the transmitter 21 to the
initial value. Hence, errors 1n the reception bit string can be
detected by causing each of the first and second feedback
shift registers 67 and 69 to perform a specified number of
shift operations, comparing the respective values of the first
and second register units 73 and 77, and judging whether or
not the two values are 1n agreement.

In the communication system thus constructed, the trans-
mission bit string generated by the coder 27 at the trans-
mitter 21 1s received as the reception bit string at the
receiver. The reception bit string 1s inputted to the first
feedback shift register 67 1n the same order 1n which 1t was
generated by the coder 27, while it 1s inputted to the second
feedback shift register 69 1n reverse order to 1t was generated
by the coder 27. Hence, errors 1n the reception bit string can
be detected by examining whether or not the value of the
first register unit 73 of the first feedback shift register 67
agrees with the value of the second register unit 77 of the
second feedback shift register 69.

Although the first embodiment has described the example
in which all the initial values 1n the feedback shift register
33 at the transmitter 21 are set to “1” and the comparing unit
47 1s provided with the AND circuit 53, the present inven-
fion 1s not limited to such an embodiment. For example, it
1s also possible to set all the imitial values 1n the feedback
shift register 33 at the transmitter 21 to “0” and form a
16-mnput NOR circuit 89 1n the comparing unit 47, as shown
in FIG. 29. Alternatively, the initial values 1n the feedback
shift register 33 at the transmitter 21 may be set to “5555”
in hexadecimal notation and the odd-numbered output sig-
nals XOUT1S5, XOUT13, . . . XOUT1 may be connected
alternately to the AND circuit 53 of the comparing unit 47
via 1nverter circuits 91, as shown 1n FIG. 30.

Although the first embodiment has described the example
in which the output signals XOUT135 to XOUTO are out-
putted from the respective flip-flops X135 to X0 of the
feedback shift register 45, the present invention 1s not
limited to such an embodiment. For example, a switch S5
may be disposed between the output DOUT3 of the F/F

circuit X0 and each of the EOR circuits 51a, 515, and 5lc,
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as shown 1n FIG. 31. In this case, the respective values held
by the flip-tlops X135 to X0 can be outputted bit by bit via the
output signal DOUT3 by operating the feedback shift reg-
ister 45 with the switch S5 kept open.

Although the first embodiment has described the example
in which the present invention 1s applied to the error
detection performed 1n the receiver 23 comprising the Vit-
erbi decoder 31, the present invention 1s not limited to such
an embodiment. The present invention 1s applicable to any
receiver compatible with the specifications under which the
cyclic code 1s 1nputted to the error detector 43 1n reverse
order to one which it was generated at the transmitter 21.

Although the first and fourth embodiments have described
the cases where the error detectors 43 and 65 have been
formed i1n the semiconductor device SEM such as the
channel CODEC LSI, the present invention 1s not limited to
such an embodiment. It 1s also possible to perform the error
detection by using a semiconductor device such as a DSP
(Digital Signal Processor) or CPU (Central Processing Unit)
and using a general-purpose circuit within such a semicon-
ductor device under a program. In this case, the semicon-
ductor device performs the error detection by executing a
division procedure under the program. Data necessary for
the division procedure such as a divisor, a dividend, and a
remainder 1s held 1n a buffer unit such as a general-purpose
register.

Hence, errors 1n the reception bit string can be detected
based on the remainder from the division of the reception bit
string data by the generator polynomial, which 1s executed
by the semiconductor device under the program 1n reverse
order to the transmission bit string was generated by using
the generator polynomial at the transmitter.

The reception bit string can be judged to be erroneous
when the remainder from the division procedure executed by
the semiconductor device under the program and the pre-
determined expected value are compared and the result of
the comparison indicates a dissimilarity therebetween. The
processing time required for the error detection can be
reduced by initializing the buffer unit for receiving the
remainder from the division procedure to “0” before the
division procedure 1s executed by the semiconductor device
under the program. Alternatively, the processing time
required for the error detection can be reduced by setting the
buffer unit for receiving the remainder from the division
procedure to a specified value before the division procedure
1s executed by the semiconductor device under the program.

Although the fourth embodiment has described the
example 1 which the error detection i1s performed by
shifting each of the first and second feedback shift registers
67 and 69 from “STATE 0” to “STATE 11” and comparing,
the respective values held by the F/F circuits X135 to X0 in
“STATE 117, the present invention 1s not limited to such an
embodiment. For example, the error detection may also be

performed by shifting the first feedback shift register 67 to
“STATE 15” and the second feedback shift register 69 to

“STATE 7” and comparing the first feedback shift register 67
in “STATE 15” and the second feedback shift register 69 1n
“STATE 7. In short, the first feedback shift register 67

according to such an embodiment undergoes transitions
from “STATE 07 to “STATE 22” m FIG. 27. The second

feedback shift register 69 undergoes transitions from
“STATE 22 to “STATE 0” mn FIG. 27. Consequently, the

respective “states” of the first and second feedback shift

registers 67 and 69 come to an agreement when the sum of
the number of “STATE” transitions 1n the first feedback shaft

register 67 and the number of “STATE” transitions in the
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second feedback shift register 69 becomes “22”. Therelore,
the error detection can be performed by comparing the first
and second feedback shift registers 67 and 69 when the

respective “states” thereof are 1n agreement.

Hence, the processing time required for the error detection
can be reduced most efficiently by determining which
“STATE” of the two feedback shift registers to bring an
agreement to, depending on the respective bit lengths
(number of “STATE” transitions) of the cyclic code con-
verted by the data converting unit 39 from the MSB side and
the cyclic code converted thereby from the LSB side.

What 1s claimed 1s:

1. An error detector comprising first and second feedback
shift registers each for dividing a reception bit string by a
generator polynomial,

a shift direction and a feedback direction 1n said first
feedback shift register being the same as a shift direc-
tion and a feedback direction at a transmitter in gen-
erating a transmission bit string by using a specified
generator polynomial,

a shift direction and a feedback direction 1n said second
feedback shift register being opposite to the shift direc-
tion and feedback direction at the transmitter in gen-
erating said transmission bit string by using said speci-
fied generator polynomial,

the detector detecting errors 1n said reception bit string
based on the remainders obtained by said first and
second feedback shift registers respectively.

2. The error detector according to claim 1, wherein

said first feedback shift register comprises:

a first register unit having the number of stages with the
highest degree of said specified generator polynomial;

a first operation unit for performing an operation between
an mput value to said first register unit and an output
value from the final stage and outputting the result to
the first stage; and

a second operation unit for performing an operation
between the result of the operation performed by said
first operation unit and an output value from the stage
which 1s smaller by one ordinal number than the degree
of each of the terms other than the highest-degree and
lowest-degree terms out of said specified generator
polynomial and outputting each result to the subse-
quent stage and

said second feedback shift register comprises:

a second register unit having same number of stages with
the highest degree of said specified generator polyno-
mial;

a third operation unit for performing an operation between
an input value to said second register unit and an output
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value from the final stage and outputting the result to
the first stage; and

a fourth operation unit for performing an operation
between the output value from the final stage and an
output value from the stage corresponding to the degree
of each of the terms other than the highest-degree and
lowest-degree terms out of said specified generator
polynomial and outputting the result of each operation
to the subsequent stage.

3. The error detector according to claim 1 or 2, further
comprising a comparing unit for comparing said remainders
obtained by said first and second feedback shift registers
respectively, and outputting error data indicative of a dis-
similarity as a result of the comparison.

4. The error detector according to claim 1, further com-
prising a specified value setting unit for setting a specified
value to each of said first and second feedback shift regis-
ters.

5. A semiconductor device comprising an error detector as
recited 1n claims 1 or 2.

6. An error detection method comprising the steps of
Inputting a reception bit string to a division procedure using
a specifled generator polynomial as a divisor and detecting
errors 1n said reception bit string based on a remainder from
said division procedure, wherein

said method further comprises first and second division
procedures each for dividing said reception bit string by
said generator polynomial,

the iputting of said reception bit string to said first
division procedure 1s performed 1n the same order in
which a transmission bit string 1s generated at a trans-
mitter by using said generator polynomial,

the mputting of said reception bit string to said second
division procedure 1s performed 1n the reverse order to
one 1n which said transmission bit string 1s generated at
said transmitter by using said generator polynomial,
and

respective remainders from said first and second division

procedure are compared with each other and said

reception bit string 1s judged to be erroncous when the
result indicates a dissimilarity therebetween.

7. The error detection method according to claim 6,

wherein each of a first buifer unit for receiving said remain-

der from said first division procedure and a second buifer

unit for receiving said remainder from said second division
procedure 1s set to a specified value before said first and
second division procedures are executed.
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