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REMOTE INITIATION OF BIOS CONSOLE
REDIRECTION

THE FIELD OF THE INVENTION

The present mvention relates to remote server manage-
ment tools 1 a distributed computing environment, and,
more particularly to a method and apparatus to remotely
initiate BIOS console redirection on a server computer.

BACKGROUND OF THE INVENTION

Today, distributed computing environments are assuming,
an increasingly important role 1n the data processing activi-
fies of many organizations. A typical distributed computing
environment often includes a plurality of widely dispersed
server computers residing in remote locations. These server
computers perform data management and other functions for
one or more client computers which are attached to each
server computer via a computer network. In the past, when
a problem occurred with a server computer, an administrator
would have to be physically dispatched to the remote server
computer location 1n order to resolve the problem. However,
such “boflice visits” were a costly, highly inefficient way of
doing business.

As a result, several remote management tools were devel-
oped to enable administrators to manage server computers in
remote locations via a computer network. Such tools allow
administrators and technicians to diagnose and solve prob-
lems with remote server computers from a single, central-
1zed server management console.

One type of tool employed 1n remote server management
is PC Basic Input Output System (BIOS) console redirec-
tion. The BIOS 1s responsible for booting the computer by
providing a basic set of instructions. It performs all of the
tasks that need to be done at start-up time, such as Power-On
Self Test (POST), and booting an operating system from a
floppy disk drive (FDD) or a hard disk drive (HDD).
Furthermore, the BIOS provides an interface to the under-
lying hardware for the operating system in the form of a
library of interrupt handlers. For instance, each time a key 1s
pressed, the Central Processing Unit (CPU) performs an
mterrupt to read that key. In a similar manner, interrupt
handlers also provide an interface to serial and parallel ports,
video cards, sound cards, hard disk controllers, and other
peripheral devices.

The features of the BIOS permit input/output operations
within a remote server to be redirected to a centralized server
management console 1in another location. PC BIOS console
redirection tools have been available from Phoenix and other
BIOS vendors for several years. These tools provide a
method to troubleshoot system boot problems from a remote
location using an interface that 1s like being in front of the
system console.

Unfortunately, prior art PC BIOS console redirection
tools required someone local to the remote server to enable
the console redirection feature using a BIOS setup utility.
Often, the remote servers run unattended in physically
remote locations, wherein 1t 1s often difficult to find a person
capable of enabling the console redirection {feature.
Alternatively, the console redirection feature could be per-
manently enabled at the remote server. However, permanent
enablement of the console redirection feature poses a secu-
rity threat, since the console redirection feature i1s not
password-protected.

Also, many of the prior art PC BIOS console redirection
tools have also required a relatively expensive, dedicated
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microcontroller to assist in the redirection function. The
addition of a dedicated microcontroller to the remote server
to perform the console redirection 1s often prohibitively
expensive, especially 1in low-cost servers.

In view of the above, there 1s a need for an apparatus and
method for remotely 1nitiating BIOS console redirection on
a server computer. Furthermore, the apparatus and method
for remotely 1mitiating BIOS console redirection preferably
does not require a relatively expensive, dedicated microcon-
troller 1n order to accomplish its task.

SUMMARY OF THE INVENTION

The present invention provides a computer system com-
municating with a remote console via an asynchronous
connection, where the remote console generates a serial
break on the asynchronous connection. The computer sys-
tem 1ncludes a register having a first bit and a second bit, and
a break detect circuit coupled to the register for detecting the
serial break generated by the remote console and activating
a break detect signal 1n response to the detection. The first
bit of the register 1s set 1n response to activation of the break
detect signal. The break detect signal 1s de-activated 1n
response to a second bit of the register being set. The
computer system also includes a system management inter-
rupt (SMI) circuit for asserting an SMI signal upon detection
of the break detect signal. The computer system further
includes a memory for storing a basic input output system
(BIOS) and an SMI handler routine. Finally, the computer
system 1ncludes a central processing unit (CPU) coupled to
the SMI circuit, the register and the memory. The CPU 1is
responsive to the SMI signal being asserted by the SMI
circuit, and 1dentifies the SMI signal assertion as a remote
break by reading the first bit of the register. The CPU next
processes a subsequent redirection request generated by the
remote console by calling the BIOS and the SMI handler
routine. Finally, the CPU sets the second bit of the register
upon completion of the processing of the redirection request.

In one embodiment of the present mnvention, the computer
system further mcludes a serial port coupled to the asyn-
chronous connection, such as an RS-232 serial port. The
computer system can also mnclude a modem coupled to the
serial port. In one embodiment, the computer system
includes a software application which 1s configured to
answer an incoming call from the remote console via the
modem. Examples of software applications which can

answer the mcoming call include: Windows NT Remote
Access Server (RAS), and PC-Anywhere 32. Alternatively,

the modem can be set to an auto-answer mode to handle the
incoming call.

In one embodiment of the present invention, the computer
system further includes a universal asynchronous receiver-
transmitter (UART) coupled to the serial port which man-
ages the serial port and handles communication across the
asynchronous connection. In another embodiment of the
present invention, the SMI circuit of the present mnvention
comprises a multiplexer, where the output of the multiplexer
switches from an IRQ signal to the SMI signal upon detec-
tion of the break detect signal.

The computer system includes a CMOS memory chip
having an authorization password for conftrolling remote
access to the BIOS of the computer system from the remote
console, 1n one embodiment of the present invention. In this
embodiment, a user password entered at the remote console
1s passed to the computer system. The entered user password
1s then validated against the authorization password prior to
processing the console redirection request.
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The present invention also provides a method for enabling,
remote initiation of basic input output system (BIOS) con-
sole redirection on a computer system via an asynchronous
connection. The method begins by generating a serial break
on the asynchronous connection of the computer system.
Next, the computer system detects and processes the serial
break, such that the central processing unit (CPU) is placed
in system management mode (SMM) upon detection of the
serial break. After the CPU 1s placed in SMM mode, a
console redirection request 1s generated on the asynchronous
connection of the computer system. Next the CPU processes
the console redirection request such that the SMM of the
CPU calls the BIOS and an SMI handler routine to service
the console redirection request. Upon completion of pro-
cessing the console redirection request, the serial break is

cleared on the computer system.

In one embodiment of the present invention, the method
of processing of the console redirection request at the CPU
further includes transmitting a carriage return from the
remote console to the CPU, such that the carriage return
generates an SMI password 1nitialization request which 1s
processed by an SMI handler routine. Next, a password
prompt 1s sent from the SMI handler routine to the remote
console. The remote console next transmits a password to
the CPU, and the CPU verifies the transmitted password
with the SMI handler routine. The SMI handler routine
receives each transmitted character of the password and
compares each transmitted character of the password with a
corresponding character of a stored password until a carriage
return 1s received. If the password 1s successtully verified,
the SMI handler routine sends a second prompt to the remote
console describing a set of options for console redirection.
However, upon three consecutive password veridication
failures, the SMI handler routine deactivates the break detect
signal by setting the second bit of the register.

User selectable options for console redirection include: a
first option to reset the computer system and enable BIOS
console redirection; a second option to power cycle the
server and enable the BIOS console redirection; and a third
option to power off the server.

The present invention provides a second method for
enabling remote 1nitiation of BIOS console redirection on a
computer system via an asynchronous connection. The sec-
ond method begins by generating a serial break on the
asynchronous connection. The computer system then detects
the serial break via a break detect circuit, where the break
detect circuit activates a break detect signal 1n response to
the detection. Next, a first bit of a register coupled to the
break detect circuit 1s set upon activation of the break detect
signal, and an system management interrupt (SMI) signal is
asserted via an SMI circuit upon detection of the break
detect signal. The CPU next identifies the asserted SMI
signal as a remote break by reading the first bit of the
register, and upon identification of the SMI signal as a
remote break, the CPU 1s subsequently placed in system
management mode (SMM). Next a console redirection
request 1s generated on the asynchronous connection, and
the console redirection request 1s processed at the CPU. The
CPU processes the redirection request by calling the BIOS
and an SMI handler routine to service the console redirec-
tion request. Finally, the serial break within the computer
system 1s cleared upon the completion of processing of the
console redirection request by setting a second bit of the
register.

The present invention provides a method and apparatus to
remotely 1mitiate BIOS console redirection on a server
computer. Unlike prior art BIOS console redirection tools,
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the present invention does not require a relatively expensive,
dedicated microcontroller to assist 1n the redirection func-
tion. Instead, the present invention utilizes a simple serial
break detect circuit, the system management mode of the
central processing unit and a system management interrupt
routine to service the console redirection request. While
prior art BIOS console redirection tools required someone
local to the computer system server to enable the console
redirection feature, the present invention allows remote
initiation of the console redirection feature at a remote
console, without any user intervention at the computer
System server.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1llustrates a distributed computing environment 1n
which a remote console 1nitiates BIOS console redirection
on a computer system 1n accordance with the present inven-
tion.

FIG. 2 1s a generalized block diagram of a server com-
puter which supports BIOS console redirection 1n accor-
dance with the present invention.

FIG. 3 1s a flow diagram which 1llustrates the processing,
of a remotely 1nitiated serial break and console redirection
request on the server computer of FIG. 2 1n accordance with
the present mvention.

FIG. 4 1s a flow diagram which further 1llustrates a routine
of the tlow diagram of FIG. 3 for processing character data
sent from the remote console.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

In the following detailed description of the pretferred
embodiments, reference 1s made to the accompanying draw-
ings which form a part hereof, and 1n which 1s shown by way
of 1llustration specific embodiments 1n which the mvention
may be practiced. It 1s to be understood that other embodi-
ments may be utilized and structural or logical changes may
be made without departing from the scope of the present
invention. The following detailed description, therefore, 1s
not to be taken 1 a limiting sense, and the scope of the
present 1nvention 1s defined by the appended claims.

FIG. 1 1llustrates a distributed computing environment 1n
which a remote console 10 1nitiates BIOS console redirec-
tion on a computer system 20. The distributed computing
environment includes remote console 10 which 1nitiates the
redirection request via an 1mput device 12 and displays the
results of the redirection request on an output device 14.
Examples of mnput devices 12 include, but are not limited to:
a keyboard; a mouse; an electronic tablet; a touchpad; and
microphone. In a preferred embodiment of the present
invention, input device 12 1s a keyboard. Potential output
devices 14 include, but are not limited to: a video display;
a printer; and a storage medium such as a floppy disk, a hard
disk, or a removable cartridge disk. In a preferred embodi-
ment of the present mvention, output device 14 1s a video
display.

Remote console 10 1s connected to computer system 20
via an asynchronous connection 11. In a preferred embodi-
ment of the present invention, asynchronous connection 11
includes a first modem 16 coupled to remote console 10, a
second modem 18 coupled to computer system 20, and a
phone limme 17 coupling modem 16 to modem 18. In an
alternate embodiment, remote console 10 1s coupled to
computer system 20 via a direct serial connection.

In one embodiment, computer system 20 1s a server
computer, but computer system 20 can be any suitable
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computer system where BIOS remote console redirection 1s
desired. Server computer 20 imncludes a basic mput output
system (BIOS) 15. BIOS 15 contains all of the code required
to control the keyboard, display screen, disk drives, serial
communications, and a number of miscellaneous functions.
In the present invention, BIOS 15 1s stored in a memory
chip, such as a read only memory (ROM) or a non-volatile
memory, to ensure that the BIOS 1s always available and 1s
1solated from disk failures. Computer system 20 can employ
BIOS 15 to self boot.

In one embodiment, a user at remote console 10 1nitiates
BIOS console redirection on computer system 20 by gen-
crating a keystroke or sequence of keystrokes at keyboard
input device 12. Remote console 10 converts the keystroke
sequence 1nto a sequence of scan codes and sends the
sequence of scan codes to computer system 20 via asyn-
chronous connection 11. If computer system 20 detects an
appropriate scan code for a serial break operation, computer
system 20 generates a system management interrupt (SMI)
signal to initiate system management mode (SMM) in
computer system 20. After computer system 20 enters SMM
mode, an SMI handler routine within computer system 20
ogenerates a password prompt and sends the password
prompt to remote console 10 via asynchronous connection
11. The password prompt 1s displayed at video display
output device 14 on remote console 10.

Upon receipt of the password prompt, the user at remote
console 10 enters a password via keyboard mput device 12
to enable the redirection feature on computer system 20. The
user terminates entry of the password by entering a carriage
return at keyboard input device 12. The entered password 1s
next converted to a sequence of scan codes and sent to
computer system 20 from remote console 10 via asynchro-
nous connection 11. Since computer system 20 1s now 1n
SMM mode, the transmitted password 1s verified against a
stored password on computer system 20 by the SMI handler
routine. If the password 1s successtully verified by the SMI
handler routine, a second prompt 1s transmitted from com-
puter system 20 to remote console 10 via asynchronous
connection 11. This second prompt 1s displayed at video
display output device 14, and presents the user at remote
console 10 with multiple options for console redirection.
The user next selects one of the console redirection options
by entering the chosen option via keyboard mnput device 12.
The chosen console redirection option 1s transmitted to
computer system 20 via asynchronous connection 11, where
the BIOS 15 1s properly configured for the chosen console
redirection option.

FIG. 2 1s a generalized block diagram of one embodiment
of computer system 20, wherein computer system 20 1s a
server computer which supports BIOS console redirection in
accordance with the present invention. Server computer 20
includes a serial port 22 for communicating with external
devices and computers. In a preferred embodiment, serial
port 22 1s an RS-232 type serial port. Server computer 20
also 1includes a transceiver 24 coupled to serial port 22 which
aids 1n the transmission and receipt of serial data. A univer-
sal asynchronous receiver-transmitter (UART) 29 is coupled
to the transceiver 24 to handle asynchronous serial commu-
nication. Server computer 20 utilizes UART 29 to manage
its serial ports. In a preferred embodiment, UART 29 1s a
16550 UART, which contains a 16-byte builfer, enabling 1t to
support higher transmission rates than a conventional 8250
UART. UART 29 1s coupled to a system bus 31. UART 29
generates an UART interrupt signal 40 which 1s transmitted
to mterrupt controller 44 upon receipt of data by transceiver
24. UART 29 includes registers 51 for storing status and
control bits.
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A break detect 1s coupled to transceiver 24 via a receive
data line 28. Break detect circuit 30 includes discrete logic
for detecting serial breaks generated by remote console 10
(shown in FIG. 1), and activating a break detect signal 38 in
response to the detection. Break detect circuit 30 further
includes a register 32 having a break bit 34 and a clear bat
36. Break bit 34 of register 32 1s set in response to activation
of the break detect signal 38. Clear bit 36 of register 32 1s
set upon completion of the BIOS console redirection func-
tion. After clear bit 36 is set, break detect signal 38 1is
subsequently de-activated. Both break bit 34 and clear bit 36
of register 32 are coupled to system bus 31.

Server computer 20 also includes a system management
interrupt (SMI) circuit 41 which asserts an SMI signal 48
upon detection of break detect signal 38 and UART interrupt
signal 40. In a preferred embodiment, SMI circuit 41 1s a
multiplexer, which switches from asserting an interrupt
request line (IRQ) signal 42 to asserting SMI signal 48 upon
detection of break detect signal 38 and interrupt signal 40.
An IRQ 1s defined as a hardware line over which devices can
send interrupt signals to a central processing unit (CPU) 52.

IRQ signal 42 1s coupled to an mput of an interrupt
controller 44. Interrupt controller 44 also has other interrupt
sources 46 coupled to 1ts mputs. Interrupt controller 44 1s
also coupled to system bus 31. Interrupt controller 44
manages IRQ 42 and other interrupt sources 46 and gener-

ates an 1nterrupt output signal 50 which 1s coupled to CPU
52.

SMI signal 48 1s coupled directly to an SMI input on CPU
52. When SMI signal 48 1s asserted, CPU 52 switches into
system management mode (SMM). The SMM found within
CPU 52 provides very high level functions, such as power
management and security, 1n a manner that 1s transparent not
only to application software, but also to operating system
software. In the Intel 1x86 1mplementation of the system
management mode, SMM 1s one of the major operating
modes within CPU 52, on a level with protected mode,
real-address mode, or virtual-86 mode. CPU 5§52 1s also
coupled to system bus 31 to enable communication with
other major operating components within server computer

20.

System management mode of CPU 52 utilizes an SMI
handler routine 356 to process SMI console redirection
requests recerved from remote console 10 and return console
redirection results to the remote console. SMI handler rou-
tine 56 resides within a ROM 353, which is coupled to system

bus 31. CPU 52 communicates with SMI handler routine 56
via system bus 31.

ROM 83 also stores a basic input/output system (BIOS)
54 for the computer system. BIOS 54 contains all the code
required to control a keyboard, a display screen, disk drives,
serial communication, and a number of miscellaneous func-
tions within server computer 20. Storing BIOS 54 in ROM
53 ensures that the BIOS 1s always be available and 1is
1solated from hard disk drive failures. Server computer 20
can employ BIOS 54 to boot itself. CPU 52 communicates
with BIOS 54 via system bus 31.

Server computer 20 also includes a non-volatile random
access memory (NVRAM) 57 which stores an authorization
password for enabling access to the BIOS-based console
redirection feature. A password entered at remote console 10
1s passed to computer system 20, then the entered password
1s validated against the authorization password stored in

NVRAM 57 by the SMI handler routine 56 prior to pro-
cessing the console redirection request.

FIG. 3 1s a flow diagram which 1llustrates the processing,
of a remotely 1nitiated serial break and console redirection
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request by the SMI handler routine 56 on server computer 20
of FIG. 2 1in accordance with the present invention. At block

62, SMI handler routine 56 begins by receiving an SMI
signal. At decision block 64, SMI handler routine 56 deter-

mines whether the SMI signal 1s from a known source. If the
SMI signal 1s from known source, tlow passes to block 68
where SMI handler routine 56 proceeds with normal SMI
processing. If the SMI signal 1s not from a known source,

flow passes to decision block 72 where SMI handler routine
56 checks 1f a serial break has been asserted. SMI handler

routine 56 checks for an asserted serial break by checking
break bit 34 of register 32. If a serial break 1s not asserted,
flow passes to block 76 where SMI handler routine 56 is
exited. If break bit 34 of register 32 1s not set, the SMI signal
1s 1dentified as a serial break, and processing continues along
path 78.

At block 80, after SMI handler routine 56 establishes that
the SMI signal has been generated by a serial break, SMI
handler routine 56 reads a serial port mterrupt ID register 1n
order to determine what caused the serial break (i.e.,
interrupt). Registers, such as the serial port interrupt ID
register, referrred to 1 the flow diagram of FIG. 3, are
implemented 1n registers 51 of UART 29 of server computer
20. If 1t 1s determined that there 1s no mterrupt after reading,

the serial port interrupt ID register, flow passes to block 76
via path 75 where the SMI handler routine 56 1s exated.

If the serial break 1s determined to be caused by a change
in a line status register, flow passes to block 82 wherein the
line status register 1s read. After the line status register 1s

read, the serial break 1s cleared, and control returns to block
80.

If the serial break 1s caused by a change 1n a modem status
register, flow passes to block 86, where the modem status
register 1s read. At block 80, after the modem status register
1s read, the SMI handler routine tests a data carrier detect
(DCD) to determine if the modem connection was dropped
between remote console 10 and server computer 20. If 1t 15
determined that the modem connection was dropped, flow
passes to block 92 where the serial break mterrupt 1s cleared
by setting the clear bit 36 of register 32, and control returns
to block 80. If 1t 1s determined that the modem connection
was not dropped, control 1s passed back to block 80 without
clearing the serial break via path 81.

If the serial break 1s caused by the receive buller register
being full, flow passes to block 84 where the receive bufler
register 1s read. The receive buller register stores character
data sent from remote console 10 to server computer 20.
After the receive buller register 1s read, the SMI handler
routine calls a ProcessChar routine 88 to process the char-
acter data sent from remote console 10. ProcessChar routine
88 1s more fully described 1in FIG. 4. After the ProcessChar

routine 88 has finished processing the character data, control
1s returned to block 80.

FIG. 4 1s a flow diagram which further illustrates the
ProcessChar routine 88 contained within SMI handler rou-
tine 56 1illustrated in FIG. 3. ProcessChar routine 88 pro-
cesses character data passed from remote console 10 to
server computer 20 via the receive buller register. Process-
Char routine 88 begins at block 89. At block 91, ProcessChar
routine 88 checks to see 1f an authentication password has
been successtully entered from remote console 10 by check-
ing an authentication Boolean variable. If the authentication
password has not been successfully entered from remote
console 10, control 1s passed to decision block 94 via path

93.

At decision block 94, ProcessChar routine 88 next checks
to see if a carriage return (i.e., character code 0Dh) character
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has been entered. In order to begin the password
authentication, 1t 1s necessary for a user at remote console 1(
to enter a carriage return. At block 96, if a carriage return 1s
not present, the current character 1s appended to a current
password string (i.e., pwd__string), and at block 106, the
ProcessChar routine 88 is exited.

If a carriage return character has been entered, tlow 1s
passed back to block 98 where the current password string
(i.e., pwd_ string) is compared against the authentication
password stored in NVRAM 57. At decision block 97, 1f the
current password string does not match the authentication
password stored in NVRAM 57, and there have been three
consecutive password authentication failures, flow passes to
block 99 where SMI handler routine 88 deactivates the break
detect signal by setting the clear bit 36 of the register 32. At

block 106, after SMI handler routine 88 deactivates the
break detect signal, the ProcessChar routine 1s exited.

If there have not been three consecutive password authen-
tication failures, as tested at block 97, flow passes to block
104 where the current password string 1s cleared. At block
110, after the current password string 1s cleared, a prompt
(e.g., Password:) is passed back to remote console 10. At
block 106, after the password prompt 1s passed back to the
remote console, ProcessChar routine 88 1s exited.

At block 100, if the current password string matches the
authentication password stored in NVRAM §7, the authen-
tication Boolean variable 1s set to “True”. At block 102, a
prompt showing the console redirection options available to
the user (e.g., “lrst,2cyc, 3off:”) is then sent to remote
console 10. This prompt indicates that i1f a user enters a “1”
at the prompt on remote console 10, server computer 20 will
be reset and BIOS console redirection will be enabled. If a
user enters “2” at the prompt on remote console 10, the
server computer 20 will be power cycled, and BIOS console
redirection will be enabled. If a user enters a “3” at the
prompt on remote console 10, server computer 20 will be
powered off. After the prompt 1s sent to remote console 10,
ProcessChar routine 88 1s exited.

If the password authentication Boolean variable 1s already
set to “TRUE” upon entry to ProcessChar routine 88, control
passes to block 112, where the user response to the prompt
showing the console redirection options 1s processed. If the
user response to the console redirection prompt 1s “17, flow
passes to block 122 where BIOS console redirection 1s
enabled. At block 124, after BIOS console redirection i1s
enabled, the system reset line will be toggled. If the user
response to the console redirection prompt 1s “27, BIOS
console redirection 1s enabled, as illustrated at block 126,
and tflow passes to block 126, where the real time clock
(RTC) of server computer 20 is set to wake up in 15 seconds.
At block 130, after setting the RTC, the server computer 20
1s powered off. At block 130, if the user response to the
console redirection prompt 1s “3”, server computer 20 1s
powered off.

The present invention offers the advantage of a low-cost
apparatus and method for remotely 1nitiating BIOS console
redirection on server computer 20. Unlike more expensive
prior art systems, the present invention does not require a
relatively expensive, dedicated microcontroller to manage
the redirection. Instead, the present invention utilizes a
simple break detect circuit 30, the system management
mode of CPU 52, and system management interrupt handler
56 to accomplish the BIOS console redirection. Also, unlike
prior art systems, the present invention allows remote 1ni-
tiation of the BIOS console redirection on server computer

20.
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Although specific embodiments have been 1llustrated and
described herein for purposes of description of the preferred
embodiment, 1t will be appreciated by those of ordinary skill
in the art that a wide variety of alternate and/or equivalent
implementations calculated to achieve the same purposes
may be substituted for the specific embodiments shown and
described without departing from the scope of the present
invention. Those with skill in the electrical and computer
arts will readily appreciate that the present invention may be
implemented 1n a very wide variety of embodiments. This
application 1s intended to cover any adaptations or variations
of the preferred embodiments discussed herein. Therefore, it
1s manifestly mtended that this invention be limited only by
the claims and the equivalents thereof.

What 1s claimed 1s:

1. A computer system communicating with a remote
console via an asynchronous connection, wherein the remote
console generates a serial break on the asynchronous
connection, the computer system comprising:

a register having a first bit and a second bit;

a break detect circuit coupled to the register for detecting
the serial break generated by the remote console, and
activating a break detect signal 1n response to the
detection, wherein the first bit of the register 1s set 1n
response to activation of the break detect signal, and
wherein the break detect signal 1s de-activated 1n
response to the second bit of the register being set;

a system management interrupt (SMI) circuit for asserting
an SMI signal upon detection of the break detect signal;

a memory for storing a basic input output system (BIOS)
and an SMI handler routine for handling console redi-
rection requests; and

a central processing unit (CPU) coupled to the SMI
circuit, the register and the memory, wherein the CPU
1s responsive to the SMI signal being asserted by the
SMI circuit, identifies the SMI signal assertion as a
remote break by reading the first bit of the register,
processes a subsequent console redirection request gen-
erated by the remote console by calling the BIOS and
the SMI handler routine, and sets the second bit of the
register upon completion of the processing of the
redirection request.

2. The computer system of claim 1, wherein the computer
system further includes a serial port coupled to the asyn-
chronous connection.

3. The computer system of claim 2, wherein the serial port
comprises an RS-232serial port.

4. The computer system of claim 2, wherein the computer
system farther includes a modem coupled to the serial port.

5. The computer system of claim 4, wherein the computer
system firther includes a software application which 1is
configured to answer an imcoming call from the remote
console via the modem.

6. The computer system of claim 4, wherein the software
application is Windows NT Remote Access Server (RAS),
available commercially from Microsoft Corporation.

7. The computer system of claim 4, wherein the software
application 1s PC-Anywhere 32, available commercially
from Symantec Corporation.

8. The computer system of claim 3, wherein the modem
1s set to an auto-answer mode.

9. The computer system of claim 2, wherein the computer
system further includes a universal asynchronous receiver-
transmitter (UART) coupled to the serial port which man-
ages the serial port and handles communications across the
asynchronous connection.
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10. The computer system of claim 2, wherein the SMI
circuit comprises a multiplexer, and wherein the output of
the multiplexer switches from an IRQ signal to the SMI
signal upon detection of the break detect signal.

11. The computer system of claim 1, wherein the com-
puter system includes a CMOS memory chip having an
authorization password for controlling remote access to the
BIOS of the computer system from the remote console.

12. The computer system of claim 11, wherein a password
entered at the remote console 1s passed to the computer
system, and wherein the entered password i1s validated
against the authorization password prior to processing the
console redirection request.

13. A method for enabling remote initiation of basic input
output system (BIOS) console redirection on a computer
system via an asynchronous connection, the method com-
prising:

generating a serial break on the asynchronous connection

of the computer system;

detecting and processing the serial break, wherein a
central processing unit 1s placed 1n system management
mode (SMM) upon detection of the serial break;

generating a console redirection request on the asynchro-
nous connection of the computer system;

processing the console redirection request at the CPU,
wherein the SMM of the CPU calls the BIOS and an
SMI handler routine to service the console redirection
request; and

clearing the serial break upon the completion of process-
ing of the console redirection request.
14. The method of claim 13, wherein the processing of the
console redirection request at the CPU further comprises the
steps of:

transmitting a carriage return from the remote console to
the CPU, wherein the carriage return generates an SMI
password 1nitialization request which 1s processed by

the SMI handler routine.

sending a password prompt from the SMI handler routine
to the remote console;

transmitting a password from the remote console to the
CPU 1n response to the password prompt; and

veritying the transmitted password with the SMI handler
routine, wherein the SMI handler routine receives each
transmitted character of the password and compares the
transmitted password with a stored authentication pass-
word until a carriage return 1s received.

15. The method of claim 14, wherein upon three consecu-
five password verification failures, the SMI handler routine
deactivates the break detect signal by setting the second bat
of the register.

16. The method of claim 14, wherein upon successiul
verification of the password, the SMI handler routine sends
a second prompt to the remote console describing a set of
options for console redirection.

17. The method of claim 16, wherein the set of options for
console redirection 1ncludes a first option to reset the com-
puter system and enable BIOS console redirection.

18. The method of claim 16, wherein the set of options for
console redirection includes a second option to power cycle
the computer system and enable BIOS console redirection.

19. The method of claim 16, wherein the set of options for
console redirection includes a third option to power off the
computer system.

20. A method for enabling remote 1nitiation of basic input
output system (BIOS) console redirection on a computer
system via an asynchronous connection, the method com-
prising:
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generating a serial break on the asynchronous connection;

detecting the serial break wvia a break detect circuit,
whereln the break detect circuit activates a break detect
signal 1n response to the detection;

setting a first bit of a register coupled to the break detect
circuit upon activation of the break detect signal;

asserting a system management interrupt (SMI) signal via
an SMI circuit upon detection of the break detect
signal;

identifying the asserted SMI signal as a remote break at a
central processing unit (CPU) by reading the first bit of
the register, wheremn the CPU 1s placed i system
management mode (SMM);

generating a console redirection request on the asynchro-
nous connection;

processing the console redirection request at the CPU,
wherein the CPU calls the BIOS and an SMI handler
routine to service the console redirection request; and

clearing the serial break upon the completion of process-
ing of the console redirection request by setting a
second bit of the register.
21. The method of claim 20, wherein the processing of the
console redirection request at the CPU further comprises the
steps of:

transmitting a carriage return from the remote console to
the CPU, wherein the carriage return generates an SMI
password 1nitialization request which 1s processed by
the SMI handler routine.
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sending a password prompt from the SMI handler routine
to the remote console;

transmitting a password from the remote console to the
CPU; and

verilying the transmitted password with the SMI handler
routine, wherein the SMI handler routine receives the
transmitted password and compares the transmitted
password with a stored authentication password.

22. The method of claim 21, wherein upon three consecu-
tive password verification failures, the SMI handler routine
deactivates the break detect signal by setting the second bt
of the register.

23. The method of claim 21, wherein upon successiul
verification of the password, the SMI handler routine send a
second prompt to the remote console describing a set of
options for console redirection.

24. The method of claim 23, wherein the set of options for
console redirection includes a first option to reset the com-
puter system and enable BIOS console redirection.

25. The method of claim 23, wherein the set of options for
console redirection 1ncludes a second option to power cycle
the computer system and enable BIOS console redirection.

26. The method of claim 23, wherein the set of options for

console redirection includes a third option to power off the
computer system.
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