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(57) ABSTRACT

A method and apparatus to allow an executable program,
received from a first machine to a second machine, to
communicate with a third machine. Certain security restric-
fions prohibit an executable from communicating with a
machine other than that from which 1t was loaded. In, for
example, a web page diary application, content 1s down-

loaded from a first machine to a second machine. A user then

chooses to store the content on a third machine. In a first
the name of a
on the third

machine. The executable downloads and executes the trans-

embodiment, a first executable “knows”

second transfer executable that 1s stored

fer executable, which passes the information to be stored to
the

loaded from the third machine, 1t can communicate with the

third machine. Because the transfer executable 1s down-

third machine. A second embodiment does not “know” the
name of the transfer executable. It requests the 1dentification
of the third machine from the user and obtains the name of
the transfer executable from the third machine. The execut-

able then downloads and executes the transfer executable,

which passes the information to be stored to the third

machine.
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Ofsections A

404 Choose a section:

Who am I...
Businesscards
Cars & Motorcycles

Hot News

Cool Links

405 406
Mar Apr May Jun
Jm Aug Sep Oct Nov Dec
Sun Mon Tue Wed Thu Fri Sat
1 2 |
3 4 5 6 7 8 ¢ 411

10 11 12 13 14 15
17 18 19 20 21 22 23

24 25 26 27 28 29 30
31

FAFO]_Java Applet Window
Figure 4(c)
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450 \
452 453 454

Oy|Set PrivacyjLevel / _/ [[AIX

451 455

' 457

405 - 406

% ' I

B

Figure 4(d)

460 \

P{W3Diary 10X
% http://www.Aldministrator.nl/ 461

Just a quick note to remind
myself to visit the 462
Aldministrator website.

s %
FFEO[ Java Appiet Window
Figure 4(e)

406
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Figure 4(f)
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480 -
\ 482 483 484 485

O|An image foryour W3biary ~  ~ [-[BIX

TNED (D O (@ (@ B

The location of the image: 487
ee—t M s
Width—| Height:[

- 406
N Tee <&
0| Java Applet Window |

Figure 4(h)

490 \
O[Manipuiate Enty [ _TIX
B
492 = e 496

493 =

494 =

406

=0

Figure 4(i)
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498
7| W3Diary - Hotsession 01X
File Edit View Go Window Help :
Bookmarks .

Wednesday, May 27, 1998 T

499
499 ~
EDIT _

L]

L

Figure 4(j)

360
361
362 .
_] Allow Duplicates
405 406
Java Applet Window

Figure 4(k)
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Flowchart

The above operations are implemented through control by means of dynamic HTML
generation. A flowchart is given below in figure 11,

e By setting the W3Diary in edit mode, the HTML generator re-generates the
page and adds object control handies (in this case of type "edit") to the page

® [he user clicks on a control handle. The handle identification is passed on to
the HTML generation engine (by JavaScript in the current embodiment)

® Any appropriate action is executed on the object identified by the handle and
represented in HTML

e Finally, a new (updated) page is generated and displayed.

lnSIde a browser
251

Object 1 Object 2
N2

|
| Page on display

250

499

Object |
Inside the  Diary applet:  handles |
e HTML generation engine - -

e AUA engine .
e Ul engine
. .

~Other engines
O

HTML Control {(Editing content)
Figure 4(l)
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Wednesday, May 27, 1998

EDIT 499

Figure 4(m)

Wednesday, May 27, 1998

Figure 4(n)

Thursday, May 28, 1998

Figure 4(0)
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@ Request for transfer applet
y ‘
|
: POST 5
| 504 (4
\  o06 See Fig. (6b)) NW= 104
" Package
_\I () )—3[—~
102 User Dlary provider ?

IUser name ?

106

\ | Web
server

Content
Provider

Content Transfer

Figure 5(b)
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1) Today's.date section

2) Car section

- Window generated by transfer applet

Figure 7(a)

O|Content transfer [ [AIX

Destination Description

May 28, 1998 nice car

702

701 201

704 _
[]Allow Duplicates

Eie)

Window generated by transfer applet

Figure 7(b)
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Cover-specific files:
These files are provided by cover designers.

e Diary specific HTM'L—fiIes.
These files are shown in the browser at times the Diary is in some non-
Interactive state (e.g. while the Diary is starting up).

e Images.

A cover designer can provide images for the Diary user interface. For

.example, cover-specific graphics for the buttons in the user interface
may be provided.

e HTML templates.
These files specify the layout of the Diary pages.

® Generator configuration file.

This file contains information for the generator about the mapping of

templates to Diary pages. It is created using "Instant Cover", Diary's
integrated cover design tool.

Figure 9

User-specific files:
These files contain each W3Diary's user specific data:

e AUA-Database.
The content database contains the contents of a user's Diary.

e Config.
This file contains the user settings (see Config, above).

Figure 10
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AUA-Database

The Diary's content database contains the content a user has gathered. This
content comes in many types, but since it should be viewable in an HTML-

browser, the distinction between content types used by HTML will be adopted.
HTML supports these four types of content:

e plain text

e Images

e applets

e embedded objects

Each content entry is shown on one specific Diary section, so the database
stores the content on a per-section basis. As there are two kinds of sections
(date sections and named sections), this structure is a little more refined.

The following diagram shows the structure of the content database:

RE
o \ Content Entry 1
Content Entry 2
y 1108

Corten vy 1
~Conten Enry 2
/
—
1104 }1112
—
e

Figure 11
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Template HTML-files
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To specity the layout of the generated HTML-pages, the Generator uses HTML-templates.

tach HTML-templates uses the following Diary conventions that aliow on-the-fly tailoring of the

files:

1. Each image in the HTML-template named wifentry.qif is a placeholder for an entry; in

W3Diary terms, each witentry.git represents a box.

1. The dimensions of the witentry.gif in the original HTML-template will determine the bounding

box of an entry.

2. The cover designer can indicate that the bounding box may be rotated by 90 degrees if that

improves the fit.

2. Boxes must be inside an HTML table in order to allow correct generation of content

surrounded by edit or provide images.

3. For pages in 'date’ sections, each box should be accompanied by a time generator tag so

that time information attached to a content entry can be visualized.

1. While viewing the template, each time generator tag should be close to its box.

2. In the HTML-file, the order of the list of the _TIME_ generator tags should be the same as the

order of the list of the corresponding wifentry.qif's.

Note: this results in HTML table designs in which the time generator tags are above (or below)
each corresponding box. You cannot alternate the place (above/below) of the time generator tag
with respect to its corresponding box. For, by doing that, the sequence of the time generator

tags 1s not the same as the sequence of the boxes.

4. QOptionally, include at any spot and in any context one or more of the following generator

tags:
Generator Tag Substituted By
_SECTION_ the name of the section
_DATESTRING_ |the date
_YEAR_ the year
_MONTH_ the month
_MONTHNAME _ |the month
_DAY_ the day of the month
_WEEKDAY _ the day of the week
~TIME12 the time of an entry in am/pm
_TIME24_ ~ |the time of an entry, 24 hour based
_PAGE_ the number of the current page within a section
_MAXPAGE_ the total number of pages in a section

Figure 12

Example Value

Addresses

March 13, 1998

1998

3

March
13
Friday
9:30 pm
21:30

2

5



U.S. Patent Sep. 25, 2001 Sheet 23 of 23 US 6,295,639 Bl

Instant Cover

The individual template HTML-files are bound (like pages in a book). The
‘priority sequence” of these HTML-templates plus any other (meta-)information
about those HTML-templates is stored in a file. This file is called w3diary.wif

(WIF stands for "W3Diary Intermediate Format"). The Generator uses the WIF
file to match templates to a W3Diary section.

Templates Generator ' Pages
May 24, 1
1998
date
date Detault
Date Sep 8,
l 1998
cover | Addresses |
l My club named
User 1 '
user
My favorite |
' movies J

The WIF dbject is used to configure the Generator. The Generator consists of
multiple ordered sets of Templates (which have their own variables) and of

global variables. So the WIF object is just an efficient representation of the
Generator.

Figure 13
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1

SKCURELY ACCESSING A FILE SYSTEM OF
A REMOTE SERVER COMPUTER

RELATED APPLICATIONS

This application 1s related to the following applications,
filed concurrently herewith, each of which 1s incorporated
herein 1n 1ts entirety.

1. US. patent application Ser. No. 09/144,655, entitled

“Method and Apparatus for Implementing a Web Page
Diary” by van der Meer.

2. US. patent application Ser. No. 09/144,786, entitled
“Method and Apparatus for HIML Control” by van der
Meer.

3. US. patent application Ser. No. 09/144,717, entitled

“System and Method for Generating, Transferring and Using
an Annotated Universal Address” by van der Meer.

BACKGROUND OF THE INVENTION

The present invention relates generally to computer net-
works and, specifically, to a method and apparatus for
implementing a “diary” of Web pages or the like on a
computer network.

In recent times, the mternet has gained universal accep-
tance. A global network connecting millions of computers,
the Internet 1s the current “ultimate” in information and
communication technology. Still, 1t has quite a few draw-
backs. Some drawbacks, such as its speed (or lack thereof)

are readily apparent to the casual user. Other problems are
not as obvious.

A first problem 1s the facelessness of the Internet. In real
life, we (consciously or unconsciously) “judge a book by its
cover,” 1.., we form an opinion about other people based on
how they present themselves, through their style of clothing,
the car they drive, their hobbies and interests, and the people
they admire or detest. Non-technical users of the Internet
find 1t difficult to present themselves, other than what they
say 1n newsgroups, etc. Technically-minded users have some
ability to present themselves through their Websites.
However, setting up and maintaining a Website requires
more knowledge and effort than many users possess. To
design a good personal Website a user needs to know about
such areas as computer science, human-computer interface
design, graphic design, fine art, and writing. It 1s obvious
from many examples available on the Web today that not all
users have all of these skills 1n equal proportions. As such,
the Internet 1s essentially a faceless medium.

A second problem with the Internet 1s 1ts volatility. While
browsing the World Wide Web, users encounter huge
amounts of information. In the real world, when we visit a
place, we take home a tangible memory of the place, such as
photographs or souvenirs. Web users do not have this option.
Current mechanisms for saving references to Web pages
(e.g., bookmarks and favorite lists) have the large drawback
of being text-oriented and, therefore, provide no visual (or
other) clue as to why the user originally thought the infor-
mation was 1nteresting enough to bookmark. The only
memories a Web user has of the sites he has visited are some
rather 1nexpressive bookmarks that say something like
“Welcome to the homepage of SomeCompany”™ or “http://
www.somecompany.com/”. Such bookmarks give no sen-
sory clue as to why the user bookmarked the page 1n the first
place. Thus, a user’s travels on the Web are rather volatile,
since he has nothing tangible by which to remember where
he has gone. What 1s needed 1s a way for users to keep track
of locations that they have visited 1n a more visual and
memorable way.
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2
SUMMARY OF THE INVENTION

The present mvention allows a user to create a “diary”
containing multimedia references to web sites that the user
has visited. These references (also called “content objects™
or “objects™) can be addresses or URLSs of, for example, text,
bookmarks, 1images, programs, movies, etc. Many content
objects are provided via the Web sites of “content
providers,” with the specific intent of making the content
objects available to a user to place 1n his diary. Other content
objects can be copied from the diaries of other users. Still
other content objects are entered by the diary owner himself.

The term “diary” arises because the invention preferably
allows the diary owner to save these references 1 associa-
tion with dates and/or times. Thus, at least part of the user’s
diary will likely organize information about web pages (and
other types of information specified by the diary owner) by
dates. Other parts of a diary organize data according to type
of data, having a diary page for such types of information as
“recipes,” telephone numbers, favorite Websites, etc. The
pages of a user’s diary may be navigated like a book, moving
forward and backward through the pages or jumping to a
particular page. In addition to storing references to Web
information, the diary owner can also jot down reminders,
enter appointments, and birthdays, etc. for dates.

A diary owner 1s allowed to choose a visual “theme” for
the pages of his diary. This theme can be changed at any time
by the diary owner and reflects how the diary owner wants
to present himself and his diary to the world. A theme 1s
reflected 1n a “cover” of a user’s diary and 1n the design and
ogeneral layout of the pages in the user’s diary. These themes
and covers are generally designed by professional graphics
artists and provide an opportunity for revenue via the
placement on the cover of ads or graphics associated with a
particular company or product. In fact, the ultimate “ads”
cover may be created when a single company creates a cover
as an ad for 1tself. The company pays a licensing fee for the
ability to provide a cover and for the right to be mentioned
in a list of possible covers.

The diary owner can set various levels of privacy for
different portions of his diary. Thus, only certain portions of
the diary (for example, a daily entry or a reminder list) can
be viewed only be the diary owner, while other portions of
the diary can be viewed by anyone with a Web browser.
Thus, a diary owner may organize all or part of his diary to
present an 1mage of himself to the world.

The present invention allows “content providers™ to place
content (“souvenirs”) on their Web page. Diary owners can
then download a reference to the content 1nto their personal
diaries. When a user views the Web page of a content
provider, he can choose to add one or more pieces of content
offered on the Web page to his diary. A downloadable
content object on a content provider web site has an asso-
clated executable program, such as a JavaScript, to aid in

placing a reference to the content into the diary as discussed
below in connection with FIGS. 5(a) and 5(b).

The diary owner can edit existing diary content and layout
by entering an edit mode, which allows the owner to move
and copy pieces of the content of a diary page, either within
the page or to another page. A Diary applet regenerates the
page to reflect the editing changes and passes it to the
browser for display.

The Java execution environment implements certain secu-
rity restrictions for Java applets. All Java parts of the diary
embodiment are implemented as applets, so these security
restrictions apply. Specifically, a Java applet that was loaded
from server machine, onto user machine to communicate
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with a different machine, such as content provider machine,
can be problematic. Similarly, most Java execution environ-
ments do not allow Java applets to read, write, create, delete,
or otherwise modity or examine the local file system. The
first limitation raises problems when a diary owner wants to
use content provided by a third party. Use of such content 1s
described 1n detail 1n copending U.S. patent application Ser.
No. 09/144,717, entitled “System and Method for
Generating, Transferring and Using an Annotated Universal

Address” by van der Meer.

The described embodiments of the present invention
provide an implementation of the transfer function to save
data from a third party provider between the diary applet (in
the owner system) and the diary server (which stores diary
data) that overcomes this restriction. While the three
machines are typically separate, this method works even
when one or more of the machines are the same. This
transfer mechanism 1s not limited to diary applications and
1S usable 1n various other circumstances, such as whenever
an executable program loaded from a first machine to a
second machine needs to communicate with a third machine.

In accordance with the purpose of the invention, as
embodied and broadly described herein, the invention
relates to a method for allowing an executable program
recerved on a first machine from a second machine to send
data to a third machine, comprising: loading data and an
executable program assoclated with the data onto a first
machine from a second machine, the executable program
being designed to begin execution from within a browser;
executing the executable program upon an action by the user
indicating that the user wishes to transfer the data to the third
machine; generating, by the executable program, descriptor
language for a new page including a reference to an execut-
able transfer program; receiving the executable transfer
program from the third machine; and executing the execut-
able transfer program, received from the third machine, to
send the data received from the first machine to the third
machine.

In further accordance with the purpose of the invention, as
embodied and broadly described herein, the invention
relates to a method for allowing an executable program
received on a first machine from a second machine to send
data to a third machine, comprising: loading data and an
executable program associated with the data onto a first
machine from a second machine, the executable program
being designed to begin execution from within a browser;
executing the executable program upon an action by the user
indicating that the user wishes to transter the data to the third
machine; requesting, by the executable program, descriptor
language for a new page from the third machine, where the
new page includes a reference to an executable transfer
program; receiving the executable transfer program from the
third machine; and executing the executable transfer
program, received from the third machine, to send the data
received from the first machine to the third machine.

In further accordance with the purpose of the invention, as
embodied and broadly described herein, the invention
relates to an apparatus that allows an executable program
recerved on a first machine from a second machine to send
data to a third machine, comprising: a portion coniigured to
load data and an executable program associated with the
data onto a first machine from a second machine, the
executable program being designed to begin execution from
within a browser; a portion configured to execute the execut-
able program upon an action by the user indicating that the
user wishes to transfer the data to the third machine; a
portion configured to generate, by the executable program,
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descriptor language for a new page including a reference to
an executable transfer program; a portion configured to
receive the executable transfer program from the third
machine; and a portion configured to execute the executable
transfer program, received from the third machine, to send
the data received from the first machine to the third machine.

In further accordance with the purpose of the 1nvention, as
embodied and broadly described herein, the invention
relates to an apparatus that allows an executable program
recerved on a first machine from a second machine to send
data to a third machine, comprising: a portion coniigured to
load data and an executable program associated with the
data onto a first machine from a second machine, the
executable program being designed to begin execution from
within a browser; a portion configured to executing the
executable program upon an action by the user indicating
that the user wishes to transfer the data to the third machine;
a portion configured to request, by the executable program,
descriptor language for a new page from the third machine,
where the new page includes a reference to an executable
transfer program; a portion configured to receive the execut-
able transfer program from the third machine; and a portion
configured to execute the executable transfer program,
received from the third machine, to send the data received
from the first machine to the third machine.

Advantages of the invention will be set forth 1n part 1n the
description which follows and 1n part will be obvious from
the description or may be learned by practice of the inven-
tion. The objects and advantages of the invention will be
realized and attained by means of the elements and combi-
nations particularly pointed out 1n the appended claims and
equivalents.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated 1n
and constitute a part of this specification, 1llustrate several
embodiments of the invention and, together with the
description, serve to explain the principles of the invention.

FIG. 1(a) 1s a block diagram showing exemplary physical
connections between elements of a system 1n accordance
with an embodiment of the present invention.

FIG. 1(b) is a block diagram of a computer network in
accordance with an embodiment of the present invention,
showing how a user’s diary 1s viewed or edited.

FIG. 1(c) 1s a block diagram of a computer network in
accordance with an embodiment of the present invention,
showing how a content provider creates a diary cover.

FIG. 2(a) is a block diagram of a data processing system
acting as a diary owner system.

FIG. 2(b) is a block diagram of a data processing system
acting as a diary server.

FIG. 3 1s a flow chart showing steps to view or edit a diary.

FIG. 4(a) shows an exemplary web page being viewed
with a browser, and also shows a diary navigator bar.

FIG. 4(b) shows an exemplary Sections window that
allows the user to choose a non-dated diary section (or page)
to view.

FIG. 4(c) shows an exemplary Calendar Window that
allows a user to select a dated diary section (or page) to view.

FIG. 4(d) shows an exemplary Privacy window that
allows an owner to set the privacy attributes of a diary
section, page, or content object.

FIG. 4(¢) shows an exemplary Notes window that allows
the diary owner to add notes to a link on a diary page.
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FIG. 4(f) shows an exemplary Advanced window that
allows a diary owner to perform various advanced editing
functions on a diary page.

FIG. 4(g) shows an exemplary Add Entry window that
allows a diary owner to add various types of content to a
diary page.

FIG. 4(/1) shows an exemplary window allowing a diary
owner to add content of type 1mage to a diary page.

FIG. 4(i) shows an exemplary window that allows the
diary owner to manipulate existing content on a diary page.

FIG. 4(j) shows an exemplary diary page as displayed in
edit mode.

FIG. 4(k) shows an exemplary copy/move window that
allows a diary owner to copy or move content objects from
and/or within their diary page.

FIG. 4(/) 1s a flow chart showing how an edit 1s performed
on content during edit mode.

FIG. 4(m) shows an exemplary diary page after a content
object has been moved, but while the page 1s still in edit
mode.

FIG. 4(n) shows an exemplary diary page after a content
object has been moved, and after an exit from edit mode.

FIG. 4(0) shows an exemplary diary page after a content
object has been copied to another page and, and after an exist
from edit mode.

FIG. 5(a) shows an overview of a first embodiment of a
data transfer function involving three machines.

FIG. 5(b) shows an overview of a second embodiment of
a data transfer function mvolving three machines.

FIG. 6(a) shows a Web page fetched from a content
provider system allowing the diary owner to add some
content on the page to his diary.

FIG. 6(b) shows an example of a window generated by an
executable function during transfer of data between three
machines, to prompt a diary owner for his name and diary
SEIVer.

FIG. 7(a) shows an example of a window displayed
during transier of data between three machines.

FIG. 7(b) shows an example of a window displayed
during transier of data between three machines.

FIG. 8 shows an exemplary architecture for an embodi-
ment of the present mnvention.

FIG. 9 lists exemplary files provided by cover providers
in a preferred embodiment of the present invention.

FIG. 10 lists exemplary files provided to generate the
contents of diary pages 1n a preferred embodiment of the
present mvention.

FIG. 11 shows an exemplary format of an AUA-database
of FIG. 10.

FIG. 12 shows exemplary cover HTML-files 1n a pre-
ferred embodiment of the present invention.

FIG. 13 shows a diagram of a relationship between
var1ous Kinds of covers and the layout of pages generated by
a diary applet.

DETAILED DESCRIPTION OF EMBODIMENTS

Reference will now be made 1n detail to several embodi-
ments of the present invention, examples of which are
1llustrated 1n the accompanying drawings. Wherever
practicable, the same reference numbers will be used
throughout the drawings to refer to the same or like parts.
A. General Discussion

The present invention allows a diary owner to organize his
information like a book. This information includes links to
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web sites he has visited and to content he has chosen to add
to the diary. A diary includes one or more “sections.” Each
section contains one or more pages. The owner of the diary
inserts “content objects” mto the pages and sections of his
diary. Some sections have a theme, such as “Recipes,”
“Telephone Number,” or “Favorite Sites.” All other sections
correspond to a date. Optionally, content objects may be
organized by time. The described embodiment of the present
invention handles time attached to content objects 1n a
well-known and intuitive way. For example, 1t may sort
these content objects by time and present them 1n the diary
organization before content objects without time attached.

A diary has a book design. The book design determines
the graphics and layout of content within pages of a diary.
A book design includes page designs, and how page designs
are mapped to actual pages of the diary. A page design may
be unique to a section or repeated within a section or across
sections. For example, the same page design may be applied
to all Monday pages. The page design defines the visual and
audible appearance of the page. A page design provides slots
for content entries or objects. The page design determines
the size and location of these slots within the page.

Diary owners 1nsert content objects mto pages. When a
content object 1s 1nserted 1nto a page, 1t 1s displayed 1n one
of the slots provided by the page design of the page. A
content object can be any type of object, including text,
bookmarks, 1mages, programs, movies, etc. The set of
content objects inserted into the diary by the user 1s known
as the “book content.”

Unlike a traditional book, the book design and book
content of a diary are independent. Both of the book design
and the book content may be changed at any point 1n time.
The owner of a diary can switch book design at any time.
The designer of a book design may change the book’s design
at any time.

The diary software dynamically combines the diary’s
book design and book content to present a cohesive view of
the ‘book.” Furthermore, a single book content may have
many different views, each with a different book design.

The described embodiments of the present invention are
empowered by features that only an electronic book can
offer. The electronic book can be stretched whenever
required. The owner of the diary may add new sections to the
book. The diary determines the number of pages 1n a section
by the amount of content placed by the diary owner into the
section. Whenever the number of pages of a section 1is
msufficient to contain the amount of content 1n the section,
the diary adds a new page to the section automatically.
Similarly, the diary automatically deletes unused pages 1n a
section.

Like other electronic books, the diary can be accessed
through an electronic network. The diary can be read in
concurrently by multiple users in different locations.
Furthermore, different constituents of the diary may be
stored or located 1n different locations within the network.
For example, the book design, book content, parts of the
book design, or content entries may be located 1n different
locations within the network.

In the described embodiment, the diary may enforce
privacy-rules on any part or level of the book, 1.e., book,
section, page, individual content entry. Other embodiments
may 1mplement other levels of privacy rules and multiple
implementations of this privacy concept are possible. In
various implementations, privacy enforcement may be either
advisory or mandatory. Different authentication and veridi-
cation schemes may be employed to identify the user
attempting to access the book. If a user does not have
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suificient permission to view an object 1n a diary, the diary
may not make the object visible to the user, 1.¢., the user does
not even know that the object exists, or it may present the
object using an alternate representation.

The diary has electronic search and navigational capabil-
ity. The user of a diary may jump directly to any section/
page of the book directly by electronic navigation through
the book. The diary has dedicated search options to speed up
access to content. For example, the user may have the option
to jump to the most recent or nearest future section/page that
contains at least one content entry.

The diary provides means to manipulate the contents in
the book. A diary owner can provide permission to autho-
rized users to 1sert content entries manually or by any other
means, copy, delete, or move content entries. Content entries
may be manipulated one at a time, or 1n larger groupings. For
example, all the content entries within a section may be
manipulated as a group, the content entries within a range of
sections may be manipulated as a group, or all the content
entries 1n the book may be manipulated as a whole.

FIG. 1(a) shows a physical connection between three data
processing systems: a user system 102, a diary server 104,
a cover provider 105, and a content provider 106. It will be
understood that, although only one of each kind of system 1s
shown for clarity, there may be many user systems 102,
many diary server systems 104, many cover provider sys-
tems 105, and many content provider systems 106. A user
normally has one diary on one diary server, but a user can
also have multiple diaries on one or on multiple diary
servers. Each of the data processing systems communicates
with the others via a network 140. Network 140 can be the
Internet, a WAN, a LAN, a wireless network, a cellular
telephone network, a radio frequency network, or any other
appropriate network or connection.

FIG. 1(b) is a block diagram of a computer network in
accordance with an embodiment of the present invention,
showing how a diary is edited or viewed. FIG. 1(b) includes
user system 102, diary server 104, and one or more content
providers 106. User system 102 can be the system of the
owner of the diary or a system of some other person who
wishes to view the diary. User system 102 includes a
browser 110 (which is shown executing a diary applet
downloaded from diary server 104) and diary information
114 containing information about the diary of this diary
owner. One of the functions of diary applet 112 1s to generate
the HITML 111 for the Web pages of the user’s diary (which
preferably are displayed by browser 110 in the browser
window) on output device 222 (see FIG. 2(a).

Diary server 104 includes diary information 122 (which
includes diary information for a plurality of users’diaries),
diary software 124, and an original copy of diary applet 112,
residing with the HTML or other description language 113
needed to display an imitial Web page. Throughout this
document, although the embodiment 1s described in connec-
tion with HITML (Hypertext Markup Language), it will be
understood that the mnvention can be implemented using any
appropriate descriptor language. Similarly, while the
described embodiment uses a Java applet 112, any appro-
priate executable program can be used to implement the
functionality of diary applet 112, including but not limited to
JavaScript, Active X controls, Visual Basic, and plug-ins. In
the described embodiment, a user begins viewing or editing
a diary by viewing a Web page 113 available from the diary
server. This web page allows the user to indicate that he
wishes to view or edit a specified diary. This indication
begins execution of diary applet 112, which sends a request
116 to diary server 104 for the contents of the specified diary.
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When diary software 124 receives request 116 from browser
110, 1t sends information 118 appropriate for the specified
diary to the user system. This information 118 includes diary
information, an example of which 1s discussed below 1n

connection with FIGS. 9 and 10.
Diary applet 112 reads diary information 114 received

from the server and generates HITML 111 for one or more
diary pages 1n accordance with diary information 114. Diary
applet 112 instructs the browser 110 to display the diary
page(s) in the browser window. In the described
embodiment, diary applet 112 communicates with the user
both through the browser window and via a user interface

popped up by the applet (see, e.g., FIG. 4(a)). All direct
interaction (i.e., all interaction that is not done via the
browser window) of the diary applet with the user is by
windows that are popped up by diary applet 112.

It will be understood that all or part of a person’s diary can
be viewed either by the owner of the diary or by other
people, depending on how the owner sets privacy values
associated with the diary. In fact, a person’s diary pages can,
in general be viewed by any person having access to a
browser. The browser can be a standard Web browser, such
as Navigator, available from Netscape Corp. and Explorer,
available from Microsoft Corp. and does not need to be
modified to allow a user to view an existing diary.

FIG. 1(c) 1s a block diagram of a computer network in
accordance with an embodiment of the present invention,
showing how a content provider creates a diary cover using
a cover provider system 1035. The cover provider can be, for
example, an entity who has paid a fee to be allowed to create
diary covers that diary owners can use 1n their diaries. It 1s
anticipated that cover providers will add advertisements,
product placements, or the like to their covers, but this 1s not
required. A cover provider executes an enhanced version of
diary applet 112.

FIG. 2(a) is a block diagram of a data processing system
acting as a user system 102. FIG. 2(b) is a block diagram of
a data processing system acting as a diary server 104. Data
processing systems 102, 104 mclude processors 202, 252
and storage areas (such as memories) 204, 254. Storage areca
204 1n user system 102 includes a browser 210 and diary
information 212. Browser 210 can be any appropriate
browser, including but not limited to Navigator and
Explorer. Storage 254 1n diary server 104 includes diary
information 122 for all users and diary software 124 for
communicating with applet 112.

Systems 102, 104 also include an 1nput device 220, 270
such as a mouse, a keyboard, a touch screen, or any other
appropriate device. Systems 102, 104 also include an output
or display device such as a display screen, monitor, or any
other appropriate device. Certain implementations of the
invention include sound capability. Both system 102, 104
connect to a network such as the Internet or any other
appropriate network via a connection 230, 280.

In certain embodiments, diary server 104 includes a
computer readable medium 1nput device 274, which 1is
capable of reading a computer readable medium 276. A
person of ordinary skill in the art will understand that the
systems of FIGS. 2(a) and 2(b) may also contain additional
clements, such as input/output lines; additional input devices
and additional display devices. The systems of FIGS. 2(a)
and 2(b) also may include application programs, operating
systems, data, etc., which are not shown in the figure for the
sake of clarity. It also will be understood that the systems of
FIGS. 2(a) and 2(b) can also include numerous elements not
shown, such as disk drives, keyboards, display devices,
network connections, additional memory, additional CPUs,
additional processors, LANs, mput/output lines, etc.
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In the following discussion, 1t will be understood that the
steps of methods and flow charts discussed below preferably
are performed by one of processors 202, 252 (or other
appropriate processor or processors) executing instructions
stored in storage areas 204, 254 (or other appropriate storage
areas). Specifically, the steps of the embodiment described
herein are performed by diary applet 112 when 1t executes in
browser 100 (and by other executable programs within the
browser as described below) and by diary software 124. It
will also be understood that the 1nvention 1s not limited to
any particular implementation or programming technique
and that the invention may be implemented using any
appropriate techniques for implementing the functionality
described herein. The invention 1s not limited to any par-
ficular programming language, operating system, or network
protocol.

Some or all of the instructions and data structures in
storage arcas 254 may be read into memory from computer-
readable media 276. Execution of sequences of mnstructions
contained 1n the storage areas causes processors 202 or 252
to perform the process steps described herein.

In alternative embodiments, hard-wired circuitry may be
used 1n place of or in combination with software instructions
to implement the invention. Thus, preferred embodiments of
the invention are not limited to any specific combination of
hardware circuitry and software. The 1nstructions performed
by the processors can also be transmitted over a carrier wave
in a computer network such as the internet, an intranet, a
LAN, a WAN, and so on.

B. Overview of Viewing and/or Editing a Diary

FIG. 3 1s a flow chart 300 showing steps to view or edit
a diary. In general, steps of the left side of the figures are
performed by diary applet 112 executing in a browser of user
system 102, while steps on the right side of the figure are
performed by diary software 124 executing in diary server
system 104. In step 302, the user starts his browser 110 and
views an initial diary web page (not shown) received by the
browser 1n a manner known to persons of ordinary skill in
the art. This diary web page allows new diary owners to
register and to pick initial covers for their diaries (not
shown), while allowing existing diary owners to decide to
view and/or edit their diaries and allowing any person to
view the non-private diaries of others. In step 304, the user
indicates that he wishes to view or edit a diary, diary applet
112 1s obtained from system 104 and executed within
browser 110 and the remainder of steps of FIG. 3 are
performed.

In step 304, diary applet 112 sends the request for diary
information to diary server system 104, where, 1n step 306,
diary server system 104 sends diary data 122 for the speci-
fied diary to applet 112. In a preferred embodiment of the
invention, this diary data 1s transferred as a ASCII
document, and not via the browser, although any appropriate
format could be used. As will be understood by persons of
ordinary skill in the art, the applet and diary data could also
already be stored 1n a cache of the system 102 and, therefore,
it would not be necessary to transfer data from the server.
This cache 1s not necessarily the browser cache. Diary applet
112 receives diary data for the user and stores it in diary
information 114. In the described embodiment, diary infor-
mation stores three basic types of data: an AUA-database
specifying the content of the diary page(s) that was gathered
or created by the user; a cover (also called a cover or a
“presentation context”) for the diary, and configuration
information for the user. An AUA 1s an “Annotated Univer-
sal Address,” as described 1n U.S. patent application Ser. No.
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Transterring and Using an Annotated Universal Address™ by
van der Meer. The AUA-database 1s user-specific. The cover
1s shared by all users that have selected the same cover. The
conflguration information, such as privacy level, passwords,
or the full name of the user, is user-specific. A fourth part (a
backup AUA-database, not shown) can be created on the fly
and 1s used to “go back” to previous diary content.

In step 308, diary applet 112 generates one or more pages
of the diary in HIML 1n accordance with the cover, content,
and configuration information. The HTML 1s displayed as a
diary page by browser 110. After generating a first page of
the diary, diary applet 112 displays a navigator bar or some
other appropriate user interface, such as that shown 1n FIG.
4(a), and thereafter reacts to the actions of the user to view
or change the diary, as described below. In step 310 diary
applet 112 sends changes (if any) for the user’s diary to the
diary server (periodically or at user’s instruction).

C. Navigation by a User within a Diary

The following section provides examples of the various
functions of the diary navigation mechanism used in the
described embodiment. It will be understood that the spe-
cilic buttons and functionality described are provided by
way of example and not of limitation. Other buttons and
other functionality can be added and certain buttons and
functionality can be omitted invention without departing
from the spirit of the present invention.

1. The Navigation Bar

In FIG. 4(a), exemplary diary page 400 is being viewed
with browser 110, and diary applet 112 has popped up a
diary navigator bar window 402. In the Figure, both diary
page 400 and navigator bar 402 are displayed on a display
screen 404. As discussed above, diary page 400 was gener-
ated by diary applet 112 1n accordance with diary informa-
tion 114 for the diary page 400, which was previously
created by an owner of the diary. As can be seen, diary page
400 1s an undated page entitled “Car Section” and 1s dedi-
cated to information added by the diary owner about cars. In
the figure, the diary owner has previously added one image
of a car 410 to the diary page. Dated pages look similar,
except that the date appears on the page (e.g., at the top) and
1s associated with the page 1n the diary information 114.

As shown in FIG. 4(a), navigator bar 402 includes buttons
422, 424, 426, 428, 430, 432, 434, 436, 438, 440, 442, 444,
and 446. The first eight buttons are used to allow the user to
move around within the pages and sections of a diary. Thus,
button 422 represents a “Sections” function that allows the
user to view undated sections of the diary. Buttons 424, 432
allow the user to display a last or next section that contains
at least one content object. “Last” and “next” are to be
interpreted relative to the section currently showing. Buttons
426 and 430 allow the user to display the immediately
previous or next section. “Previous” and “next” are to be
interpreted relative to the section currently showing. For
dated sections, the previous section 1s the section that
corresponds to the date before the date currently showing.
Next corresponds to the date after the date currently show-
ing. Buttons 428 allows the user to display a diary page or
section for a specific date. Each section, dated or not, can
have multiple pages within the section. Buttons 434 and 436
allow the user to display next or previous diary pages for a
section (i1.e., multiple diary pages may exist for each
section). Button 438 allows a user to change the privacy
level on which the diary 1s operating, providing that the user
1s able to authenticate himself at the desired level. Buttons
440, 442, 444, and 446 arc only available when the diary is
operated at the “owner” privacy level. Button 440 will
pop-up a new window containing the advanced diary opera-
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fions such as, e€.g., moving or copying objects from one
section to another. Button 442 allows a user to create a “text”
object to be placed in the current sections. The final two
buttons 444, 446 provide access to a backup function and an
edit property function. Button 446 1s only present if the user
who 1s running the diary applet 1s also registered as a cover
builder. Button 446 allows the user to change the properties
of the diary 1itself.

FIG. 4(b) shows a Sections window that allows the user
to move between undated sections 1in the diary. The user 1s
presented with a list of existing sections. Diary applet 112
reads the user’s selection and generates HIML {for the
selected section 1n accordance with diary information 114.
In the window of FIG. 4(b) and others of the windows
mentioned below, the user can click cancel 405 or accept
406 to cancel or accept any changes he has made.

FIG. 4(c) shows a calendar window that allows the user
to move between dated sections 1n the diary. The user is
presented with a calendar input that allows him to view a
diary page for a given month, day, and year. Icon 407 1s a
shortcut. It indicates that the diary page for “today” should
be displayed. Buttons 408 allow the user to increment or
decrement a current year. Areca 409 allows the user to enter
a year, which may be more efficient than incrementing or
decrementing under certain circumstances. Diary applet 112
reads the user’s selection and generates HIML for the
selected page or section 1n accordance with diary informa-
tion 114.

2. Privacy Level of a Diary Page

Button 438 allows any user to change the privacy level on
which the diary 1s operating, provided that the user 1s able
to authenticate himself at the desired level. Authentication 1s
preferably performed by requiring the user to enter a pass-
word required to change the privacy level to a certain level.
In the described embodiment, clicking or otherwise select-
ing this button displays window 450 of FIG. 4(d).

FIG. 4(d) shows a window 450 or similar navigational
clement for the privacy function of button 438. Window 450
allows a user of the diary to set a privacy level at which the
diary 1s operating of: world, friend, close friend, best friend,
and owner via respective buttons 451, 452, 453, 454, and
455. Any user can change the privacy level, provided that he
1s able to authenticate himself, €.g., via a password supplied
in area 456. This window determines which sections and
which objects will be visible during browsing through the
diary. If the user selects the owner privacy level (button 455)
and can supply a correct password 1n area 456, after clicking
OK button 457, buttons 440, 442, 444, and 446 of FIG. 4(a)
become available to the owner. Otherwise these buttons are
ograyed out. Use of button 440 will pop-up a new window
containing the advanced diary operations such as, e.g.,
moving or copying objects from one section to another. The
passwords for a particular user’s diary pages are stored as
configuration information in that user’s diary information
114.

3. Adding a Note on a Diary Page

Button 442 provides a way for the owner to make quick
notes with an 10 optional associated link in the diary. FIG.
4(e) shows a window 460 or similar navigational element for
the note function of button 442. Window 460 includes an
arca 461 in which a diary owner can enter an address (such
as a URL) of a link 1n the diary. The window also includes
an arca 462 where the diary owner can enter his text. After
the diary owner enters a link address and some text, applet
112 adds the entered text to the diary imnformation 1n asso-
ciation with the entered link on the page. When the diary
page is viewed, the note (with the link attached to the note)
will be displayed as part of the diary page.
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4. Store Function

Store button 444 stores the AUA-database, the
conflguration, and the backup AUA-database if and only 1f
these three parts of the diary information have been created
(only in case of the backup AUA-database) or changed.
Button 444 1s enabled by diary applet 112 when something
in the diary has been changed. In the described embodiment,
the diary also saves the diary information when the user
instructs the browser to load a Web site different from the
diary server. This will cause the browser to unload the diary,
which automatically starts the save option.

5. Advanced Functions

Button 446 provides access to certain advanced function-
ality as described below. FIG. 4(f) shows a window 470 or
similar navigational element for the advanced function of
button 440. Window 470 includes four upper left-hand
buttons 471, 472, 474, 475, which allow the diary owner to
modify his AUA-database. With these buttons an owner can
add a content entry (button 471), add a section (button 472),
change passwords for privacy levels (button 473), put diary
in edit mode (button 474), edit section properties (button
475), and make/load backup (button 476). Button 477 is a
special button available only to content providers.

Button 473 allows the owner to change passwords for the
four privacy levels that are shown in FIG. 4(b). All users
must enter an appropriate password before diary applet 112
will generate HTML (for content objects) or otherwise
reveal the existence of objects having those privacy levels
(e.g., for named sections in the named section list 404).
Button 476 allows the user to backup/load the diary con-
tents. Button 477 1s only present 1f the user who 1s running
the diary applet 1s also registered as a content provider.
Button 477 allows a content provider to change an existing
“standalone” HTML file 1n such a way that 1t will, after the
change, provide content for any user to include 1n their diary.
If the diary owner adds a section to his diary via button 472
(or changes a section via button 4785), the diary owner only
needs to specify the name of the section (window not
shown). Diary applet 112 will add a section to the user’s
diary having the specified section name using the default
cover for the diary.

1. Adding Content Entries

FIG. 4(g) shows a window or similar navigational ele-
ment for the add content button 471 of FIG. 4(f). This
window allows an owner to add his own content entries to
his diary. The diary owner selects a type of: 1image 412, text
413, applet 414, or embedded object 415. Depending on
which type of content the diary owner 1s adding, an appro-
priate window, such as the window in FIG. 4(/) 1s displayed.

FIG. 4(/) shows a window 480 or similar navigational
clement to allow the diary owner to add his own image
entries to his diary. This requires specifying the address
(such as a URL) of the image (in area 487), as well as the
real width and height of the 1image 1n areas 488 and 489. The
buttons on the top row are used to specity whether or not to
provide the image to other diary owners, 1.€., whether other
diary owners can copy the content from a diary into their
own diary (button 481), to set a weight (button 482), to set
a time button 484, to set a privacy level for the image (button
485), and to provide a textual description of the image in the
diary (button 486). Image weights are used, for example,
when a series of 1mages are available. Each image in the
series 1s assigned a weight so that applet 112 can order the
images if needed. Time button 484 associates a time (such
as a creation date or a date in history) with the image. The
date associate with an object 1s implicit, since the object 1s
part of a data section, but an object can have an associated




US 6,295,639 Bl

13

fime. Under certain circumstances, applet 112 will generate
a diary page having the 1mages of the page 1n time-sorted
order. Diary applet 112 will add an 1mage to the current
section (that is, the entry just created). Although not shown
in the figures, similar windows exist to allow the diary
owner to add content of types text, applet, and embedded
object to a diary page. An embedded object 1s the HTML
term for an “external” object type, such as a Quick-Time
movie, ReadAudio, RealVideo, etc.

11. Moditying Content Entries

Button 474 of FIG. 4(f) causes applet 112 to display an
edit mode window 490 as shown in FIG. 4(i), which enables
a diary owner to modify content entries that are already 1n
the diary. As shown in FIG. 4(}), in this mode, entries in a
diary page are gencrated by diary applet 112 to have a
clickable border 499 or some similar indicator (which can be
cover specific). Clicking this border 499 brings up the
window 490 shown in FIG. 4(i). Window 490 offers an
owner the ability to modify the position of the entry in the
section: move to top position; move one position up; move
one position down; move to bottom position (buttons 491,
492, 493, and 494), and the ability to copy, move, or delete
the selected entry (button 495). The diary owner can change
properties of a content object on a diary page via button 496,
which opens a window (not shown) similar to that which is
used to add an entry (see FIG. 4(%)), with at least one
difference.

Content entries that are provided by third parties are not
modifiable. Because a content provided has invested time,
money, and/or energy 1n the creation of a diary object, and
because content providers should be encouraged to continue
to supply content, users are not allowed to change any aspect
of an object that was provided by a third party. This will
prevent undesirable user actions such as changing the link
associated with an image of CompanyA (that originally
pointed to some spot in the web site of CompanyA) to point
to some spot 1n the web site of companyA’s biggest com-
petitor. Only the time, privacy level, and description can be
changed by the diary owner. Note that the time, privacy
level, and description were the entries added by the diary
owner himself (as opposed to transferred from a content
provider web page).

FIG. 4(]) is a flow chart showing steps involved in editing
an existing content object. In step 250, once diary applet 112
determines that the page 1s 1 edit mode, applet 112 regen-
crates the page to add an object control “handle” 499 to each
content object on the diary page (see FIG. 4(})). In step 251,
when the diary owner clicks on a control handle, the browser
initiates executable program code (e.g., Java or JavaScript)
that has been generated by applet 112 and added to the
HTML edit-mode page being displayed. When the diary
owner clicks on the handle 499, the browser executes this
program code 1n a manner known to persons of ordinary skall
in the art. The program code then communicates with applet
112 to tell 1t which content object has been selected for
manipulation. Applet 112 then displays appropriate windows
(see, for example FIGS. 4((f) and 4(k)) to allow the diary
owner to manipulate the selected content object). Diary
applet 112 executes appropriate action(s) on the selected
content object 1dentified by the handle 499. In step 253,
diary applet 112 regenerates the HIML for the diary page to

reflect the edit, after which the HITML 1s displayed by
browser 110.

The reason that diary applet 112 must generate an execut-
able program associated with each handle 1s that there 1s no
other way for applet 112 to learn when the diary owner has

clicked on a handle 499. The HI'ML for a diary page is
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actually displayed by browser 110, and the browser would
not otherwise notify applet 112 of a handle click. The
method of FIG. 4(/) enables embodiments such as a diary to
display and manipulate contents within an HI'ML document
and, at the same time, uses the browser as a vehicle to handle
the actual display an diary owner 1nput. Using the browser
avolds having to duplicate the browser functions that inter-
face to the user and that display pages in accordance with

HTML.
Thus, for example, in FIG. 4(j), diary applet 112 has

already regenerated the diary page to display a handle 499
around the object and to add an executable program in the

HTML for the diary page. This executable program 1is
associated with the handle and will be executed when the
handle 1s clicked. In the described embodiment, when the
handle 499 1s clicked, the associated executable program

will pass the identity of the selected content object to applet
112, which will then display the window of FIG. 4(i). This
window (and the other windows described herein) are gen-
erated by applet 112 and are not displayed via the browser.
If the diary owner indicates via several presses of button 494
of FIG. 4(7) that the content object 1s to move to the bottom
position, applet 112 will eventually regenerate the diary
page to look like the diary page in FIG. 4(m). Note that the
selected content object has been moved to the bottom right
on this diary page (which the cover for this diary has defined
as the bottom position of this diary page). Applet 112
communicates with the browser to display the regenerated
HTML of the diary page. Once the diary owner clicks on
accept button 406 of FIG. 4(i), applet 112 is caused to exit
edit mode (via another executable program) and regenerates
the diary page without handle 499 to yield a page such as the
page of FIG. 4(n), where content object 401 is again
displayed 1n 1ts new position, but without a handle. The next
time this page 1s saved to diary server 104, this positional
change 1s saved 1n the user’s diary information 122.

If the owner has entered edit mode and then presses button
495 of FIG. 4(f), applet 112 generates HTML for the window
of FIG. 4(k), which allows the diary owner to perform
various copy and move operations on a content object 1n a
diary page. As another example, if the diary owner clicks
handle 499 of FIG. 4(}), executable code in the regenerated
page assoclated with the selected handle 499 executes to
alert applet 112. If the user now clicks button 495, applet 112
displays the window of FIG. 4(i), which includes a copy
button 350, a move button 360, and a delete button 361.

The destination section for a content object while copying
or moving might already contain an 1dentical content object.
If the owner desires to have another content object 1n the
destination section (i.e., one more than before the operation),
he checks the “allow duplicates” box. If he does not check
this box, and 1f an 1dentical content object already exists at
the destination, the content object will not be put 1n the
destination section.

If the diary owner indicates that he wants to copy the
content object (by pressing button 350 of FIG. 4(k)), diary
applet 112 will allow the diary owner to specily a dated or
an undated page in a manner similar to that of FIG. 4(b) or
4(c). Diary applet 112 then regenerates HTML for the page
to which the object 1s to be copied. When the diary owner
exits edit mode, a page such as that of FIG. 4(0) will be
displayed. Note, that in the example, the selected content
object has been copied to a page having a different date than
its original page. The next time this page 1s saved to diary
server 104, this change 1s saved 1n the user’s diary infor-
mation 122. Note that 1n both examples above, an end-user
has been able to modify a page displayable in a browser

(e.g., a diary page) without writing any HTML code.
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D. Transferring Data from a User’s Diary to the Diary
SErver.

It should be understood that, although the following
example 1s described 1n terms of a transfer function for a
diary, the transfer function described can be used 1n any
circumstances where a first machine (such as system 106)
sends data (e.g., third party content) to a second machine
(such as system 102), and the data then needs to be send to
a third machine (such as system 104) under control of an
applet executing 1n a browser on the second system. The
present mvention 1s contemplated to be of use 1n non-diary
applications, as well as 1in diary applications.

FIG. 5(a) shows an overview of a first embodiment of a
data transfer function involving three machines. FIG. 5(b)
shows an overview of a second embodiment of a data
transfer function, involving three machines. FIG. 5(a) will
be discussed first. In step 1 of FIG. 5(a), the browser 110
loads the content provider’s HITML page from system 106
into browser 110 1n system 102. This HITML page includes
a function “F” 502 that can be activated by the user via the
HTML page (for example, clicking on a “add” button on the
page). The user looks at the content provider’s page (as
displayed by the browser) and determines whether there is
any third party content on the page available for his diary
that he wants to add to his diary. If so, the user so indicates.
For example, in the described embodiment, the user clicks
on an “add” button 602 on the HTML page (see FIG. 6(a))
assoclated with the desired third-party content. Clicking on
this content activates function “F” 502 within the displayed
Web page, as shown in step 2 of FIG. 5(a). In the described
embodiment, function “F” 1s a JavaScript, but 1t can be any
appropriate form of executable program.

As shown in step 2 of FIG. 5(a), the function “F” pops up
a window 504 that asks the user for his name and for the
location of the diary provider 104 (step 3). Function “F”
needs the name/exact location of diary provider 104 so that
can generate HITML page 506 (step 4) that requests the
transfer applet 508 from the correct diary server 104. (Note
that certain embodiments can have more than one diary
server 104). An example of window 504 displayed by
function “F” 1s shown in FIG. 6(b).

In step 4, the function “F” also generates HIML 506 that
contains:

1) activation of a transfer applet (to be loaded from the
diary server 104) (step 5 and 6), and

2) the parameters of the transfer applet containing all

information about the provided content.

Thus, function “F” knows how to generate the HIML to
activate transfer applet 508 (at the host stored by the user)
with the parameters of the information to store

In step 5, function “F” instructs browser 110 to load the
HTML page 506 in a new HITML-browser window. By
loading that page 506, the browser will load and execute the
transfer applet 508 on system 102 (step 6). When transfer
applet 508 executes, 1t transfers data to system 104. The
function “F” uses a prior1 knowledge about the name/exact
location of the transfer applet on diary server 104. Similarly,
function “F” uses a prior1 knowledge about the names and
semantics of the parameters required by the transfer applet.

It 1s important to note that, due to a security restrictions
common to many implementations of execution environ-
ments of programs such as Java applets, transferring data
between three machines (102, 104, 106) is problematic.
Because the data eventually has to be stored on system 104,
because communication may have been to be set up with the
diary applet already running on the system 102, and because
the diary applet was loaded from system 104, the transfer
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applet 508 also must be loaded from system 104. The
problem 1s how to get the information describing the content
provided to the transfer applet 508 if the transfer applet 1s to
be loaded from server 104. For instance, the transfer applet
1s not allowed to connect to the content provider system 106.
The problem 1s solved by generating the HTML page 506,
which contains the instructions that activate the transfer
applet 508 1n combination with all information about the
content provided that should be handled by the transfer
applet. In other words, the HIML page 506 1s self-contained
and the transfer applet activated by 1t can handle the transfer
without any other communication other than with its source
system 104, which 1s allowed since 1t was loaded from
system 104. Thus, the method shown in FIG. §(a) solves the
problem caused by the security restraints of the execution
environment.

In at least one embodiment, the database 1s not really
transferred immediately, but 1s only scheduled for storage. A
running diary applet performs the actual storage. If there 1s
no running diary applet in browser 110, the transfer applet
will start one. Similarly, in at least one embodiment, all
applets store to a “store queue.” This way, the transfer applet
508 can 1nsert a database 1n the queue that will be processed
by another diary applet 112. Sharing of the new content (as
transferred by the transfer applet) with the diary applet is
extremely important because the new content will have to be
made visible by the diary applet immediately and efficiently,
¢.g., it would not be acceptable to 1f 1t would require a user
action 1n order to view the new content. Similarly, 1t would
not be acceptable 1f 1t would require a full “re-upload” of the
diary information 114 by the diary applet in order to view the
new content. The underlying fundamental mechanism on
which the sharing has been based 1s the sharing of class
variables 1n a single Java virtual machine.

Table 1 shows an example of a JavaScript that performs
the function of function “F” of FIG. 5(b). Table 1, which is
an HI'ML/Javascript, forms a part of the specification and 1s
incorporated herein only for purposes of example.

FIG. 5(b) shows an alternate embodiment of a transfer
function 1n which the function “F” does not have a priori
knowledge about the name/exact location of the transfer
applet 508. It can be advantageous to have function “F” not
know the name/exact location of the transfer applet. Because
there are many function “F”’s 1n the network—<cach content
provider 106 has HITML containing a version of function
“F”—at can be problematic if the diary server 104 decides to
change the name of the transfer applet 508. If each function
“F” (which resides on the content provider(s) 106) knows
the name of the transfer applet 508, each function “F” would
have to be changed 1if the name/location of the transfer applet
508 1s changed. If the function “F” does not know this
information, function “F” does not have to change if the
name of the transfer applet 508 stored on system 104
changes.

In FIG. 5(b), function “F” (received from system 106)
pops up window 3504 as described above and creates a
“network package” 507 that contains at least:

the name of the server 104;
the name of the user; and

the properties of the content to be transferred.

Network package 507 1s POSTed to diary server 104. Diary
server 104 generates the page 506 using the information in
the network package 507 and returns 1t to function “F” 1n
system 102. Function “F” continues as in FIG. 5(a).
Specifically, function “F” instructs browser 110 to load the
HTML page 506 in a new HIML-browser window. From
this point onwards, the embodiment of FIG. 5(b) behaves as
the embodiment of FIG. 5(a).
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It will be appreciated that in this embodiment, the a priori
knowledge of function “F” 1s limited to only the way the
network package 507 1s to be structured, the content that 1s
to be put mto network package 507, and the way this
package 507 1s to be sent to diary server 104. The amount of
knowledge required 1s less than the knowledge required to
generate page 506 itself.

It will be appreciated that the embodiment of FIG. 5(b)
limits the “outer world” restrictions on the interface of diary
server 104. Once the diary server 104 is in operation (as
illustrated in FIG. 5(b)), it should always support the han-
dling of network packages 507. However, the internals of
page 506 may be changed by the diary server 104 whenever
such a change 1s required. Note that such a change 1s not an
option in the embodiment of FIG. 5(a), since the a priori
knowledge about the contents of page 506 have been spread
over numerous content provider systems 106.

FIGS. 7(a) and 7(b) show examples of windows displayed
by transfer applet 508 during transfer of data between three
machines. As described above, once page 506 1s loaded, the
transter applet S08 will be activated automatically and 1t will
pop-up the window shown 1n FIG. 7(b). This window shows
a list 701 tht represents the objects being transferred. In the
Figure, there 1s only one object to be transferred. Each entry
1s represented by a textual line that consists of the suggested
destination (or the destination suggested by the user, see
below) for the entry (in this case, the section May 28, 1998),
followed by a textual description of the entry (which in this
case 1s “nice car’).

Each of the entries in the current transier may be deleted
from the list 701 by selecting the entry in the list 701 and
then clicking delete button 703. The destination section of
cach enfry in the current transfer may be changed by
selecting the entry in the list and then clicking the button
702. The transter applet 508 will pop-up a window similar
to that of FIG. 7(a). FIG. 7(a) 1s simplified in that the user
will be able to select any date for the destination section or
any of the named sections that exist in the diary. The role of
the check 704 1s exactly like the role of check 406 described
above.

After the user has deleted the entries that he 1s not
interested 1n, and after he has changed the destinations of
entries to entries that he considered appropriate, he presses
either the OK button 406 (FIG. 4(a)) or the cancel button
405. If the cancel button 1s pressed, the whole transfer 1s
cancelled. If the OK button 1s pressed, the transfer applet
508 will add the entries to the AUA-database in the user
diary data 122 on the user system 102. In one embodiment,
transter applet S08 1ssues a “store” command that 1s queued
in the store queue and checks whether a diary applet is
already running. If no diary applet is running, the transfer
applet will start a diary applet automatically.

E. System Architecture

FIG. 8 shows an exemplary architecture for an embodi-
ment of the present invention. As shown by the key, the
architectural diagram includes a top layer representing two
types of users: cover providers 802 and users 804 (diary
owners and other users). A section 806 represents the
functionality of diary applet 112. A section 820 represents
browser 110. A section 822 represents the Internet (or other
appropriate network or way of communicating between
entities). A section 830 represents diary software, such as
diary software 124 of diary server 104.

In the described embodiment, cover providers and end-
users both run diary applet 112. However, cover providers
have access to special functionality for constructing covers
that end users do not have. It should be noted that diary
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applet 112 runs “inside” browser 110. It communicates with
the user through the browser window and through its own
user interface 807. The diary navigator 807 provides stan-
dard navigation functionality to the user (via navigation bar
400). It also acts as an intermediary between the browser and
the rest of the diary applet 112. One of its important tasks 1s
to transfer the pages of the diary to browser 110. Diary pages
arec generated by a generator 1n the diary applet. This
generation 1s performed by combining data from covers
(also called “presentation contexts”) designed by a cover
provider and the content that the user has gathered for his
diary.

Because of privacy concerns, content 1s “filtered” by the
session layer, which allows the user to see only the content
that he 1s permitted to see. The user’s content 1s stored 1n the
AUA-database. User settings are stored as configuration
data, which includes the passwords required for users to
access the different privacy levels. The user also has the
possibility to create backups of the AUA-database.

The network layer takes care of transferring all diary files
over the internet (or other network) between the user and the
content provider. In the described embodiment, all network
traffic 1s routed through the browser 110. This 1s necessary
to be compatible with proxy and firewall setups 1n corporate
networks. All files preferably are stored in a diary server,
such as diary server 104. They can be accessed from
anywhere on the network.

F. Data Structures

FIG. 9 lists exemplary files provided by cover providers
in a preferred embodiment of the present invention. FIG. 10
lists exemplary files provided to generate the contents of
diary pages 1n a preferred embodiment of the present inven-
tion. As shown 1n FIGS. 8 and 9, these files include
cover-specific files, such as: diary specific HIML files,
images, HI'ML-covers, and a generator configuration file.
As shown 1 FIGS. 8 and 10, these files further include
user-specific files, such as: diary information, a user config,
file 838, and backup information $40.

FIG. 11 shows an exemplary format of an AUA-database
of FIG. 10. As discussed above, the described embodiment
supports the following types of content: plain text, images,
applets, and embedded objects. The AUA-database 1s broken
into two types of sections: dated sections (see, for example,
FIG. 4(0)) and named sections (see, for example, FIG. 4(a)).

In the example, the dated sections include a number of date
sections 1106. The named sections include a number of
named sections 1110. Each date section 1106 1s broken mto
a plurality of dated content entries 1108. Each named
sections 1110 1s broken into a number of content entries
1112. In the described embodiment, the entire structure 114
1s stored as a ASCII document. Because bandwidth and
storage capacity are scarce resources 1n the diary applet 112,
certain embodiments compress larger Java objects when
they are stored.

FIG. 12 shows exemplary cover HIML-files. Covers are
also called “presentation context.” In one embodiment of the
present invention, the presentation context can consist of
HTML files in which “on the 1ly” substitutions by the diary
applet are performed. FIG. 12 shows the rules to apply to
such HIML-files. As an example, the occurrence of a
“wilentry.gif” object 1n a cover represents a box 1n which the
diary applet may place the representation of a content object.
As another example, a list of textual strings such as
—YEAR—w1ll be substituted by the diary applet by the
year (e.g., “1998”) of the date section that is to be shown.

FIG. 13 shows a diagram of a relationship between
various kinds of covers and the layout of pages generated by
a diary applet 1n an embodiment of the present invention.
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In summary, the described embodiment of the present
invention allows users to create “diaries” that can be read via
a web browser. The owner of a diary can read his own diary
and certain non-private parts of the diary can be read by
other persons. Thus, the owner of the diary can control what
1s presented to various classes of persons via his diary. The
owner can 1denfily various pages, sections, or content
objects as having a certain privacy level. When a diary
applet executing in the browser receives information for the
user’s diary, the diary applet generates HI'ML only for those
portions of the diary that have a privacy level lower than or
equal to the privacy level of the viewer who 1s viewing the
diary. Thus, it 1s possible that the diary applet will generate
different HIML pages for an owner and for a random
stranger who each ask to view the same diary page on their
respective browsers. The person viewing a diary page can
only view that content marked as appropriate for him and
other people at his privacy level. The diary applet of the
described embodiment asks for a password to determine a
privacy level of a person. The correct password values are
part of the configuration information for a diary.

A user can navigate amongst diary pages like pages 1n a
book. A user can add various types of content to his diary
page and can also add content provided by content providers
via their web sites. The diary owner can also move content
around on a diary page and can copy or move content from
one page or section to another page or section. The diary
owner can also transfer content from the diaries of others,
assuming that the original creator of the content object
allows transfer of the object. The original creator might have
been the diary owner, another diary owner, or a content
provider.

The mvention uses a transfer method that avoids certain
securlty restrictions that are problematic when downloading
third party content to a diary.

While the invention has been described in conjunction
with a specilic embodiment, it 1s evident that many
alternatives, modifications and variations will be apparent to
those skilled 1n the art in light of the foregoing description.
For example, diary applet 112 could, instead be imple-
mented as a plug-in to browser 110. This has the advantage
of being free of the Java “sandbox,” but requires a different
plug-in for each type of browser and needs to be 1nstalled by
the user before 1t can be used. The functionality of the diary
applet 112 could also be implemented 1n the browser.
Moreover, some or all of the of the processing and selection
of content could be performed on the diary server 104, thus
saving the amount of data that must be transferred to the
browser. Similarly, all of the HTML generation could be
performed by the diary server 104. This might lower the
bandwidth required and would simplily the transfer mecha-
nism. However, when envisioned in an application of the
invention where millions of users use a diary, this places an
unacceptable burden on the diary server(s) 104. In the
described embodiment, the processing capabilities of the
user systems 102 are used to avoid this problem.
Accordingly, it 1s intended to embrace all such alternatives,
modifications and variations as fall within the spirit and
scope of the appended claims and equivalents.

What 1s claimed 1s:

1. A method for allowing an executable program received
on a first computer from a second computer to transier data
to a third computer, the method comprising:

receiving, by the first computer, data and an associated
executable program, from the second computer, the
executable program being designed to begin execution
from within a browser according to built in security
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restrictions that prevent the executable program from
writing to a file system of a computer other than the one
from which the executable program originated;

executing the executable program upon an action by a
user of the first computer, indicating that the user
wishes to transfer the data to the third computer;

generating, by the executable program on the first
computer, descriptor language for a new page mcluding
a reference to an executable transfer program, the
executable transfer program residing on the third com-
puter;

receiving, by the first computer, the executable transfer
program from the third computer;

executing, by the first computer, the executable transfer
program, received from the third computer; and

transferring the recerved data, by the transfer program
executing on the first computer, to the file system of the
third computer.

2. The method of claim 1, further comprising;:

passing the data from the executable program to the

executable transfer program as parameters.

3. The method of claim 1, wherein the executable program
computer 1s a Javascript in an HITML page.

4. The method of claim 1, wherein the executable transfer
program 1s a Java applet.

5. The method of claim 1, wherein the generating step
oenerates an HIML page imncluding a reference to the
executable transfer program.

6. The method of claim 1, wherein the executable transfer
program 1s a Java transfer applet received and executed by
the browser on the first computer.

7. The method of claim 1, wherein the executable transfer
program communicates directly with the third computer,
using the network layer of the browser on the first computer.

8. The method of claim 1, wherein the executable program
1s executed 1 an execution environment having a security
constraint that does not allow an executable loaded from a
first computer onto a second a computer to communicate
with a third computer.

9. The method of claim 1, wherein the third computer
hosts a diary server.

10. The method of claim 1, wherein the third computer
hosts the diary of another user.

11. The method of claim 1, wherein the generating step
includes the step of generating, by the executable program,
descriptor language for a new page, where the executable
program “knows” the name of the transfer program.

12. A method for allowing an executable program
received on a first computer from a second computer to
transfer data to a third computer, the method comprising:

receiving, by the first computer, data and an associated
executable program, from the second computer, the
executable program being designed to begin execution
from within a browser according to built 1n security
restrictions that prevent the executable program from
writing to a file system of a computer other than the one
from which the executable program originated;

executing the executable program upon an action by a
user ol the first computer, indicating that the user
wishes to transfer the data to the third computer;

requesting, by the executable program on the first
computer, descriptor language for a new page from the
third computer, where the new page includes a refer-
ence to an executable transier program, the executable
transfer program residing on the third computer;

receiving, by the first computer, the executable transfer
program from the third computer;
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executing, by the first computer, the executable transfer
program, received from the third computer; and

transferring the received data, by the transfer program
executing on the first computer, to the file system of the
third computer.

13. The method of claim 12, wherein the executable

program 1s a Javascript in an HTML page.

14. The method of claim 12, wherein the executable
transfer program 1s a Java applet.

15. The method of claim 12, wherein the generating step
ogenerates an HITML page including a reference to the
executable transfer program.

16. The method of claim 12, wherein the executable
transfer program 1s a Java transfer applet received and
executed by the browser on the first computer.

17. The method of claim 12, wherein the third computer
hosts a diary server.

18. The method of claim 12, wherein the receiving step
includes the step of receiving, by the executable program,
descriptor language for a new page, where the executable
program does not “know” the name of the transfer program.

19. An apparatus that allows an executable program
received on a first computer from a second computer to
transfer data to a third computer, the apparatus comprising:

a software portion configured to receive data and an
assoclated executable program by the first computer
from the second computer, the executable program
bemng designed to begin execution from within a
browser according to built in security restrictions that
prevent the executable program from writing to a {ile
system of a computer other than the one from which the
executable program originated;

a software portion configured to execute the executable
program upon an action by a user of the first computer,
indicating that the user wishes to transfer the data to the
third computer;

a software portion configured to generate, by the execut-
able program on the first computer, descriptor language
for a new page including a reference to an executable
transfer program, the executable transfer program
residing on the third computer;

a software portion configured to receive, by the first
computer, the executable transfer program from the
third computer;

a software portion configured to execute, by the first
computer, the executable transfer program, received
from the third computer; and

a soltware portion configured to transfer the recerved data
from the first computer to the file system of the third
computer.

20. An apparatus that allows an executable program

received on a first computer from a second computer to
transfer data to a third computer, the apparatus comprising:

a software portion configured to receive data and an
assoclated executable program by the first computer
from the second computer, the executable program
bemng designed to begin execution from within a
browser according to built in security restrictions that
prevent the executable program from writing to a file
system of a computer other than the one from which the
executable program originated;

a software portion configured to execute the executable
program upon an action by a user of the first computer,
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indicating that the user wishes to transfer the data to the
third computer;

a soltware portion configured to request, by the execut-
able program on the first computer, descriptor language
for a new page from the third machine, where the new
page 1ncludes a reference to an executable transfer
program, the executable transfer program residing on
the third computer;

a solftware portion configured to receive, by the first
computer, the executable transfer program from the
third computer;

a software portion configured to execute, by the first
computer, the executable transfer program, received
from the third computer; and

a software portion configured to transier the received data
from the first computer to the file system of the third
computer.

21. A computer program product, on a computer readable
medium, which allows an executable program received by a
first computer from a second computer to transfer data to a
third computer, the computer program product comprising:

program code for receiving data and an associated execut-
able program by a first computer from a second
computer, the executable program being designed to
begin execution from within a browser according to
built 1n security restrictions that prevent the executable
program from writing to a file system of a computer
other than the one from which the executable program
originated;

program code for executing the executable program upon
an action by a user of the first computer indicating that
the user wishes to transfer the data to the third com-
puter;

program code for generating, by the executable program
on the first computer, descriptor language for a new
page 1ncluding a reference to an executable transfer
program, the executable transfer program residing on
the third computer;

program code for receiving, by the first computer, the
executable transfer program from the third computer;
and

program code for executing, by the first computer, the
executable transfer program, received from the third
computer; and

program code for transferring the received data from the
first computer to the file system of the third computer.

22. A computer program product, on a computer readable
medium, which allows an executable program received by a
first computer from a second computer to transfer data to a
third computer, the computer program product comprising:

program code for receiving data and an associated execut-
able program by a first computer from a second
computer, the executable program being designed to
begin execution from within a browser according to
built 1n security restrictions that prevent the executable
program from writing to a file system of a computer
other than the one from which the executable program
originated;
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program code for executing the executable program upon
an action by a user of the first computer indicating that
the user wishes to transfer the data to the third com-
puter;

program code for requesting, by the executable program
on the first computer, descriptor language for a new
page 1ncluding a reference to an executable transfer
program, the executable transfer program residing on
the third computer;

24

program code for receiving, by the first computer, the
executable transfer program from the third computer;
and

program code for executing, by the first computer, the
executable transfer program, received from the third

computer; and
program code for transfering the received data from the

first computer to the file system of the third computer.
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