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METHOD AND APPARATUS FOR
EXTENDING AN ON-LINE INTERNET
SEARCH BEYOND PRE-REFERENCED

SOURCES AND RETURNING DATA OVER A
DATA-PACKET-NETWORK (DPN) USING
PRIVATE SEARCH ENGINES AS PROXY-

ENGINES

CROSS-REFERENCE TO RELATED
DOCUMENTS

The present invention is a continuation in part (CIP) to
patent application Ser. No. 09/323,598 entitled “Method and
Apparatus for Obtaining and Presenting WEB Summaries to
Users” filed on Jun. 1, 1999, which 1s a CIP to patent
application Ser. No. 09/208,740 entitled “Method and Appa-
ratus for Providing and Maintaining a User-Interactive Por-
tal System Accessible via Internet or other Switched-Packet-
Network” filed on Dec. 8, 1998, disclosures of which are
incorporated herein in their entirety by reference.

FIELD OF THE INVENTION

The present invention 1s 1n the field of Internet navigation
and data gathering over a DPN network and pertains more
particularly to a method and apparatus for searching for and
returning data associated with URL’s not indexed 1n tradi-
fional search engine databases, by using secondary proxy
engines.

BACKGROUND OF THE INVENTION

The information network known as the World Wide Web
(WWW), which is a subset of the well-known Internet, is
arcuably the most complete source of publicly accessible
information available. Anyone with a suitable Internet appli-
ance such as a personal computer with a standard Internet
connection may access (go on-line) and navigate to Univer-
sal Resource Locators (URL’s), also termed information
pages or WEB pages, stored on Internet-connected servers
for the purpose of garnering information and initiating
transactions with hosts of such servers and pages.

Many companies offer various subscription services
accessible via the Internet. For example, many people now
do their banking, stock trading, shopping, and so forth from
the comfort of their own homes via Internet access.
Typically, a user, through subscription, has access to per-
sonalized and secure WEB pages for such functions. By
typmng 1n a user name and a password or other personal
identification code, a user may obtain information, 1nitiate
fransactions, buy stock, and accomplish a myriad of other

tasks.

One problem that 1s encountered by an individual who has
several or many such subscriptions to Internet-brokered
services 1s that there are invariably many passwords and/or
log-1n codes to be used. Often a same password or code
cannot be used for every service, as the password or code
may already be taken by another user. A user may not wish
to supply a code unique to the user such as perhaps a social
security number because of security 1ssues, including quality
of security, that may vary from service to service.
Additionally, many users at their own volition may choose
different passwords for different sites so as to have increased
security, which 1n fact also increases the number of pass-
words a user may have.

Another 1ssue that can plague a user who has many
passworded subscriptions 1s the fact that they must book-
mark many WEB pages 1n a computer cache so that they
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may quickly find and access the various services. For
example, 1n order to reserve and pay for airline travel, a user
must connect to the Internet, go to his/her book-marks file
and select an airline page. The user then has to enter a user
name and password, and follow on-screen instructions once
the page 1s delivered. If the user wishes to purchase tickets
from the WEB site, and wishes to transter funds from an
on-line banking service, the user must also look for and
select the personal bank or account page to initiate a funds
transier for the tickets. Different user names and passwords
may be required to access these other pages, and things get
quite complicated.

Although this preceding example 1s merely exemplary, 1t
1s generally known that much work related to finding WEB
pages, logging 1n with passwords, and the like 1s required to
successiully do business on the WEB.

A service known to the inventor and described in the
related case listed under the cross-reference to related docu-
ments section provides a WEB service that allows a user to
store all of his password protected pages 1in one location such
that browsing and garnering information from them 1s much
simplified. A feature of the above service allows a user to
program certain tasks imto the system such that requested
tasks are executed by an agent (software) based on user
instruction. The service stores user password and log-in
information and uses the information to log-in to the user’s
sites, thus enabling the user to navigate without having to

manually input log-1n or password codes to gain access to
the links.

The above-described service uses a server to present a
user-personalized application that may be displayed as an
interactive home page that contains all of his listed sites
(hyperlinks) for easy navigation. The application lists the
user’s URL’s 1 the form of hyperlinks such that a user may
click on a hyperlink and navigate to the page wherein log-in,
if required, 1s automatic, and transparent to the user.

The application described above also includes a software
agent that may be programmed to perform scheduled tasks
for the user including returning specific summaries and
updates about user-account pages. A search function 1s
provided and adapted to cooperate with the software agent
to search user-entered URL’s for specific content 1f such
pages are cached somewhere 1n their presentable form such
as at the portal server, or on the client’s machine.

An enhancement to the personalized system described
above allows a software agent termed a gatherer agent
(browser navigation control) to, in cooperation with a search
function, navigate by proxy to any user-entered URL and
return updated data back to the user in the form of an HIML
information pace, which appears 1n the user’s browser
window. The enhancement 1s accomplished with the use of
site-logic scripting based on pre-known information about
the URL or URL’s from which a user wishes to obtain data.
In this way, current data specifically requested by a user may
be found and retrieved for the user.

The process described above 1s initiated by a user query
that 1s entered 1nto a search function dialog box provided
with a user’s personal portal page. The query may be
presented 1n natural language adding a level of user friend-
liness to the process. Moreover, auto log-in to password
protected sites may be performed on behalf of users by
virtue of the system’s compilation and storage of user and

WEB-site related data.

A limitation exists in the personalized system described
above 1n that the search function may not search beyond the
indexed or known URLs listed 1in the service database and
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attributed to a requesting user. That 1s to say that the search
function cannot proceed beyond the first level of WEB site
depth. Therefore, manual navigation must still be performed
by a user who desires to obtain data referenced at a deeper
level than 1n an indexed or registered URL. Of course, a user
practicing the above system may physically register any new
URLs with the service such that they may be included 1n the
search criteria and site logic may be developed for obtaining
summary data contained in the new URLs. However, when
performing a general search, a user may not know the URL
where the desired data 1s held.

In a general sense, as opposed to the personalized system
described above, the current technology of searching URLs
over a DPN such as the Internet with a search engine
involves entering a query into a search dialog box and
submitting the query to a server hosted by the provider of the
search function. The requested data 1s compared to data held
in a database containing cached URLs, which may contain
data matching a query. Matching URLs (URLs with data
content matching a query) are then returned to a user’s
browser window for browsing and selection as 1s generally
known 1n the art.

There are many different methods and criteria used by
scarch engines for searching out data on the Internet. Most
typical 1s the use of key words or phrases that are used to find
matches in text contained on an indexed WEB page (URL).
Other methods include searching by site, searching for
video, searching for photographs, searching for audio, and
SO On.

The above technology i1s limited 1n a general sense as
described above by a fact that all URL pages containing
information which may be desired by a user, are not listed
in conventional search engine databases. In fact, there are a
vast number of URL resources that are maintained on the
Internet that are not listed 1n any search engine database and
therefore may not be found through a query-type search
method.

For example, a main page having a URL and hosted by an
enterprise may contain several links to pages that contain
additional 1information.

However, only the main page of the site i1s typically
indexed on any given search-engine list unless a host of the
site or other enfity submits the additional URLs to be
included 1 a database held by the enterprise hosting the
scarch engine. Therefore, 1n order to obtain the additional
data from un-indexed sites, a user must navigate to addi-

fional sites from a “yump-off page” found during the original
search.

Many enterprises, especially companies hosting many
pages, provide a convenient search engine function embed-
ded 1nto a page at a maimn URL, which 1s mndexed m the
conventional search-engine databases. In this way, a user
may scarch for the main site, invoke the returned link, and
then use the provided private search engine to explore the
additional pages or look for additional data related to the site
as a whole. Such a WEB site may be a company or enterprise
site comprising many related WEB pages.

When a user invokes a private search function on a main
page, he must enter a new query into the private search
engine to look for the additional data. He or she 1s no longer
using the original search engine to look for the data.
Moreover, the private search engine provided at a site’s main
URL may function by different rules then the original search
engine requiring a user, In many cases, to restructure the
original query.

In the personalized system described further above
wherein pre-knowledge exists about the user and WEB page
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4

site-logic 1s known pertaining to how data 1s hosted at the
service-site marked by a known URL, the limaitation
described 1n a general data-search system still exists. That 1s,
URLs may not be found if they are not pre-known or
indexed.

What 1s clearly needed 1s a method and apparatus that
enables a search engine to find and obtain data from URLs
that are not indexed by a search engine database or otherwise

pre-known to a requesting user or search-hosting service. A
method and apparatus such as this would allow a user to
obtain data that would otherwise have to be obtained by
further browser navigation.

SUMMARY OF THE INVENTION

In a preferred embodiment of the present mvention a
method for extending an on-line Internet search beyond
pre-referenced sources 1s provided, comprising steps of (a)
entering a first search criteria in a first search function; (b)
initiating the first search function; (c) returning in the first
scarch function a pre-referenced first document having data
associated with the first search criteria; (d) testing the first
document for an embedded second search function; (¢) on
finding a second search function in the first document,
automatically entering at least a form of the first search
criteria in the second search function; and (f) returning
addresses 1n the first search function for documents found
through the second search function.

In one embodiment the first search function allows natural
language 1n entering search criteria, and further comprises a
parsing step for parsing criteria input for significant words
and phrases for criteria matches. The first function, 1n some
embodiments in step (¢), tests the second search function for
criteria rules, and amends the first search criteria to conform
to the criteria rules.

In some embodiments the first search function 1s provided
by a subscription portal service, an 1s operated by proxy by
subscribers. In some of these embodiments the first search
function is limited in step (c) to returning first documents
pre-registered to a specific subscriber invoking the first
search function.

In another aspect of the invention an Internet search
application 1s provided, comprising a first search module
having a first criteria interface for entry of a first search
criteria; an 1nspection function for identifying a second
search module 1n a returned electronic document, the second
scarch module having a second criteria interface; and an
entry module for entering the first search criteria into the
scarch criteria interface of the second search module. The
new secarch function 1s characterized 1n that the search
application, upon entry of a first search criteria 1n the first
criteria interface, returns at least one electronic document
having a match to the first search criteria, inspects the
document for the second search module, and transfers at
least a form of the first search criteria into the second criteria
interface.

In preferred embodiments the Internet search application
further 1nitiates the second search module after transfer of
search criteria, and returns at least addresses of documents
found by the second search function in the first search
function.

In some cases the first search module allows natural
language criteria entry, and parses entries for significant
words and phrases for matching to content in electronic
documents returned. In some cases as well, the first search
module, in step (e), tests the second search module for
criteria rules, and amends the first search criteria to conform
to the criteria rules.
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In some cases the first search module 1s provided by a
subscription portal service, an 1s operated by proxy by
subscribers, and 1n some of these embodiments the first
scarch module 1s limited to returning first documents pre-
registered to a speciiic subscriber invoking the first search
function.

In embodiments of the present invention taught in
enabling detail below, for the first time, a search function 1s
provided for Internet browsing that 1s capable of 1invoking,
seccondary and private search functions in documents
returned by a first search operation, and finding documents
at Turther depth through the invoked functions.

BRIEF DESCRIPTION OF THE DRAWING
FIGURES

FIG. 1 1s an overview of an Internet portal system and
network according to an embodiment of the present inven-
fion.

FIG. 2 1s an exemplary plan view of a personalized Portal
home page application as 1t may be seen on a display
monitor according to an embodiment of the present inven-
tion.

FIG. 3 1s a flow diagram 1illustrating user interaction with
the Internet portal of FIG. 1.

FIG. 4 1s a block diagram illustrating a summarization
software agent and capabilities thereof according to an
embodiment of the present invention.

FIG. § 1s a logical flow chart 1llustrating an exemplary
summarization process performed by the software agent of
FIG. 4 operating 1n a user-defined mode.

FIG. 6 1s a logical flow chart 1llustrating an exemplary
summarization process performed by the software agent of
FIG. 4 in a User-independent smart mode with minimum
user 1nput.

FIG. 7 1s an architectural overview of a system navigated
to search for data on a DPN network according to prior art.

FIG. 8 1s an architectural overview of a system employing
a personalized search method for data on a DPN network
according to an embodiment of the present invention.

FIG. 9 1s a block diagram illustrating software compo-
nents of a search function mterface according to an embodi-
ment of the present mnvention.

FIG. 10 1s a process flow diagram illustrating basic
interaction steps for practicing the present invention accord-
ing to a preferred embodiment.

FIG. 11 1s a block diagram 1illustrating the standard
data-search system of FIG. 7 enhanced with the method and
apparatus of the present invention according to an alternate
embodiment of the present invention.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

According to a preferred embodiment of the present
invention, a unique Internet portal 1s provided and adapted
to provide unique services to users who have obtained
access via an Internet or other network connection from an
Internet-capable appliance. Such an interface provides users
with a method for storing many personal WEB pages and
further provides search function and certain task-performing
functions. The methods and apparatus of the present inven-
fion are taught 1n enabling detail below.

FIG. 1 1s an overview of an Internet portal system 11 and
Internet network 13 according to an embodiment of the
present mvention. Portal system 11, in this embodiment,
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6

operates as an ISP 1n addition to a unique network portal, but
may, 1n other embodiments be implemented as a stand-alone
Internet server. In yet other embodiments the service and
apparatus described herein may also be provided by such as
a search and listing service (AltaVista™, Yahoo™) or by
any other enterprise hosting a WEB-connected server.

Internet 13 1s representative of a preferred use of the
present mvention, but should not be considered limiting, as
the mvention could apply 1n other networks and combina-
tions of networks.

ISP 15 in this embodiment comprises a server 31, a
modem bank 33, represented here by a single modem, and
a mass storage repository 29 for storing digital data. The
modem bank 1S a convenience, as connection to the server
could be by another type of network link. ISP 15, as is
typical 1n the art, provides Internet access services for
individual subscribers. In addition to well-known Internet
access services, ISP 15 also provides a unique subscription
service as an Internet portal for the purpose of storing many
WEB pages or destinations along with any passwords and or
personal codes associated with those pages, In a manner
described 1n more detail below. This unique portal service 1s
provided by execution of Portal Software 35, which 1s
termed by the inventors the Password-All suite. The soft-
ware of the invention 1s referred to herein both as the Portal
Software, and as the Password-all software suite. Also, 1n
much of the description below, the apparatus of the inven-
tion 1s referred to by the Password-All terminology, such as
the Password-All Server or Password-All Portal.

ISP 15 1s connected to Internet 13 as shown. Other
cequipment known 1n the art to be present and connected to
a network such as Internet 13, for example, IP data routers,
data switches, gateway routers, and the like, are not 1llus-
trated here but may be assumed to be present. Access to ISP
15 1s through a connection-oriented telephone system as 1s
known 1n the art, or through any other Internet/ WEB access
connection, such as through a cable modem, special network
connection (e.g. T1), ISDN, and so forth. Such connection is

illustrated via access line 19 from Internet appliance 17
through modem bank 33.

In a preferred embodiment a user has access to Internet
Password-All Portal services by a user name and password
as 1s well known 1n the art, which provides an individualized
WEB page to the subscriber. In another embodiment
wherein a user has other individuals that use his or her
Internet account, then an additional password or code unique
to the user may be required before access to portal 31 is
oranted. Such personalized Portal WEB pages may be stored
1n repository 29, which may be any convenient form of mass
storage.

Three Internet servers 23, 25, and 27, are shown 1n
Internet 13, and represent Internet servers hosted by various
enterprises and subscribed to by a user operating appliance
17. For example, server 23 may be a bank server wherein
interactive on-line banking and account managing may be
performed. Server 25 may be an investment server wherein
investment accounts may be created and managed. Server 27
may be an airline or travel server wherein flights may be
booked, tickets may be purchased, and so on. In this
example, all three servers are secure servers requiring user
ID and password for access, but the invention 1s not neces-
sarily limited to just secure services.

In a preferred embodiment of the present invention, a
subscribing user operating an Internet-capable appliance,
such as appliance 17, connects to Password-All Portal
system 11 hosted by ISP 15, and thereby gains access to a
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personalized, interactive WEB page, which 1n turn provides
access to any one of a number of servers on Internet 13 such
as servers 23, 25, and 27, without being required to enter
additional passwords or codes. In a preferred embodiment
the software that enables this service 1s termed Password-All
by the mventors. Password-All may be considered to be a
software suite executing on the unique server, and 1n some
instances also on the user’s station (client). Additional
interactivity provided by portal software 35 allows a con-
nected user to search his listed pages for information asso-
cilated with keywords, text strings, or the like, and allows a
user to program user-defined tasks involving access and
interaction with one or more Internet-connected servers such
as servers 23, 25, and 27 according to a pre-defined time
schedule. These functions are taught in enabling detail

below.

FIG. 2 1s an 1illustration of a personalized portal page as
may be seen on a display monitor according to an embodi-
ment of the present mvention, provided by Password-All
Portal software 35 executing on server 31, in response to
secure access by a subscriber. Page 32 presents an interac-
five listing 34 of user-subscribed or member WEB pages,
identified 1n this example by URL, but which may also be
identified by any convenient pseudonym, preferably
descriptive, along with user name and typically encrypted
password 1information for each page. Listed 1n a first column
under destination, are exemplary destinations LBC.com, My
Bank.com, My Stocks.com, My shopping.com,
Mortgage.com, and Airline.com. These are but a few of
many exemplary destinations that may be present and listed
as such on page 33. In order to view additional listings listed
but not immediately viewable from within application 33, a
scroll bar 35 1s provided and adapted to allow a user to scroll
up or down the list to enable viewing as 1s known 1in the art.

Items listed 1n list 34 1n this example may be considered
destinations on such as servers 23, 25, and 27 of FIG. 1.
Typically the URL associated with an item on this list will
not take a user to a server, per se, but to a page stored on a
server. User names and password data associated with each
item 1n list 34 are illustrated in respective columns labeled
user name, and password, to the right of the column labeled
destination. Each listing, or at least a portion of each listing,
1s a hyperlink invoking, when selected, the URL to that
destination. In some instances a particular service may have
more than one associated URL. For example, My Bank.com
may have more than one URL associated for such as
different accounts or businesses associated also with a single
subscriber. In this case there may be a sub-listing for
different destinations associlated with a single higher-level
listing. This expedient 1s not shown, but given this teaching
the mechanism will be apparent to those with skill in the art.

In some embodiments one page 33 may be shared by more
than one user, such as a husband and wife sharing a common
account and subscription. An 1nstance of this 1s illustrated
herein with respect to the server labeled Mortgage.com
wherein both a John and a Jane Doe are listed together under
the column labeled user name. In another embodiment, a
network of individuals, perhaps business owners, authorized
co-workers, 1nvestment parties, or the like may share one
application. In this way, system 11 may be adapted for
private 1individuals as well as business uses.

After gaining access to application 33 which is served via
Internet portal server 31 of FIG. 1, a user may scroll,
highlight, and select any URL 1n his or her list 34 for the
purpose of navigation to that particular destination for
further interaction. Application 33 already has each pass-
word and user name listed for each URL. It 1s not necessary,
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however, that the password and user name be displayed for
a user or users. These may well be stored transparently 1n a
user’s profile, and mvoked as needed as a user makes
selections. Therefore, a user 1s spared the need of entering
passwords and user names for any destinations enabled by
list 34. Of course, each list 34 1s built, configured and
maintained by a subscribing user or users, and an editing
facility 1s also provided wherein a user may edit and update
listings, including changing URL’s adding and deleting
listings, and the like.

In another aspect of the invention new listings for a user’s
proiile, such as a new passthrough to a bank or other
enterprise page, may be added semi-automatically as fol-
lows: Typically, when a user opens a new account with an
enterprise through interaction with a WEB page hosted by
the enterprise, the user 1s required to provide certain
information, which will typically include such as the user’s
ID, address, e-mail account, and so forth, and typically a
new user name and password to access the account. In this
process the user will be interacting with the enterprise’s
page from his/her browser. A Password-All plug-in 1s pro-
vided wherein, after entering the required information for
the new enterprise, the user may activate a pre-determined
signal (right click, key stroke., etc.), and the Password-All
suite will then enter a new passthrough 1n the user’s Pass-
word. All profile at the Password-All Portal server.

In a related method for new entries, the enterprise hosting
the Password-All Portal may, by agreement with other
enterprises, provide log-in and sign-up services at the
Password-All Portal, with most action transparent to the
user. For example, there may be, at the Password-All Portal,
a selectable browser list of cooperating enterprises, such as
banks, security services, and the like, and a user having a
Password-All Portal subscription and profile may select
among such cooperating enterprises and open new accounts,
which will sitmultaneously and automatically be added to the
Password-All Portal page for the user and to the server
hosted by the cooperating enterprise. There may be some
interactivity required for different accounts, but 1in the main,
much information from the user’s profile may be used
directly without being re-entered.

The 1mnventors have anticipated that many potential users
may well be suspicious of providing passwords and user
names to an enterprise hosting a Password-All Portal Server
executing a service like Password-All according to embodi-
ments of the present mnvention. To accommodate this
problem, 1n preferred embodiments, it 1s not necessary that
the user provide the cleartext password to Password. All.
Instead, an encrypted version of each password 1s provided.
When a user links to his passthrough page 1n Password-All
at the Password-All Portal server, when he/she invokes a
hyperlink, the encrypted password 1s returned to the user’s
system, which then, by virtue of the kept encryption key or
master password, invokes the true and necessary password
for connection to the selected destination. It 1s thus not
necessary that cleartext passwords be stored at the
Password-All Portal server, where they may be vulnerable to
attack from outside sources, or to perceived misuse 1n other
ways as well.

In a related safety measure, in a preferred embodiment of
the 1nvention, a user’s complete profile 1s never stored on a
single server, but 1s distributed over two or more, preferably
more, Servers, so any problem with any one server will
minimize the overall effect for any particular user.

Password-All, as described above, allows a user to access
a complete list of the user’s usual cyberspace destinations,
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complete with necessary log-on data, stored 1in an encrypted
fashion, so a user may simply select a destination (a
hyperlink) in the Password-All list, and the user’s browser
then invokes the URL for the selected destination. In an
added feature, Password-All may display banner ads and
other types of advertisement during the navigation time
between a hyperlink being imnvoked and the time the desti-
nation WEB page 1s displayed.

In yet another embodiment of the invention, a user/
subscriber need not access the Password-All page to enjoy
the advantages of the unique features provided. In this
variation, a Plug-In 1s provided for the subscriber’s WEB
browser. If the subscriber navigates by use of the local
browser to a WEB page requiring a secure log-in, such as
his/her on-line banking destination, when the subscriber is
presented with an 1nput window for ID and Password, the
plug in may be activated by a predetermined user input, such
as a hot key or right click of the mouse device. The plug-in
then accesses, transparently, the Password-All page (which
may be cached at the client), and automatically accesses and
provides the needed data for log-on.

In yet another aspect of the invention a search option 37
allows a user to search list 34 for specific URL’s based on
typed mput such as keywords or the like. In some cases, the
number of URL’s stored in list 34 can be extensive making
a search function such as function 37 an attractive option. A
criteria dialog box 51 illustrated as logically separated from
and below list 34 1s provided and adapted to accept input for
search option 37 as 1s known 1n the art. In one embodiment,
scarch option 37 may bring up a second window wherein a
dialog box such as box 51 could be located.

In another aspect of the invention the search function may
also be configured 1n a window invoked from window 33,
and caused to search all or selected ones of listed
destinations, and to return results 1n a manner that may be,
at least to some extent, configured by a user. For example,
a dialog box may be presented wherein a user may enter a
scarch criteria, and select among all of the listed destina-
tions. The search will then be access each of the selected
destinations 1n turn, and the result may be presented to the
user as each instance of the criteria 1s found, or results may
be listed 1n a manner to be accessed after the search.

Preferably the search function 1s a part of the Password-
All Portal software, available for all users, and may be
accessed by hyperlinks 1n user’s personal pages. In some
embodiments users may create highly individualized search
functions that may be stored in a manner to be usable only
by the user who creates such a function.

In many aspects of the present invention, knowledge of
specific WEB pages, and certain types of WEB pages, 1s
highly desirable. In many embodiments characteristics of
destination WEB pages are researched by persons
(facilitators) maintaining and enhancing Password-All Por-
tal software 35, and many characteristics may be provided in
conflguration modules for users to accomplish specific tasks.
In most cases these characteristics are invoked and incor-
porated transparent to the user.

In yet another aspect of the present invention, the
Password-All suite 1s structured to provide periodic reports
o a user, 1n a manner to be structured and timed by the user,
through the user’s profile. For example, reports of changes
in account balances 1n bank accounts, stock purchases, stock
values, total airline travel purchases, frequent-flier miles,
and the like may be summarized and provided to the users
in many different ways. Because the Password-All Portal
server with the Password-All software site handles a broad
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variety of transactional traific for a user, there 1s an oppor-
tunity to summarize and collect and process statistics in
many useful ways. In preferred embodiments of the inven-
fion such reports may be furnished and implemented 1n a
number of different ways, including being displayed on the
user’s secure personal WEB page on the Password-All
Portal.

In addition to the ability of performing tasks as described
above, task results including reports, and hard documents
such as airline tickets may be sent over the Internet or other
data packet-networks to user-defined destinations such as
fax machines, connected computer nodes, e-mail servers,
and other Internet-connected appliances. All tasks may be
set-up and caused to run according to user-defined schedules
while the user 1s doing something else or 1s otherwise riot
engaged with the scheduled task.

In another embodiment of the present invention, recog-
nizing the increasing use ol the Internet for fiscal
fransactions, such as purchasing goods and services, a
facility 1s provided 1n a user’s profile to automatically track
transactions made at various destinations, and to authorize
payment elther on a transaction-by-transaction basis, or after
a session, using access to the user’s bank accounts, all of
which may be pre-programmed and authorized by the user.

Other functions or options illustrated as part of applica-
tion 35 include a last URL option 41, an update function 43,
and an add function 45. Function 41 allows a user to
immediately navigate to a last visited URL. Update function
43 provides a means of updating URL’s for content and new
address. An add function enables a user to add additional
URL’s to list 34. Stmilarly, function 45 may also provide a
means to delete entries. Other ways to add accounts are
described above. It should be noted that the services pro-
vided by the unique Password-All Portal in embodiments of
the present invention, and by the Password-All software
suite are not limited to destinations requiring passwords and
user names. The Password-All Portal and software 1in many
embodiments may also be used to manage all of a user’s
bookmarks, mmcluding editing of bookmarks and the like. In
this aspect, bookmarks will typically be presented 1n

indexed, grouped, and hierarchical ways.

There are editing features provided with Password-All for
adding, acquiring, deleting, and otherwise managing book-
marks. As a convenience, 1n many embodiments of the
invention, bookmarks may be downloaded from a user’s
Password-All site, and loaded onto the same user’s local
browser. In this manner, additions and 1improvements 1n the
bookmark set for a user may be used without the necessity
of gomg to Password-All. Further, bookmarks may be
uploaded from a user’s local PC to his/her home page on the
Password-All site by use of one or more Password-All
plug-1ns.

It will be apparent to the skilled artisan, given the teaching
herein, that the functionality provided in various embodi-
ments of the 1nvention 1s especially applicable to Internet-
capable appliances that may be limited in mput capability.
For example, a set-top box 1n a WEB TV application may
well be without a keyboard for entering IDs and Passwords
and the like. In practice of the present invention keyboard
entry 1s minimized or eliminated. The same comments apply
to many other sorts of Internet appliances.

In preferred embodiments of the invention, once a
subscriber-user 1s 1n Password-All, only an ability to point-
and-click 1s needed for all navigation. To get into the
Password-All site, using a limited apparatus, such as an
appliance without a keyboard or keypad, a Smartcard or
embedded password may be used, or some other type of
authentication.
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It will be apparent to one with skill in the art that an
interactive application such as application 33 may be pro-
vided 1n a form other than a WEB page without departing,
from the spirit and scope of the present invention. For
example, an application such as application 33 may be
provided as a downloadable module or program that may be
set-up and configured off-line and made operational when
on-line.

FIG. 3 1s a flow diagram 1illustrating user interaction with
the Internet Password-All Portal of FIG. 1. The following
process steps illustrated, according to an embodiment of the
present invention, are 1tended to illustrate exemplary user-
steps and automated software processes that may be 1nitiated
and 1nvoked during interaction with an Internet portal of the
present mvention such as portal 31 of FIG. 1. In step 533 a
user connects to the Internet or another previously described
switched-packet network via a compatible appliance such as
Internet appliance 17 of FIG. 1.

At step 55, a user enters a user-name and password,
which, 1n one embodiment, may simply be his ISP user name
and password. In another embodiment, a second password or
code would be required to access an Internet portal such as
portal server 31 of FIG. 1 after logeing onto the Internet
through the ISP. In some cases, having a special arrangement
with the ISP, there may be one password For both Internet
access through the ISP and for Password-All. At step 57 a
personal WEB page such as page 32 of FIG. 2 1s displayed
via Internet portal server 31. At minimum, the personalized
WEB page will contain all user configured URL’s, and may
also be enhanced by a search function, among other possi-
bilities.

In step 58 a user will, minimally select a URL from his or
her bookmarked destinations, and as 1s known by hyperlink
technology, the transparent URL will be mnvoked, and the
user will navigate to that destination for the purpose of
normal user interaction. In this action, the Password-All
Portal software transparently logs the user on to the desti-
nation page, 1f such log-on 1s needed.

At step 60 the user invokes a search engine by clicking on
an option such as described option 37 of FIG. 2. At step 62,
the user inputs search parameters 1mnto a provided text field
such as text field 51 of FIG. 2. After inputting such
parameters, the user starts the search by a button such as
button 52. The search engine extracts information in step 64.
Such information may be, in one option, of the form of
URL’s fitting the description provided by search parameters.
A searched list of URL’s may be presented 1n a separate
generated page 1n step 66 after which a user may select
which URL to navigate to. In an optional search function,
the user may provide search criteria, and search any or all of
the possible destinations for the criteria.

In another embodiment wherein WEB pages are cached in
their presentable form, information extracted in step 64 may
include any mformation contained 1n any of the stored pages
such as text, pictures, interactive content, or the like. In this
case, one displayed result page may provide generated links
to search results that include the URL associated with the
results. Perhaps by clicking on a text or graphic result, the
associated WEB page will be displayed for the user with the
result highlighted and 1n view with regards to the display
window.

Enhanced Agent for WEB Summaries

In another aspect of the present invention, a solftware
agent, termed a gatherer by the inventors, 1s adapted to
cgather and return summary information about URL’s
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according to user request or enterprise discretion. This 1s
accomplished 1 embodiments of the present invention by a
unique scripting and language parsing method provided by
the mventor wherein human knowledge workers associated
with the service provide written scripts to such a gatherer
according to subscriber or enterprise directives. Such a
software gatherer, and capabilities thereof, 1s described 1n
enabling detail below.

Referring now to FIG. 1, there 1s 1llustrated an exemplary
architecture representing a portal service-network which, 1n
this case 1s hosted by ISP 15. Portal software 35 in this
embodiment executes on portal server 31 set-up at the ISP
location. Mass repository 29 1s used for storing subscriber
information such as passwords, log-in names, and the like.
Internet servers 23, 25, and 27 represent servers that are
adapted to serve WEB pages of enterprises patronized by a
subscriber to the portal service such as one operating Inter-
net appliance 17.

The main purpose of portal software 35 as described
above with reference to FIG. 2, 1s to provide an interactive
application that lists all of the subscriber’s WEB sites 1n the
form of hyperlinks. When a user invokes a hyperlink from
his personal list, software 35 uses the subscriber’s personal
information to provide an automatic and transparent log-in
function for the subscriber while jumping the subscriber to
the subject destination.

Referring again to FIG. 2, an interactive list 34 containing,
user-entered hyperlinks and a set of interactive tools 1s
displayed to a subscriber by portal software 35 of FIG. 1.
One of the tools available to a subscriber interacting with list
34 is agent (software) 39. Agent 39 may be programmed to
perform certain tasks such as obtaining account information,
executing simple transactions, returning user-requested noti-
fication imformation about upcoming events, and so on.
Scarch function 37 and update function 43 may be integrated
with agent 39 as required to aid in functionality.

It 1s described 1n the above disclosure that agent 39 may,
in some embodiments, search for and return certain sum-
mary 1information contained on user-subscribed WEB pages,
such as account summaries, order tracking information and
certain other information according to user-defined param-
cters. This feature may be programmed by a user to work on
a periodic time schedule, or on demand.

In the following disclosure, enhancements are provided to
agent 39. Such enhancements, described 1n detail below,
may be integrated into agent 39 of portal software 35 (FIGS.
1 and 2 ); and may be provided as a separate agent or
cgatherer to run with portal software 35; or may, 1n some
embodiments, be provided as a standalone service that is
separate from portal software 335.

FIG. 4 1s a block diagram illustrating a summarization
software agent 67 and various capabilities and layers thereot
according to an embodiment of the present invention. Sum-
marization agent 67, hereinafter termed gatherer 67, 1s a
programmable and interactive software application adapted
to run on a network server. Gatherer 67 may, 1mn one
embodiment, be integrated with portal software 35 of FIG.
1 and be provided 1n the form of a software module separate
from agent 39 (FIG. 2). In another embodiment, gatherer 67
may be a part of agent 39 as an enhancement to the function
of that agent as previously described. In still another
embodiment, gatherer 67 may be provided as a parent or
client-side application controlled by a separate service from
the portal service described above.

In this exemplary embodiment gatherer 67 1s a multi-
featured software application having a variety of sub-
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modules and interface modules 1incorporated therein to pro-
vide enhanced function. Gatherer 67 has a client/service
interface layer 69 adapted to enable directive input from
both a client (user) and a knowledge worker or workers
assoclated with the service. A browser interface 77 1s pro-
vided 1n layer 69, and adapted to provide access to appli-
cation 67 from a browser running on a client’s PC or other
Internet or network appliance. Interface 77 {facilitates
bi-directional communication with a user’s browser appli-
cation (not shown) for the purpose of allowing the user to
input summary requests ito gatherer 67 and receive sum-
mary results. Interface 77 supports all existing network
communication protocols such as may be known 1n the art,
and may be adapted to support future protocols.

Layer 69 also comprises a unique mput scripting module
79 that 1s adapted to allow a human knowledge worker to
create and supply directive scripts containing the site logic
needed by gatherer 67 to find and retrieve data from a WEB
site. In this case, gatherer 67 executes and runs on a network
server such as server 31 of FIG. 1. However, this 1s not
required 1n order to practice the present invention.

It 1s assumed 1n this example that gatherer 67 1s part of the
portal software suite 35 running on server 31 of FIG. 1.
Gatherer 67 may be provided as several dedicated agents, or
as one multi-functional agent without departing from the
spirit and scope of the present invention. For example, one
gatherer 67 may be scripted and programmed to execute a
single user request with additional gatherers 67 called upon
to perform additional user-requests. Alternatively, one gath-
erer 67 may be dedicated and assigned to each individual
user and adapted to handle all requests from that user.

Interface layer 69 facilitates exchange of information
from both a client and a knowledge worker. A client oper-
ating a WEB browser with an appropriate plug-in is enabled
to communicate and interact with gatherer 67. For example,
a user may enter a request to return a summary of pricing for
all apartments renting for under $1000.00 per month located
in a given area (defined by the user) from apartments.com
(one of user’s registered WEB sites). The just mentioned
request would be categorized as either a periodic request, or
a one time (on demand) request. The communicated request
initiates a service action wherein a knowledge worker asso-
ciated with the service uses module 79 to set-up gatherer 67
to perform 1t’s function. Module 79 1s typically executed
from a network-connected PC operated by the knowledge
worker.

According to an embodiment of the present invention, a
unique scripting method facilitated by module 79 1s pro-
vided to enable gatherer 67 to obtain the goal information
requested by a user. For example, the above mentioned
example of WEB-site apartments.com has a specific HTML
(hyper-text-markup-language) logic that it uses to create its
site and post 1ts information. Such site logic 1s relatively
standard fare for a majority of different sites hosted by
different entities. Using this knowledge, a knowledge
worker creates a site-specific script or template for gatherer
67 to follow. Such a template contains descriptions and
locations of the appropriate ficlds used, for example, at
apartments.com. Apartment description, location, deposit
information, rental information, agent contact information,
and other related fields are matched 1n terms of location and
label description on the template created with module 79.
Completed templates are stored 1n a database contained 1n a
storage facility such as, perhaps, repository 29 of FIG. 1.
Such templates may be reused and may be updated (edited)
with new data.

In one embodiment, one script may contain site logics for
a plurality of WEB pages and instructions for specific
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navigational 1nstruction and password or log-in information
may be contained therein and executed serially, such as one
site at a time. It 1s 1important to note that the knowledge
worker or workers may perform much of their scripting via
automatic controls such as by object linking and embedding
(OLE) and a minor portion of scripting may be performed
manually 1n an appropriate computer language, many of
which are known in the art).

Gatherer 67 also has a process layer 71 adapted for
internal information gathering and parameter configuration.
An optional portal server interface 81 1s provided and
adapted to allow gather 67 to provide updated information to
a user’s list of hyperlinks and also to obtain data from portal
server 31 if required. For example, required hyperlinks may
be mirrored from a user’s home page to a scripting template
for navigational purposes. In an embodiment wherein gath-
erer 67 1s part of a standalone service, a convention for
providing user log-in information may be supplied at the
client’s end when a request 1s made. For example, an
encrypted password may be supplied by a client plug-in and
cgatherer 67 may temporarily borrow the user’s encryption
key when auto log-in 1s performed.

An appliance configuration module 83 1s provided and
adapted to allow a user to define and configure an Internet
appliance to communicate with the service and receive
summary information. Such appliances may include but are
not limited to palm top PC’s, lap top PC’s, cellular
telephones, WEB TV’s, and so on. Typically, a user will be
presented a configuration WEB page from a network server
that displays 1n his browser window on his desktop PC. The
page contains an 1nterface for communicating device param-
eters and communication protocol types to module 83. In
this way, a user may configure a preferred device for receipt
of summary information. Device parameters and communi-
cation protocols inherent to such a device are incorporated
into the scripting of the site template and are used as
instructions for WEB summary delivery.

A navigation layer 73 1s provided and adapted to perform
the function of external site navigation and data gathering
for gatherer 67. To this end, a communication interface/
browser control module 85 i1s provided and adapted to
function as a WEB browser to access WEB sites containing
WEB data. Control 85 receives it’s instruction from the
scripted template created by the knowledge worker.

A parsing engine 87 1s provided and adapted to parse
individual WEB sites according to a template created via
scripting module 79. Parsing engine 87 may be a Pearl
engine, an IE HTML engine, or any other or combination of
known parsing engines. The template (not shown) tells
control 85 and parsing engine 87 where to go and what fields
at the destination site to look for to access desired data. Once
the data fields are located, parsing engine 87 gathers current
data 1n the appropriate field, and returns that data to the
service for further processing such as data conversion,
compression and storage, and the like.

Because WEB sites use tools that use consistent logic 1n
setting up their sites, this logic may be used by the summa-
rization service to mstruct control 83 and parsing engine 87.
The 1nventor provides herein an exemplary script logic for
navigating to and garnishing data from amazon™.com. The
hyperlinks and/or actual URL’s required for navigation are
not shown, but may be assumed to be included in the
template script. In this example, a company name Yodlee
(known to the inventors) is used in the script for naming
object holders and object containers, which are in this case
Active X™ conventions. In another embodiment, Java™
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script or another object linking control may be used. The
scripted template logic example 1s as follows:

# Site amazon.orders.x - shows status of orders from Amazon
login ( 7 );
get( “/exec/obdios/order-list/” );
my (@tables = get_ tables_ containing text( “Orders:” );
my $order_list = new Yodlee::ObjectHolder( ‘orders” );
$order_ list->source( ‘amazon’ );
$order_ list->link__info({ get_ link__info() );
my @href__list;
my (@container__list;
foreach my $table ( @tables ) {
my @rows = get_table_ rows();
foreach my $i (0 . . $#rows ) {
select__row ( $1 );
my $text = get_ text( $rows| $i | );
next if $text =~ /Orders:|Status/;
my @items = get row__items();
next unless (@items >= 4;
my( $order_num, $date, $status );
select__cell( 1 );
$order__num = get_cell__text();
my $href = get_url _of first href( get cell() );
select__cell( 2 );
$date = get_cell__text();
select__cell( 3 );
$status = get_ cell__text();
next unless defined $order num and defined $date and
defined
$status;
$order = new Yodlee::Container( ‘orders’ );
$order->order__number( $order__num );
$order->date( $date );
$order->status( $status );
$order__list->push__object( $order );
if( defined $href ) {
push( @href_ list, $href );
push( (@container__list, $order );
foreach my $i ( O . . $#href_ list ) {
get( $href list] $i ] );
(@tables = get_ tables_ containing text( “Items
Ordered:” );
foreach my $table ( (@tables ) {
my @rows = get_table_ rows();
foreach my $j ( O . . $#rows ) {
select_row( $j );
my $href = get__url__of first href( get_row() );
next unless defined $href;
my (@child_ list = get_ children( get_ row(), ‘a’ );
next unless defined $child_ list] O |;
my $text = get_ text( $child_ list] O ] );

$container_ list] $1 J->description( $text );

h
h

result( $order__list );

The above example 1s a script that instructs control 85 and
parser 87 to navigate to and obtain data from
Amazon™.com, specifically that data that reflects the user’s
current order status. Scripts may also be written to obtain
virtually any type of text information available from any
site. For example, a user may wish to obtain the New York
Times headlines, the top ten performing stocks, a compara-
tive list of tlights from San Francisco to New York, etc. In
one embodiment, metadata may be associated with and used
in-place of the actual scripted language for the purpose of
reducing complication 1n the case of many scripts on one

template.

A data processing layer 75 1s provided and adapted to
store, process, and present returned data to users according
to enterprise rules and client direction. A database interface
module 89 1s provided and adapted to provide access for
gatherer 67 to a mass repository such as repository 29 of
FIG. 1, for the purpose of storing and retrieving summary
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data, templates, presentation directives, and so on. Gatherer
agent 67 may also access data through interface 89 such as
proiile information, user account and URL information,
stored site logics and so on. Data scanned from the WEB 1s
stored 1n a canonical format in a database such as repository
29, or 1 another connected storage facility. All stored data
1s, of course, assoclated with an individual who requested it,
or for whom the data 1s made available according to enter-
prise discretion.

A summarization page module 91 1s provided and adapted
to organize and serve a WEB summary page to a user.
Module 91, 1n some embodiments, may immediately push a
WEB summary to a user, or module 91 may store such
summarized pages for a user to access via a pull method, in
which case a notification may be sent to the user alerting him
of the summary page availability. Summarization module 91
includes an HITML renderer that 1s able to format data into
HTML format for WEB page display. In this way, e-mail
messages and the like may be presented as HIML text on a
user’s summarization page. Moreover, any summary data
from any site may include an embedded hyperlink to that
site. In this way, a user looking at an e-mail text in HTML
may click on 1t and launch the appropriate e-mail program.
Other sites will, by default, be linked through the summary
page.

Many users will access theirr summary data through a
WEB page as described above, however, this 1s not required
in order to practice the present invention. In some
embodiments, users will want their summary nformation
formatted and delivered to one of a variety of Internet-
capable appliances such as a palm top or, perhaps a cell
phone. To this end, the renderer 1s capable of formatting and
presenting the summary data into a number of formats
specific to alternative devices. Examples of different known

formats include, but are not limited to XML, plain text,
VoxML, HDML., audio, video, and so on.

In a preferred embodiment of the present invention, gather
67 1s flexible 1n such a way as it may act according to
enterprise rules, client directives, or a combination of the
two. For example, 1f a user makes a request for summary
data about a user/subscribed WEB page to be periodically
executed and presented 1n the form of a HTML document,
then gather 67 would automatically access and analyze the
required internal information and user provided information
to formulate a directive. Using scripting module 79, a
knowledge worker provides a template (if one is not already
created for that site) that contains the “where to go” and
“what to get” information according to site logic, user input,
and known information.

Alternatively, 1f a user requests a summary about data on
one of his sites such as, perhaps, current interest rates and
re-finance costs at his mortgage site, the service may at 1t’s
own discretion provide an additional unsolicited summary
from an alternate mortgage site for comparison. This type of
summarization would be designed to enhance a user’s
position based on his profile information. In this case,
updated data about latest interest rates, stock performances,
car prices, airline ticket discounts, and so on would be stored
by the service for comparative purposes. If a user request for
a summary can be equaled or bettered 1 terms of any
advantage to the user, such summary data may be included.

In many cases, created templates may be re-used unless a
WEB site changes it’s site logic parameters, in which case,
the new logic must be accessed and any existing templates
must be updated, or a new template may be created for the
site. The templates contain site-specific script obtained from
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the site and stored by the knowledge workers. In one
embodiment, companies hosting WEB pages automatically
provide their site logics and any logic updates to the service
by virtue of an agreement between the service and the WEB
hosts.

In an alternative embodiment gatherer 67 may be 1mple-
mented as a client application installed on a user’s PC. In
this embodiment, a user would not be required to supply
log-in or password codes. Summarization scripts may be
sent to the client software and templates may be automati-
cally created with the appropriate scripts using log-in and
password mformation encrypted and stored locally on the
user’s machine.

In addition to providing WEB summary information,
cgatherer 67 may also be used to provide such as automatic
registration to new sites, and for updating old registration
information to existing sites. For example, if a user whishes
o subscribe, or register at a new site, only the 1dentification
of the site 1s required from the user as long as his pertinate
information has not changed. If a new password or the like
1s required, gatherer 67 through control module 73 may
present log-in or password codes from a list of alternative
codes provided by a user. In another embodiment, a database
(not shown) containing a wealth of password options may be
accessed by gatherer 67 for the purpose of trying different
passwords until one 1s accepted by the site. Once a password
or log-1n code 1s accepted, 1t may be sent to a user and stored
in his password list and at the network level.

It will be apparent to one with skill in the art that a
software application such as gatherer 67 may be 1mple-
mented 1n many separate locations connected 1n a data
network. For example, a plurality of gatherer applications
may be distributed over many separate servers linked to one
or more mass repositories. Client applications include but
are not limited to a WEB-browser plug-in for communicat-
ing to the service. Plug-in extensions may also be afforded
o proxy servers so that auto-log-in and data access may still
be performed transparent to a user.

In another embodiment, plug-ins enabling communica-
tion with gatherer 67 may be provided and configured to run
on other network devices for the purpose of enabling such a
device to 1nifiate a request and get a response without the
need for a desktop computer.

In most embodiments a user operating a desktop PC will
order a one time or periodic summary related to some or all
of his subscribed WEB sites. A logical flow of an exemplary
request/response 1nteraction 1s provided below.

FIG. 5§ 1s a logical flow chart 1llustrating an exemplary
summarization process performed by the software agent of
FIG. 4 operating 1n a user-defined mode. In step 93, a user
has initiated a new request for a summary (summary order).
It 1s assumed for the purpose of discussion, that the request
of step 93 1nvolves a site wherein no template has been
created. In step 95, the request 1s received and analyzed. A
knowledge worker will likely perform this step. The new
request may be posted to the user’s portal home page, sent
directly to gatherer 67, or even communicated through
¢-mail or other media to the service.

In step 97 a knowledge worker accesses particular site
logic associated with the request URL’S. For example, if the
request involves a plurality of URL’s, then all site logics for
those URL’s are accessed. Logic may be available in a
repository such as repository 29 of FIG. 1 if they were
obtained at the time of user registration to a particular URL,
or sent 1n by WEB-site hosts shortly after registration. If it
1s a completely new URL, then the logic must be obtained
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from the site. In most cases however, the logic will be known
by virtue of a plurality of users accessing common URL’s.
Therefore cross-linking in a database of logic/user associa-
tions may be performed to access a logic for a site that 1s new
to one particular user, but not new to another.

In step 99, the knowledge worker creates a template by
virtue of scripting module 79 (FIG. 4) containing all site
logic, URL’s, log-in and password information, and the user
request information. As described previously, templates may
be re-used for a same request. In most cases, scripting may
be mostly automated with minimum manual mput per-
formed by the knowledge worker. In many cases, an existing
template will match a new request exactly, and may be
re-used. In that case steps 97, 99, and 101 would not be
required.

In step 101 the template 1s stored and associated with the
requesting user. The stored template may now be retrieved
at a scheduled time for performing the summary gathering.
At step 103, a browser control such as module 85 of FIG. 4
1s activated to access the stored template and navigate to
specified URL’s for the purpose of gathering summary data.
If a timing function 1s attributed to the template stored in
step 101, then the template may self execute and call up the
browser function. In another embodiment, the knowledge
worker may nofify the browser control to get the template
for 1t’s next task. In some embodiments, a plurality of
controls may be used with one template as previously

described.

In step 105, automatic log-in 1s performed, if required, to
cgain access to each specilied URL. In step 107, a specified
WEB-page 1s navigated to and parsed for requested data
according to the logic on the template. If there are a plurality
of WEB-pages to parse, then this step i1s repeated for the
number of pages. A variety of parsing engines may be used
for this process such as an IE™ parser, or a Pearl™ parser.
Only the requested data 1s kept in step 107.

A request may be an on-demand request requiring imme-
diate return, or a scheduled request wherein data may be
posted. At step 109, such logic 1s confirmed. If the data 1s to
be presented according to a periodic schedule, then sum-
mary data parsed 1n step 107 1s stored for latter use 1n step
111. In step 113, the summary data 1s rendered as HIML 1f
not already formatted, and displayed in the form of a
summary WEB-page 1n step 115. The summary page may be
posted for access by a user at a time convenient to the user
(pull), or may be pushed as a WEB-page to the user and be
made to automatically display on the user’s PC. Notification
of summary page availability may also be sent to a user to
alert him of completion of order.

If the summary data 1s from a one-time on-demand
request and required immediately by a user, then a network
appliance and data delivery method (configured by the user)
1s confirmed, and the data 1s rendered in the appropriate
format for delivery and display 1n step 117. In step 119, the
summary data 1s delivered according to protocol to a user’s
designated appliance. In step 121 a user receives requested
information in the appropriate format.

It will be apparent to one with skill in the art that there
may be more or fewer logical steps as well as added
sub-steps than are 1llustrated in this example. For example,
step 105 may 1n other embodiments include sub-steps such
as getting an encryption key from a user. In still another
embodiment, part of a request may be rendered as HIML as
in step 113 while certain other portions of the same request
data might be rendered 1n another format and delivered via
alternative methods. There are many possibilities.
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The method and apparatus of the present invention may
be used to present summaries to users without user input.
Process logic such as this 1s detailed below.

FIG. 6 1s a logical flow chart 1llustrating an exemplary

summarization process pertormed by the software agent of 5

FIG. 4 in a User-independent smart mode with minimum or
no user 1mput. In step 117 an enterprise-initiated summary
process begins. In this case, the enterprise may be assisting,
a user 1n finding a better deal or, perhaps presenting the
individual with summaries from and links to alternative
pages not yet subscribed to by a user.

In step 119, a database containing user information and
parameters 1s accessed and reviewed. Certain information
specific to a user may be required to initiate an enterprise-
sponsored summary report. At step 121, the knowledge
worker accesses the site logic specific to the specified target
site or sites for summarization. In step 123, the knowledge
worker modifies an existing user template, or creates a new
one 1f necessary. At step 125 the template 1s stored 1n a
repository such as repository 29 and associated with the user.

As described 1n FIG. 5, the template either self-executes
according to a timed function and 1mnvokes a browser control
such as control 85 (FIG. 4), or 1s accessed by control 85 as
a result of task nofification. In step 127, the browser control
begins navigation. Auto log-ins are performed, if required,
in step 129 to gain access to selected sites. If the WEB pages
are new to a user, and the user has no registration with the
WEB site, then through agreement, or other convention, the
service may be provided access to such sites. Such an
agreement may be made, for example, if the host of the WEB
site realizes a possibility of gaining a new customer 1f the
customer likes the summary information presented. In many
other situations, no password or log-in information 1is
required to obtain general information that 1s not personal to

a client.

In step 131, all sites are parsed for summary data and
stored 1n canonical fashion 1n step 133. At step 135, the data
1s compiled and rendered as HI'ML for presentation on a
summary page. In step 137, a WEB summary containing all
of the data 1s made available to a user and the user 1s notified
of 1t’s existence.

Providing certain information not requested by a user may
aid 1n enhancing a user’s organization of 1s current business
on the WEB. Moreover, unsolicited WEB summaries may
provide better opportunities than the current options 1n the
user’s profile. Of course, assisting a user 1n this manner will
require that the enterprise (service) have access to the user’s
proiile and existing account and service imformation with
various WEB sites on the user’s list. A user may forbid use
of a user’s personal information, in which case, no
enterprise-initiated summaries would be performed unless
they are conducted strictly in an offer mode instead of a
comparative mode.

The method and apparatus also may be practiced in a
language and platform independent manner, and be 1mple-
mented over a variety of scalable server architectures.

Deeper-Level Searching by Proxy

As described 1n the background section, a conventional
search function cannot search beyond a first level of WEB-
site depth. A URL must be pre-known either to a user or to
a service providing data-search capability before it may be
returned as a result of a search. Vast numbers of URLSs are
not indexed into any search engine databases and therefore
cannot be found by traditional key-word searching. An
overview of prior art implementation of a traditional data-
scarch process as practiced on the Internet i1s provided
below.
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FIG. 7 1s an architectural overview of a system employing,
a conventional data-search process for on a DPN network
according to prior art. A communication network 139 1s
exemplified 1n this prior-art example as a common archi-
tecture for facilitating network data searches. Network 9
comprises the well-known Internet network 141, a well-
known public-switched-telephony network (PSTN) 143, an
Internet Service Provider (ISP) 145, and an exemplary user
premise 147.

It 1s widely known and accepted in the art that Internet
141, PSTN 143, ISP 145, and user premise 147 represent a
communication architecture (network 139 ) commonly used
by the public for searching out and obtaining network-

sourced data.

Internet 141 has an Internet backbone 157 illustrated
theremn and intended to represent the many lines and con-
nection points making up the Internet network as a whole.
Two search provider (SP) servers, server 149 and server 151
are 1llustrated as connected to backbone 157, and are
adapted to provide Internet data-search services to the public
at large as 1s generally known 1n the art. A search provider
1s defined, for the purpose of this example, as an enterprise
engaging in providing WEB-sourced data made accessible
to users through server capabilities. Altavista™ and
Yahoo™ are well-known examples of search providers Such
enterprises may also provide other services such as portal
services and so forth.

SP server 149 has a data store 153 connected thereto by
a data link. Data store 153 1s adapted to contain cached
URLs, which are compiled and indexed according to enter-
prise rules and which are accessible through a search-engine
application 1llustrated as SW 163 running on server 149.
Data store 153 may be any kind of suitable data repository
capable of storing large amounts of data. Data store 153 1s
typically an on-line data repository which 1s accessed by
server 149 when matching data-search queries to data con-
tained 1n data store 153.

SP server 151, a connected data store 155, and an 1nstance
of SW 165 may be described as replicated components of
server 149, data store 153, and SW 163 accept that a
differing, enterprises may host such services. For example,
Altavista™ may host server 149, data store 153, and SW 163
while Excite™ may host server 151, data store 155 and SW
165. Slight differences may exist between the separate
enterprises hosting the aforementioned equipment.
Therefore, physical differences may exist in the services
offered as well as in SW and hardware implementations. The
inventor chooses to focus only on the standard data-search
functionality common to both equipment and SW groups.
Therefore, each group 1s represented with 1dentical capa-
bilities 1n this example.

Two WEB servers (WS), 159 and 161 are illustrated as
connected to backbone 157 in Internet 141. WSs 1.59 and
161 are adapted as normal file servers as known 1n the art.
Servers 159 and 161 host electronic information pages
addressed by URLs and are adapted to serve them on
authorized request from any other network-connected node.
Electronic WEB-pages are typically formatted i well-
known Hyper-Text-Mark-up Language (HTML). The URL
1s actually the unique server address of an mmformation page
as 1s well known.

PSTN 143 represents the most common telephony net-
work used to access Internet 141. PSTN 143 may be
assumed to contain all of the required equipment for
enabling telephony communication and connection includ-
ing such as telephony switches, routers, service control
points (SCP), network bridging stations, and so on.
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ISP 145 1s provided within PSTN 143 and 1s adapted to
perform Internet-access services as known in the art. ISP 145
comprises a modem bank 171, represented herein by a single
modem 1con, and an Internet connection server 169 adapted
to connect subscribers to Internet 141. Connection server
169 1s 1llustrated as having connection to Internet backbone
157 by an Internet access line 167. Access line 167 may be
any suitable connection means known 1n the art for main-
taining Internet connectivity for a plurality of users access-

ing Internet 141 through server 169.

User premise 147 comprises a personal computer (PC)
175, which 1s adapted by SW and hardware implementation
for communication on Internet 141. PC 1735 1s 1llustrated as
connected to modem bank 171 by an Internet access line
173, which may be any connection means known 1n the art
for providing Internet access to user premise 147. Examples
include normal plain old telephone service (POTS) line,
Integrated Services Digital Network (ISDN) line, Cable/
Modem line and so on. In this example, PC 175 uses a
dial-up method and ISP 1435 to access Internet 141 as 1s most
common 1n the art.

A browser application 177 1s provided and 1illustrated as
executing on PC 175 idicating that PC 175 1s engaged 1n a
browsing session on Internet 141. A search engine, repre-
sented within browser 177 by the letters SE 1s incorporated
by a user operating PC 175 for the purpose of data search as
1s known 1n the art. A user operating PC 175 and connected
to Internet 141 through ISP 145, as illustrated by the
described connections, may invoke an SE through applica-
tion 177 and thus connect to one of SP servers 149 or 151
in Internet 141. The exact server connection will depend on
the proprietary search option listed in application 177 and
selected by a user. Using the examples presented above, 1t
the search option chosen 1s Altavista™, then PC 175 will be
connected to SP server 149 hosted by Altavista™. If the
chosen option 1s Excite ™, then PC 175 would be connected
to SP server 151 hosted by Excite™. Such methods are
known 1n the art and many different search providers hosting
separate data services may be represented for selection in
application 177.

Assuming that a user operating PC 147 1s connected to
Internet 141 through one of several methods provided as
examples above, a data search may be mitiated from appli-
cation 177 by mvocation of search option SE provided as a
link m application 177. Assuming that upon i1nvocation of
SE 1n application 177, a connection to SP server 149 1is
made, then an interactive HI'ML page representing a data-
scarch interface 1s served to the connected user. SW 163
running on server 149 then processes any initiated data
scarch according to a query entered 1nto a search dialog box
provided with the HTML interface as 1s known 1n the art.

In process of a query from a user operating PC 175, SP
server 149 running SW 163 checks data store 153 for any
URL pages contained therein that have data content associ-
ated therewith that matches (to some extent) criteria accord-
ing to the entered query. As described 1n the background
section, a query may be a key word, a series of key words,
a phrase or the like. Server 149 running SW 163 returns any
matching URL’s from data store 153, where they appear in
listed fashion i1n application 177. URL results are often
termed “hits” 1n the art. There may be only a few or a great
number of “hits” returned depending on the nature (broad or
narrow) of the original query entered, and the richness of the
Internet content. Each hit represents a hyper-link to an
clectronic WEB page that may be hosted, in this example, by
server 159 or server 161, or any other network-connected
server. Therefore, invoking a returned URL initiates navi-
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cgation by browser 177 to either server 159 or 161 wherein
the updated version of the HIML page 1s served. At this

point the aforementioned user 1s negotiating with server 159
or 161.

There are other possible aspects of connection and com-
munication represented 1n this prior-art example as well. For
example, an enterprise hosting SP server 149 may through
agreement forward a query to the enterprise hosting SP
server 151 such that data store 155 may be included 1n a data
scarch. With this type of cooperation, many resources may
be accessed 1n a shared sense. Therefore, if an original query
does not return a URL from one data store, an option may
exist for searching data stores hosted by other enterprises
without a user having to close one connection and open
another. This process 1s fairly recent and 1s termed meta-
scarching in the art.

A limitation of the prior art exists in that software
istances 163 and 165 are adapted only to provide URL’s
and data that 1s indexed 1n either data store 153 or data store
155. An enterprise hosting server 1589 or server 161 may also
have connected data-stores containing information related to
clectronic pages that are hosted therein. Such data stores
hold data on a deeper level of WEB-site depth and may be
accessed through manual navigation from a main URL or
through a private search function (limited to searching data
hosted by the enterprise) provided as an embedded module
in one or more of the hosted main pages. Software instances
163 and 165 cannot provide access to a private search
function unless it 1s functionally available 1n either server
149 or server 151. A user must 1invoke the private search
function after he or she 1s served the hosting page 1n order
to search a private data-store. Moreover, a user must often
restructure a query for application to the new search engine
soillware as the query rules may be different than those

assoclated with SW 163 or SW 165.

It can be seen, 1n a general sense, by one with skill 1n the
art that the prior-art data search methods 1llustrated in this
example are limited both by the fact that only data indexed
by URL may be found, and by the fact that additional
deeper-level data searches must be performed manually
through user-mitiated browser navigation.

The mventor provides a unique method and apparatus that
enables a deeper-level data search to be accomplished
through an original SE application wherein no query
re-entering by a user or additional browser navigation by a
user 1s required. Such a method and apparatus 1s described
in enabling detail 1n examples below.

FIG. 8 1s an architectural overview of a search method for
data on Internet 141 according to an embodiment of the
present invention. Much of the architecture and connection
means 1llustrated 1n this preferred embodiment mirror those
of the prior-art example of FIG. 7. Therefore, elements
common to both examples retain the same element numbers
and are not re-introduced. Components unique to the present
invention whether by modification or by provision are newly
introduced and given new element numbers.

In this example of the present invention, the Internet
connection means 1s the same as described in FIG. 8 above.
A user operating PC 175 1s connected to modem bank 171,
hosted by ISP 145, by virtue of Internet access line 173.
Connection server 169, also hosted by ISP 145, facilitates
connection to Internet backbone 157 within Internet 141
through Internet access line 167. However, instead of using
a general search engine as was 1llustrated 1n FIG. 8, a user
operating PC 175 1s a subscriber to the personalized portal
service described in disclosure included herein and refer-
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enced as Ser. No. 09/208,740 1n the cross-reference section
above. As such, a connection 1s opened to a portal server 179
upon Internet log-1n from user premise 147 and a portal page
illustrated as PP 1s served by server 179 and appears within
a browser application 178.

Browser application 178 1s enhanced for communication
with portal server 179 by virtue of provided SW plug-ins
(not shown), which are adapted for enabling auto-log-in to
personal WEB pages, initiating special tasks to be performed

by server 179, among other options which are fully
described 1n the related documents Ser. No. 09/523,598 and

Ser. No. 09/208,740. A user operating PC 175 while con-
nected on-line to portal server 179 may interact with the
provided PP i browser 178 to search for updated data from
one or all of his or her service-registered WEB pages. In this
system, portal server 179 i1s enhanced with a navigation
control for browsing on behalf of a user operating PC 1735.
In general, such navigation and return of data 1s limited to
sites that are known to the service and/or to the user. For
example, navigation to sites for data acquisition on behalf of
a user 1s accomplished with site-logic scripting, parsing and
data-return techniques known to the imventor and described
above. The portal service uses a system of connected nodes
to process the many requests from users.

A data store 185 1s provided and illustrated as connected
to portal server 179 by data link. Data store 185 1s adapted
to contain and manage data including but not limited to
proiile and subscription data about users, data about user-
registered sites, password and user-names associated with
those sites, and navigation scripts for accessing such sites on
behalf of users. Data store 185 may be a series of separate
data repositories all connected to server 179, or a single
repository as represented herein, or a part of portal server
179. Data store 185 may be of any suitable implementation
such as an optical storage facility or the like. In this example,
server 179 and connected data store 185 are held within
Internet 141 with server 179 directly connected to backbone
157. However, 1n another embodiment, server 179 and data
store 185 may be hosted by and held within ISP 145 as

represented 1n FIG. 1.

Three WEB servers (WS) 181a—c are illustrated as con-
nected to backbone 157 in Internet 141. WEB servers
181a—c are adapted as Internet file servers as described 1n
FIG. 7 (WS 159, WS 161 ). However, in this embodiment
cach WS 181a—c has at least one main HITML page hosted
therein that contains a private search engine (SE) embedded
theremn as illustrated by associated tlags labeled SEa, SEb,
and SEc respectively.

An on-line database 187 1s provided and illustrated as
connected to backbone 157 within Internet 141. Database
187 represents an on-line storage facility containing addi-
tional HIML pages hosted by WEB servers 181a—c. Data-
base 187 may be a single data repository shared by servers
181a—c as 1s represented herein or database 187 may rep-
resent a separate database for each of WEB servers 181a—c.
Database 187 stores electronic WEB pages that may be
accessed through a private SE hosted in any one of or all of
servers 181a—c. For example, WS 181a may be hosted by
Intel™. As such, electronic pages contained in database 187
represent deeper-level electronic pages containing informa-
fion related to Intel™ and accessible through SEa hosted at
server 1814, but not indexed by a regular SE database such
as, perhaps, Altavista™. WS 1815 may be hosted by Gate-
way™ and an embedded SEb, also hosted by Gateway™
may be used to search database 187 for URLs related to
Gateway™ such as computer specifications, chip
parameters, mstall mstructions, and so on.
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It 1s 1important to note here that pages having URLs
maintained 1n database 187 cannot typically be accessed
through a conventional search method because they repre-
sent a deeper level of WEB data not indexed 1n either data
store 153 or data store 155 of FIG. 7. The additional pages
are only accessible through use of embedded SE applica-
tions found on such as a main electronic page or pages
hosted 1n servers 181a—c, or through manual navigation
from one of the main URLs providing links to the deeper-
level information. A private SE may be a search function
dedicated to providing access to additional technical service-
related URLSs hosted by an enterprise. The specific SE may
be labeled “search our technical service site”, for example,
and may be configured to search by key word or phrase. The
scarch provided 1s, of course, limited to enterprise-hosted
databases such as database 187.

In a conventional sense (negotiaiting with the server
hosting the SE), one would enter a key word or the like into
the private SE as described above and would be presented
with a list of hyper-links to the additional pages hosted by
the enterprise which would appear in a user’s browser
application. The additional URLs may also be linked by
icons found 1n various electronic pages contained in servers
181a— and hosted by the respective enterprises. The use of
a private SE of the type described herein allows faster access
to data and reduced manual navigation time for users.

The inventor herein teaches and provides a unique appli-
cation extension that enables a scamless bridge between a
conventional SE and a private SE. A SW application 183,
illustrated as executing on portal server 179, provides such
enhanced functionality. In this example, SW 183 1s a per-
sonalized search function provided by the enterprise hosting
server 179 and the portal service, which 1s available to users
typically through subscription. SW 183 may be invoked by
a user operating PC 175 at user premise 147 by clicking on
an available link presented in a PP (Portal Page) within
browser application 178.

Once SW 183 1s invoked, a user operating through
interface 178 enters a natural language query designed to
scarch for specific data. It 1s assumed 1n this example that
specific data requested 1s not contained 1n any of the URLs
for pages registered with the portal service. It 1s also
assumed that the requested data 1s available 1n a deeper level
of data which may be accessed through use of one or more

private SEs hosted by one or more of the user’s registered
WEB services.

To further 1llustrate, consider that WS 181a 1s a Hewlett
Packard™ server registered to the portal service by a user
operating PC 175. PC 175, mn this example, may be a
Hewlett Packard™ machine such as a Pavilion™ model
machine. A query entered 1nto a PP search dialog box may
be, for example, “Bios flash upgrade mmformation for Pavil-
ion”. SW 183 parses the entered query and processes the
query by checking data store 185 for any related data. It 1s
found that WS 181a (Hewlett Packard™) is a user-registered
WEB site and 1s a likely URL for containing data related to
the query. In one embodiment, a user may make a registered
URL an integral part of a query command. For example, the
query may read “search my HP WEB site for ‘Bios flash
upgrade information for Pavilion’”. The double quotations
illustrated 1n the command query may be used to separate the
command portion from the query portion although this is
merely exemplary. There are many ways to express
command/query combinations.

SW 183 uses a navigation sub-system (not shown), which
1s known to the inventor, to navigate to HP server 181a on
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the user’s behalf and perform auto-log-in to access a main
URL contained 1n server 181a to which the user subscribes.
The requested information 1s not contained in the main URL,
but may be available through a private SE embedded 1 the
main URL at server 181a (illustrated by flag SEa). SW 183
1s, 1In one embodiment, adapted to recognize the code that
identifies the embedded SE and 1s adapted by software
routine to locate and 1invoke the private SE at the main URL
in server 181a. In another embodiment, the private SE
parameters such as data entry rules are pre-known and are
accessible from data store 185.

Once the private SEa 1s open, SW 183 ftransfers the
original query 1nto the dialog box provided and executes the
secarch function by virtue of automated routine. If required,
SW 183 may restructure the query to fit the rules used by the
private SE. Data returned by the private SE 1s gathered by
a navigation control and returned to server 179 where it may
be forwarded to the portal page (labeled PP in FIG. 8) in
browser 1nterface 178. A user may then click on any addi-
tional URL listed and navigate to that electronic page hosted
in this case at database 187, and view the data.

The search, navigation, and data-return process 1s trans-
parent to the requesting user as 1s the auto-log-in process.
The next page the user sees 1s a list of related links to data
about “Bios flash upgrade instruction”. In some cases, the
additional links may appear on the same PP within browser
178 by virtue of an automated linking process known 1n the
art. By clicking on any one of the provided links, a user may
navigate to the selected page and view the data contained
therein.

SW 183 thus provides a proxy searching function that
may be practiced by a user from a single interface and using
an original query typed into a first search dialog box. A user
practicing this method 1s not required to manually navigate
until he or she 1s presented with a list of links related to the
deeper level data held 1n database 187 1n this example.

It will be apparent to one with skill in the art that the
functionality of SW 183 is 1n part generic to and in accor-
dance with similar capabilities described in the related
documents listed under the cross-reference section. Addi-
tional components added to SW 183, which provide a novel
interface capability between SE applications are detailed
further below.

FIG. 9 1s a block diagram 1llustrating exemplary software
components of a search-function interface according to an
embodiment of the present invention. SW 183 comprises a
data-search module 184 and an application-extension layer
186. Search module 184 i1s similar in many respects to
fraditional search engines except for the presence of a
browser control interface 195, and an interface to auto-log-in
function 197.

Control interface 195 1s provided and adapted as an
enhancement that allows interface to a navigation system for
browsing known URLs on behalf of users. Interface 197 1s
provided and adapted to allow auto-log-in functions to be
performed on behalf of a user upon navigation to a user-
registered URL for the purpose of obtaining data requested
by a user.

An 1mmput module 189 1s provided and adapted to accept
query data input into SW 183 by interfacing users. A parsing
engine 191 1s provided and adapted to read and understand
data queries for purpose of further processing data requests.
A database interface module 193 1s provided and adapted to
allow 1nterface to any connected repository to search for
data that may be compared against a query for match.
Browser control 195, as previously described, 1s an interface
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to a proxy-navigation system. If data matching a query 1s not
found 1n a connected database, then navigation may be
required to obtain the requested data. Auto-log-in services
may be performed during navigation to gain access to
user-registered sites.

Secarch application 184, as known to the 1nventor, 1S not
the same as a traditional search engine used for generic data
scarches on the Internet. Application 184 is enhanced for
integration 1nto the Password-all software suite described in
Ser. No. 09/208,740 and the method for obtaining and
presenting WEB summaries described 1in Ser. No. 09/523,
598. A basic example of using search application 184 is
described 1in the embodiment of FIG. § above. In this
embodiment, Auto-log-1n 1s performed during navigation to
gain access to user-registered sites, which require a user
name and/or password for authentication. Data 1s found
through parsing and site logic scripting. The function of
scarch application 184 assumes that there 1s sufhicient pre-
known 1nformation available about the data source and data
location 1n the source for successtful navigation and parsing.

Application extension 186 1s provided to extend the
function of application 183 to provided a seamless interface
to a second search application which may be specific to an
enterprise hosting a WEB site comprising am plurality of
pages having URLs. Application 186 enables SW 183, in
cooperation with a proxy-navigation system, to navigate to
and commandeer the second search engine and cause that
engine to search for and return data on behalf of a user.

A code recognition module 199 1s provided and adapted
to recognize an embedded search function held within a
URL opened during proxy navigation. In this way, SW 183
may {ind any second search function embedded 1n any URLSs
subject to navigation and search. In one embodiment, such
search functions are pre-located when a user registers a new
URL to the service such that their parameters and location
may be made part of site-logic scripting.

An application-activation module 201 1s provided within
extension layer 186 and adapted to invoke or activate an
embedded search function. In some cases an embedded
scarch function on will be presented 1n the form of an icon
such that when invoked, a dialog box appears as a pop-up
widow or as a new URL. In some cases, a dialog box will
already be present and module 201 may not be required.

A text writer 203 1s provided and adapted to rewrite an
original query imto a form accepted by the search dialog
criterita associated with the second search function. If
required, writer 203 may restructure an original query to {it
the new criteria 1n terms of punctuation, casing, order of
words, association of words, and so on. In a Preferred
embodiment, such rules are pre-known and are a part of site
logic. In an alternate embodiment, writer 203 simply pro-
duces the original query for insertion into the dialog box
wherein no restructuring 1s required.

A data-transfer interface 2035 1s provided and adapted to
allow SW 183 to insert an original query into a provided
dialog box by known techniques such as object linking and
embedding (OLE). An execution and release module 207 is
provided and adapted to execute a second search function
after a query has been entered. At this point, the data search
function 1s turned over to the new search function, which
returns results back to the proxy navigation control. Appli-
cation extension 186 actively runs in conjunction with the
navigation system in integrated fashion to achieve the main
object of the present invention, which 1s to enable a scamless
interface between search applications such that a deeper
level of data searching may be achieved.
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Data returned by the second search function invoked by
SW 183 is handled 1 the same way as described 1in FIG. 5

steps 111, 113, 115, and steps 117, 119, and 121. Automatic
linking capability allows a user receiving requested data
links to navigate back to data contained therein. In some
cases data located will be returned as text data with no
linking required.

It will be apparent to one with, skill in the art that the
software components included in SW 183 may be provided
to coordinate through interface with a separate proxy navi-
gation system as known to the inventor, or may be func-
tionally provided within the navigation software itself with-
out departing from the spirit and scope of the present
invention. In a preferred embodiment, the components
described above are Java-based executables designed to
function as a routine during Internet navigation.

The method and apparatus of the present invention pro-
vides a unique way for users to gain information by proxy
from deeper levels of WEB sites without requiring exhaus-
five manual navigation and repeated re-entering of queries to
new search functions.

In one embodiment of the present invention, more than
one secondary search function, perhaps associated with
more than one URL may be mnvoked simultaneously such
that data returned to the gathering agent is from several
different sources or sites.

FIG. 10 1s a process flow diagram illustrating basic
interaction steps for practicing the present invention accord-
ing to a preferred embodiment. At step 209, a user begins an
on-line session with a portal server as exemplified 1n FIG. 8.
During this process, a user-name and password pair 1s
submitted to a portal server by a user for authentication
purposes. After authentication of a user, a personal portal
page (PP of FIG. 8) is displayed in a user’s WEB browser
at step 211. In this step, a dialog box for SW 183 will appear
in some convenient location on the portal page.

At step 215, a user enters a query for a data search. The
query may be entered 1n a natural language as previously
described 1n the example of FIG. 8. At step 213, SW 183
processes the query for a WEB search. During this process,
any connected databases are consulted for matching data
before navigation 1s inifiated. If the required data 1s con-
tained 1n a connected database, navigation and proxy search-
ing may not be required. For example, 1f a user requests data
about “technical specifications for white diamonds”, then a
first “look™ 1nto a database may return a user-registered site
about diamonds and other minerals. The URL would match
the user’s query but the exact data may not be found on the
URL page.

Assuming that no matching data 1s found, navigation to
the related URL 1s mitiated through browser control inter-
face at step 217. Proxy navigation to the URL or URLs that
most closely relate to a user query 1s performed by a
navigation sub-system. Auto-log-in 1s performed if required
for entry 1nto a site.

At step 219, any private search functions associated with
the site and available on the main URL page or pages are
located and invoked. At step 221, original query data entered
at step 215 1s transferred to a new dialog box associated with
a new scarch function. At this point, the search 1s handed
over to the respective WEB site or sites. At step 223, data
results from the secondary search, which may be 1n the form
of text, additional URL links, or a combination thereof, are
passed back to the navigation control. These results repre-
sent data that could not have been obtained through con-
ventional search methods because such methods are limited

to a first WEB-site depth.
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If a user requires immediate data return, the results are
passed back to the user’s WEB browser at step 225. If a user
will access the results at a later date, then the results may be
held 1n storage on behalf of the user at step 227.

It will be apparent to one with skill 1n the art that the basic
process-interaction steps represented herein may be
expanded in description without departing from the spirit
and scope of the present invention. For example, step 209
may 1nclude sub-steps such as supplying password and user
name for authenticating. A step for invoking an original
scarch application may be provided between steps 211 and
215 if an open dialog box does not appear with the served
portal page (PP). There are many possibilities. The inventor
intends that the process steps represented herein are only
exemplary of one suitable process among many for practic-
ing the present mvention.

It will also be apparent to one with skill 1n the art that SW
183 of FIG. 9 may be a standalone application with appro-
priate interface capability to a navigation sub-routine with-
out departing from the spirit and scope of the present
invention. In still another embodiment, application 183 may
be mtegrated with a navigation sub-routine such that navi-
gation capability 1s part of the direct functioning of SW 183.

The method and apparatus of the present mnvention may
be practiced 1n a personalized sense as 1s described in
previous embodiments wherein URLs are registered to users
and auto-log-in services are performed on behalf of users
subscribing to portal services.

In another embodiment, the method of the present mnven-
tion including proxy navigation capabilities may be pro-
vided as an extension to existing and well-known search
engines that are provided to the public without subscription.
Such secarch engines are typically used to search for more
cgeneralized data, and users do not have pre-knowledge of
where requested data 1s held. A general search engine
executing from a server may, 1f enhanced with the SW of the
present 1nvention, provide a deeper level of data searching
than 1s currently offered. Such an embodiment 1s detailed
below.

FIG. 11 1s a block diagram illustrating the standard
data-search system of FIG. 7 enhanced with the method and
apparatus of the present invention according to another
embodiment of the present invention. In this example, user
premise 147 1s enabled by virtue of browser application 177
to browse the Internet as described 1n FIG. 7. A standard
scarch engine 1s 1llustrated within browser 177 and 1s an
interface to search-provider (SP server) 151. User premise
147 has connection to server 151 by virtue of an ISP-
brokered network-connection 1illustrated herein by the
double arrow labeled “Network Connection (ISP)”. Such a

connection 1s analogous to the compilation of lines 173 and
167 of FIG. 7.

Server 151 has an enhanced search engine 229 executing,
thereon and adapted to allow added services according to an
embodiment of the present invention. For example, engine
229 1s enhanced with addition of a proxy browsing control
195, which allows interface to a general version of the
personalized navigation system described above. What 1s
meant by “a version of” 1s that no site logic 1s employed to
look for specific data known to exist.

Scarch engine 229 1s also enhanced with a “generalized
version” of the personalized application 186 of FIG. 9.
Meaning that there 1s no interface for auto-log-in. Applica-
tion control 195 and extension 186 may be provided with a
navigation sub-routine and integrated 1nto a standard search
engine (SE) producing the enhanced engine 229.
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Alternatively, engine 229 has a navigation control or inter-
face to a separate browsing sub-system, which may run on
the same server (151), or another connected server or set of
SETVETS.

Server 151 accepts a query from user 147 running appli-
cation 177 and using a search engine (SE) interface. The
query may be a general request for data about a certain class
of IC chips, for example. The query may contain keywords
or a series of keywords describing the desired chips.
Alternatively, a phrase may be entered instead of keywords.
This depends on any rules that are 1n place and observed by
SW 229. In normal operation, SW 229 retrieves URLs
containing any data matching the user’s query as 1illustrated
by the right-angled, double arrow labeled “URLs” placed
between server 151 and data store 155. Data store 155
contains indexed URLs that may contain data that matches
a uUser query.

In this example, such URLSs are, as would be the normal
case, returned to user premise 147 over the network con-
nection where they appear 1n a displayed search page within
browser window 177. A user may then select a return link to
navigate to the electronic page indexed by the URL link.

Some of the URLs indexed 1n data store 155 may contain
embedded search functions representing private search
capabilities along with data matching the criteria of the
original query. Those URLs may be automatically assigned
for proxy browsing on behalf of the user wherein control 195
and extension 186 are employed to navigate to the pages on
behalf of a user and mvoke the secondary search engines to
return deeper level data or URLSs according to the original
query. In this case, the interface to auto-log-in function 197
would not be required and no site-logic scripts are used.
However, all of the other described modules of FIG. 9 may
be employed. Many URLs having private search functions
embedded therein may be found during the initial search.
Therefore, there may be a rule administered that limits the
number of private search engines that may be invoked on
behalf of a user. An example of such a rule may be “navigate
to only the top ten URLs that match the query by ranking
percentage and mmvoke deeper level searches according to
the original query”.

In another embodiment, URLs found to contain private
scarch functions are sent back to user premise 147 along
with other matching URLs or “hits” and appear in browser
177, but are listed separately. In this case, a user may select
a number of those URLs (containing search functions) for
proxXy navigation, search execution, and data return.
Returned data may, in some cases be delivered as text
instead of additional links for manual navigation. In this
case, the process would contain an extra step of a user
selecting a number of returned URLs containing search
functions, and then submitting the selection to SP server 151
for proxy navigation, data search, and data return. Selection
may, 1n some cases, be facilitated by check boxes presented
next to each URL. Checking a box indicates to include this
URL 1n proxy navigation.

On-line database 187, as previously described in FIG. 7,
represents a repository or repositories held by individual
WEB sites such as sites 159 and 151 of FIG. 7. Data and
URL links contained 1n database 187 represent deeper-level
WEB site data available through a private search function or
through manual link activation and navigation from a main
URL. The method and apparatus of the present mmvention
provides a convenient method for searching and returning,
data held on a deeper level of WEB site depth without
requiring a user to manually navigate to the data from a
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“lump-oft page” or, without manually invoking a private
scarch function and entering an additional query to search
for the data.

In the embodiment presented herein, 1t 1s noted that the
exact parameters pertaining to rules for entering queries mnto
private search functions 1s not pre-known as the system
described in this embodiment 1s not personalized to a user.
Therefore, re-structuring of an original query may not be
possible. However, 1t 1s assumed that some standardization
exists with respect to the code used to embed the private
search functions as well as with the rules administered for
dialog entry into those functions. SW 229 may be pre-
programmed then to understand and recognize such standard
parameters such that recognition of code and restructuring of
a query 1s still possible. In this 1nstance, known codes and
rule-sets would be pre-loaded into a database accessible to
SW 229 such that the correct codes and rule-sets may be
found by parsing and comparison.

It will be apparent to one with skill in the art that SW 229
may be adapted to work 1n conjunction with a navigation
system 1n a multi-tasking environment without departing
from the spirit and scope of the present invention. For
example, many user queries may be processed simulta-
neously and the only limit to the number of URLSs that may
be navigated to on behalf of a plurality of users is the
processing power of the dedicated node or nodes performing
the navigation and data-return functions. In another
embodiment, SW 229 and a navigation system may be one
application running on one powerful server. Scalability and
component distribution may be implemented according to
need. There are many possibilities.

The method and apparatus of the present invention may
be practiced via private individuals on the Internet, busi-
nesses operating on a WAN connected to the Internet,
businesses operating via private WAN, and so on.

There are many customizable situations.

The present invention as taught herein and above should be
atforded the broadest of scope. The spirit and scope of the
present invention 1s limited only by the claims that follow.

What 1s claimed 1s:

1. A method for extending an on-line Internet search
beyond pre-referenced sources, comprising steps of:

(a) entering a first search criteria in a first search function;

(b) initiating the first search function;

(¢) returning in the first search function a pre-referenced
first document having data associated with the first
search criteria;

(d) testing the first document for an embedded second
search function;

(¢) on finding a second search function in the first
document, automatically entering at least a form of the
first search criteria 1n the second search function; and

(f) returning addresses in the first search function for
documents found through the second search function.

2. The method of claim 1 wherein the first search function
allows natural language 1n entering search criteria, and
further comprises a parsing step for parsing criteria input for

significant words and phrases for criteria matches.
3. The method of claim 2 wherein the first search function,

in step (e), tests the second search function for criteria rules,
and amends the first search criteria to conform to the criteria
rules.

4. The method of claim 1 wherein the first search function
1s provided by a subscription portal service, and 1s operated
by proxy by subscribers.

5. The method of claim 4 wherein the first search function
is limited in step (c) to returning first documents pre-
registered to a specific subscriber 1nvoking the first search
function.
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6. An Internet search application comprising;:

a first search module having a first criteria interface for
entry of a first search criteria;

an 1nspection function for identifying a second search
module 1n a returned electronic document, the second
scarch module having a second criteria interface; and

an entry module for entering the first search criteria into
the search criteria imterface of the second search mod-
ule;

characterized 1n that the search application, upon entry of

a first search criteria 1n the first criteria interface,
returns at least one electronic document having a match

to the first search criteria, inspects the document for the
second search module, and transfers at least a form of

the first search criteria into the second criteria interface.

7. The Internet search application of claim 6 wherein the
Internet search application further 1nitiates the second search
module after transfer of search criteria, and returns at least
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addresses of documents found by the second search function
in the first search function.

8. The search function of claim 6 wherein the first search
module allows natural language criteria entry, and parses
entries for significant words and phrases for matching to
content 1n electronic documents returned.

9. The search function of claim 8 wherein the first search
module, in step (e), tests the second search module for
criteria rules, and amends the first search criteria to conform
to the criteria rules.

10. The search function of claim 6 wherein the first search
module 1s provided by a subscription portal service, an 1s
operated by proxy by subscribers.

11. The search function of claim 10 wheremn the first
scarch module 1s limited to returning first documents pre-
registered to a specilic subscriber 1nvoking the first search
function.
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