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(57) ABSTRACT

A data protecting method wherein a resident control pro-
oram which 1s stored as to be resident 1n a storage medium
driving device judges on the basis of instruction from an
executing device for executing a specified process, whether
a control program for executing the process 1s incorporated
or not therein, searches the control program from a set
storage medium when the result of judgment 1s NO, reads in
the searched control program, and incorporates the read-in
control program therein. A storage medium driving device
which stores this resident control program as to be resident,
and a storage medium which 1s driven by this device.

18 Claims, 4 Drawing Sheets
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STORAGE MEDIUM DRIVING DEVICE,
STORAGE MEDIUM AND DATA
PROTECTING METHOD

BACKGROUND OF THE INVENTION

The present invention relates to a storage medium driving
device which ensures the security of the program stored in
the medium against unauthorized use or other 1illegal
copying, and also to a storage medium and a method capable
of ensuring the program security, wherein the storage
medium 1s a detachable medium such as a digital video disk,
CD-ROM, or magneto-optical disk.

There are various methods known 1n the art for ensuring,
the security of programs and data stored 1n media. One of
them 1s to devise such a program as to guard against
unauthorized use, and another 1s to devise an executing
program of a processor like a personal computer so as to be
safe from 1illegal access.

However, 1if the personal computer 1s unconditionally
allowed to fetch the program stored in the medium, it 1s
difficult to protect the program from illegal copying, and
therefore, it 1s preferable to limit the ability to fetch the
program to the medium driving device.

™

The level of security differs program by program, which
means that each storage medium must be provided with its
own level of security. To achieve this result, firmware 1s
required for controlling a storage medium driving device.
However, the firmware must have a sufficient capacity for
accommodating a built-in memory, thereby increasing the
production costs of the storage medium driving devices.

BRIEF SUMMARY OF THE INVENTION

The present invention has been devised to solve the above
problems. The purpose of the present invention 1s to provide
a storage medium driving device, a storage medium and a
data protection method thereof, which enable execution of
various types of security for record information recorded in
a detachable storage medium without the necessity of raising
the production cost.

The present invention relates to a data protecting method
and a storage medium driving device which realize protec-
fion of record mnformation recorded 1n a detachable storage
medium, and a resident control program stored 1n the storage
medium driving device which performs the following steps:
on the basis of instructions from an executing device for
executing a specified process, 1t 1s judged whether a control
program for executing the process 1s mncorporated or not. If
it 1s judged NO, a control program 1s searched from a
mounted storage medium, read in, and 1s incorporated.
Consequently, it 1s enabled for a variation 1n security without
the necessity of a large internal memory or a rise 1n
production cost.

Further, 1in the present invention, if the control a program
1s encrypted, the resident control program searches for the
encrypted control program, reads it i1n, decrypts 1t, and
incorporates 1it. Since the read-in control program 1s 1ncor-
porated 1n a decrypted manner, a process which can not be
executed by other storage medium driving devices can be
executed.

Further, in the present invention, the resident control
program reads 1n information from a storage medium, which
1s peculiar to each of storage media, and decrypts control
programs by using the peculiar read-in 1nformation. Since
the read-in control programs are incorporated after decryp-
tion by using the peculiar information by the storage
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medium, a process which can not be executed by other
storage medium driving devices can be executed.

Further, in the present invention, the resident control
program 1s interlocked with the incorporated control pro-
oram. Moreover, it 1s judged by the resident control program
whether the read-in control program can be interlocked
therewith, and 1f it 1s judged YES, the control program 1is
incorporated. For example, 1t 1s judged whether the resident
control program and the control program read-in by a
reading-in means can be interlocked with each other, or
whether the resident control program and the read-in control
program can be interlocked with each other if specified
conditions are met such as that no unnecessary program 1s
appended to the read-in control program, and so on. Thus,
since no control program that 1s unable to be interlocked
with the resident control program 1s incorporated, no mal-
functions and thus no errors are likely to occur.

Further, in the present invention, 1t 1s judged by the
resident control program whether the mncorporated control
program 1s equal to the read-in control program, and 1if it 1s
judged YES (the programs are equal), the read-in control
program 1s not incorporated. Thus, unnecessary actions are
avoided.

Further, 1in the present invention, no program other than
the resident control program is allowed to read in any
information peculiar to each storage medium. It 1s alter-
nately not allowed to any program other than the resident
control program to read in any control program from the
storage medium. Thus, it 1s impossible for a process execut-
ing device such as a personal computer to read 1n a control
program from a storage medium, to control the storage
medium driving device and to include the contents thereof.

Further, in the present invention, the resident control
program reads 1n encrypted information kept within the
control program, and it 1s judged on the basis of the read-in
encrypted information whether this control program has
been tampered. If it is judged NO (the control program has
not been tampered with), the control program is read-in. In
this way, if the control program stored in the storage medium
has been tampered with, 1t 1s not used, thus it can not be used
in a manner other than 1t 1s supposed to.

A storage medium according to the present invention
stores peculiar information therein, and it 1s driven by the
afore-mentioned device which 1s able to read 1n information
peculiar to each medium. Since the storage medium stores
control programs 1n an encrypted manner, no process can be
executed by a storage medium driving device other than a
speciflied one.

Further, the storage medium according to the present
invention keeps within the stored control program encrypted
information for judging whether this control program has
been tampered with, and 1t 1s driven by the afore-mentioned
device which judges on the basis of encrypted information
kept 1n the control program whether the control program has
been tampered with. In this storage medium, if the stored
control program has been tampered with, this control pro-
oram will not be used, thus 1t can not be used 1n a manner
other than 1t 1s supposed to.

The above and further objects and features of the inven-
tion will more fully be apparent from the following detailed
description with accompanying drawings.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWING

FIG. 1 1s a block diagram showing a constitution of a
storage medium driving device, storage medium and a data
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protecting method according to an embodiment of the
present mvention;

FIG. 2 1s a flowchart showing an operation of a personal
computer controlling an MO driving device;

FIG. 3 1s a flowchart showing an operation of the MO
driving device; and

FIG. 4 1s a flowchart showing an operation of the MO
driving device.

DETAILED DESCRIPTION OF THE
INVENTION

The present invention will be described 1n details with

reference to the drawings showing an embodiment of the
invention.

FIG. 1 1s a block diagram showing constitution of a
storage medium driving device, storage medium, and a data
protecting method according to an embodiment of the
present invention. In this constitution, 1f a process request 4
1s made by a user 3 to a personal computer 5 which 1s an

executing device for executing processes such as play back
of purchased software (movie, and so on), stored in an MO
medium or reading 1n a program stored 1n an MO medium,
the personal computer 5 interprets these process requests 4
using 1ts own application program, and sends the interpreted
process requests 4 to a processing unit 8 of an MO driving,
device 2.

If the process request 4 1s transmitted to the processing,
unit 8, it 1s judged by using a resident firmware 9 (resident
control program) which is kept permanently in a resident
firmware area 10 of the MO driving device 2, whether the
resident firmware 9 incorporates a firmware (control
program) for executing this process. If it 1s judged NO (the
firmware 1s not incorporated), an installed MO medium 1 is
driven as to execute a search 12 for finding a firmware 6 for
executing the process out of encrypted firmware A, B, C
stored 1n the MO medium 1.

By using the resident firmware 9, the processing unit 8
performs reading-in 15 of a media ID symbol 7 (information
peculiar to storage medium) which is information peculiar to
the MO medium 1. By using this media ID symbol 7,
decryption 13 of firmware 6 1s executed, and the decrypted
firmware 6 1s written 1nto a loading firmware area 11.

By using the resident firmware 9, the processing unit 8
performs incorporation 14 of the decrypted firmware 6 from
the loading firmware area 11 to the resident firmware 9
within the resident firmware area 10, and the operating
environment of the MO driving device 2 for executing the
process request 4 1s prepared.

As such, the MO driving device 2 performs the requested

process by using contents kept 1n areas other than those of
firmware A, B, C of the MO medium 1.

FIG. 2 1s a flowchart showing an operation of the personal
computer 5§ for controlling the MO driving device 2 con-
structed as mentioned, and FIG. 3, FIG. 4 are flowcharts
showing an operation of the MO driving device 2. Now, with
reference to the flowcharts according to FIG. 2, FIG. 3 and
FIG. 4, the operations of the personal computer § and the
MO driving device 2 will be explained.

The personal computer 5§ judges upon mput of a process
request from the user 3 (FIG. 2, S10) whether the process is
acceptable on the basis of the peripheral environment, and so
on (S12), and if it is judged NO (not acceptable), error is
displayed (S13).

If it is judged YES (acceptable), the personal computer §
sends instructions to the MO driving device 2 (S14),
executes process request 4, and the procedure 1s returned to

S10.
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By using the resident firmware 9, the processing unit 8 of
the MO driving device 2 judges upon receipt of mstructions
of process request 4 from the personal computer § (S15)
whether the firmware for executing the process 1s within the

MO driving device 2 and is incorporated in the resident
firmware 9 (516). If it is judged YES (the firmware for

executing the process 1s incorporated in resident firmware
9), the process is executed (S18), and the procedure is
returned to S15.

By using the resident firmware 9, if the processing unit 8
judges that the firmware for executing the process 1s not
incorporated 1n the resident firmware 9, the MO medium 1

set 1n the MO driving device 2 1s driven for executing a
search 12 (FIG. 1) within the MO medium 1 in order to

obtain a firmware for process execution (520), and if no
firmware for process execution 1s found, an 1nstruction is
sent as to set another MO medium which stores the firmware

for process execution (S32). If no resetting to another MO
medium storing the firmware for execution 1s performed
(S34), error 1s displayed on the personal computer 5 (S36).

By using the resident firmware 9, if resetting to another
MO medium storing the firmware for execution 1s performed
(S34), the processing unit 8 drives the reset MO medium 1
to execute a search 12 for a firmware for process execution
within the MO medium 1 (S20). If a firmware 6 for process
execution 1s found, a signature information, which 1s an

encrypted information for judging whether firmware 6 has
been tampered, is first read in and checked (821), and if it

is judged YES (firmware 6 has been tampered with) (S22),
error 1s displayed on the personal computer 5 (S36).

If the firmware 6 has not been tampered with, and it 1s
judged that there are no problems for reading-in (S22),
reading-1n 15 of the media ID symbol 7 which 1s information
peculiar to the MO medium I 1s executed, and by using this
media ID symbol 7, reading-in (523) and decryption 13
(S24) of the firmware 6 is executed. The decrypted firmware
6 and the resident firmware 9 are mutually attested, and as
a result, 1t 1s judged whether the resident firmware 9 and
firmware 6 can be interlocked with each other, or whether
the resident firmware 9 and firmware 6 can be interlocked
with each other when satistying speciiied conditions such as
that there are no incorrect programs added to firmware 6,
and the resident firmware 9 compares the firmware 6 with
already incorporated firmware (S24).

By using the resident firmware 9, if the processing unit 8
judges that the decrypted firmware 6 can not be interlocked
with the resident firmware 9 (S25), error is displayed on the
personal computer 5 (S36).

If the processing unit 8 judges by using the resident
firmware 9 that the already incorporated firmware 1s equal to
the firmware 6 (if their versions are equal) (S24), incorpo-
ration of firmware 6 (S26) is not executed.

If the processing unit 8 judges by using the resident
firmware 9 that the decrypted firmware 6 can be interlocked
with the resident firmware 9 (S25), the decrypted firmware
6 1s incorporated into the resident firmware 9 within the
resident firmware area 10 from the loading firmware area 11
(S26). If this incorporation is completed without any errors
(S28), an operating environment of the MO driving device
2 for executing process request 4 1s prepared.

Thus, by interlocking the resident firmware 9 and the

firmware 6, and by using the contents kept 1n areas other
than those of firmware A, B, C of the MO medium 1, the MO

driving device 2 executes the requested process (S30), and
the procedure 1s returned to S135.

As this mvention may be embodied 1n several forms
without departing from the spirit of essential characteristics




US 6,173,390 Bl

S

thereof, the present embodiments are therefore illustrative
and not restrictive, since the scope of the invention 1s defined
by the appended claims rather than by the description
preceding them, and all changes that fall within metes and
bounds of the claims, or equivalence of such metes and
bounds thereof are therefore intended to be embraced by the
claims.

What 1s claimed 1s:

1. Aresident control program for decoding encrypted data
stored on a storage medium, the resident control program
being stored on the storage medium along with the
encrypted data, and being executed within the driving
device, the resident control program comprising;

a first program code means for enabling the driving device
to judge, upon receipt of an external instruction,
whether the resident control program incorporates an
executing control program,;

a second program code means for enabling the driving
device to search the storage medium for the executing
control program 1f said first program code means
judges that the resident control program does not
include the executing control program;

a third program code means for enabling the driving
device to read the searched executing control program;
and

a fourth program code means for enabling the driving

device to decode the read executing control program;
and

a fifth program code means for enabling the driving
device to incorporate the decoded executing control
program 1nto the resident control program.

2. The storage medium driving device of claim 1, wherein

said resident control program further includes

a sixth program code means for making the storage
medium driving device read 1 information peculiar to
cach storage medum from said storage medium,
whereln

the storage medium driving device decrypts the read
executing control program by using said peculiar infor-
mation.

3. The storage medium driving device of claim 2, wherein
said resident control program further includes a program
code means for prohibiting the storage medium driving
device from reading i1n said peculiar information by any
other program code means but said resident control pro-
gram.

4. A storage medium driven by the storage medium
driving device according to claim 2, which stores peculiar
information therein.

5. The storage medium driving device of claim 1, wherein
said resident control program further includes a sixth pro-
oram code means for making said storage medium driving
device 1nterlock the mncorporated executing control program
with the resident control program.

6. The storage medium driving device of claim 5, wherein
said resident control program further includes:

a seventh program code means for making the storage
medium driving device judge whether it can be inter-
locked with the read executing control program or not;
and

an eight program code means for making the storage
medium driving device incorporate the read executing
control program therein when it 1s judged that they can
be 1nterlocked with each other.
7. The storage medium driving device of claim 5, wherein
said resident control program further includes:
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6

a seventh program code means for making the storage
medium driving device judge whether the incorporated
executing control program and the read executing con-
trol program are equal or not; and

an eight program code means for preventing the storage
medium driving device from incorporating the read
executing control program therein when 1t 1s judged
that the control programs are equal.

8. The storage medium driving device of claim 1, wherein
said resident control program further includes a sixth pro-
oram code means for prohibiting the storage medium driving
device from reading i said control program from said
storage medium by any other program code means than said
sixth program code means for reading-in.

9. The storage medium driving device of claim 1, wherein
said resident control program further includes:

a sixth program code means for making the storage
medium driving device read 1n the encrypted data kept
in said searched control program;

a seventh program code means for making the storage
medium driving device judge on the basis of the read-in
encrypted information whether said control program 1s
tampered with or not; and

an eight program code means for making the storage
medium driving device read in said control program
when 1t 1s judged that it 1s not tampered with.

10. A storage medium driven by the storage medium
driving device according to claim 9, which keeps, in the
stored control program of said storage medium driving
device, encrypted information for judging whether the con-
trol program 1s tampered with or not.

11. A data protecting method for protecting encrypted
record information stored 1n a detachable storage medium by
means of a control program executed within a storage
medium driving device, said data protecting method com-
prising the steps of:

judging, only on the basis of an external instruction from

an upper device for executing a speciiied process,
whether a resident control program within the driving
device 1ncludes an executing control program for
decrypting data stored on the storage medium;

scarching the storage medium for the executing control
program 1f said judging step determines that the resi-
dent control program does not include the executing
control program;

reading the searched executing control program;
decrypting the read control program; and

incorporating the decrypted control program into the
resident control program stored 1n the storage medium
driving device.

12. The data protecting method of claim 11, wherein said
resident control program reads in information peculiar to
cach storage medium from said storage medium, and
decrypts the executing control program by using said read-in
peculiar information.

13. The data protecting method of claim 12, wherein only
said resident control program 1s allowed to read 1n said
peculiar information.

14. The data protecting method of claim 11, wherein said
resident control program interlocks the incorporated execut-
ing control program.

15. The data protecting method of claim 14, wherein said
resident control program judges whether it can be inter-
locked with the read executing control program or not, and
incorporates the read executing control program when 1t 1s
judged that the control programs can be interlocked with
cach other.
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16. The data protecting method of claim 15, wherein said
resident control program judges whether the already incor-
porated executing control program and another read execut-
ing control program are equal or not, and does not incor-
porate the read executing control program therein when 1t 1s

judged that they are equal.
17. The data protecting method of claim 11, wherein only
said resident control program 1s allowed to read 1n said

control program from said storage medium.

5

3

18. The data protecting method of claim 11, wherein said
resident control means reads in the encrypted information

kept 1n the executing control program;

judges on the basis of the read-in encrypted mnformation
whether the executing control program i1s tampered
with or not; and

reads in the executing control program when 1t 1s judged
that it 1s not tampered with.
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