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1

COMPUTER SYSTEM AND METHOD FOR
SKCURELY FORMATTING AND MAPPING
DATA FOR INTERNET WEB SITES

FIELD OF THE INVENTION

The present mvention relates generally to the Internet.
More particularly, it concerns a computer system and
method for processing data for an Internet web site.

BACKGROUND OF THE INVENTION

The Internet 1s a world-wide network of computers. The
Internet 1s comprised of thousands of smaller regional
networks scattered throughout the world. The World-Wide
Web 1s mostly used on the Internet; however, the web refers
to a body of mmformation, while the Internet refers to the
physical global computer network.

Information on the World-Wide Web 1s accessible to
people around the world. The mformation on the web 1s
linked with other information on the web so that information
can be easily found. The links on the web are made possible
by using HyperText and HyperMedia. Hyperlext is the same
as regular text; however, HyperText allows a user to hyper-
link to other documents. Likewise, HyperMedia contains
links to graphics, audio, and video files.

In a Hyperlext system, you simply click on a HyperText
word or phrase to connect with another document. In this
way, related information 1s linked together and connections
to other documents are made casily.

The web 1s a mass of interconnected web servers. Web
servers are software applications that run on computers
connected to the Internet. Web servers manage network
resources, such as applications, web sites, etc. For example,
a web file server 1s a computer and storage device dedicated
to storing files. Any user on the network can store files on the
file server. A web print server 1s a computer that manages
one or more printers. A web network server 1s a computer
that manages network traffic and a web database server 1s a
computer that processes database queries.

A servlet 1s a standard software approach for extending
server functionality without the limitations of common
gateway i1nterface (CGI) based or server-specific
approaches. A CGI 1s a set of rules that describe how a web
server communicates with another piece of software on the
same machine, and how the other piece of software (the CGI
program) talks to the web server.

A web browser 1s a program that interfaces with the user
and requests documents from a server as the user asks for
them. A user can locate and display web pages by using a
web browser.

The standard language the web uses for creating and
recognizing HyperText and HyperMedia documents is the
HyperText Markup Language (HITML). HIML is a standard
that controls how the World Wide Web works. It covers how
web pages are formatted and displayed. HIML 1s related to
the Standard Generalized Markup Language (SGML), a
widely used document formatting language. SGML 1s a
system for organizing and tageing elements of a document.
HTML 1s one way of defining and interpreting tags accord-
ing to SGML rules. HI'ML supports links to other
documents, as well as graphics, audio, and video files. This
means users can jump from one document to another by
simply clicking on hyperlinks.

Web documents are typically written in HI'ML and are
usually named with the sufhix “.html”. HIML documents are
nothing more than standard 7-bit ASCII files with formatting
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2

codes that contain information about layout (text styles,
document titles, paragraphs, lists) and hyperlinks.

HTML uses Uniform Resource Locators (UTRLs) to
represent hyperlinks and links to network services within
documents. It 1s possible to represent nearly any {file or
service on the Internet with a URL. A URL 1s the global
address for documents and other resources on the web. An
example of a URL address 1s: http:/www.dv2u.com. The first
part of the URL (before the two slashes) specifies the
method of access, i.e., what protocol to use (FTP, HI'TP,
etc.). The second part is typically the Internet protocol (IP)
address or domain name of the computer where the data or
service 1s located. Further parts may specify the names of
files, the port to connect to, or the text to search for 1 a
database.

Most web browsers allow the user to specity a URL and
connect to that document or service. When selecting Hyper-
Text in an HTML document, the user 1s actually sending a
request to open a URL. In this way, hyperlinks can be made
not only to other texts and media, but also to other network
SETVICES.

HyperText Transmission Protocol (HTTP) is the under-
lying protocol used by the World Wide Web. This computer
protocol allows browsers and servers to communicate with
cach other. All browsers and servers communicate in HT'TP
in order to send and receive HyperText and HyperMedia
documents. For this reason, web servers are often called
HTTP servers. HI'TP defines how messages are formatted
and transmitted. For example, when a user enters a URL,
this actually sends an HT'TP command to the web server
directing 1t to fetch and transmit the requested web page.

A cookie 1s a message given to a web browser by a web
server. The browser stores the message 1 a file typically
called cookie.txt. The message 1s then sent back to the server
cach time the browser requests a page from the server. A
typical use of cookies 1s to i1dentily users and possibly
prepare customized web pages for them. When a user enters
a web site using cookies, the user may be asked to fill out a
form providing information such as the user’s name and
interests. This mnformation 1s packaged mto a cookie and
sent to the user’s web browser which stores it for later use.
The next time that user goes to the same web site, the user’s
browser will send the cookie to the web server. The server
can use this information to present custom web pages to the
USeT.

The name cookie derives from UNIX objects called magic
cookies. These are tokens that are attached to a user or
program and change depending on the arcas entered by the
user or program. Cookies are also sometimes called persis-
tent cookies because they typically stay in the browser for
long periods of time.

Advertisers are now targeting the world-wide audience
connected to the Internet. Advertisers display ads on web
sites 1n hopes of selling their goods or services. By use of
cookies, advertisers can target the ads that a given user sees.
This 1s favorable to advertisers, but not necessarily users.
Privacy concerns have discouraged some advertisers from
using cookies which idenfify particular users. What these
advertisers desire 1s a way to target their ads without
violating a user’s privacy. That 1s one of the purposes of the
present 1vention.

SUMMARY OF THE INVENTION

A computer system 1s provided for processing data for an
Internet web site. The web site 1s run by a web server that
includes a server interface and a processing servlet. The
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processing servlet 1s programmed to accept a message
including user data from a user of the Internet web site. The
user data 1s then mapped from a native format to a universal
format. The computer system further includes a remote
server that 1s connected to the web server by the Internet.
The remote server 1s programmed to receive the universal
format user data. It also processes the universal format user
data to produce final universal format user data which may
include standardized user data and additional data which 1s
then sent over the Internet to the processing servlet. The
processing servlet 1s further programmed to analyze the final
universal format user data and map the final universal format
user data to final native format user data. The processing,
servlet then sends the final native format user data to the
server 1nterface. The server mterface then sends next page
data to the processing servlet. The processing servlet then
returns the next page data to the user’s browser. The pro-
cessing servlet and the remote server are each programmed
to perform all of the above steps 1n real-time.

BRIEF DESCRIPTION OF THE DRAWINGS

Other objects and advantages of the invention will
become apparent upon reading the following detailed
description and upon reference to the accompanying
drawings, in which:

FIG. 1 1s a flow diagram of a prior art Internet web site
registration system,;

FIG. 2 1s a flow diagram of one embodiment of the present
mvention;

FIG. 3 1s a diagram of several registration page formats;

FIG. 4 1s a flow diagram of another embodiment of the
present mvention;

FIGS. 5a and 5b are flow charts of the steps taken in
accordance with one embodiment of the present invention;

FIG. 6 shows an example of user-entered and standard-
1zed data 1n one embodiment of the present invention;

FIG. 7 1s a flow chart of the steps taken 1n accordance with
another embodiment of the present invention;

FIG. 8 15 a flow chart of the steps taken 1n accordance with
a further embodiment of the present invention;

FIG. 9 shows how an advertising inquiry 1s made by a
User,

FIG. 10 1s a flow chart of the steps taken 1n accordance
with still another embodiment of the present invention;

FIG. 11 1s a diagram of the content of an HI'ML 1mage
request that includes a user i1dentification number; and

FIG. 12 1s a flow chart of the steps taken 1n accordance
with another embodiment of the present invention.

DETAILED DESCRIPTION OF THE
EMBODIMENTS

[. Overview

In one embodiment, the system of the present invention
clectronically processes captured address information and
returns corresponding information that 1s standardized and
enhanced, all in real-time. The system includes a piece of
software called a processing servlet that 1s capable of being
installed on many electronic/interactive environments, such
as computers, web servers, databases, point of sale registers,
ctc. The system allows address information to be standard-
1zed 1n real-time. The system can also enhance the address
information by, for example, appending additional data
corresponding to the name and address entered. This addi-
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4

tional data may include geo-demographic data including the
estimated household income, telephone number, median
home value, etc. corresponding to, for example, the address
information. This additional data may further include prod-
uct usage 1information and/or marketing cluster information
corresponding to the address information.

In another embodiment, the system standardizes and
enhances data in real-time. The system includes a processing
servlet that 1s installed on an Internet web server. The system
allows a web site that has a registration page to standardize
the address information entered on the registration page in
real-time. For example, after a user enters his or her regis-
tration data, he or she would then click a “Submit” icon. The
address information 1s then filtered from the registration data
by the processing servlet and sent to a remote server that
standardizes the address information. The standardized data
1s returned to the web server. This process ensures that
addresses ultimately saved 1n the web server database satisty
United States Postal Service (U.S.P.S.) address standardiza-
tion guidelines.

In still another embodiment, the system enhances the
registration data entered by the user by, for example,
appending additional data corresponding to the name and/or
address entered by the user. This additional data may mclude
ogeco-demographic data, product usage information and/or
marketing cluster information about the user. The system
standardizes and appends additional data in real-time. All of
this 1s done without the user having to hyperlink to another
web site. Rather, the process 1s transparent to the user and
the web server. The user merely enters the registration
information requested at the web site and submits the data.
Then, while the user 1s still at the web site, the processing
servlet connects to a remote server that standardizes and
enhances the data in real time.

Therefore, the present invention provides a computer
system for processing data for an electronic/interactive
environment, such as an Internet web site. The system
includes easy to 1nstall and generally deployable processing
servlet software capable of operating with, and being trans-
parent to, a web server. The processing servlet software 1s
also capable of providing a third party with additional data
regarding web users without providing the identity of the
USETS.

II. Details of Operation

To better understand the present invention, FIG. 1 1llus-
trates how prior web registration pages operated. Prior web
registration systems had a Web Server including a Server
Interface that was connected to a database. The user entered
his or her registration data and sent that registration data to
the server interface by clicking a “Submit” 1con. The server
interface stored the entered registration data i the database
and sent next page data to the user’s web browser thanking,
the user for registering. The problem with these prior
registration systems 1s that the registration data saved in the
web server’s data base has not been verified or standardized
to any generally accepted specification. Therefore, a univer-
sally deployable data standardization and enhancement sys-
tem 1s desirable so that a web site has accurate registration
data and additional data, such as geo-demographic data,
corresponding to the user.

The present mvention provides real-time data standard-
ization and enhancement. The flow diagram of FIG. 2
illustrates one embodiment of the present invention. A
computer system 10 processes data for an Internet web site.
The web site 1s run by a web server 20 that includes a server
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interface 22 such as a common gateway interface (CGI), an
Internet server API (ISAPI), a Netscape Server API
(NSAPI), etc. An API is an application program interface,
which 1s a set of routines, protocols, and tools for building
software applications. ISAPI and NSAPI enable program-
mers to develop web-based applications that run faster than
conventional CGI programs. A CGI 1s a set of rules that
describe how a web server communicates with another piece
of software on the same machine, and how the other piece
of software (the CGI program) talks to the web server. Any
piece ol software can be a CGI program 1f 1t handles input
and output according to the CGI standard. Usually a CGI
program 1s a small program that takes data from a web server
and does something with it, like putting the content of a form
into an B-mail message, turning the data into a database
query, or posting the content of a web page.

A umiversal processing servlet 30 is installed on the web
server 20. The easy installation of the universal processing
servlet software 30 allows the web server 20 to perform data
standardization and enhancement 1n real-time with minimal
changes to the existing web server 20. To nstall the pro-
cessing servlet 30 on an existing web server 20 merely
requires: copying the processing servlet software 30 to the
web server 20, changing the post destination of the web site
from the server interface to the processing servlet, and
adding a form number that identifies the specific layout of
the particular web site’s registration page. For example, FIG.
3 illustrates three different registration page layouts. Form
45 depicts a format where the first name, last name and
address each have their own field. Form 56 depicts a format
where the last name, firm, first name, middle name, street
address, city, state and zipcode are all in one field, separated
by commas or a semicolon. Other form numbers can be
assigned to other registration page layouts. As described 1n
more detail below, the native format registration information
1s mapped to a universal format where the name, primary
address, secondary address, city, firm, zipcode and state each
have their own fields. This allows the processing servlet to
be 1nstalled on any web server with only the three modifi-
cations outlined above.

Referring again to FIG. 2, the operation of the processing,
servlet 30 1s transparent to the web server 20. The server
interface 22 gets and posts data as 1t did before installation
of the processing servlet 30. Only now, the web site post
destination 1s the processing servlet 30, not the server
interface 22. Thus, the processing servlet 30 will now
receive a post from a user’s web browser, post processed
data to the server interface 22 and get next page data from
the server interface 22 to return to the user’s web browser.

FIG. 2 gives an overview of how the computer system 10
processes data. First, the system 10 receives a “Submit”
command from the user’s web browser as represented by
arrow 1. The processing servlet 30 then posts the user’s
registration information to a remote server 40 (arrow 2). The
remote server 40 returns processed registration mmformation
to the processing servlet 30 (arrow 3). The processing servlet
30 then posts the processed registration information to the
server interface 22 (arrow 4). The server interface 22 then
saves the processed registration information 1 a database
24. The server interface 22 returns next page data to the
processing servlet 30 (arrow 5). The processing servlet 30
then either returns the next page data to the user’s browser
(arrow 6a) or the next page data is sent to an optional offer
servlet 35 (arrow 6b) which appends advertising data to
form new next page data. If the latter occurs, the offer servlet
35 sends the new next page data to the processing servilet 30
(arrow 7). Then, the processing servlet 30 returns the new
next page data to the user’s browser (arrow 8).
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The next page data may mnclude an 1mage request. In such
a case, the user’s browser posts that image request and a user
identification number to a third server, such as an advertiser
server 50 (arrow 9). The advertiser server 50 then returns the
requested image to the user’s browser (arrow 10). The image
request allows the advertiser server 50 to receive mforma-
tion about the user without the user being 1dentified. This
entire process 1S described 1n detail below beginning with

FIG. Sa.

The inventive processing servlet 30 1s generally deploy-
able on many types of electronic/interactive environments,
such as computers, web servers, databases, point of sale
registers, etc. One such environment, illustrated 1n FIG. 4,
provides a computer system 10 for processing data for a
plurality of Internet web sites, each with a different regis-
tration format. As discussed above, each registration format
will be assigned a form number that 1dentifies the specific
layout of the particular web site’s registration page. This
allows the processing servlets 30 to translate the user data
from a native format to a universal format, and vice versa.
The web sites are run by a plurality of web servers 20 that
cach include a server interface 22 and a processing servlet
30. Each of the processing servlets 30 1s programmed to
accept a message, including user data, from a user of one of
the Internet web sites as represented by respective arrow 1a,
16 or 1c. Each of the processing servaets 30 1s further
programmed to map the user data from a native format to a
umversal format. The computer system 10 include s a
remote server 40 that 1s adapted to be connected to the
plurality of web servers 20 by the Internet. The remote
server 40 1s programmed to receive the universal format user
data from one of the processing servlets 30 (arrow 2a, 2b or
2¢). The remote server 40 processes the universal format
user data to produce final universal format user data that
includes standardized address data. The remote server 40
then sends the final umiversal format user data over the
Internet to the processing servlet 30 that originally sent the
universal format user data (arrow 3a, 3b or 3c).

The processing servlet 30 then maps the final universal
format user data to final native format user data which 1s 1n
the registration format native to the particular web site. The
final universal format user data 1s unmapped by using the
form number assigned to the particular web server 20. The
processing servlet 30 then posts the final user data to the
server interface 22 (arrow 4a, 4b or 4c). The processing
servlet 30 receives next page data from the server interface
22 (arrow Sa, 5b or 5c¢). The next page data is the content of
the next web page that 1s to be displayed on the web site, 1.¢.,
the next web page sent to the user’s browser. The processing
servlet 30 then returns the next page data to the user’s
browser. Each of the processing servlets 30 and the remote
server 40 are programmed to perform all of the above steps
in real-time.

In another embodiment, the remote server 40 1s pro-
crammed to produce final universal format user data that
includes additional data corresponding to the user data. For
instance, this additional data may include geo-demographic
data, product usage data and/or marketing cluster data
corresponding to the user data provided by the user.

Referring now to FIGS. 2 and 54, the processing servlet
30 1s programmed to accept registration information 1n step
100 that 1s entered by a user on the registration page of a web
site (arrow 1). In step 105, the processing servlet 30 filters
the registration information into a first category to be
processed and a second category to be saved. If, however,
the web site registration information contains only first
category information such as, for example, the name and
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address of the user, the filtering step 1s not required. In one
embodiment, where the registration information 1s filtered,
the first category of registration information contains infor-
mation from the name and address fields of the registration
page. In an alternative embodiment, the first category of
registration information may contain only the address and/or
the telephone number from the corresponding fields of the
registration page. In either embodiment, the second category
of mmformation corresponds to unrelated information, such
as, for example, the user’s favorite color, job fitle, type of
computer, etc. Although this type of information may be
important to the web site, 1t 1s not the type of information
that can be standardized according to certain specifications,

such as U.S.P.S. address standardization guidelines.

For example, addresses can be standardized so that a
missing street designation 1s appended. FIG. 6 1llustrates that
a user entered an address of “555 W. Fullerton.” The system
10 processes that address to produce a standardized address
of “555 W. Fullerton Parkway.” Similarly, telephone num-
bers can be standardized so that the web server can store all
entered telephone numbers in a common format. For
example, if a user enters “(312) 555-1212” the system 10
can standardize the telephone number by returning “1-312-
555-1212.” In this way, all entered telephone numbers are
stored 1n the same format.

Returning again to FIGS. 2 and Sa, once the registration
information 1s {filtered 1n step 1035, the first category of
registration information is mapped from a native format to
a unmiversal format 1n step 110. This data mapping 1s required
to allow the processing servlet to be universal. By translating
the first category of the registration data to a standard or
universal format, the processing servlet can operate on and
transfer registration data in the same fashion no matter what
format 1s used by a particular web server. Once the process-
ing servlet 30 1s mstalled, a form number 1s assigned to the
web server that 1dentifies the specific layout of the particular
web site’s registration page. Using this form number, the
processing servlet 30 maps each field of data in the first
category to a corresponding universal format for further
processing.

The processing servlet 30 1n step 115 connects to the
remote server 40 over the Internet (arrow 2). This remote
server 40 includes several databases and several individual
servlet programs designed to perform certain functions. In
one embodiment, the remote server 40 1s programmed to
receive the universal format registration information 1 step
120. The remote server then standardizes the universal
format registration information 1n step 125. For example, the
information can be standardized according to certain
specifications, such as Postal Addressing Standards, U.S.P.S.
Publication 28. For example, an address can be standardized
so that a missing street designation 1s appended. Additional
data 1s appended to the standardized universal format reg-
istration information to produce final universal registration
information in step 130. For instance, the additional data
may 1nclude geo-demographic data, product usage data
and/or marketing cluster data corresponding to the registra-
fion mnformation provided by the user.

The remote server 40 standardizes and enhances the
universal format registration information by comparing that
information to an extensive database comprised of address
information that complies with U.S.P.S. address standard-
ization guidelines. After a match 1s found, the universal
format registration information 1s standardized to the
U.S.PS. address standardization guidelines and enhanced
with additional data corresponding to the registration infor-
mation. The remote server 40 1s able to enhance the user’s
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registration information by using a database supplied by a
company, such as a direct marketing company, which has
already compiled consumer data concerning millions of
people. This database contains data, such as geo-
demographic data, product usage information and/or mar-
keting cluster information corresponding to millions of
potential users. In this way, the user’s registration informa-
fion can be enhanced with additional data corresponding to
the user’s registration information. The final universal for-
mat registration information, which includes standardized
and enhanced data, 1s sent 1n step 135 to the processing
servlet 30 (arrow 3).

The processing servlet 30 1s further programmed to verity,
in step 140, whether the final universal format registration
information 1s valid. If the final universal format registration
information 1s 1invalid, the processing servlet 30 determines,
in step 142, whether to post an error page. Otherwise, the
processing servlet continues to step 145. In one
embodiment, the error page includes an incorrect address
indication and requests the user to re-enter the registration
information requested. However, the present invention
allows each web server to do whatever 1t wants with invalid
data. The web server could disregard the registration data,
have the user re-enter the data, or simply state that regis-
tration failed. The processing servlet 30 merely notifies the
web server whether the registration information entered 1s
invalid. Each web server can determine what to do with that
information as it pleases.

The processing servlet next maps, 1n step 145, the final
unmiversal format registration information to final native
format registration information which is in the native format
of the particular web server 20. The final universal format
registration information 1s unmapped by using the form
number assigned to the web server. This form number
identifies the specific layout of a particular web site’s
registration page. By using this form number, the processing
servlet 30 can unmap each field of data i the unmiversal
format to the corresponding native format of the web site.

Referring now to FIGS. 2 and 5b, the processing servlet
30 next posts the final native format registration information
to the server interface 22 in step 150 (arrow 4). In step 1585,
the processing servlet 30 receives next page data from the
server Interface 22 (arrow 5). The next page data is the
content of the next web page that 1s to be displayed on the
web site, 1.¢., the next web page sent to the user’s browser.
The processing servlet 30 1n step 160 returns the next page
data to the user’s browser (arrow 6a).

In another embodiment, 1llustrated 1n FIGS. 2 and 7, the
computer system 10 further includes an offer servlet 35 that
1s 1nstalled on the web server 20 1n step 200. The offer servlet
1s 1nstalled by copying the offer servlet program 35 onto the
same computer running the web server 20. The offer servlet
35 1s programmed to receive the next page data from the
processing servlet 30 in step 205 (arrow 6b). Advertising
data 1s added to the next page data in step 210 to form new
next page data. The new next page data 1s sent to the
processing servlet 30 in step 212 (arrow 7). The processing
servlet 30 1s programmed 1n step 215 to return the new next
page data to the user’s browser (arrow 8). The advertising
data contained 1n the new next page data may be targeted to
the user by using the final native format registration infor-
mation obtained from the remote server. Alternatively, the
advertising data may be a generic ad sent to all users.

In yet another embodiment, depicted in FIGS. 8 and 9, the
processing servlet 30 1s programmed to receive an adver-
tising inquiry from the user in step 300 (arrow 11). The
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advertising inquiry 1s sent to the offer servlet 35 1n step 305
(arrow 12). The offer servlet 1s programmed to form an
advertising page 1n step 310. The formed advertising page 1s
sent to the processing servlet in step 315 (arrow 13). The
processing servlet returns the advertising page to the user’s
browser in step 320 (arrow 14). FIG. 9 illustrates an example
of how an advertising inquiry 1s generated by a user. The
illustrated web page contains a hyperlink advertising “Buy
Product X.” The user merely clicks on the hyperlink to
receive an advertising page containing more nformation
about Product X.

Previously, an Internet advertiser that desired to direct
market goods or services over the Internet would purchase
a database containing consumer data in order to obtain
information about potential web users. The consumer data
would 1nclude, for example, geo-demographic data, product
usage mformation and/or marketing cluster information con-
cerning millions of consumers. This database of consumer
data allowed an Internet advertiser to target the advertising
material a particular user saw on the advertiser server’s web
site. The problem with this system 1s that the companies
selling the databases containing data about millions of users
became concerned about the privacy rights of the users. In
order to prevent concerns about privacy, the applicant devel-
oped a system that allows an advertiser server to purchase a
database containing user data but not containing the identi-
ties of the users. Instead, a user identification number 1s
provided that anonymously 1dentifies each user’s data so that
the advertiser server can direct target advertising material to
a particular user without having to know that user’s 1dentity.

FIGS. 2 and 10 1llustrate how this new system operates.
The processing servlet 30 1s programmed to modily the next
page data received from the server mterface 22 such that the
additional data associated with the registration information
1S sent, via the user’s web browser, to a third server, such as
advertiser server 30, illustrated 1n FIG. 2. This 1s done 1n
such a manner as to enable the advertiser server 50 to target
advertising to the user without having to know the identity
of the user. This also preserves the privacy of the user while
allowing an advertising company to direct market goods and
services. The sending of additional data, such as geo-
demographic data, to the advertiser server 50 proceeds as
follows. In step 400, the processing servlet 30 modifies the
next page data received from the server interface 22 (arrow
5) by, for example, inserting an 1mage request. The process-
ing servlet 30 returns the modified next page data to the
user’s web browser in step 405 (arrow 6a). The web browser
then, in step 410, posts a URL that includes the image
request and a user 1dentification number to a third computer
server, such as an advertiser server 50 (arrow 9). The content
of an HIML image request that includes a user identification
number 1s illustrated 1n FIG. 11. Typically the user identi-
fication number (idnum) is passed to the advertiser server 50
(company.com) as part of the source parameter (SRC) of the
image request (IMG). The user identification number 1s a
means for assoclating a user’s registration information with

the user without identifying the user to the advertiser server
50.

Referring again to FIGS. 2 and 10, the advertiser server 50
next returns the requested 1mage to the user’s browser in step
415 (arrow 10). Then, the advertiser server 50, in step 420,
compares the obtained user identification number with a
database 54 of such numbers to find a match. The database
54 1s usually supplied by a company, such as a direct
marketing company, which has already compiled consumer
data concerning millions of people. The company supplying
the database 54 may be, for example, the same company that
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developed and/or sold the processing servlet software to the
owner of the web server 20 and/or the company operating
the remote server 40. The database 54 contains data, such as
cgeo-demographic data, product usage information and/or
marketing cluster information corresponding to each user
identification number but does not 1dentify any of the users’
identities. In this way, the advertiser server 50 can obtain

data about the user without knowing the user’s i1dentity.

For example, as 1llustrated in FIG. 2, 1n one embodiment
the processing servlet 30 receives next page data from the
server interface 22 (arrow 5). The processing serviet 30
modifies the next page data to mclude an HI'ML image
request and a user 1dentification number. The i1mage
request’s URL refers to the advertiser server 50. The pro-
cessing servilet 30 returns the modified next page data to the
user’s web browser (arrow 6a). The user’s web browser then
posts the image request and the user 1dentification number to
the designated URL address, 1.e., to the advertiser server S0
(arrow 9). The advertiser server S0 gets the image request
and the user 1dentification number that anonymously 1den-
tifies the user. The advertiser server 50 then returns the
requested image data 52 to the web browser (arrow 10). The
image data 52 may include a one pixel by one pixel image
that 1s not even visible to the user. Then, the advertiser server
50 compares the user identification number obtained in the
image request with a database of user 1dentification numbers
to find a match. Each user identification number has addi-
fional data, such as geo-demographic data, associated with
the corresponding user. This process 1nsures privacy while
allowing third parties to obtain additional data about poten-
fial customers.

FIGS. 2 and 12 depict another embodiment of the present
invention. According to this embodiment, the web browser
posts, 1n step 500, the 1mage request and the anonymous user
identification number to the advertiser server 50 (arrow 9).
The advertiser server 50 then returns, in step 505, the
requested 1image data 52 and a cookie to the user’s browser
(arrow 10). The cookie passed back to the browser includes
a cookie 1dentification number which corresponds to the user
identification number. The cookie stores mformation on the
browser that corresponds to the web sites the user visits. This
information and the cookie identification number are then
sent back to the advertiser server 50 each time the web
browser requests a web page from the advertiser server 50.
Thus, the next time the user goes to the advertiser server’s
web site, the user’s web browser will send the cookie and the
cookie 1dentification number to the advertiser server 50. The
advertiser server 30 then correlates the cookie 1dentification
number with the corresponding user i1dentification number
so that the data known about the anonymous user can be
used to present custom web pages to that user. In this way,
the advertiser server 50 can determine what web sites the
user visits 1n order to better target its direct advertising.
Again, however, the user’s idenfity 1s not known to the
advertiser server 50.

The processing servlet 30 and the remote server 40 are
cach programmed to perform all of the above steps in
real-time. Real-time, as used herein, 1s defined as performing
a process 1 approximately 600 ms, not including network
delay which is variable. The 600 ms will vary depending on
the type and amount of data enhancement done. For
example, according to one embodiment of the present
invention, after a user submits his or her registration
information, it takes approximately 600 ms for the computer
system 10 to standardize and enhance registration data
comprising the user’s name, address and geo-demographic
data and return the next web page.
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While the present invention has been described with
reference to one or more embodiments, those skilled 1n the
art will recognize that many changes may be made thereto
without departing from the spirit and scope of the present
invention which 1s set forth 1n the following claims.

What 1s claimed 1s:
1. A computer system for processing data for an internet
web site, the web site being run by a web server that includes

a server mnterface and a processing servlet, said computer
system comprising:

a processing servlet being programmed to accept regis-
tration information from a user of said internet web site
and map said registration information from a native
format to a universal format;

a remote server that 1s connected to said web server by the
internet, said remote server being programmed to
receive sald umversal format registration information,
process sald universal format registration imnformation
to produce final universal format registration
information, send said final universal format registra-
tion mnformation over the internet to said processing
servlet;

said processing servlet being further programmed to map
said final universal format registration information to
final native format registration information;

said processing servlet and said remote server each being,
programmed to perform all of the above steps 1n
real-time.

2. The computer system of claim 1 wherein said process-
ing servlet 1s further programmed to post said final native
format registration information to said server interface and
receive next page data from said server interface.

3. The computer system of claim 2, wherein said process-
ing servlet 1s further programmed to:

receive said message from a web browser;

modify said next page data to msert a request and a user
identification number;

return said modified next page data to said web browser;
and

wherein said web browser posts a URL that includes said
request and said user identification number to said third
computer Server.

4. The computer system of claim 3, wherein said third
computer server 1s further programmed to compare said user
identification number with a database of user 1dentification
numbers to find a match.

5. The computer system of claim 2, wherein said process-
ing servlet 1s further programmed to return said next page
data to said user.

6. The computer system of claim 2, further comprising an
offer servlet that 1s programmed to:

receive sald next page data from said processing servlet;

add advertising data to said next page data to form new
next page data; and

send said new next page data to said processing servlet.

7. The computer system of claim 1, wherein said process-
ing servlet 1s further programmed to analyze said final
universal format registration information.

8. The computer system of claim 7, wherein said process-
ing servlet analyzes said final umiversal format registration
information by determining whether said universal format
registration i1nformation i1s invalid and, i1if said universal
format registration information 1s mnvalid, whether to post an
€ITor page.
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9. The computer system of claim 1, wherein said process-
ing servlet 1s further programmed to:

receive an advertising inquiry from said user;

send said advertising inquiry to an offer servlet, said offer
servlet being programmed to form an advertising page;
and

return said advertising page to said user.

10. The computer system of claim 1, wherein said remote
server 15 programmed to process said universal format
registration information by standardizing said universal for-
mat registration information.

11. The computer system of claim 1, wherein said remote
server 1s programmed to process said universal format
registration information by appending additional data to
produce said final universal format registration information.

12. The computer system of claim 1, wherein said pro-
cessing servlet 1s further programmed to filter said user data
into a first category and a second category and wherein said
first category of said registration information mcludes name
and address data.

13. A processing servlet for use with a computer system
for processing data for an internet web site, the system
including a web server and a remote server that standardizes

user data, the web server including a server interface and a
processing servlet, said system comprising:

a processing servlet being programmed to accept a mes-
sage mcluding user data from a user of an 1nternet web
site, filter said user data into a first category to be
processed and a second category to be saved, map said
first category of said user data from a native format to
a universal format, send said universal format user data
over the internet to a remote computer server, receive

final universal format user data over the internet from

the remote computer server, map said final universal
format user data to final native format user data;

wherein said system performs all of the above steps in
real-time.
14. The processing servlet of claim 13 wherein said
processing servlet 1s further programmed to:

post said final native format user data to the server
interface;:

receive next page data from the server interface; and

return said next page data to the user.
15. The processing servlet of claim 14, wherein said
processing servlet 1s further programmed to:

receive sald message from a web browser;

modify said next page data to insert a request and a user
identification number;

return said modified next page data to said web browser;
and

wherein said web browser posts a URL that includes said
request and said user 1dentification number to the third
computer Server.

16. The processing servlet of claim 15, wherein the third
computer server 1s programmed to compare said user 1den-
fification number with a database of user identification
numbers to find a match.

17. The processing servlet of claim 14, further comprising
an offer servlet that 1s programmed to:

receive said next page data from said processing servlet;

add advertising data to said next page data to form new
next page data; and

send said new next page data to said processing servlet.
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18. The processing servlet of claam 13, wherein said
processing servlet 1s further programmed to:

receive an advertising inquiry from said user;

™

send said advertising 1nquiry to an offer servlet, said offer
servlet being programmed to form an advertising page
and send said advertising page to said processing
servlet; and

return said advertising page to said user.

19. A method of using computer servers to process data
for an internet web site, the web site being run by a web
server that mcludes a server interface and a processing
servlet, the method comprising the steps of:

using a processing servlet to accept a message from a user
of said internet web site, said message mcluding user
data;

using said processing servlet to filter said user data 1nto a
first category to be processed and a second category to
be saved,;

using said processing servlet to map said first category of
said user data from a native format to a universal
format;

using said processing servlet to send said universal format
user data over the internet to a remote computer server;

using a remote computer server to receive said universal
format user data;

using said remote computer server to process said uni-
versal format user data to produce final universal
format user data;

using said remote computer server to send said {final
umversal format user data over the internet to said
processing servlet;

using said processing servlet to analyze said final univer-
sal format user data;

using said processing servlet to map said final universal
format user data to final native format user data;

using said processing servlet to post said final native
format user data to said server interface;

using said processing servlet to receive next page data
from said server interface; and

using said processing servlet to return said next page data
to said user;

wherein all of the above steps are performed in real-time.

20. The method of claim 19, wherein said processing
servlet receives said message from a web browser, said
method further comprising the steps of:

using said processing servlet to modify said next page
data to 1nsert a request and a user 1dentification number;

using said processing servlet to return said modified next
page data to a web browser; and

using said web browser to post a URL that mncludes said
request and said user 1dentification number to said third
computer Server.

21. The method of claim 20, further comprising the step

of:

using said third computer server to compare said user
identification number with a database of user 1dentifl-
cation numbers to find a match.

22. The method of claim 19, further comprising the steps

of:

using an oifer servlet to receive said next page data from
said processing servlet;

™

using said offer servlet to add advertising data to said next
page data to form new next page data;
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using said offer servlet to send said new next page data to
said processing servlet; and

using said processing servlet to send said new next page
data to said user.

23. The method of claim 19, further comprising the steps

of:

using saild processing servlet to receive an advertising
inquiry from said user;

using said processing servlet to send said advertising
Inquiry to an offer servlet;

using said offer servlet to form an advertising page;

using said offer servlet to send said advertising page to
said processing servlet; and

using said processing servlet to send said advertising page
to said user.

24. The method of claim 19, wherein said first category of

said user data includes name and address data.

25. The method of claim 19, wherein said first category of
said user data includes address data.

26. The method of claim 19, wherein said first category of
said user data includes telephone number data.

27. A computer system for processing data for an internet
web site, the web site being run by a web server that includes
a server interface and a processing servlet, the computer
system comprising:

a processing servlet being programmed to accept a mes-
sage 1ncluding user data from a user of said internet
web site, filter said user data into a first category to be
processed and a second category to be saved and map
said first category of said user data from a native format
to a universal format;

a remote server that 1s connected to said web server by the
internet, said remote server being programmed to
receive sald universal format user data, process said
universal format user data to produce final universal
format user data and send said final universal format
user data over the internet to said processing servlet;

said processing servlet being further programmed to ana-
lyze said final universal format user data, map said final
universal format user data to final native format user
data, post said final native format user data to said
server 1nterface and receive next page data from said
server interface;

said processing servlet and said remote server each being
programmed to perform all of the above steps 1n
real-time.

28. The computer system of claim 27, wheremn said
processing servlet 1s further programmed to receive said
message from a web browser, modily said next page data to
insert a request and a user identification number, return said
modified next page data to said web browser;

wherein said web browser posts a URL that includes said
request and said user 1dentification number to said third
computer Server.

29. The computer system of claim 28, wherein said third
computer server 1s further programmed to compare said user
identification number with a database of user 1dentification
numbers to find a match.

30. The computer system of claim 27, wherein said
processing servlet 1s further programmed to return said next
page data to said user.

31. The computer system of claim 27, further comprising
an offer servlet that 1s programmed to receive said next page
data from said processing servlet, add advertising data to
said next page data to form new next page data and send said
new next page data to said processing servlet.
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32. The computer system of claim 27, wheremn said
processing servlet 1s further programmed to:

receive an advertising inquiry from said user,

™

send said advertising inquiry to an offer servlet, said offer
servlet being programmed to form an advertising page
and send said advertising page to said processing
servlet; and

and return said advertising page to said user.

33. A computer system for targeting advertisements to a
user without knowing the user i1dentily, said system com-
prising:

a web server including a processing servlet that 1s pro-
crammed to modify next page data to insert a request
and a user 1dentification number and return said modi-
fied next page data to a web browser;

said web browser posting a URL that includes said request
and said user i1dentification number to a third computer
SETVET;

said third computer server being programmed to return
said requested data and a cookie to said web browser,
said cookie including a cookie identification number
corresponding to said user identification number;

wherein said system performs all of the above steps 1n

real-time.

34. The computer system of claim 33, wherein when said
web browser thereafter requests a page from said third
computer server, said browser sends said cookie and said
cookie 1dentification number back to said third computer
SErver.

35. The computer system of claim 34, wherein said third
computer server correlates said cookie identification number
with said user identification number corresponding to said
cookie identification number.

36. A remote server for use with a computer system for
processing data for internet web sites, the web sites being
run by a plurality of web servers that each include a server
interface and a processing servlet, each of the processing
servlets being programmed to accept a message mcluding
user data from a user of one of the internet web sites, each
of the processing servlets being further programmed to map

the user data from a native format to a universal format,
wherein:

a remote server 1s adapted to be connected to a plurality
of web servers by the internet;

said remote server being programmed to receive the
umversal format user data from a processing servlet,
process the universal format user data to produce final
umversal format user data that includes standardized
address data and send said final universal format user
data over the internet to the processing servlet that
originally sent the unmiversal format user data;

wherein said remote server performs all of the above steps

in real-time.

37. The remote server of claim 36, wherein said remote
server 1s further programmed to process the universal format
user data by appending additional data to produce the final
universal format user data.

38. A method of processing electronically captured
address 1information, the address information being entered
into an electronic environment including a processing
servlet, the method comprising the steps of:
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using a processing servlet to accept said electronically
captured address information;

using said processing servlet to map said electronically
captured address information from a native format to a
universal format;

using said processing servlet to send said universal format
address 1information to a remote computer server;

using a remote computer server to receive said umiversal
format address information;

using said remote computer server to process said uni-

versal format address information to produce final
universal format address information;

using said remote computer server to send said final
universal format address information to said processing
servlet;

using said processing servlet to analyze said final univer-
sal format address information;

using said processing servlet to map said final universal
format address information to final native format
address information; and

using said processing servlet to post said final native
format address 1information to said electronic environ-
ment;

wherein all of the above steps are performed 1n real-time.

39. The method of claim 38, further comprising the step
of:

using said remote computer server to return additional

data to said processing servlet, said additional data
bemng associated with said electronically captured
address 1nformation sent to said remote computer
SETVET.

40. A method of providing information obtained from a
user to a third computer server without 1dentifying the user,
the information being provided by a web browser to a web
server that includes a processing servlet, said method com-
prising the steps of:

using a processing servlet to modily next page data to

insert an 1image request and a user i1dentification num-
ber;

using said processing servlet to return said modified next
page data to a web browser; and

using a web browser to post a URL that includes said
image request and said user identification number to the
third computer server.

41. The method of claim 40, further comprising the steps

of:

using the third computer server to return an 1image to the
web browser; and

using the third computer server to compare said user
identification number with a database of user identifi-
cation numbers to find a match.
42. A processing servlet for communicating data about a
user to a third computer server without identifying the user
to the third computer server, wherein:

a processing servlet 1s programmed to receive a message
from a web browser, modily next page data to 1nsert a
request and a user 1dentification number and return said
modified next page data to said web browser;

wherein said web browser posts a URL that includes said
request and said user 1dentification number to the third
computer Server.
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43. The processing servlet of claim 42, wherein the third
computer server 1s programmed to compare said user 1den-
fification number with a database of user identification
numbers to find a match.

44. A third computer server for receiving information
about a user without knowing the i1dentity of said user, the
information being provided via a web browser, wherein:

a third computer server 1s programmed to receive an
image request and a user i1dentification number, com-

5

138

pare said user 1dentification number with a database of
user 1dentification numbers to find a match and retrieve

information corresponding to said user identification
number.
45. The third computer server of claim 44 wherein said
third computer server 1s further programmed to return an
image to the web browser.
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