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57] ABSTRACT

Methods, systems, articles of manufacture, and signal for-
mats are provided for transferring disk images from a
transmitting computer to one or more downloading comput-
ers. The transfer 1s done 1in a manner that allows a technician
to start the download to one computer while preparing a
second computer for downloading or shutting down a third
computer after 1t has fimished downloading the disk 1mage.
The computers need not wait for the beginning of a data
stream but can 1nstead join the download at specified points
within the data stream. This reduces the time spent waiting
to begin the download, particularly when the disk image
being transferred 1s large. Compression and connection
selection may be performed in response to changes in
network performance. Image file packing and error manage-
ment techniques may also be used, as well as on-the-1ly file
system 1nstance manipulations.
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ONE-TO-MANY DISK IMAGING TRANSFER
OVER A NETWORK

RELATED APPLICATIONS

The present application claims priority to commonly

owned copending U.S. patent application Ser. No. 60/061,
127 filed Oct. 6, 1997.

FIELD OF THE INVENTION

The present invention relates to the transfer of computer
disk 1mages between computers, and more particularly to
round-robin multicasting of disk images with selected join
points.

TECHNICAL BACKGROUND OF THE
INVENTION

It 1s often usetul to copy computer hard disk partitions.
This may be done to create archive copies, for instance, or
to configure additional storage devices using one device as
a model. Backup programs are available to copy every file
in a partition, every file 1n a group of partitions, or every
sector (used or not) on a source disk to a target device such
as a secondary disk or a tape drive. The target device may
be located either on the same computer or on a connected
computer such as a file server. By restoring data from the
backup to a different computer, one can use the backup
program as an “imaging’ or “cloning” program to copy
entire disk images from one computer to another. However,
backup programs are not usually designed to copy a disk
image to several machines at the same time.

As discussed below, the ability to efficiently create many
coples of an 1mage 1s 1mportant to system integrators,
fraining centers, and other businesses. To help address this
need, various 1imaging programs are now available which
copy a source disk drive to multiple target drives subject to
constraints that are discussed below and elsewhere.
Generally, imaging programs allow one or more partitions to
be copied. Some 1maging programs create a copy of every
file found in the specified source partition(s), while other
programs allow the user to select which files to copy.

Some 1maging programs store the copied data 1 an
“1mage file,” while others perform imaging directly to create
new disk 1images without using an intermediate 1image file.
The data may be compressed prior to being placed in the
image file, and then decompressed while creating a new disk
image. Compression operates on the data being stored to
reduce 1ts redundancy and hence allow 1t to be stored 1n a
smaller space.

Regardless of whether the data 1s compressed, an 1mage
file packs and/or modifies or supplements the data 1n some
fashion, putting 1t 1n a form which 1s more convenient or
cficient for storage and transport. “Working” partitions
contain files organized according to a standard file system
format, such as the format used by NTES, FAI, HPES,
Linux, or another familiar file system. An 1mage file may be
stored 1n a working partition as a file.

However, when viewed as a collection of {files, image {ile
contents do not necessarily follow standard file system
formats. An 1mage file may contain partial or complete
contents from one or more other files from one or more
partitions; for convenience, these are referred to here as
“1maged files.” The imaged files are not necessarily stored in
the 1mage file 1n a standard file system format. Standard file
system software (as opposed to disk imaging software) can
read the contents of an i1mage file but cannot properly
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distinguish between the mdividual imaged files. A working
partition generally follows one or more rules such as allo-
cation 1n sector units, alignment of sectors on cluster
boundaries, specific directory or file allocation table formats,
and support for fragmented files. Image file contents may

violate one or more of these rules with regard to the imaged
files.

One type of 1mage file, which 1s used by 1maging pro-
orams that proceed on a file-by-file basis, stores the contents
of each imaged file contiguously (thereby providing no
support for fragmentation). One variation also ignores clus-
ter alignment by packing together the sectors of imaged files.
Another variation goes even further by sometimes 1gnoring
sector boundaries; this allows the imaging software to pack
the bytes of more than one 1maged file in a given sector when
the end of an 1maged file lies within a sector. To create a
working partition on a target disk, sector allocation and
cluster alignment must be restored when the 1imaged file
contents are copied to the target disk.

Another type of 1mage file, which 1s used by 1imaging
programs that proceed on a sector-by-sector or cluster-by-
cluster basis, packs together the clusters or sectors of data.
As a result, the cluster numbers or other pointers 1n file
system structures 1n the 1image file do not always point to the
current (packed) location of the data clusters in question.
The clusters must be unpacked and restored to their expected
relative locations when data from the 1image file 1s copied to
the target disk to create a working partition there.

Imaging programs and image files have many uses for
system 1ntegrators, training centers, testers, and others.
Training centers use 1maging and 1image files to recreate disk
environments suited to particular lessons. For instance, one
lesson may require a Microsoft Windows N'T environment,

while another requires a Linux environment and a third
requires a Novell NetWare environment. (WINDOWS NT is

a mark of Microsoft Corporation; NETWARE 1s a mark of
Novell, Inc.) Testers also use imaging and image files. For
instance, a maker of peripheral equipment may use different
restored 1mages to test its devices and device drivers in
different operating environments.

Because the experiences of system integrators illustrate
many aspects of the current state of 1maging multiple
computers, we now consider 1in greater detail the working
environment of an integrator. A system 1integrator 1s in the
business of reselling computers to companies or corpora-
tions. When a large corporation places an order it usually
standardizes on a configuration and purchases a large
quantity, both to get a better price and to meet the needs of
many users within the company. The integrator’s job 1is to
order 1n all the computer hardware and software, configure
it all, and then ship it to the customer. This 1nvolves ordering
in the computers, peripheral hardware, and software, and
then 1nstalling or assembling all these pieces and shipping
the configured computers to the customer. This may be done
in different ways, but an important goal 1s to make the

imaging process more efficient and less costly 1n terms of
technician time and other resources.

According to an approach we shall call Approach One, a
technician installs each software package on each of the
computers using the same process as an end user who
installs software infrequently. The technician must stay at
the target computer to answer the install software’s ques-
tions. The target computer reads the data from a floppy or a
CD-ROM, both of which are relatively slow devices. There
1s little or no opportunity to make the 1nstallation proceed on
more than one computer at a time.
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Under Approach Two, the technician configures the first
computer and then saves an image of the configured disk on
a CD-ROM. Rather than re-install each desired software
package on each subsequent computer, the technician need
only copy the disk image from the CD-ROM to the disk
drive of the next machine and everything on the target
machine should then work as desired. This 1s a great
improvement over having the technician sit and re-install all
the software on each machine. But one drawback 1s that, 1n
order to get several of these installations happening at one
fime, one needs several CD-ROMs, tape cartridges, or other
high capacity removable media (one for each target
machine).

Under Approach Three, the integrator puts the disk 1image
out on a network and has multiple computers downloading
the 1image from the server at the same time. The technician
can move from workstation to workstation opening pack-
ages and setting up, starting the process of connecting to the
server and copying the disk image from the network, and
then moving on to the next workstation. The technician can
also move from machine to machine to provide overlap
while disconnecting machines from the server and shutting,
down the machines before boxing them for shipment.
However, each machine has a separate conversation with the
server. Thus, 1f there are too many computers downloading
at once, the speed of the network can become a serious
bottleneck because the multiple conversations consume the
available bandwidth.

Approach Four overcomes the network bottleneck created
when many workstations individually download the disk
image. This fourth approach has one workstation request the
image and allows multiple workstations to “listen” to that
conversation. Each listening workstation makes 1ts own
copy as the 1mage goes over the network from the server to
the sole requesting workstation. This significantly reduces
the network traffic.

However, 1n order for several workstations to listen to the
one conversation using a broadcast technology or a multi-
cast technology, all of the computers must be previously
configured and each must be waiting and watching for the
beginning of the download. Also, they all finish at the same
fime, so 1t 1s not possible for the technician to overlap the
process of shutting down and boxing the workstations.

Accordingly, 1t would be an 1improvement to provide new
systems, devices, and methods for transferring a disk image
to multiple machines 1n a way that improves the opportunity
for overlap without requiring additional cartridges or net-

work bandwidth.

In particular, 1t would be useful to improve overlap
between machines both in the process of downloading a
copy of the image from a network and in the processes of
setting up and shutting down machines before and after a
download.

Such improvements are disclosed and claimed below.

BRIEF SUMMARY OF THE INVENTION

The present invention provides novel methods, systems,
and devices for imaging disks and other storage media; disks
are used as an 1llustrative example but CDs, tapes, and other
storage media may likewise be used according to the 1nven-
tion. Although the invention may be enhanced by use of
otherwise familiar techniques and tools for image creation,
partition manipulation, data compression, and multicasting,
the 1nvention 1s not limited to such techniques and tools.

One method of the mvention includes repeatedly trans-
mitting a disk 1image and configuring multiple workstations
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by listening to at least one repetition. The invention uses
simultaneous transmission of 1mage data in a circular, ring
buffer, round-robin or other repeating fashion so that new
workstations can come “online” and begin receiving the
image data 1n the middle of the data stream. A given
workstation continues listening until the data stream rolls
around to the beginning again and on to the point at which
the workstation began downloading packets.

This approach allows multiple workstations to “listen” to
onc conversation without requiring that all workstation
downloads start and end together. A technician can take a
target computer out of the box and immediately begin the
copy process, thus requiring less setup time than approaches
that require all computers be set up to begin downloading at
the same time. The 1nvention also facilitates the take down
process; the computers will finish 1maging in a staggered
manner, so the technician can box up each completed
computer and then move to the next one.

Packets can be lost on the network and the participating
workstations need not use guaranteed-delivery packet pro-
tocols to 1nsure the data 1s correct. Instead, each workstation
can verify which sectors were received and then request (or
listen for the next repetition of) only those packets that were
not received from the original data stream. If several packets
are lost on the network, the networking protocol does not
neced to guarantee their retransmission. The “listening”
workstation can verily transmission success or failure based
on whether a required sector has been received and written
to disk. That 1s, the invention may use disk writes and disk

addresses to verily network data transmissions.

The invention allows transfer of a disk image with or
without an 1image file. For instance, one method assumes the
disk image 1s stored 1n an 1mage file. The 1mage file may be
kept on a server, at a local or remote workstation, or at
another location. Another method assumes limited storage
space for image files, so the disk 1image 1s uploaded to the
network directly from a configured disk instead of being
read from an 1mage {ile. The 1maging software sends the data
stream out as 1t 1s being read from the configured disk.
Alternatively, the 1maging software reads the data stream
from the configured disk and then creates an image file
on-the-fly and sends 1t to the target disks, and possibly sends
it back as well to a storage device for later use.

The invention also allows transfer of a disk image to and
from various locations. The upload to the network may be
done by a server or by a client. A computer may configure
onc of 1ts own disks by sending packets to itself; other
computers may listen 1n and likewise download the disk
image. The network may use local area network addresses,
universal resource locators (“URLSs”), or other addresses to
specily the network connections that serve as sources and
targets for 1maging. Other features and advantages of the
present mvention will become more fully apparent through
the following description

BRIEF DESCRIPTION OF THE DRAWINGS

To 1illustrate the manner in which the advantages and
features of the invention are obtained, a more particular
description of the 1invention will be given with reference to
the attached drawings. These drawings only 1illustrate
selected aspects of the invention and thus do not limit the
invention’s scope. In the drawings:

FIG. 1 1s a diagram 1llustrating one of many possible
computer networks suitable for use according to the present
invention.

FIG. 2 1s a diagram 1illustrating two computers 1n a
network configured for use according to the present inven-
tion.
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FIG. 3 1s a flowchart 1llustrating methods of the present
invention for repeatedly transmitting a disk image 1n data

streams 1n a network.

FIG. 4 1s a tflowchart illustrating methods of the present
invention for downloading a disk image.

FIG. § 1s a diagram illustrating signal components of
repeated data streams according to the present invention.

FIG. 6 1s a diagram 1llustrating the downloading of a disk
image from one data stream repetition and the downloading
of the same disk 1image from more than one repetition.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

The present invention aids the task of transferring a disk
image between computers in a network. Illustrative embodi-
ments of systems, methods, and articles of manufacture
according to the mvention are described below. Discussion
begins with the network environment generally, and pro-
ceeds 1n turn to speciiic computers, transmission and down-
loading methods, and transmission signal formats. However,
it will be appreciated that many aspects of the description of
methods or signal formats of the present invention extend to
corresponding apparatus and articles, and that the descrip-
tion of apparatus and articles of the present invention
extends likewise to corresponding methods and signal for-
mats.

Networks

Users sometimes need to transfer a disk image from one
location to several locations. A user may be a person, or 1t
may be a software task or agent or other computer process
acting legitimately on behalf of a person. The locations
involved may be on different disks attached to the same
computer, or on different disks attached to two or more
different computers.

In the latter case, the computers involved may commu-
nicate through a network connection. As used here, a “net-
work connection” may be a “wire” as defined below, a
dial-up link, a portable link such as an infrared link, and/or
intermediate files of various formats. FIG. 1 illustrates a
network 100 which 1s one of the many possible networks
suitable for adaptation and use according to the present
invention. The network 100 may be connectable to other
networks 102, including LANs or WANSs or portions of the
Internet or an infranet, through a gateway or similar
mechanism, thereby forming a larger network which 1s also
suitable for use according to the ivention.

The 1illustrated network 100 includes a server 104 con-
nected by network signal lines 106 to one or more network
clients 108. Other suitable networks include multiserver
networks and peer-to-peer networks. The server(s) 104 and
clients 108 may be uniprocessor, multiprocessor, or clus-
tered processor machines. The server(s) 104 and clients 108
cach include an addressable storage medium such as random
access memory and/or a non-volatile storage medium such
as a magnetic or optical disk, ROM, bubble or flash memory.

Suitable network clients 108 1nclude, without limitation,
personal computers; laptops 110, personal digital assistants,
and other mobile devices; and workstations 112. The signal
lines 106 may include twisted pair, coaxial, or optical fiber
cables, telephone lines, satellites, microwave relays, modu-
lated AC power lines, RF connections, and/or other data
fransmission “wires” known to those of skill in the art. The
network connections 106 may embody conventional or
novel signals, and 1n particular, may embody a novel series
of data stream repetitions as discussed herein.

The server(s) 104 and many of the network clients 108 (or
peers 108 in a peer-to-peer network) are often capable of
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using tloppy drives, tape drives, optical drives or other
means to read a storage medium. A suitable storage medium
includes a magnetic, optical, or other computer-readable
storage device having a specific physical configuration.
Suitable storage devices include floppy disks, hard disks,
tape, CD-ROMs, PROMs, random access memory, ROM,
flash memory, and other computer system storage devices.

The physical configuration represents data and/or instruc-
tions which cause the computer system 100 to operate 1n a
specific and predefined manner as described herein. Thus,
the medium tangibly embodies a program, data, functions,
and/or instructions that are executable by the servers and/or
network client computers to support disk 1mage transfers
substantially as described herein. Suitable software and
hardware 1mplementations according to the invention are
readily provided by those of skill in the art using the
teachings presented here and programming languages and
tools such as Java, Pascal, C++, C, assembly, firmware,
microcode, PROMS, and/or other languages, circuits, or
tools.

Overview of Individual Computers

FIG. 2 1llustrates two computers, 200 and 202, which are
configured for disk image transfers according to the present
invention. Aspects of the computers 200, 202 are also
discussed below 1n connection with FIGS. 3 through 5.

The computer 200 1s a transmitting computer, while the
computer 202 1s a downloading computer. These roles may
be filled in various ways. Those of skill 1n the art will assign
roles to particular computers according to criteria such as the
current location of the disk image to be transferred, the
desired location(s) of copies of the disk image, available
network connections 106, and software license restrictions.

For instance, the transmitting computer 200 will often be
a server 104, but 1t may also be a client or peer computer
108. The downloading computer 202 will often be a client
108, but it may also be a peer 108 or a server 104. The
transmitting computer 200 and the downloading computer
202 will often be distinct machines, but they may also be the
same machine when a disk 1image 1s transferred from one
disk to another disk on that same machine. In general, there
will be one transmitting computer 200 and two or more
downloading computers 202 1n the system 100.

The transmitting computer(s) 200 each include a trans-
mitter 204 and an image obtainer 206. Each downloading
computer 202 includes a downloader 208. These compo-
nents 204, 206, and 208 may be implemented using general
purpose computer hardware (processor, memory, [/O
devices) configured with software according to the inven-
tion. Alternatively, the components 204, 206, and 208 may
be implemented using special purpose hardware such as
application-speciiic integrated circuits or field program-
mable gate arrays, 1n combination with software. For ease of
illustration, components such as user interfaces, operating
systems, file systems, and networking software are not
shown expressly in FIG. 2, but those of skill in the art will
appreclate how to combine and use such components
according to the teachings herein.

The transmitter 204 transmits repeftitions of a data stream
containing a disk 1mage; data streams are discussed further
in connection with FIG. § and elsewhere. At this point 1t 1s
enough to note that the data stream signal includes the disk
image data plus join points. A given downloading computer
202 1s able to determine when 1t has obtained all the
information 1n the disk 1image, even if the computer 202 in
question began downloading information in the middle of a
data stream repetition. The transmitter 204 1s discussed in
oreater detail below.
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The 1mage obtainer 206 obtains the disk 1mage and
provides i1t to the transmitter 204. The i1mage may be
obtained either from an 1mage file 210 stored on a disk 212,
or directly from a disk 214 without use of an intervening
image file. The 1mage obtainer 206 and image files 210 are
discussed 1n greater detail below.

The downloader 208 listens to the repeating data streams
from the transmitter 204, joins at an appropriate point
(which may be in the midst of a repetition), downloads data
through zero or more successive repetitions as needed to get
a complete copy of the disk image, and stores the disk image
on a target disk 216. The downloader 208 performs image
file unpacking, data decompression, and error handling as
neceded. The downloader 208 1s discussed 1n greater detail
below.

Image Obtainer

As noted, the image obtainer 206 obtains the disk image
and provides 1t to the transmitter 204. The 1mage may be
obtained either from the image file 210 or directly from a
disk 214 without use of an intervening image file (of course,
nothing prevents the disk 214 from 1itself containing image
files whose contents are treated the same as other file
contents rather than as image files). As noted, references to
a “disk” are simply for convenience and to provide one
example. Other storage devices such as CD-ROMs or tapes
or even memory modules may also be used, with appropriate
modifications for differences such as lincar versus random
accessibility and the presence or absence of sector allocation
requirements.

The mmage file 210 may be structured according to a
format that 1s known in the art, or the 1image file 210 may use
a novel format such as that described in commonly owned
copending U.S. patent application Ser. No. 09/134,883 filed
Aug. 15, 1998; that discussion of image files and their uses
1s 1corporated herein by reference. For purposes of the
present 1nvention, it suffices to note that the 1image file 1s not
a working partition. Thus, 1f the 1mage file 210 1s 1n a
file-by-file format, 1t may be byte-aligned, without free
space, and with differently formatted directory information
than 1n a working partition. Likewise, 1f the 1image file 210
1s 1n a cluster-by-cluster format, then clusters 1n the 1mage
file 210 may be packed, while those on the disk 214 are not.
That 1s, 1mage file 210 directory clusters refer to other
clusters by cluster number or other addresses which are
ogenerally correct only after the image file contents have been
unpacked to place the clusters 1n their original locations
relative to one another. Unpacking either type of image file
210 may introduce unused space; image files generally avoid
storing unused bytes, sectors, and/or clusters.

In one embodiment, the 1mage obtainer 206 includes a
reader 218, a packer 220, and a selector 222. In alternative
embodiments, the packer 220 and/or the selector 222 are
omitted.

In general, the 1mage file 210 may be stored using a file

system such as the Microsoft Windows NT f{ile system
(“NTFS”), the Novell NetWare file system (“NFS”), or other

file systems (WINDOWS NT is a mark of Microsoft cor-
poration, NETWARE is a mark of Novell, Inc.).
Accordingly, the reader 218 may use standard NTFEFS, NES
or other standard file system calls when reading the image
file 210. Alternatively, the reader 218 may use mnformation
about the directory and file structures of a specific {ile
system to read the 1image file 210 1n a more efficient manner
(such as with sustained elevator seeks) than would be likely
with the standard file system calls.

By contrast, when reading the disk 214 which 1s to be
imaged without the intervening on-disk image file 210, the
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reader 218 preferably uses low-level calls such as sector
reads rather than using higher-level standard file system
calls. This allows the reader 218 to read all sectors, including
those containing file system structures such as partition
tables and boot records and directories that would otherwise
be filtered or hidden by the standard file system calls.

In one embodiment, the packer 220 discards unused bytes,
sectors, or clusters of the disk 214 that are read by the reader
218; 1in another embodiment the reader 218 avoids reading
unused bytes, sectors, or clusters of the disk 214. In either
case, as well as 1n a combination of the two, the packer 220
and/or reader 218 create an 1mage file on-the-fly. The packer
220 packs the used bytes, sectors, or clusters together for
transmission by the transmitter 204. Like the use of the
pre-existing 1mage file 210, the use of an on-the-fly 1mage
file reduces the amount of data to be transmitted to the
downloading computers 202. On the other hand, some
embodiments of the image obtainer 206 omit the packer 220
and simply send every byte, sector, or cluster of the selected
partitions from the disk 214 to the transmitter 204.

The selector 222 may be used (with or without the packer
220) to further select which data is imaged. Selection may
include or exclude specific partitions and/or specific files.
For instance, 1n one embodiment, the selector 222 obtains
from the user a list or other specification of which file(s) to
image. This may be done by having the user specity the files
expressly, or by having the user specity which files should
not be 1imaged. The specification may be obtained 1n terms
of 1ndividual files, or 1n terms of directories or directory
subtrees. The selection code may support keyword searches,
wildcards 1n file names, and other familiar file system
interface techniques.

The selector 222 and/or reader 218 refers to the file

system structures of the disk 214 or image file 210 to
determine which clusters or sectors need to be read from the
source and sent to the transmitter 204. The 1mage obtainer
206 also sends the transmitter 204 corresponding partition
and file system information. If the selector 222 was used,
then the file system information may be a subset of the
information 1 the 1mage file 210 or on the disk 214,
reflecting the fact that not all files, file contents, or directo-
ries have been copied. In particular, one embodiment copies
predetermined directory entries but does not copy or trans-
mit the corresponding file contents. This 1s used, for
instance, to create a directory entry for a virtual memory or
swap file on the target without spending the resources to
copy the source virtual memory or swap file.

The target partition information may be the same as the
partition mformation stored i1n the source 214. If the source
1s a lile-by-file 1mage file 210, then the source does not
necessarily contain partition information. The partition may
be resized on-the-fly or a differently sized target partition
may be created, either to decrease partition size to reflect the
presence of fewer files or a decrease 1n the amount of free
space desired, or to 1ncrease partifion size In response to
available free space on the target that would otherwise not
be immediately usable by the file system 1n the target
partition. Cluster size may also be changed, either by an
on-the-fly manipulation or by creating a target partition
having a different cluster size than the source. Suitable
on-the-fly partition manipulations are described in com-
monly owned copending U.S. patent application Ser. No.
09/134,883 filed Aug. 15, 1998; that discussion 1s 1ncorpo-
rated herein by reference.

Transmitter

The transmitter 204 transmits repetitions of a data stream

signal containing the disk image data provided by the image
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obtainer 206. Data stream formats are discussed below 1n
connection with FIG. 5 and elsewhere. In one embodiment,
the transmitter 204 1ncludes an agent 224, a loop handler
226, and a dynamic speed monitor 228. In alternative
embodiments, the agent 224 and/or the speed monitor 228
are omitted.

Transmission may be 1nitiated 1n response to commands
from a user interface, or transmission may be started auto-
matically by the agent 224 1n response to a request from one
or more downloading computers 202. Interrupts, UNIX-
style signals, remote procedure calls, remote message
interfaces, events, and other familiar mechanisms may be
used to request or require that the agent 224 initiate trans-
mission.

The loop handler 226 performs several functions, includ-
ing: (a) determining the timing and number of data stream
repetitions; (b) combining descriptive and control informa-
tion with the disk 1image to form a given data stream signal;
and (c¢) transmitting the data stream repetitions.

The number of repetitions of a given data stream may be
a default such as the number used last time, or a predeter-
mined number, such as ten. Alternatively, the number of
repetitions may be determined using heuristics,
acknowledgments, or commands. For instance, the number
of repetitions R may be set to C*TC/TR, where C 1s the
number of computers 202, TC 1s the approximate time
required to set up a given computer 202 to receive the
download before moving to the next computer 202 to set 1t
up, and TR 1s the approximate time needed to transmit one
repetition. Alternatively, the loop handler 226 may continue
repeating data stream transmissions until an acknowledg-
ment is received from every computer 202 (if all computers
202 are known to the transmitting computer 200 or if the
number of computers 202 is known) or until a predetermined
fime has passed without additional acknowledgments, or
simply until 1t 1s 1nstructed by the user to stop.

The descriptive and control information placed 1n the data
stream by the loop handler 226 1s discussed in connection
with FIGS. 3 and 5. It suffices here to note that the data
stream contains (a) the disk image being transferred; (b)
descriptive information such as the size of the disk image or
the image’s source location and timestamp; and (c¢) control
information such as download join points, compression sync
points, the address of alternate network connections, and
error management bits. “Error management bits” such as
checksums, cyclic redundancy codes, and other error detec-
fion and/or error correction bits may also be inserted, read,
and acted upon by lower level networking software and/or
hardware.

The loop handler 226 also transmits the data stream
repetitions over at least one network connection 230. The
term “network connection” includes LAN and Internet and
other connections, including the “wires” 106. In some
embodiments, the data stream may be transmitted over one
or more additional network connections; for ease of 1llus-
tration only one additional connection 232 1s shown. For
instance, the disk 1mage may be transmitted over a high
capacity connection 230 such as an Ethernet wire while the
control and/or descriptive information is transmitted over a
lower capacity wire 232 such as a serial connection. The
second connection 232 may be used to retransmit missing
bytes, sectors, or clusters. The second connection 232 may
also be used only 1n the event that the first connection 230
becomes unavailable. The connections 230, 232 themselves
may 1nclude any of the “wires” defined above or other
communication links, as well as networking software using
TCP/IP and/or other available protocols. Note that some
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network protocols allow both connections 230, 232 to coex-
1st on the same wire.

A compressor 227, if present, performs data compression
under the direction of the loop handler 226 and/or the
dynamic speed monitor 228. Suitable data compression
techniques and mechanisms include, without limitation,
run-length encoding, differential encoding, original or adap-
tive Hullman coding, dictionary compression methods, and
others familiar 1n the art. In alternative embodiments, com-
pression 1s handled directly by the loop handler 226 and/or
the dynamic speed monitor 228 instead of by a separate
compression module 227.

The dynamic speed monitor 228 detects and responds to
changes in network connection 230 performance. Perfor-
mance 1s monitored by conventional tools for tracking
throughput, reliability, latency, and/or other performance
characteristics.

In some embodiments, the speed monitor 228 regulates
data compression by 1nvoking or terminating data compres-
sion and/or modifying the data compression level and/or
selecting a different data compression method when 1t
detects a change of predetermined amount in the perfor-
mance of the network connection 230.

In some embodiments, the speed monitor 228 selects
between two or more connections (such as the connections
230, 232) in response to predetermined events that indicate
changes 1n relative network connection performance. For
instance, the monitor 228 may initially select a lower speed
connection 106 which tends to receive fewer demands and
switch to a higher speed connection 106 when the user
increases the transmission priority or when demands on the
higcher speed connection decrease. Of course, the speed
monitor 228 may also use combinations of connection
selection and data compression.

Downloader

The downloader 208 listens to the repeating data streams
from the transmitter 204, jomns at an appropriate point
(which may be in the midst of a data stream repetition),
downloads data through zero or more successive repetitions
as needed to get a complete copy of the disk image, and
stores the disk 1mage on the target disk 216. As discussed
below the downloader 208 performs image file unpacking,
data decompression, and error handling as needed.

In one embodiment, the downloader 208 includes an
agent 234, a joiner 236, a decompressor 238, an unpacker
240, a file system structure generator 242, and a writer 244;
in the embodiment shown, the writer 244 includes a verifier
246. In alternative embodiments, one or more of the agent
234, decompressor 238, unpacker 240, file system structure
ogenerator 242, and verifier 246 are omitted.

If present, the downloading agent 234 operates 1n a
manner compatible with the transmitting agent 224. Either
or both agents 224, 234 may be used 1n a given system 100,
and agents 234 may be present on some downloading
computers 202 and not present on other downloading com-
puters 202. Downloading may be mitiated 1n response to
commands from a user interface, or downloading may be
started automatically by the agent 234 1n response to a
request from the transmitting computer 200.

The joiner 236 monitors the data stream repetitions on the
network connection(s) and joins the conversation (that is,
begins downloading data to permanent storage) at a join
point. Join points are discussed 1n detail in connection with
FIGS. 3 and 5.

If present, the decompressor 238 operates 1n a manner
compatible with the compression techniques used by the
transmitter 204 to decompress data downloaded from one or
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more data stream repetitions. If compression 1s intermittent
or changes dynamically as a result of activity by the speed
monitor 228, then the decompressor 238 1s configured to
operate only on compressed data and to select corresponding
decompression levels and methods.

If present, the unpacker 240 operates in a manner com-
patible with the packer 220 to unpack 1mage file bytes,
sectors or clusters downloaded from one or more data stream
repetitions. This may involve re-introducing unused
(optionally zeroed) sectors or clusters to relocate used
sectors or clusters to their original relative positions. Unused
sectors or clusters may also be introduced to align the 1mage
contents on cylinder boundaries if the target disk 216 has
different geometry than the source disk. Unused bytes may
also be 1ntroduced to align the 1mage contents on sector or
other file system boundaries. The 1image file being unpacked
may be based on the image file 210 or it may have been
created on-the-fly by the packer 220.

If present, the file system structure generator 242 gener-
ates file allocation tables or bitmaps, boot records, partition
tables, and other file system structures as necessary for file
system administration of the disk image on the target disk
216. In some embodiments, the file system structure gen-
erator 242 1s not present or 1s not used because the file
system structures needed are part of the data stream trans-
mitted by the computer 200, and will function on the target
disk 216 just as readily as they did on the source disk.
However, in other cases the file system structures must be
partially or entirely generated at the downloading computer
202 to compensate for differences 1n source and target disk
geometry, or to perform on-the-fly partition manipulations,
or to handle file-by-file 1mage files 210.

The writer 244 stores the downloaded, unpacked,
decompressed, completed disk 1mage (including used sec-
tors or clusters and file system structures) on the target disk
216. Alternatively, compressed data 1s written and decom-
pressed after all disk 1mage data 1s downloaded. Confirma-
tion of the individual sector or cluster writes can be provided
using standard synchronous or asynchronous protocols, with
or without disk caching.

If present, the verifier 246 verifies that all necessary
sectors and clusters have been downloaded and stored on the
target disk 216. If required sectors or clusters have not been
received, and the transmitting computer 200 has stopped
fransmitting the data stream repetitions, then the writer 244
or the agent 234 may request that the transmitting computer
200 retransmit the missing sectors or clusters. They may
request 1mmediate retransmission or they may indicate a
willingness to wait for retransmission after the current data
stream transmission finishes. Retransmission may occur on
one or both of the connections 230, 232.

The downloader 208 may also request additional entire
data stream repetitions. If the transmitting computer 200 1s
still transmitting repetitions, the downloader 208 can simply
download the missing sectors or clusters from a subsequent
data stream repetition. Sectors and clusters may be identified
to the verifier 246 by sector or cluster addresses, so this
approach to verification makes 1t possible to use sector or
cluster addresses to verify that required data has been
written to the target disk 216.

Transmitting Methods

FIG. 3 illustrates methods of the present invention for
fransmitting data streams. Aspects of these methods have
already been discussed 1n connection with the system 100
and the computers 200, 202. Some aspects, such as those
pertaining speciiically to data stream definitions, are also
discussed below 1n connection with FIG. §.
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During an extracting step 300 or a reading step 302, the
system 100 obtains mmformation that includes at least
selected user data and accompanying file names and direc-
tory hierarchy (directory names and relative locations). The
extracting step 300 extracts this information from an image
file such as the 1mage file 210, while the reading step 302
reads the information directly from a disk such as the disk
212 or 214 without interpreting image file contents. In either
case, the mformation obtained may include user data from
several disk partitions, each of which corresponds to one file
system 1nstance.

For example, a disk might contain partitions labeled C:
and D:, each of which includes an instance of a FAT file
system. However, the information obtained during steps
300, 302 need not include all partitions or file system
instances on a disk, and need not 1nclude all files 1n a given
file system 1instance. Moreover, 1f a file system instance
resides 1n several partitions and/or on several disks, then
obtaining information during steps 300, 302 may nvolve
copying information from several partitions and/or several
disks.

An optional on-the-fly partition manipulation step 304
manipulates one or more partitions and/or file system
instances. For instance, partition sizes may be increased or
decreased, and/or cluster sizes may be changed. File systems
may also be converted from one format to another, such as
between the FAT16 and FAT32 file system formats. The
manipulation 1s said to be “on-the-fly” because it 1s per-
formed on the information placed in RAM during the step
300 or 302, rather than being performed 1n place on the disk
212 or 214. The image on the disk 212 or 214 1s not changed
by the manipulation step 304. Suitable manipulations are
described in commonly owned copending U.S. patent appli-
cation Ser. No. 09/134,883 filed Aug. 15, 1998, incorporated
herein by reference.

During an optional performance monitoring step 306, the
performance of one or more network connections (such as
connections 230, 232) is monitored for changes that exceed
predetermined thresholds. The monitoring step 306 may also
watch for other predefined events, such as the addition or
removal of network nodes 104, 108, or requests for retrans-
mission. If the performance of a connection 106 falls below
a predetermined acceptable level, then a compressing step
308 may be performed to compress the data, thereby
decreasing the load on the network connection 106.
Alternatively, a selecting step 310 may be performed by
identifying another connection and beginning transmissions
over 1t, either 1 place of or 1n addition to the current
connection(s).

The object of the steps 300 through 310 1s to support and
facilitate a transmitting step 312 which transmits data stream
repetitions to downloading computers 202. However, sev-
eral additional preparation steps 314 through 320 are also
uselul. These are illustrated as part of the transmitting step
312 because they can be altered dynamically between two
repetitions of a data stream signal. However, they could also
be documented as separate predecessor steps, 1n methods
which perform them only once to initialize data stream
transmissions. Of course, some of these steps 308, 310, and
314 through 320 could also be performed only once while
others are subject to dynamic change between repetitions.

A granularity selecting step 314 selects the granularity
that governs placement of join points. Join points are points
within a data stream at which a downloading computer 202
may join the broadcast or multicast and begin usefully
downloading disk 1mage data produced during one or more
of steps 300 through 304. Granularity may be byte, sector,
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or packet granularity. With packet granularity, for instance,
all join points fall on a packet boundary.

A join point creating step 316 creates the join points. This
may be done by specifying join points explicitly 1n the data
stream, either by listing them, or by inserting information at
each join point occurrence to mark the join point. Join points
may also be created implicitly. For instance, the computers
200, 202 may be configured to assume that the granularity
defines the join points, that 1s, each possible join point under
the specified granularity 1s indeed an actual join point. If the
oranularity 1s packets, this latter approach makes each
packet boundary a join point.

During a packetizing step 318 the information produced
during one or more of steps 300 through 316 1s divided into
packets for network transmission. Packetizing 1s a familiar
operation 1n the art. As 1s also well-known, an error man-
aging step 320 may be combined with packetizing to include
error management bits such as cyclic redundancy codes or
other data or control bits that permit error detection and/or
error correction in the event of faulty network transmaission.
In one embodiment, the error managing step 320 includes
retransmission of packets, 1n response to lack of an acknowl-
edgment or 1n response to an express request for retrans-
mission.

During a repetition transmitting step 322, one repetition
of the data stream 1s transmitted over the network 100 using
TCP/IP or other familiar network protocols. In an alternative
embodiment, N repetitions are transmitted 1n sequence by
cach step 322, where N 1s a predetermined whole number.

A looping step 324 and/or an exiting step 326 1s then
performed. The exiting step 326 frees allocated memory,
updates status logs, emails a completion message to the user,
and/or takes similar steps to clean up and exit, returning
control to the operating system or other previous process.

The looping step 324 determines whether to repeat prior
steps or exit. The repeated steps are typically the transmit-
ting step 322 and the looping step 324 1tself, but one or more
of steps 306 through 320 may also be repeated. Suitable
decision criteria include those discussed 1n connection with
the loop handler 226.

Downloading Methods

FIG. 4 1llustrates methods of the present mvention for
downloading a disk 1mage from a series of data stream
repetition signals. Aspects of these methods have already
been discussed 1 connection with the system 100 and the
computers 200, 202. Some aspects are also discussed below
in connection with FIGS. 5 and 6.

During an image downloading step 400, an 1nitial step 402
coordinates with the transmitting computer 200 to determine
which network connection or connections should be used.
This may be accomplished by control information in the data
stream repetitions, by user specified parameters, or by direct
communication with the transmitting computer 200.

An optional repeat requesting step 404 requests repetition
of data stream transmission or repetition of individual pack-
cts. This may be done, for instance, when the downloading
computer 202 begins listening 1n the middle of the last data
stream of a given series of data stream repetitions and thus
needs at least one additional repetition to complete 1ts copy
of the disk image information. It may also be done, 1n a
limited manner, for error recovery.

During a joining step 406, the downloading computer 202
scans the data stream repetitions until it locates a join point
in the signal. Broadcast and/or multicast tools and tech-
niques and scanning tools and techniques familiar to those of
skill in the art may be used.

During a packet recewving step 408, the downloading
computer 202 downloads packets from the join point onward
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until 1t has a complete copy of the disk image or the process
1s terminated. The packets are received and stored 1n work-
ing memory using familiar networking tools and techniques.
Packets preceding the join point may be scanned by the
downloading computer 202, but will be discarded.

A decompressing step 410 1s performed as needed to
decompress data in the packets. Decompression proceeds as
discussed 1n connection with the decompressor 238.

An error managing step 412 1s performed as needed to
detect and correct errors 1n the packet data. Error manage-

ment proceeds as discussed 1n connection with the loop
handler 226 and writer 244.

A storing and verifying step 414 stores the disk image
information as discussed 1n connection with the writer 244

and verifier 246. If necessary disk 1mage information 1s
missing and cannot be constructed locally (some informa-
tion may be constructed by the system structure generator
242), then the storing and verifying step may pass control to
the repeat requesting step 404, possibly after a change in
connections performed by the coordinating step 402.

An exiting step 416 releases memory, sockets,
connections, locks taken to prevent changes to the disk
during the steps 300, 302 (depending on available memory,
these may have been released sooner), and other resources.
It also updates log entries, notifies the user and/or computers
202 of completion (such as by communication between the
agents 224, 234), and exits.

Data Stream Signal Format

FIG. 5 1llustrates the format of a series S00 of data stream
repetitions 502 embodied 1n at least one network connection
such as the connections 106, 230, 232. The number of data
stream repetitions 502 1n the series 500 1s determined by the
loop handler 226, and may reflect requests for repetition
from one or more downloading computers 202. The entire
series 500 may be transmitted over (and hence embodied in)
a single network connection 230, or the series 500 may be
transmitted over multiple network connections. Each addi-
fional connection may carry the same information, or the
information 1n a given data stream 502 may be sent partially
over one connection (carrying control information) and
partially over another connection (carrying the correspond-
ing controlled data).

A given data stream 502 naturally contains disk image
data 504, the transfer of which 1s the primary purpose of the
invention. The disk image data 504 includes user data (user
file contents), and corresponding file system and partition
table information. Suitable data 504 includes data produced
by the image obtainer 206 and/or loop handler 226, and data

produced by one or more of the steps 300, 302, 304, 308

described above.

However, the data stream 502 also contains packets 506
marked by packet boundaries or edges 508, as well as join
points 510. The data stream may also contain one or more

compression sync points 512 and optional control informa-
tion 514.

The packets 506 and their edges 508 are defined and
embodied 1n the connections 106 by the networking tools
and techniques used, 1n a manner familiar to those of skill 1n
the art. Note that join points 510 may have packet
cgranularity, so that some or all of the packet edges 508 are
also join points 510. Packets may appear in a different order
in one repetition 502 than 1n another repetition 502.

The compression sync points 512 are defined and embod-
ied 1n the connections 106 by the compression tools and
techniques used 1in a manner familiar to those of skill in the
art. When sync points are present, 1t 1s preferred that each
join point 510 fall on a sync point 512 to facilitate decom-
pression.
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The optional control information 514 may be used by the
coordinating step 402 and/or the speed monitor 228 to
specily network connections and/or compression modes.
The control information 514 may also contain error man-
agement bits, or pack/unpack modes used by the packer 220
and unpacker 240. Finally, 1t may contain admainistrative
information such as the identity and location of the trans-
mitting computer 200 and the source and version of the disk
image.

The control mnformation 514 may be sent zero or more
fimes during a given data stream repetition, on the same wire
or on an alternate connection 232. If the control information
appears 1n the data stream repetition 502 more than once,
then each appearance may contain the same mformation, or
the different appearances may contain partially or entirely
different information. For 1instance, file allocation table
information may be distributed over several control infor-
mation appearances.

Some Comments on Alternative Embodiments

For ease of 1illustration, method steps are shown 1n the
Figures even 1f they may be omitted from some claimed
methods. In practice, steps may be omitted unless called for
in the relevant claim(s), regardless of whether the steps are
expressly described as optional 1n this Detailed Description.

Likewise, the steps are shown 1n a particular order even
though they may be performed 1n other orders or
concurrently, except when one step requires the result of
another step. For 1nstance, the 1mage downloading step 400
might store and verily 414 compressed data and then do
decompression 410 afterward. Likewise, the steps of
manipulating partitions 304 and monitoring connection per-
formance 306 may generally be done 1n the order shown, 1n
the opposite order, or in an overlapping (concurrent) manner.
Steps may also be repeated, even though the repetition 1s not
shown expressly. For instance, multiple repeat requests 404
may be made. Those of skill in the art will also recognize
when descriptions provided for one step or component also
pertain to another step or component, thereby making
explicit repetition of the description unnecessary. Steps may
also be named ditferently. Finally, observations analogous to
those above for method steps apply to the elements of
system or storage medium or signal claims.

Although particular methods embodying the present
invention are expressly illustrated and described herein, it
will be appreciated that apparatus, article, and signal
embodiments may be formed according to methods of the
present invention. Unless otherwise expressly indicated, the
description herein of methods of the present invention
therefore extends to corresponding apparatus, articles, and
signals, and the description of apparatus, articles, and sig-
nals of the present invention extends likewise to correspond-
ing methods. Unless otherwise stated, any list of included
items 1s exemplary, not exclusive of other items; “includes”
means “comprises’ not “consists of.”

The invention may be embodied 1 other specific forms
without departing from 1ts essential characteristics. The
described embodiments are to be considered in all respects
only as illustrative and not restrictive. Any explanations
provided herein of the scientific principles employed in the
present 1nvention are illustrative only. The scope of the
invention 1s, therefore, indicated by the appended claims
rather than by the foregoing description. All changes which
come within the meaning and range of equivalency of the
claims are to be embraced within their scope.

Conclusion

The present mvention provides tools and techniques for

transferring a disk 1mage to several computers 202 1 a
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manner that allows technicians to bring the downloading
computers 202 up one or a few at a time. This makes 1t
possible for some computers 202 to be downloading while
other computers 202 are being prepared, thereby overlap-
ping setup, download, and shutdown efforts in a way that
reduces the total time needed to create 1mages at different
locations. As shown 1n FIGS. 2, 5, and 6, the transmitting
computer 200 transmits a series of data stream repetitions

502. A copy of the disk image 600 may be downloaded to a
disk 602 i1n straightforward start-to-finish manner. But a
downloading computer 202 can also begin downloading to
a disk 604 in the middle of a repetition 502 instead of
waiting for the start of the next repetition 502. This ability
to start downloading 1n mid-repetition increases the overlap
of required activities and thus provides the benefits dis-
cussed above.

What 1s claimed and desired to be secured by patent 1s:

1. A method of transferring disk 1mages from one com-
puter to a plurality of computers, comprising the steps of:

transmitting repetitions of a data stream containing a disk
image over at least one network connection, the data
stream having a beginning, an end, and at least one join
point between the beginning and the end; and

downloading the disk 1mage to at least two computers,
wherein the downloading to at least one computer
begins at a join point within a repetition of the data
stream and ends 1n a subsequent repetition of the data
stream.

2. The method of claim 1, further comprising the step of
extracting the disk 1mage from an image file stored on
permanent storage before transmitting any repetitions of the
data stream.

3. The method of claim 2, wherein the 1mage file 1s 1n a
file-by-file format.

4. The method of claim 2, wherein the 1image file 1s 1n a
sector-by-sector format.

5. The method of claim 2, wherein the 1mage file 1s stored
on a plurality of removable storage units.

6. The method of claim 2, wherein the image file 1s stored
on permanent storage on a server, the extracting step 1s
performed by the server, and the downloading step down-
loads the disk image to at least one client of the server.

7. The method of claim 1, further comprising the step of
reading the disk image directly from permanent storage
without using an 1mage file before transmitting repetitions of
the data stream.

8. The method of claim 1, further comprising the step of
performing an on-the-fly partition manipulation on at least
one partition 1n the disk image before transmitting repeti-
tions of the data stream.

9. The method of claim 1, further comprising the step of
compressing at least a portion of the disk image before
transmitting 1t in the data stream, and the step of decom-
pressing at least a portion of the disk image after download-
ing 1t to a computer.

10. The method of claim 9, wherein the compressing step
creates at least one compression sync point in the data
stream.

11. The method of claim 10, wherein each join point in the
data stream coincides with a compression sync point in the
data stream.

12. The method of claim 1, wherein the transmitting step
transmits disk 1mage data and join points over the same
network connection.

13. The method of claim 1, wherein the transmitting step
transmits disk 1image data over one network connection and
transmits corresponding join points over another network
connection.
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14. The method of claim 1, wherein the downloading step
downloads the disk image to the same computer that is
performing the transmitting step.

15. A computer system for transferring disk 1images from

one computer to a plurality of computers, the system com-
Prising;:
a first computer;

an obtaining means for obtaining a disk 1mage;

a second computer connectable to the first computer by at
least one network connection;

a transmit means for transmitting repetitions of a data
stream containing the disk image over at least one
network connection to the second computer, the data
stream having a beginning, an end, and at least one join
point between the beginning and the end; and

a download means for downloading the disk 1mage to the
seccond computer, wherein the downloading to the
second computer begins at a join point within a rep-
ctition of the data stream and ends 1n a subsequent
repetition of the data stream.

16. The system of claim 15, wherein the first computer 1s

a server and the second computer 1s a client of that server.
17. The system of claim 15, wherein the first computer
and the second computer are peers 1n a peer-to-peer network.
18. The system of claim 15, wherein the obtaining means
comprises a permanent storage device attached to the first
computer and a means for reading the disk image from the
permanent storage device.

19. The system of claim 18, wherein the permanent
storage device comprises a magnetic tape.

20. The system of claam 18, wherein the permanent
storage device comprises a CD-ROM.

21. The system of claim 18, wherein the permanent
storage device comprises a hard disk.

22. The system of claim 18, wherein the means for
reading disk 1image data comprises a means for reading disk
image data from an image file.

23. The system of claim 15, wherein the obtaining means
comprises a means for reading only selected files 1n a
partition.

24. The system of claim 15, wherein the obtaining means
comprises a means for reading directory information for a
predetermined file 1n a partition and the transmit means
avolds transmitting the corresponding file content.

25. The system of claim 15, wherein the network con-
nection comprises a client-server network connection.

26. The system of claim 15, wherein the network con-
nection comprises a file visible to both computers.

27. The system of claim 15, wherein the network con-
nection comprises a TCP/IP connection.

28. The system of claim 15, wherein the transmit means
comprises a server agent capable of responding automati-
cally to transmission requests from other computers.

29. The system of claim 15, wherein the download means
comprises a client agent capable of responding automati-
cally to download requests from a server.

30. The system of claim 15, wherein the download means
comprises a means for verifying receipt of disk 1mage data
by verilying that all sectors corresponding to the data have
been stored on permanent storage by the second computer.

31. The system of claim 15, wherein the join points have
byte granularity.
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32. The system of claim 15, wherein the join points have
sector granularity.

33. The system of claim 15, wherein the join points have
packet granularity.

34. The system of claim 15, wherein the data stream
specifles the size of at least one partition 1n the disk 1mage.

35. The system of claim 15, wherein the data stream
speciflies at least one address of an alternate network con-
nection which also carries part or all of the data stream.

36. The system of claim 35, wherein the address includes
a local area network address.

37. The system of claim 35, wherein the address includes
a unmiversal resource locator.

38. The system of claim 15, further comprising a com-
pression means for compressing at least a portion of the disk
image before transmitting it in the data stream, and a
decompression means for decompressing at least a portion
of the disk image after downloading 1t to the second com-
puter.

39. The system of claim 38, further comprising a dynamic
speed monitor which monitors network connection perfor-
mance and regulates the compression means on detecting a
change of predetermined amount in network connection
performance.

40. The system of claim 15, further comprising a dynamic
speed monitor which monitors performance of at least two

network connections and selects between the connections 1n

response to predetermined events that indicate changes 1n
relative network connection performance.

41. A computer storage medium having a configuration
that represents data and instructions which will cause at least
a portion of a computer system to perform method steps for

transferring disk 1mages from one computer to a plurality of
computers, the method comprising the steps of:

transmitting repetitions of a data stream containing a disk
image over at least one network connection, the data
stream having a beginning, an end, and at least one join
point between the beginning and the end; and

downloading the disk image to at least two computers,
wherein the downloading to at least one computer
begins at a join point within a repetition of the data
stream and ends 1n a subsequent repetition of the data
stream.

42. The storage medium of claim 41, wherein the down-

loading step 1dentifies a join point using a current sector
number included 1n the data stream.

43. The storage medium of claim 41, wherein the down-
loading step identifies a join point using a list of sectors
included 1n the data stream.

44. The storage medium of claim 41, wherein the down-
loading step selects a join point based at least 1n part on an
indication of disk 1image size which is included 1n the data
stream.

45. The storage medium of claim 41, wherein the down-
loading step selects a join point based at least 1n part on
compression state information which 1s included in the data
stream.

46. The storage medium of claim 41, wherein the trans-
mitting step comprises 1ncluding error management bits in
the data stream.
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47. The storage medium of claim 41, wherein the down-
loading step comprises sending a retransmission request
from a downloading computer to a repetition transmitting
computer.

48. A series of data stream signal repetitions embodied in
a network connection for transferring disk 1mage data, each
repetition of the data stream signal having a beginning, an
end, and at least one join point between the beginning and

the end, and each repetition of the data stream signal also 1g

containing disk 1mage data.

20

49. The series of data stream signal repetitions of claim
48, wherein each repetition of the data stream signal also
contains at least one compression sync point.

50. The series of data stream signal repetitions of claim
48, wherein the disk 1image data 1s packed.

51. The series of data stream signal repetitions of claim
48, wherein each repetition of the data stream signal also
contains control information identifying another network
connection.
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