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57] ABSTRACT

A method and device for detection of errors, 1n particular
fransmission errors, 1n data streams and/or data packets. A
variable function 1s applied to data to be transmitted. The
function 1s varied on the basis of time and/or the data itself,
for example, by assigning an individual variation value to
each of indices (such as a packet index). After having been
varied, the data i1s subjected to error detection processes
prior to transmission and after reception. Results of the error

detection processes are compared to determine if the data
has been transmitted properly.

12 Claims, 3 Drawing Sheets
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METHOD AND DEVICES FOR THE
TRANSMISSION OF DATA WITH
TRANSMISSION ERROR CHECKING

BACKGROUND OF THE INVENTION

The invention relates to a method for the transmission of
data with transmission error checking. More 1n particular,
the invention 1s related to a method for the transmission of
data between a transmitting end and a receiving end of a
transmission channel, involving the generation of supple-
mentary data at the transmitting and the receiving end by a
first and a second function respectively, and the comparison
of the supplementary data generated by said functions in
order to detect transmission errors. The invention further
relates to devices for the application of such a method.

A method and devices of the above-mentioned kind are
known 1n the prior art. In this connection, the transmission
channel can be set up for transmission in space (bridging a
distance) as well as for transmission in time (storage and
display). Further, the second function can be implemented in
such a manner that it 1s, for example, an 1nverse of the first
function, so that the original data are reconstructed. This
allows the original data, rather than the supplementary data,

to be compared. Reference 1s made to European Patent
Application 0,494,036 and U.S. Pat. No. 4,961,192.

Transmission errors may arise, for example, through
clectromagnetic radiation, 1nadequacies 1n a storage medium
(transmission in time), and errors in switching and trans-
mission equipment. Prior art methods provide for the check-
ing of transmitted (user) data by the addition of supplemen-
tary data which, as redundant information, enable the
detection of transmission errors to a certain degree. As an
example of such supplementary data, so-called parity bits,
which at the transmitting end can be added to binary data by
a first function and, for example, represent the number of
ones and zeroes, can be mentioned. At the receiving end it
can be checked whether this number of ones and zeros, as
repesented by the parity bits, corresponds with the data
received. If the parity bits do not correspond with the data
received, a transmission error has apparently occurred and
the data concerned could be transmitted again 1f necessary.

In prior art methods the problem arises that systematic
errors are sometimes not detected. Systematic errors, that 1s
fo say, errors which repeat themselves, can arise inter alia
through an error which repeats itself 1n the transmission
channel (for example an interference signal with a certain
frequency) or through an equipment error. For (binary) data
it holds that there 1s always a probability that erroneous data
are considered to be correct data because the supplementary
data may be correct by coincidence (the supplementary data
are always restricted in length and therefore a finite number
of supplementary data can be distinguished). With system-
atic errors the case may therefore arise that an error, once not
recognised as such, 1s continually not detected.

International Patent Application WO8&7/03442 discloses a
data encryption device comprising a CRC (Cyclic Redun-
dancy Code) generator. A counter produces count bits
related to the data. The CRC generator computes a CRC on
the basis of the encrypted data to which the count bits are
appended. Although the appending of count bits provides an
improved protection against systematic errors, such errors
can still not be excluded as the data proper are not altered.

The non-detection of a transmission error in the data can
make itself felt in the rest of the data received. This is
especially the case if, on the transmission path, the data is
compressed or otherwise encoded. In the decoding process,
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2

not only the erroneous data, but 1n some cases all following
data may become unusable, in particular 1if the statistics by
means of which the compression and decompression take
place are affected by the erroneous data.

The ITU-standard V.42bis describes, for example, an

adaptive compression scheme which, during the
compression, records statistics of the data to be compressed.
If systematic errors are not detected, the said statistics no
longer correspond with the data, so that at the receiving end
an 1ncorrect decompression takes place. This may result 1n
all decompressed data becoming unusable.

SUMMARY OF THE INVENTION

An object of the 1nvention 1s to deal with the above-
mentioned and other disadvantages of the prior art, and to
provide a method which allows data to be checked for errors
in a better way, and thus considerably increases the prob-
ability of transmission errors being detected. A further object
of the mvention 1s to provide a method which 1s particularly
suitable for application to compressed data and which can be
applied 1n a simple manner.

These and other objects are met 1n accordance with the
invention by a method for the transmission of data between
a transmitting end and a receiving end of a transmission
channel while providing an error check, said method com-
prising the steps of: generating, at the transmitting end,
supplementary data on the basis of original data by means of
a first function, said first function varying said original data
in time; transmitting both the original data and the supple-
mentary data over a transmission path; regenerating, at the
receiving end, supplementary data on the basis of the
reprocessed transmitted data by means of a second function,
said second function varying said original data in time; and
checking the transmitted data by comparing the regenerated
supplementary data with the transmitted supplementary
data.

In this way 1t 1s achieved that the detection probability of
systematic errors 1n particular increases considerably, since
(erroneous) data are always varied in time, and are thus
cffectively checked by a different function each time. The
probability that an error, once not recognised as such, 1s
continually not detected, has hereby become minimal.

The 1nvention 1s therefore based on the insight that an
error which repeats 1tself, once not detected by a normal
(fixed) checking function, will repeatedly go undetected.
The 1nvention 1s also based on the insight that a variable
checking function can almost always prevent the non-
detection of repetitive errors. A further aspect of the inven-
fion 1s based on the 1nsight that the varying of the checking
function can be advantageously based on the data to be
checked, and that the varying of the data can be used to
accomplish a varying, 1.e. time-dependent checking func-
tion. A further insight which 1s of importance for the
invention 1s that between the transmitter and receiving end
a form of synchronization must exist, in other words that the
relationship between user data and supplementary data must
be maintained.

The said functions, that 1s to say the first and the second
function, are used for the creation of supplementary data at
the transmitting end (first function) and the creation also of
supplementary data at the receiving end (second function),
after which the supplementary data generated by the two
functions are compared. In principle, the two functions
should be identical or should provide identical results for
identical data. In some cases the second function may not be
identical to the first, but may, for example, be formed by its
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inverse. The second function may be of the kind which 1s
referred to as parity check function.

A function can be varied as a whole, for example by
continually applying another function from a group of
functions. Preferably, however, a function comprises a first
and a second part, of which only the second part 1s varied.
In this case, the first part can consist of the function proper,
which can be 1nvariable, the second part being a value which
1s varied, preferably under influence of the data. The func-
tions can thus, 1f the data are transmaitted 1n a bit stream, be
varied every n bits, where n=1. If the data are transmitted
in data packets, the functions can be varied on the basis of
one or more parameters of the data packets. As a matter of
fact, the term “data packets” 1s here also taken to mean
frames, containers and other data structures. The said param-
eters can comprise an index, time indication or a channel
number.

EXEMPLARY EMBODIMENTS

The ivention will be explained in greater detail by
reference to the figures.

FIG. 1 diagrammatically shows the principle of data
fransmission according to the prior art.

FIG. 2 diagrammatically shows a first embodiment of the
method according to the mvention.

FIG. 3 diagrammatically shows a second embodiment of
the method according to the invention.

As diagrammatically shown 1n FIG. 1, supplementary or
check data d1 are generated on the basis of (user) data D by
a first function 1. Subsequently the original data D, like the
supplementary data d1, are transmitted over the transmission
path T from the transmitting or sending end S to the
receiving end R. At the receiving end R, supplementary or
check data d2 are generated by a second function 2, which
preferably 1s 1dentical to the first function 1. The supple-
mentary data d2 so generated are compared with the trans-
mitted supplementary data d1. If the supplementary data d1
and d2 are equal, the transmission has apparently taken place
without errors. If the supplementary data d1 and d2 are not
equal, then a transmission error has occurred and in many
cases a re-transmission of the data concerned will be
requested.

The supplementary data d1 have a size which inter alia
can be dependent upon the capacity of the transmission path
and the probability of transmission errors. For a size of r bits,
2" different supplementary data d1 and d2 respectively are
possible. Erroneous data can therefore result in correct data
d2 with a probability of 277 (or less). If erroneous data repeat
themselves and are once found to be correct, prior art
methods will always consider these erroneous data to be
correct. The 1nvention seeks to provide a solution 1n this
regard.

As 1s shown 1n FIG. 2 by way of example, functions 1 and
2 can consist of a fixed and a variable part, the variable part
being a variation value. At the transmitting end S, the (first)
function 1 consists of a function part 1a, which generates
supplementary data d1, and a function part 15, which varies
the data which are to be checked. Likewise, at the receiving
end R the (second) function 2 comprises a first function part
2a, which generates supplementary data d2, and a function
part 2b, which varies the data which are to be checked.

In the example shown, the function part 15 comprises an
adder and a random number generator (PRN). The adder is
preferably an EXOR adder, which adds random numbers to
the user data. The result of this addition is supplied to the
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function part 1a, which 1n this example 1s fixed but may also
be variably implemented. Likewise, the function part 2b
comprises an adder and a random number generator, which
can be completely 1dentical to those of the function part 15b.
At the receiving end, a comparator C, which compares the
supplementary data d1 and d2, 1s further included. It will be
understood that the functions described here can be 1imple-
mented in software as well as in hardware (for example as

an ASIC).

In the example described above, the functions 1 and 2 can
be thought of as consisting of a fixed part (la and 2a
respectively) and a variable part (16 and 2b respectively).
The variable part 1s variable to the extent that another, 1n
principle unknown, variation value, namely a random
number, 1s continually conjoined with the data, 1n particular
added or interwoven. The variable element, which varies the
behaviour of the function, i1s thus formed by the random
number. Reference to FIG. 2 will make clear that the
so-called wvariable function on the one hand, and a fixed
function of which the mput data are varied on the other hand,
produce similar results.

The supplementary data d1, which are generated by the
(first) function 1, are transmitted via the transmission path.
In the example shown, the user data D are processed
(encoded) by a process P which, for example, can be a data
compression process, so that processed data D' are trans-
mitted over the transmission path. The function P' at the
receiving end can, for example, comprise the inverse func-

tion of P. In accordance with European Patent Application
0,718,999 (published Jun. 26, 1996 and corresponding with

U.S. patent application Ser. No. 08/569,922 filed Dec. 8§,
1995, herewith incorporated by reference in this text), the
supplementary data in the example of FIG. 2 are formed on
the basis of the unprocessed (that 1s to say, not encoded by
the process P) user data D, that is to say, the user data not
encoded by the process P. It will be understood, however,
that the supplementary data can also be formed on the basis
of the processed (that is to say, encoded) data D', and that the
process P will be omitted in some applications. Apart from
that, the process P can result in a so-called non-systematic
code (by means of a matrix multiplication, for example), in
which case the transmitted supplementary data d1 are not
readily separable from the user data D'

The random number generator, which 1tself can be a
(pseudo) random number generator known 1n the prior art,
supplies random numbers consisting of one or more bits.
Dependent upon the time, but preferably dependent upon the
user data D (or D"), a new random number is continually
cgenerated. If the user data are formed by a bit stream, then
for each bit of the user data, for example, or for every n bats,
a new random number (in general: a new variation value)
can be generated (“bit-index”: the data stream bits function
as parameters on the basis of which the varying takes place).
It 1s also possible to vary the function completely for every
n bits (n21) by loading a new algorithm (function f), for
example, in the “fixed” part 1la (and 2a respectively). The
variable part 15 (and 2b respectively) can be omitted in the
latter case.

If the user data D are transmitted in the form of data
packets (in which frames, containers, cells and such are
included), the variation value can advantageously be deter-
mined by a data packet index. Such an index may consist, for
example, of the channel number, a sequence number, a time
indication, and so on. In this connection, the index can be
used directly as variation value (thus in the example of FIG.
2 by supplying the index instead of a random number to the
adder), or indirectly. In the latter case, the index may be
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used, for example, as the starting value of a random number
generator, but also as the address of a list (stored in a
memory) of variation values which were possibly generated
carlier by a random number generator. Besides an increase
in speed, the use of a list offers the advantage of a larger
range: an index of, for example, four bits can address sixteen
memory locations, which could each contain a variation
value of, for example, 32 bits. According to a still further
aspect of the invention, the variation value (or the functions,
respectively) is, on the contrary, not changed if the index is
changed, since a modified index (such as the channel
number) indicates modified data. As a result, a further speed
advantage can be gained.

In order to synchronize the first and second function at the
transmitter and receiving ends respectively, the supplemen-
tary data can advantageously be accommodated at a fixed
place 1n a data block, 1n which case such a data block can
also consist of a number of data packets or other data
structures. Accommodating at a fixed place simplifies the
recognition of the supplementary data and, with that, the
synchronisation, that is to say, the relationship between user
data and supplementary data. In particular, 1f the user data
have been processed (for example compressed), the built-in
synchronisation monitoring which 1s included in most com-
munication protocols can be used with advantage. Further,
the (standard) re-transmission protocol for re-establishing
synchronisation can be employed, as can the synchronisa-
tion required for the multiplexing and de-multiplexing of the
supplementary data.

As explained above with reference to FIG. 2, the prob-
ability of repetitions in the data, and with that the probability
of repetitive non-detection of errors, 1s considerably reduced
by the addition of (pseudo) random numbers to the (either
processed or non-processed) user data. In the example of
FIG. 2, the function 1b, like the function 2b at the receiving
end R, 1s preferably non-lincar. By using a non-linear
function, the probability of repetitive non-detection of errors
1s further reduced.

A non-linear function can be achieved by means of a
so-called S-box, known 1n the art of cryptography. Input data
are supplied to the first mnput of the S-box, which can be
formed by a memory filled with random numbers. These
input data are also supplied to an adder, which 1s connected
to the output of the S-box. A permutation is performed on the
output data of the adder, after which these data are supplied
to the second imnput of the S-box via a time delay. The
addressing of the memory of the S-box thus takes place on
the basis of data which consist partly of the original input
data and partly of the time-delayed feedback data. The data
thus resulting from the permutation are dependent upon the
input data 1n a non-lincar manner.

In FIG. 3, a second exemplary embodiment of the inven-
fion 1s diagrammatically shown. The function 1 at the
transmitting end S can again consist of a fixed part 1a and
a variable part 15. The fixed part 1a can correspond com-
pletely with that of FIG. 2. In the example of FIG. 3, the
variable part 15, which brings about a variation in the data,
comprises a permutation of the data D. In this connection, bit
positions within a data block are mterchanged, for example
as follows: bit 1 to position 2, bit 2 to position 4, bit 3 to
position 1 and bit 4 to position 3. A bit string represented by
ABCD thus has the sequence CADB after one permutation,
the sequence DCBA after two permutations, and so on. As
variation value 1n this embodiment, the permutation can be
used: different permutations can be read out from a table,
and be varied on the basis of the data (number of bits, index,
etc., see above). Advantageously, the permutations can be
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repeatedly applied, for example by continually
re-performing each permutation on 1itself. The said permu-
tations can be applied to a data block or to a part of a data
block. Within relatively long data packets, it may be advan-
tageous to apply a permutation to a part of the packet
repetitively. In this case either the same or another permus-
tation can be used for each data block (packet part).

Because 1n the embodiment of FIG. 3 permutations are
applied to the data, the requirements for the functions 1 and
2 can be less stringent. In the case of FIG. 3, for instance,
linear functions will suifice.

In the embodiment of FIG. 3, the function units 1 and 2
may each comprise a microprocessor and suitable memory
means. In the memory means, suitable software programs
for performing the permutations and for performing the
actual function £ may be stored. An additional memory may
optionally be provided for storing a permutation table.
Alternatively, the permutations and/or the functions f may be
implemented 1n hardware, €.g. in an application-speciiic
integrated circuit (ASIC). The comparator C may be imple-
mented as a hardware component or, alternatively, as
software, €.g. running on the processor of function unit 2. It
will be understood that the embodiment of FIG. 2 may be
implemented 1n a similar way, the permutation being
replaced by a random number generator and an EXOR-
adder. Both the random number generator and the adder may
be 1mplemented m hardware or 1n software.

The embodiments of the invention shown above provide
a reliable check on the transmitted data. Error patterns
which, 1n combination with data, result 1n erroneous data
which are not recognized as such by conventional means,
can also be detected by the method according to the 1nven-
tion.

In general, a re-transmission of (a block of) data is
requested 1f an error 1s detected. According to a further
aspect of the invention, the same state of the functions 1s
used during the re-transmission, since the functions have
detected an error 1n their respective state. In other words, on
re-transmission the functions are preferably not varied with
respect to their state during the detection of a transmission
error. If required, the said state (variation values or the
function itself) can, to this end, be stored in a special
memory to be used again on receiving the re-transmission
involved.

In the above, it was continually described how transmitted
data are checked on the basis of supplementary data. Instead
of, or 1n addition to, checking the data themselves, 1t 1s also
possible to check values which are dependent upon the data,
such as tables in data compression and decompression
processes. In this connection, the error propagation as a
result of the influencing of data statistics can be reduced by
loading the (new) statistics in the decoding or encoding unit
only after these have been checked and found to be correct
(stepwise adaptive coding).

As a further check on transmission errors with com-
pressed data which are transmitted in data packets, a check
can be performed which takes the length of the packets mnto
account. A packet which, after compression or
decompression, 1s longer than normal (where “normal” can
be determined on the basis of statistics or on the basis of
separately transmitted length data), can then be considered
to be 1ncorrect.

It will be understood by those skilled 1n the art that the
imnvention 1s not limited to the embodiments shown, and that
many modifications and additions are possible without
departing from the scope of the invention.
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We claim:

1. A method for transmission of data between a transmit-
tfing end and a receiving end of a transmission channel while
providing an error check, comprising:

generating, at the transmitting end, supplementary data
based on original data having an original data size by
means of a first function, said first function varying said
original data without changing the original data size;

transmitting both the original data and the supplemental
data over a transmission path;

regenerating, at the receiving end, supplementary data
based on the transmitted original data by means of a
second function, said second function varying the
transmitted original data without changing the original
data size; and

checking the transmitted original data by comparing the
regenerated supplementary data with the transmitted
supplementary data.

2. The method according to claim 1, wherein:

said step of generating includes the substep of utilizing
EXOR adding of a random number to said data, said
random number varying in time, as said first function;
and

said step of regenerating includes the substep of utilizing
EXOR adding of a random number varying in time to
said original data, as said second function.

3. The method according to claim 2, wherein:

said step of generating 1ncludes the substep of determin-
ing said random number varying in time in dependence
of said original data; and

said step of regenerating includes the substep of deter-
mining said random number varying in time in depen-
dence on said original data.
4. A method for transmission of data between a transmit-
fing end and a receiving end of a transmission channel while
providing an error check, comprising the steps of:

generating, at the transmitting end, supplementary data
based on original data by means of a first function, said
first function varying said original data in time;

processing said original data;

transmitting both the processed data and the supplemen-
tary data over a transmission path;

reprocessing, at the receiving end, the transmitted pro-
cessed data so as to obtain said original data;

regenerating, at the receiving end, supplementary data
based on the reprocessed original data by means of a
second function, said second function varying the
reprocessed original data 1in time; and

checking the transmitted data by comparing the regener-
ated supplementary data with the transmitted supple-
mentary data.

5. The method according to claim 4, wherein:

said step of generating includes the substep of utilizing,
EXOR adding of a random number to said original
data, said random number varying in time, as said first
function; and

said step of regenerating includes the substep of utilizing,
EXOR adding of a random number to said original
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data, said random number varying m time, as said
second function.

6. The method according to claim 5, wherein:

said step of generating includes the substep of determin-
ing said random number varying in time 1n dependence
of said original data; and

said step of regenerating includes the substep of deter-
mining said random number varying in time in depen-
dence on said original data.

7. The method according to claim 4, wherein said step of
processing includes the substep of performing data com-
pression on said original data.

8. The method according to claim 4, wherein said substep
of processing includes the substep of performing data
encryption on said original data.

9. A method for transmission of data between a transmit-
ting end and a receiving end of a transmission channel while
providing an error check, comprising:

ogenerating, at the transmitting end, supplementary data
based on original data by means of a first function, said
first function comprising a time-dependent permutation
of an order of data units making up said original data;

transmitting both the original data and the supplementary
data over a transmission path;

regenerating, at the receiving end, supplementary data
based on the transmitted original data by means of a
second function, said second function comprising a
time-dependent permutation of said order of data units
making up said original data; and

checking the transmitted data by comparing the regener-
ated supplementary data with the transmitted supple-
mentary data.

10. The method according to claim 9, wherein:

said step of generating includes the substep of varying
said first function based on the original data; and

said step of regenerating includes the substep of varying

said second function based on the transmitted original
data.

11. The method according to claim 10, wherein:

said step of transmitting 1ncludes the substep of transfer-
ring said original and supplementary data in data pack-
etls;

saild substep of varymng said first function comprises
varying said first function based on at least one param-
cter of the data packets; and

said substep of varying said second function comprises
varying said second function based on at least one
parameter of the data packets.

12. The method according to claim 11, wherein:

said step of varying said first function includes the step of
utilizing a parameter to address a table from which a
value for varying said first function 1s read out; and

said step of varying said second function includes the step
of utilizing a parameter to address a table from which
a value for varying said second function 1s read out.
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